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Section 1 
Scope

1.1 Identification

The Commissary Advanced Resale Transaction System (CARTS) will replace the aging point-of-sale (POS) system the Defense Commissary Agency (DeCA) currently operates in its stores. 

1.2 System Overview

Through CARTS, DeCA intends to achieve parity with the commercial grocery industry by automating functional requirements at least equal to the technical support found in the commercial retail grocery sector. In seeking a replacement system, DeCA is focusing on systems that benefit the commissaries, reduce unit costs, ensure system sustainability and supportability, meet performance requirements, and support a skilled workforce.

In addition, new equipment will simplify management and reduce maintenance overhead, allow DeCA to take advantage of new technologies and trends in the grocery industry, improve system performance by increasing mean time between failures and decreasing mean time to repair, and increase customer and employee goodwill. These efficiencies will help maintain the customer base and attract additional customers, which will result in increased surcharge collection. DeCA anticipates having the new POS system fully deployed by May 2008.

This System Performance Specification document defines requirements necessary for the new POS system to meet DeCA objectives and Department of Defense (DoD) standards. System level performance and functional interfaces between the new CARTS POS system and current DeCA infrastructure are provided. Specific requirements provided in this document include:  functional and performance requirements; hardware, security, and telecommunications requirements; and energy; Year 2000 (Y2K) and Section 508 of the Rehabilitation Act compliance.

Section 2 
Applicable Documents

CJCS Instruction 3170.01, “Requirements Generation System,” March 12, 2004.

CJCS Manual 3170.01, “Operation of the Joint Capabilities Integration and Development System” March 12, 2004.

CJCS Instruction 6212.01C, “Interoperability and Supportability of National Security Systems, and Information Technology Systems,” November 20, 2003.

Commissary Advanced Resale Transaction System Initial Capabilities Document (ICD), dated February 2004. 

DeCA Directive 35-13, “Information Technology Capital Planning and Investment Program,” November 2001. 

Defense Federal Acquisition Regulation Supplement, current edition. 

DoD Directive 3222.3, “Department of Defense Electromagnetic Compatibility Program,” August 20, 1990. 

DoD Directive 4630.5, “Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS),” January 11, 2002.
DoD Directive 5000.1, “The Defense Acquisition System,” May 12, 2003. 
DoD Handbook 237c, “Electromagnetic Environmental Effects and Spectrum Certification Guidance For The Acquisition Process,” July 17, 2001.

DoD Instruction 5000.2, “Operation of the Defense Acquisition System,” May 12, 2003.

DoD Interface Standard 464, “Electromagnetic Environmental Effects Requirements For Systems”, March 18, 1997.

DODD 8500.1, “Information Assurance,” October 24, 2002

DODI 8500.2, “Information Assurance Implementation,” February 6, 2003

Federal Acquisition Regulation, current edition. 

Secretary of Defense Memorandum, Defense Acquisition, Attachment 1, The Defense Acquisition System, October 30, 2002. 

Section 3 
Requirements

3.1 Commissary Functional Requirements

DeCA’s goal is to replace the current POS system with a new POS system by investing in practical and proven technology that meets DeCA’s functional and technical requirements. Through CARTS, DeCA intends to achieve parity with the commercial grocery industry by automating functional requirements at least equal to the technical support found in the commercial retail grocery sector. To achieve full operational capability, the CARTS program strategy is to employ a single integrator that will:  de-install the current system; install the replacement solution, with all relative peripherals and interfaces; provide initial and sustainment training; relative supplies; configuration management; and maintenance support through the life of the contract. DeCA is focusing on systems with open systems architectures that will benefit the commissaries, reduce unit costs, ensure system sustainability and supportability, meet performance requirements, and support a skilled workforce.

In addition, new equipment will simplify management and reduce maintenance overhead, allow DeCA to take advantage of new technologies and trends in the grocery industry, and improve system performance by increasing mean time between failures and decreasing mean time to repair. The contractor’s solution will drive end-state capabilities. Requirements contained herein describe the overarching processes and capabilities sought with CARTS. These requirements should be assessed in conjunction with the Concept of Operations (CONOPS), the Statement of Objectives (SOO), and its attached attachments. CARTS shall comply with applicable DoD, national, and grocery industry standards and protocols, as necessary, to ensure open system interconnection throughout the system life-cycle. All hardware and software components shall be configured to allow full compatibility, interoperability, and integration. CARTS shall allow for replacement of individual components or insertion of new technology without disrupting service or requiring costly modification of existing components. CARTS architecture shall comply with open system standards, and 100 percent of hardware and software shall be Uniform Code Council (UCC) and Association for Retail Technology Standards (ARTS) compliant. The hardware and software solution must meet all DoD security standard criteria and DoD Information Assurance certification and accreditation, and conform to DoD 8500.2 security controls. Data integrity shall be such that 100 percent of sales and financial data is properly exchanged, either selectively, or on a scheduled basis, with DeCA’s Enterprise Data Warehouse (EDW).

CARTS shall support standard grocery operations at the commissary level, including customer checkout, acceptance of all possible U.S. media tendering, media balancing, management reports, price management, file maintenance, and on-line cashier training. Commissary functional requirements are further divided into two categories: Customer Checkout and Back Office Functions. These processes are defined below. 

Customer Checkout Functions:  CARTS shall provide register capabilities to process customer checkout at regular in-lane check stands, automated self-check-out terminals at selected locations, and non-checklane wireless/standalone (mobile) sales terminals. Except for automated self-checkout terminals, all terminals, including the customer service (register) terminal, shall have portable hand held devices for scanning heavy items in shopping carts and reading/retrieving bar-coded information on customer receipts. Customer checkout processes include:  process merchandise transactions, non-item level transactions, non-checklane cash terminals, and cash cage activities. CARTS shall support the following minimum requirements:

3.1.1.1 Process Merchandise Transactions:  CARTS shall provide cash register capabilities to process customer checkout at regular in-lane check stands, automated self-check-out terminals, and mobile sales terminals. Except for automated self-checkout terminals, all terminals, including the customer service (register) terminal, shall have a portable handheld device for scanning heavy items in shopping carts and reading/retrieving bar-coded information on customer receipts. DeCA currently has 25 commissaries with automated self-check-out terminals and the agency may expand to additional stores before CARTS contract award. CARTS shall be able to process item purchases, perform price-look up, review transactions at the terminal, make void adjustments, and allow monitoring and reporting of cashier transactions and inherent performance. Merchandise transactions processes include:  cashier and bagger numbers verification; merchandise processing, coupon processing, surcharge calculation, container deposits, item level voids, accessorial charges, calculating transaction totals, tendering, providing a customer receipt, merchandise returns and refunds, transactions numbers, automated checkout, and price checks. One DeCA-unique aspect of tendering is that overseas commissaries do not use pennies as part of the tendering process. CARTS shall be configurable to account for DeCA’s rounding rules for the mitigation of the exchange of pennies. The CARTS technical library contains examples of DeCA’s rounding approach. The required performance for this process is 100 percent customer satisfaction, validated by accurately processed and calculated transactions, with production of accurate customer receipts. 

3.1.1.1.1 Cashier, Customer, and Bagger Number Verification:  CARTS shall require cashier/operator/user sign-in before the terminal can be activated. The system shall be capable of authenticating users. CARTS shall allow the ability to assign security levels of function to operator access. The cashier interface shall require entry of a bagger number into a three-position numeric field that is recorded on customer receipts and in the electronic transaction journal before a transaction can begin. Automated self-checkout terminals will not require bagger number input.
3.1.1.1.2 Merchandise Processing:  CARTS shall process item purchases to the department level, look-up prices, allow review of the entire customer transaction through scrolling of the cashier screen, make void adjustments, and monitor cashier transactions. It shall also support processing of items sold by department and by unit of measure, such as scalable items by weight. The system shall also be capable of displaying all selling prices, product descriptions, and product weight information to the shopper at the time of processing. Additional capabilities are:  

3.1.1.1.2.1 Processing Items:  Process items sold by unit of measure [Universal Product Code (UPC) number system 2 or country code 02] using two check digits. Process items sold by department, allow voids of previous transaction. Security controlled by supervisor or authorized personnel, allow processing a multiple purchase of the same items by using a quantity key and a “for” key and scanning only one of the items to calculate the selling price, entering the item’s price, and accumulating totals in the appropriate department. The DeCA approved POS department structure can be found in the CARTS technical library.

3.1.1.1.2.2 Bar Code Support:  UPC-A, UPC-E, and UCC-12; European Article Numbers (EAN)-UCC-13 and EAN-UCC-8; Japanese Article Number (JAN) and EAN-UCC-13; Code 128; and Code 39; and new standards for the 14-digit Global Trade Item Number (GTIN–14), and Reduced Space Symbology (RSS). 100 percent of all bar code types necessary to support CARTS shall be available throughout the system’s life-cycle.

3.1.1.1.2.3 Price Look-up (PLU):  Entering a UPC number through the keyboard, a scanner/scale, and a handheld scanner; Entering a PLU number for individual and weighted items such as produce or other loose pick items, automatically subtracting the appropriate tare weight, and multiplying the unit price by the item’s weight, which is transmitted through an interface with a scanner/scale, and allows for cashier PLU look up capability. This capability includes the ability to search a PLU file for identification of produce and other miscellaneous items. Scanned PLU response time shall be sub-second.

3.1.1.1.2.4 Security:  Fraud detection capabilities/application to assist store managers in identifying suspect transactions based on their individual characteristics and automatically compares to store, cashier, and transaction “norms.” A store level solution that uniquely identifies: (1) intentional theft and fraud due to register manipulation such as under-ringing or sliding, (2) historical patterns associated with theft or fraud, (3) training inefficiencies, and (4) unintentional errors and mistakes. Capability for regional or headquarters (HQ) personnel to pull store level captured suspect transactions, by store, for analysis; Parameter control restriction of cashier’s ability to not change prices at POS terminal level. Allow supervisor override to change price. Allow supervisor security level monitoring of cashier/terminal activities via another cashier terminal or via a back office Data Entry Terminal (DET).  

3.1.1.1.3 Coupon Processing:  CARTS shall accept national brand manufacturer and region/local scannable and non-scannable paper coupons. Regional/local area branded coupons are not to be confused with store coupons. Commissaries do not process in-store coupons if coupon amounts are to be deducted from department sales totals.
3.1.1.1.3.1 Scanning:  CARTS shall scan the bar code printed on coupons (UPC, EAN, UCC-EAN-128, GTIN - 14) and deduct their value from the appropriate totals. CARTS shall support family coupon code validation. A minimum of two family codes shall be supported.

3.1.1.1.3.2 Processing:  CARTS shall provide separate totals for national brand manufacture and region/local scannable and non-scannable paper coupons. The grand total of both types of coupons shall be reported to the DeCA automated 707, Report of Deposits process. CARTS shall deduct all coupons processed from the transaction total after surcharge calculation. This also applies to coupon deductions resulting from linking. CARTS shall provide the capability for a quantity function for coupon tendering. This feature shall permit faster customer throughput when case lot sales or special events are conducted. For example, if a customer buys a case of 24 items and has 24 coupons the cashier needs the capability to scan one coupon and quantify 24. The coupon quantity function shall permit the cashier to quickly process multiple coupon quantities for case lots by scanning or entering a single coupon and activating the quantity function. CARTS shall calculate and insert the grand total of all daily coupon count and dollar totals into the DeCA automated 707, Report of Deposits and the DeCA 70-15, Summary of Daily Receipts.
3.1.1.1.3.3 Linking:  CARTS shall support coupon linking such that coupon amounts are automatically deducted along with the sale of a specific UPC/PLU item.  

3.1.1.1.3.4 Receipt:  CARTS shall print the number and total dollar value of coupons redeemed, and the percent of savings against the total purchase amount.

3.1.1.1.4 Surcharge Calculation:  Although DeCA does not charge or collect any local sales taxes, it adds a surcharge percentage to the total sales. DeCA will use the CARTS tax calculation features to process surcharges. CARTS shall calculate and insert the grand dollar total of all surcharge calculations into the DeCA automated 707 and the Summary of Daily Receipts. CARTS shall support the following minimum requirements:

3.1.1.1.4.1 Calculating:  Calculate a percent surcharge on selected sale and refund transactions and reflect those charges in the transaction total. Calculate the surcharge based on item record, department record, or sub-department record parameters. Calculate surcharge based upon total purchases before coupon redemption.

3.1.1.1.4.2 Printing:  Print a mnemonic or descriptor on customer receipts to identify the calculated amount as a surcharge.

3.1.1.1.4.3 Security:  Provide the ability to selectively exempt surcharge from an item or order at cashier level with supervisor intervention.

3.1.1.1.5 Container Deposits:  CARTS shall allow the linking of container deposits at item level to allow for the collection of packaging container redemption values, (e.g., California’s California Redemption Value).

3.1.1.1.6 Item Level Voids:  CARTS shall allow for voids at the item level and removal of any selected item from the transaction, provide and maintain individual and total cumulative operator reports for all types of item voids, for daily and monthly closeouts by cashier/operator. Void features shall include security controls requiring supervisor intervention beyond a set parameter amount.

3.1.1.1.7 Accessorial Fees (Service Charges):  CARTS shall allow the adding of a percentage service charge against the sub-total of the order before the surcharge is applied. CARTS shall support a minimum of two separate percentage amounts. It shall support two scenarios of commissary sales to foreign embassies (i.e., 12% and 18%). CARTS shall provide the capability to display in the cashier menu a selection to choose either. Percentage amounts shall all be administrator-level and parameter-driven. CARTS shall calculate and insert the grand dollar total of all accessorial fee calculations into the DeCA automated 707 and the Summary of Daily Receipts.

3.1.1.1.8 Calculate Transaction Totals:  CARTS shall calculate transaction totals and maintain standard grocery totals throughout each transaction. CARTS shall also calculate and display a subtotal at any time during a transaction.

3.1.1.1.9 Tendering:  All tendering acceptance shall be in U.S. currency and media only, and include processing capabilities as described below, including check processing. Magnetic Ink Character Recognition (MICR) readers are required and shall be capable of capturing MICR characters for validation and electronic imagine of patron personal checks. Check images shall be used for electronic clearing. The MICR readers shall be integrated with the in-lane hardware and software. The readers shall be able to pass transaction data to the network provider and the bad check system for account verification, validation, and fund authorization, and receive a response within 15-30 seconds. The check image shall be stored for later retrieval as required. CARTS shall have the capability to correct media tender during transactions and after the transaction has been closed. Proper security levels shall be included to restrict these functions to authorized store and other DeCA designated personnel. CARTS shall accept and identify tender types and processes as described below.

3.1.1.1.9.1 Tender Acceptance:  CARTS shall accept cash, traveler’s checks, money orders, coupons, personal checks, Electronic Benefits Transfer (EBT), food stamps, refunds/returns, debit/credit/gift cards, Women, Infants and Children (WIC) item controlled tenders, scannable and non-scannable paper national and region (local) branded coupons, and gift cards. Tender amounts of gift cards shall be included in the store’s appropriate cumulative sales department for reporting purposes to the automated 707 Report of Deposit. Gift card sales shall also be reported on the DeCA unique automated 707 Report of Deposit, on a separate line, but not included in the cumulative sales department totals for that store’s account.

3.1.1.1.9.2 Processing:  CARTS processing shall include check truncation, electronic check conversion, and signature capture. MICR readers shall be capable of capturing MICR characters for validation and electronic imaging of patron personal checks. Check images shall be used for electronic clearing.

3.1.1.1.9.3 Personal Check Processing:  Time to process acceptance/denial against check file shall not exceed five seconds. Checkwriter capability that completes the face check information based on the sales transaction; endorse the backs of checks according to DeCA requirements as given in the CARTS technical library; authorizing the check through a local file updated nightly from a central host file.
3.1.1.1.9.4 Charge Sales Capturing:  Charge sales processing/capturing: DeCA commissaries allow organizational charge sale tendering in support of emergency situations where organizations such as the Red Cross may purchase commissary items to support people in need. An authorized organization person obtains authorization from the commissary office that is documented with a control number. When tendering the transaction, the customer presents the documented authorization to the cashier. The cashier selects “Charge Sale” tender and is prompted to enter a control number. The cashier enters the documented control number in the terminal then places the document into the printer slip print area where the document control number and total amount is stamped on the document then the transaction completes. Sales amounts are added into the daily POS sales reports. The POS daily deposit does not include these sales amounts. The cashier retains the document in the till where it is used to reconcile the cashier settlement. The document is then sent back to the commissary office where it is entered into the DeCA business system. Subsequently, the purchasing organization is billed for the amount by the Defense Finance and Accounting Service (DFAS).  
3.1.1.1.9.5 Tendering Corrections:  Ability to correct check/cash tendered amount after the transaction is closed. For example, a customer states that payment will be cash. The cashier does not verify that the customer has enough cash before the transaction is cash tendered. The customer does not have adequate cash and desires to pay with a check. To maintain quick checkout, the cashier accepts the check off-line and no transaction correction is made at that time. The supervisor needs the capability to correct the tender prior to cashier settlement. The cash tender needs to be backed out and processed with the check to maintain ease of cashier settlement.
3.1.1.1.9.6 Merchandise Credits, Refunds and Returns:  Merchandise credits, refunds/returns by item UPC/PLU or Department entry. Refunds/returns by item UPC/PLU shall cause appropriate item movement adjustments to the appropriate movement record.

3.1.1.1.9.7 Cash Back:  Requires the capability for DeCA to set the cash back limit for cash, debit, electronic benefits transfer (EBT), and checks. DeCA’s current policy limits cash back to $25.00.

3.1.1.1.9.8 Women, Infants, and Children Program (WIC):  WIC vouchers and charges, with separate totals and counters for each. CARTS shall be capable of supporting two WIC item controlled tenders; one for processing manual WIC checks/vouchers, the other for processing EBT WIC.

3.1.1.1.9.9 Electronic Payments:  CARTS shall meet the following minimum software requirements for register-level processing of electronic and check tender payments:
3.1.1.1.9.9.1 Credit Transactions:  Including sales, returns, voids, authorizations only, force draft captures (where the authorization number is manually entered, and integrated printing of the charge draft.

3.1.1.1.9.9.2 Debit Transactions: Including sales and force draft captures.

3.1.1.1.9.9.3 Interrogate:  CARTS shall interrogate an electronic funds transfer (EFT) network to receive credit and debit card approval or rejection response on a real-time basis. 

3.1.1.1.9.9.4 Interface:  CARTS shall interface to a contractor-provided, integrated, customer-activated terminal (CAT) that includes signature capture, encryption, and Derived Unique Key Per Transaction (DUKPT). CARTS shall support the banking industry debit card Personal Identification Number (PIN) encryption standards. 

3.1.1.1.9.9.5 EFT/EBT Signature Captures:  Electronic signatures shall be stored and available for retrieval and formatted as a report to be printed or transmitted electronically for a period of 18 months.

3.1.1.1.9.9.6 Transaction Buffering: For debit, credit, and EFT, CARTS shall provide the capability for the customer to enter card information while the order is being scanned and before the cashier tenders any item.

3.1.1.1.9.9.7 Process: CARTS shall process debit, credit, EFT, and EBT acceptance and denial against the Processing Center file within 15-30 seconds.
3.1.1.1.9.9.8 Dollar Limits:  CARTS shall allow the setting of dollar limits for credit card approval in off-line mode used in the event that the store loses network access. Transaction shall accept automatically, up to the set limit, then automatically process when the network becomes available. 

3.1.1.1.9.9.9 EBT:  CARTS shall provide an integrated EBT tendering capability that permits tendering of electronic cash benefits and electronic food stamps. The payment system shall not store EBT PIN blocks. The payment system shall have the following features: EBT card identification, cash back amount, remaining balance amount, purchase restrictions, split tender transactions, and surcharge exemption parameters. CARTS shall be capable of passing EBT transaction data across the network provider network. The EBT function shall be seamlessly integrated into the tender process and comply with the “Quest” rules developed by the National Automated Clearing House Association (NACHA) and the DUPKT requirements. The contractor shall modify transaction logs, DD 707 Report of Deposits, and other system financial reports to capture EBT sales. 

3.1.1.1.9.9.10 Gift Cards: CARTS shall provide an integrated gift card solution for activating, tendering, and card balance inquiry at the terminal. Customer receipts shall reflect gift card balance information. The card shall have the capability to be issued in multiple tender amounts. Cards are to be rechargeable/reusable. CARTS shall include the addition of gift cards to the tender items included in the front-end application and captured by the detailed transaction log as a separate form of media. The contractor shall modify reports to include the Report of Deposits to incorporate gift cards as a form of tender.

3.1.1.1.9.9.11 Approval and Overrides: Credit, debit, EBT, EFT and check approval messages shall display on the cashier terminal, instructing the cashier of processing/approval problems and necessary related actions. Supervisor overrides shall be permitted for special circumstances.

3.1.1.1.9.9.12 Check Authorization: CARTS shall include the capability to authorize personal checks by validating that the customer’s social security/MICR number is not on a DeCA or financial institution restrictive file. CARTS shall provide approval/denial messages on the cashier screen. Wide Area Network (WAN) outage shall not affect check authorization response times. Update/inquiry capability shall be required at a central DeCA location where all bad check records will be initiated and resolved. Central file updates shall flow to store level bad check validation files real time. 

3.1.1.1.9.9.13 Denials:  When check tender is denied the cashier shall have capability to enter other tenders or cancel the transaction.  

3.1.1.1.9.9.14 Central Check File: CARTS shall include the following data elements in the central check file: the patron’s social security account number (SSAN), check number, POS transaction number, sale date, dollar amount, store name, the reason the check was returned, the date the transaction was entered into the central check file, the date the owed amount was collected and forwarded to DFAS, remarks field, and MICR characters. CARTS shall be configured to provide the capability to capture and maintain these data as part of the central check file. The central check file shall be capable of receiving file maintenance from the DFAS Bad Check System file update.

3.1.1.1.9.9.15 EFT/EBT Reconciliation:  CARTS shall provide a central reconciliation process and reporting capability that will be located at DeCA HQ, Fort Lee, VA.

3.1.1.1.9.10 Customer Receipts:  CARTS shall include the capability to print a customer receipt and a duplicate receipt at the POS terminal upon request. A duplicate receipt shall be identified as “Duplicate”. The duplicate receipt shall be available for printing at a cashier terminal throughout the business day in which the original transaction occurred. Customer receipts shall contain a bar code for transaction retrieval via scanner, savings information and the Stock-keeping Unit (SKU)/UPC listed on the same line with the item purchased. The electronic journal shall retain receipt information and allow printing for a minimum of 31 days after the transaction date, with the capability to increase up to 120 days if future operational requirements change. CARTS shall also include the capability to modify standard receipt formats and data through personalization options and file maintenance. This capability shall reside at systems administrator level.

3.1.1.1.9.11 Merchandise Returns and Refunds:  CARTS shall accept and process merchandise return and refund transactions either at the checklane or customer service terminal where that terminal is installed in an office area due to store size (usually one or two lane stores), and allow for supervisor intervention. Capabilities shall include the ability to: calculate refund totals (including surcharge), refund the appropriate tender either by refunding cash or issuing charge credits, subtract all returned or refunded merchandise from appropriate item movement, department, and sub-department totals, provide a customer receipt, and allow for supervisory controls to limit, by designated operator, the capability to process returns/refunds.

3.1.1.1.9.12 Transaction Number:  CARTS shall provide a transaction number that increases by one for every type of transaction processed by the register. The CARTS solution shall not allow the transaction number to be reset.

3.1.1.1.9.13 Automated Check-out:  CARTS shall provide an automated self-check-out capability at DeCA designated locations. The self-check-out configuration shall fit into existing store layouts and checklane geometry. The software shall be seamlessly integrated with the POS system and not require changes in cash balancing and reporting procedures. The automated checkout solution shall be configured to allow use during end-of-day (EOD) processing for late night grocery sales. Some POS solutions call this the tomorrow mode. The tomorrow mode allows switching a register, regular or automated, to where sales for the day, up to the switch over, will close for that day and any sales after will post to the next day’s business. Patron checkout procedures shall be simplified, with systematic instructions in a consumer friendly format. Bagger number entry shall not be required for self-check-out. The following payment options shall be included in the self-check-out process: cash, EFT/EBT, coupons, and gift cards.

3.1.1.1.9.14 Price Check:  CARTS shall have the capability at the cashier terminal/register to check and display the price of an item by either scanning or manual entry without adding the item to the transaction in progress. CARTS shall provide customer price check stations. Price check stations (devices) shall be strategically located within the commissary to allow the customer to verify product pricing by taking an item to the station and having the station scan the UPC code and display the sell price.

3.1.1.2 Non-Item Level Transactions:  Capabilities for transaction suspend/resume, transaction voids and no sale transactions shall exist, as follows: 

3.1.1.2.1 Transaction Suspend/Resume:  CARTS shall include transaction suspend and resume capabilities, including the resolution of all suspended transactions at the end of a cashier’s shift. CARTS shall also have security controls that restrict the use of these functions to only authorized personnel. Cashiers may initiate the suspend and resume transactions, but will require supervisor intervention to complete.

3.1.1.2.2 Transaction Voids and No-sale Transactions:  CARTS shall include the capability to void/cancel a transaction and perform a no-sale transaction. CARTS shall include security controls that restrict the use of these functions to only authorized personnel.

3.1.1.3 Non-Checklane Cash Terminals and Operations: CARTS shall provide wireless/standalone (mobile) terminals to be used to process customer sales for special sales events that take place outside the checklane area, such as sidewalk sales, or sales that occur several miles away from the commissary. These terminals shall have the ability to tender cash, debit/credit, EBT, checks and gift cards. These terminals shall self-boot without requiring parent-store connectivity; sales transaction data must be maintained during power-off conditions. CARTS shall include system security and audit procedures for ensuring that non-checklane terminals are used only for legitimate reasons. The contractor shall configure hand-held scanners for all non-checklane terminals. Scanner/scales are not required for non-checklane terminals. Continuous operations equipment and flat bed scanner/scales will not be required for non-checklane terminals.

3.1.1.4 Cash Cage Activities:  
3.1.1.4.1 Pickups/Loans:  CARTS shall include standard grocery cashier balancing and register closeout functions, such as cash and other media pickups, cash loans, and system warnings when a register’s cash drawer reaches a specified amount of cash.

3.1.1.4.2 Capture Sales and Financial Data:  CARTS, including non-checklane registers, shall keep register-level totals and prepare reports to support cash balancing and off-line processing. CARTS shall include the ability to maintain cash balancing and transaction totals in the event of a power failure.  CARTS shall ensure 100 percent data integrity from the capture of sales data at the register through all POS business processes and its exchange of data with other systems.
Back Office Functions:  Back office processes include personalization, support of financial activities, support of file maintenance activities, generation of reports, and maintenance of the POS system. CARTS shall include applications that supports cash register and back office financial /file maintenance operations. DET access points shall operate real time in a shared environment, i.e., user A on DET A builds a report, batch, etc. and saves it. User B should be able to sign into DET A, B, C, etc. and retrieve the same report, batch, etc. Applications shall have the following minimum capabilities:

3.1.1.5 Personalization:  CARTS shall include personalization functions that customize the system to meet the unique needs of commissaries without rewriting the source code or regenerating the system. The personalization functions shall allow for: report selection, modification features to include customization, maintenance and updating capabilities, settling lockout capabilities, and security features as described below. 

3.1.1.5.1 Report Selection:  CARTS shall provide the capability for end-of day, movement and productivity reports to be automatically printed (i.e., daily, monthly).

3.1.1.5.2 Modification:  Capabilities shall include: 
3.1.1.5.2.1 Allowing the cash drawer balance required to produce a system-warning message.

3.1.1.5.2.2 Setting the amount of cash that may be given back on personal check, debit, and EBT purchases above the total amount of the sale, and supporting various electronic payment system options.

3.1.1.5.2.3 Modifying messages displayed on CATs.

3.1.1.5.2.4 Modifying header and trailer messages on customer receipts. 

3.1.1.5.2.5 Modifying check endorsement print messages and formats. 

3.1.1.5.2.6 Modifying special messages that print on customer receipts such as coupon savings amount or sale price savings amount.

3.1.1.5.2.7 Modifying descriptor or mnemonic options for printing customer receipts, forms, validations, and management reports.

3.1.1.5.2.8 Customizing the legal verbiage of credit card draft receipts that includes the following: cardholder number; transaction date; merchant name, city and state; dollar amount itemization; expiration code; authorization code; and signature.

3.1.1.5.2.9 Supporting a unique identification number per commissary for system reporting purposes.
3.1.1.5.3 Maintaining and Updating Capabilities:  CARTS shall provide maintenance and update capabilities for system surcharge (tax) tables, tare weights, modifying the number of registers supported by the system, and setting a lockout amount for item voids which, when exceeded, requires a supervisor’s authorization.

3.1.1.5.4 High and Low Lockout Amounts: CARTS shall provide the capability to set high and low lockout amounts for numeric entries.

3.1.1.5.4.1 Adding, changing, or deleting tender codes, department codes, and totals reset requirements, modifying tender option settings such as restricting drawer opening and requiring forms validation.

3.1.1.5.4.2 To enable control over those functions by store or HQ management personnel, CARTS shall include security levels for all major personalization functions. The system shall also accept personalization files downloaded from a central processor along with activation parameters.

3.1.1.6 Support Financial Activities:  Financial activities include cash management, register and store balancing, opening and close of business day processes and inherent DeCA 70-15 and DD 707 Reports of Deposit, electronic register journal and systems information, and courtesy desk functions, as described below:

3.1.1.6.1 Cash Management:  The contractor shall provide a cash management subsystem, optimized for integration. Cash management is defined as cash/coin counting machines that interface with the front-end cashier closeout settlement process whereby a unique operator/cashier identifier is entered; cash/coins are loaded and processed; and CARTS cashier settlement and office balance processes are updated. The cash management system shall also accept manual, keyed entry for other media, that is, food stamps, checks, credit, debit, and other EFT capability, and shall produce a printable report by media, amount, and grand total, that updates the cashier settlement processes. To verify/validate complete media pickup before final cashier closeout, CARTS shall allow a visual view of the cashier settlement screen and manual closeout. All users of the cash system, which process a specific cashier settlement, shall also be identifiable via an audit log or electronic journal. The cash management system shall include the capability, through security access controls, to allow designated personnel the ability to reconcile and adjust settlement processes.

3.1.1.6.2 Register/Store Balancing:  CARTS shall provide standard grocery functions that balance cash and all other media, and closeout terminals, including the following minimum requirements:

3.1.1.6.2.1 Process of pickups and loans by tender type by cashier/operator. 

3.1.1.6.2.2 Provide audit log capability as to who processed pickups and loans.

3.1.1.6.2.3 Support floating cashiers (i.e., relief cashiers move among checkout lanes).

3.1.1.6.2.4 Balance and close daily business by tender type for cashiers, and the commissary account.

3.1.1.6.2.5 Support a monthly closeout and reset of periodic totals (commissaries perform monthly closeouts rather than weekly closeouts performed by most commercial retailers).

3.1.1.6.2.6 Calculate overages and shortages by tender type for cashiers, registers, and the entire commissary daily, period to date, and monthly closeout office balance

3.1.1.6.2.7 Enter cash and media counts transactions by tender type at the DET and register levels.

3.1.1.6.2.8 Maintain an office account/change fund. 

3.1.1.6.3 Opening/Closing of Business Days:  CARTS shall support terminal opening and closing transactions that limit access only to employees authorized to perform those transactions. It shall also provide, through a single initiation process, the capability to complete all required actions for financial posting and totals reset within one hour of the close of business. End-of-day transactions and sales data shall be cumulative for the month. In addition, on the last day of the month, along with the daily closeout for that day, a monthly closeout shall occur and CARTS shall report cumulative totals and reset the cumulative totals to zero in preparation for the first day of the next month. CARTS shall support the following opening (beginning), closing (EOD) reports, data exchange, and backup processing requirements:

3.1.1.6.3.1 Opening and Closing:  Open the system for the next business day and verify the date, close out terminals, permit opening and closing transactions to be performed on any DET in the commissary, update period-to-date totals and reset them at the appropriate times (daily and monthly), and support the operation of sales terminals, in-lane or automated checkout that shall be configured to allow use during end of day processing. Some POS solutions call this the tomorrow mode. The tomorrow mode allows switching a register, regular or automated, to where sales for the day, up to the switch over, will close for that day and any sales after will post to the next day’s business. The daily closeout process shall automatically produce a standard set of daily and periodic sales reports.

3.1.1.6.3.1.1 DeCA 70-15/DD707 Report of Deposit:  At day-end close, CARTS shall automatically produce two reports: DeCA 70-15 Summary of Daily Receipts, and DD707 Report of Deposit (or equivalent report). The source for the data on these reports shall be derived from the CARTS daily closeout sales data output. CARTS shall allow this file to transfer to DeCA’s business system. CARTS shall allow security level access adjustments to the DeCA 70-15 report, which in turn shall create a corrected DD707 report. The CARTS CONOPS, Back Office Functions, provides more in-depth information on this requirement. Sample formats of the DeCA 70-15 and DD707 are found in the CARTS technical library.

3.1.1.6.4 Electronic Register Journal and Systems Information:  CARTS shall have an electronic journal capability for storing sales transaction data, maintenance activities, and administrative transactions for 31 business days. CARTS shall include the necessary utilities and automatic processes for archiving data daily and for collecting transaction data from all registers to include a record of the supervisor operator number that authorized override of secured cashier transaction functions. CARTS shall provide inquiry and print capabilities for archived and real-time transaction data at the commissary level, and provide information necessary to maintain a full audit trail.

3.1.1.6.5 Courtesy Desk Functions (Customer Service terminal):  CARTS shall include a customer service terminal for processing customer returns/refunds and sales. The location of this terminal will vary between stores, but it will be capable of being located inside or outside the cash office. The courtesy desk shall support the following:  Scan items or bar codes with a hand-held scanner; enter items via barcodes, keys, or departments; perform price checks; perform sales; process merchandise returns using bar-coded transaction numbers from the customer’s receipt and issue refunds; and record courtesy desk transactions in the electronic journal.

3.1.1.7 Support File Maintenance Activities:  These processes consist of pricing and promotions, shelf labels and signs, and stock management. File maintenance requirements at store and by store level personnel shall be minimal. Store level stock assortment is 99% centrally controlled by the DeCA HQ business system. New item adds, changes, and delete data are sent daily via a host maintenance file driven by the effective date. CARTS shall apply host level add and change maintenance automatically based on the effective date. CARTS shall provide the ability to define the time of day maintenance shall automatically apply. DeCA policy is that no price changes be made during store business hours. CARTS shall provide a shelf label update notice and file for store users to print new or replacement labels from. CARTS shall automatically purge all identified deleted items from the PLU file 120 days upon host or manual notice. File maintenance shall allow for produce, deli, bakery, meat, and some miscellaneous sale items, to be manually added, changed, and deleted by store level personnel. CARTS shall provide the capability for timely, manual adds, changes, and deletes that can be immediately applied. As a result of any PLU level file maintenance update, CARTS shall automatically produce and print a report, to the store printer, that identifies the date of action, nature of the action, item number, and POS item description.

3.1.1.7.1 Pricing and Promotions:  CARTS shall accept file maintenance updates from DeCA’s business system and also allow for immediate manual entry, including the use of DETs and wireless Hand Held Terminals (HHTs). CARTS shall support PLU/SKU item-level maintenance, pricing, and promotions requirements, as follows:

3.1.1.7.1.1 Maintenance Updates:  Shall include the ability to:  Accept remote updates through downloaded host maintenance files or allow manual updates locally with proper audit logging and security controls; create automatically, host or local maintenance batches based on the effective date; create maintenance batches, including price effective date, promotion on/off date, maintenance effective date, adds, and changes; allow batch editing; allow manual PLU file maintenance, adds, changes, and deletes; support the maintenance of a minimum of three tare weights for weighted items; set any item record to either calculate or not calculate a surcharge (tax); set any item record to include a container deposit; and set any item record to be food stamp and WIC eligible or not eligible.

3.1.1.7.1.2 Pricing: Set any item record to direct price updates and PLU information to paper or electronic shelf labels.

3.1.1.7.1.3 Promotions:  CARTS shall provide a standard promotion-tracking function, which supports DeCA’s centrally-managed promotional program that shall enable DeCA to monitor the performance of selected items for a specific period, through the use of a Vendor Price Reduction (VPR) promotion tracking number. The capability shall include entering promotion data automatically (also manually with appropriate audit logs) and restoring the original selling price of a sale item via a batch applied on a set date and time, without additional file maintenance. The VPR capability shall be available for:

3.1.1.7.1.3.1 Store level users to support local store promotions.

3.1.1.7.1.3.2 DeCA HQ Product Support/Sales personnel support centrally-managed promotions at all or part of DeCA’s stores. A menu driven application shall:  allow assignment of VPR information by item number; allow assignment of a VPR to specific or all stores; provide tracking and reporting capabilities for the assigned promotion period; allow for removal of the VPR and return to the current effective price; and provide promotion report as defined under reporting.

3.1.1.7.1.4 Price Management and PLU Capabilities:  CARTS shall provide, at a minimum, the following price management and PLU capabilities: support an initial PLU file of at least 25,000 items with the capability to increase the number of items to at least 220,000, process 4,000 prices changes within 20 minutes, support sub second PLU scan response time without degradation during peak shopping hours, and allow shelf label and sign printing application to share item data. CARTS shall also accept host level price/maintenance changes downloaded from the HQ business system processor(s), and automatically or manually display a visual maintenance batch that can be activated at a designated date and time, and accept price/maintenance changes manually entered by authorized personnel with proper security and audit controls.

3.1.1.7.1.5 DETs and wireless HHTs:  Shall be contractor provided and include all software/hardware to perform price/maintenance changes, be configured to maintain items that are encoded with compressed, EANs, and GTIN and include security controls for authorization and sign on for use and functionality. DETs shall allow full file maintenance capability.

3.1.1.7.1.5.1 HHT application shall provide the capability to make price changes, generate labels, perform price audits, and perform shelf location maintenance and the following:  

3.1.1.7.1.5.1.1 Shelf location application shall be capable of making global changes. A global change is described as making a change to a field and then having that change applied to each UPC that the HHT scans. It is sometimes also called a PRESET or DUP function. For example; users assign shelf locations based on either 4-foot sections or by category, user desires to be able to enter the location then thereafter scan one or multiple UPCs bar codes where all items scanned shall update with the same location. 

3.1.1.7.1.5.1.2 Labels shall be printed on the back office printer or a portable printer, at the operator’s option. Each HHT operator (multiple operators shall operate concurrently) shall create separate batch identity for their application input. 

3.1.1.7.1.5.1.3 CARTS shall provide an inventory capability to scan and read any bar code (including random/catch weight labels, which includes the sell price), and create a price extended and totaled inventory list report with all items on the report. 

3.1.1.7.1.5.1.4 The wireless HHT shall communicate on-line to the POS application to support these functions.  

3.1.1.7.1.5.1.5 HHT application input shall retain information if there is a communication or hardware failure during input. 
3.1.1.7.2 Shelf Labels and Signs:  CARTS shall support the printing and updating of shelf labels, promotion signage and, at selected DeCA locations, Electronic Shelf Labels (ESLs) with PLU file data. ESLs must be capable of operating in dry, chill, or freezer display areas and locations. Users must have the capability to selectively define the number of labels needed to print to the individual SKU in the PLU record. Two sizes of labels, short and long, shall be accepted.

3.1.1.7.2.1 Shelf Label Printing:  Printing shall include the ability to generate and print a minimum of 4,000 labels unattended during a 20-minute period. This includes the capability to start label printing at a specified column and row on a sheet of label stock. CARTS shall produce small size (approximately 2 inches long by 1 3/16 inches high) and large size (approximately 3 1/4 inches long by 1 3/16 inches high) labels, and have the capability to print vinyl shelf price and ESL overlay labels that support industry standard shelf labels sizes and formats, and be able to calculate, print, and update ESL specific label fields automatically, using existing PLU file fields (e.g., selling price and unit of measure). Labels must contain DeCA specified data elements, including:  the item description, brand, scannable UPC/EAN/JAN/GTIN symbologies, shelf location, vendor number, price, unit price, size, measure, user specified range, and provide a field where store level personnel can place a store specific indicator. The user must be able to selectively define the number of labels by SKU in the PLU record to accelerate the printing function for SKUs that are merchandised in multiple locations and be able to print labels in this mode by location or category, or by grouping identical SKUs together. The capability must exist to produce vinyl shelf labels, either from a portable or desktop printers. Print capability must also include the ability to print labels in store-specific, plan-o-gram sequence. This includes the ability to produce labels showing the price that is in effect on the day of the reset, and the ability to print either at store level or HQ level in advance of reset dates.

3.1.1.7.2.1.1 Interfaces:  There must be an interface with DeCA’s plan-o-gram system to produce store specific items labels in plan-o-gram sequence. CARTS shall also interface with the system’s HHT application to accept and log shelf label print requests. (The HHT shall allow the operator to select whether to print to the back office printer or to a portable battery operated printer. Shelf label print requests for the back office printer shall be separately batched, to allow printing labels at a later time. Printed label prices shall show the current price in effect when the labels are printed, not the price when the label batch was created.) 

3.1.1.7.2.2 Sign Printing:  CARTS shall provide a sign printing capability for any grocery, meat, or produce item. Signs shall contain the following data:  item description, brand name, regular price, sale price, UPC, UPC bar code, unit of measure, and size. CARTS shall provide the capability for user design of sign templates at the HQ DeCA Product Support Division. CARTS shall provide the capability to download sign templates to stores from the HQ DeCA level. This capability shall include a menu driven application and necessary host files that interfaces with each store’s POS system. The sign printing capability shall include allowing non-system administrator-level personnel to download templates simultaneously to all stores, or to selected stores, and allow removal of selected sign templates simultaneously from all stores.

3.1.1.7.3 Stock Management:  CARTS shall support item deletions by selectively releasing PLU/SKU items from a single file of discontinued items. CARTS shall automatically purge items 120 days after host or manual delete notice.

3.1.1.8 Generate Reports:  CARTS shall be capable of producing a series of standard and ad hoc reports, including financial, sales, cashier performance, security, item and product movement history, and other reports or inquiries selectively, through menu screens throughout the business day; and automatically during end-of-day processing. In addition, CARTS shall provide the capability for the user to produce and save customized (tailored) reports, with minimum human intervention, through ad hoc queries on financial and PLU data elements and codes. Reports that are user defined, produced, and saved, shall be accessible by all other authorized users regardless of which DET is used for access. CARTS shall provide system standard reports and inquiries, including those totals to be kept daily, weekly, monthly, quarterly, and for annual accounting periods. 

3.1.1.8.1 Standard Reports:  The scope of these reports shall be sufficient to provide business and financial data and history, which provides inclusive visibility by which to gauge daily activities and period to date performance. Such reports include, but may not be limited to:  management, statistical, item, end-of-day, VPR promotions, price audits, and productivity: Some examples follow.

3.1.1.8.1.1 Management:  Standard commissary management reports, produced automatically, daily and by cumulative periods, which include a referenced operator/cashier/user identifier, and operator/user/supervisor authorization identifier, by date, time, and type of approval/action, including but not limited to: AUD actions, canceled transactions, resumed transactions, coupon accountability, media accountability, and no sales. 

3.1.1.8.1.2 Statistical: Merchandise sales, sales per hours, item count, customer count, and percent of total dollar sales by major department and sub-department and by store total hourly and day cumulative, including subcontracted departments, dollar sales separate totals of sales with surcharge and sales without surcharge by hour, including:  registers active, customer count, average sales, average item price by department, and total register use time. 

3.1.1.8.1.3 Item:  New item adds, changes, and deletes at the commissary level, item movement by day, week, month, quarterly, and user defined selected periods, 

3.1.1.8.1.4 Zero Item Movement:  Shall include zero item movement by PLU/SKU, by day, week, and month, with selectable time period for which to generate the report, batch created for deleting zero movement items, and ability to edit items from batch before processing the batch.  

3.1.1.8.1.5 End of day:  DeCA specific report of deposit/daily summary of sales, and the ability to transmit such reports/summaries electronically, summary page of items scanned and were not on file, report of merchandise coupons (including total coupon count and dollar total by national and local manufacturer coupons, report of container deposit refunds, total time that all terminals were: scanning, locked, tendering, open; total items scanned, total items sold, average items scanned per minute, average items sold per minute, average item price, and customer count. 

3.1.1.8.1.6 VPR:  Include reports for period-to-date promotions, at store or HQ level, that includes the following information:  Vendor name and promotion number, UPC, description, unit of measure, original price, markdown price, difference in price, quantity sold, and amount owed (difference times quantity) per UPC. The VPR Report shall also show the grand total owed for the VPR.

3.1.1.8.1.7 Price Verification and Audits:  Identify by PLU/SKU, total items scanned and number of items found to have incorrect prices, items that have not been price verified, via the HHT, based on a user-defined period. Report generation shall be based on active POS items only, capability to reprint the past 10 days of daily closeout, and financial end-of-day reports, and report on credit card transactions pending transmission approval, due to network outage.  

3.1.1.8.1.8 Productivity:  Cashier/terminal operator Key Performance Indicators and security reports that provide industry standard reporting elements.  These standard reports shall include not only standard cashier, sales, and industry typical data, but also include indicators of potential fraudulent activity. Such reports must provide historical data and recommended courses of action.  These reports must also be able to show individual, store, cluster of stores, zones, or agency-wide views, and be accessible at store, region, or HQ level, cashier accountability that provides tender, loan, pickup, and over or short totals for balancing and closing out cashiers.

3.1.1.8.2 Ad-hoc Reporting:  CARTS shall provide the capability to produce ad-hoc queries/customized reports. User defined/created ad-hoc reports shall be accessible to all users. Reports commonly used are:  electronic journal financial/transaction reporting, PLU data elements/codes, and combined item level/sales movement reports on top 200 sellers that include both items that are sold by weight and the items sold by individual SKU.

3.1.1.9 Maintain POS System:  The CARTS contractor shall provide the necessary services and processes to support on-line help, user training, system upgrades, remotes software updates, system backup and recovery, exchange data with supporting business systems, continuous operations, and system maintenance.
3.1.1.9.1 On-line Help:  CARTS shall include on-line help for all application functions through the use of error messages, guidance messages, and help screens. CARTS shall also provide remote access capabilities to allow systems administrators/user support personnel to access store level application from HQ DeCA. This tool shall allow the user and support staff to concurrently view the activities of the others action.

3.1.1.9.2 Training:  All training shall be conducted in English. All training shall be scheduled in advance, at a date and time approved by DeCA. The schedule shall cause the least possible disruption to normal business operations and DeCA employees, avoiding peak busy periods such as military paydays (i.e., the 15th and last day of each month) and closeout times. Training requirements are summarized below. Upon contract award and at a minimum 30 days prior to the Operational Capabilities Demonstration (OCD) the contractor shall provide complete CARTS training on the commercial off-the-shelf (COTS) solution. This training shall be at a contractor-designated site. The target audience will be DeCA personnel who will assist in the oversight of CARTS rollout to its stores. The objective of this training is to provide insight on configuration and technical aspects of the solution so DeCA personnel can intelligently, effectively, and efficiency assist the contractor in customizing the COTS solution into the CARTS baseline, prior to the beginning of initial testing at HQ DeCA.  

3.1.1.9.2.1 Types of Training:  The CARTS contractor shall provide test team and store-level initial training on all aspects of the configured CARTS user applications, equipment usage, and maintainability. This training shall include training aides and personnel to train store, region/zone, and HQ personnel on the use of CARTS. It shall also include ergonomic training. The ergonomic training shall allow open use by DeCA, after initial completion of training by the contractor. Upon DeCA’s request, the contractor shall provide sustainment and/or refresh training to DeCA personnel either in the region training room or specified commissaries. The contractor shall provide the necessary training materials.

3.1.1.9.2.1.1 Planning, Development, and Delivery of Training Materials:  Shall include: all training devices, to include all necessary industry-standard training materials, including trainer manuals for DeCA train-the-trainer
(T-3) personnel. Initial store-level training on CARTS shall be synchronized with the equipment delivery and installation schedules. In addition to the materials required for new system training, the contractor shall provide additional materials such as videotapes, DVDs, computer-based training (CBT), and reference guides to each CARTS location for containment training. Incidental to implementation and training, all training materials will be retained at store level.

3.1.1.9.3 Remote Software Update:  The CARTS contractor shall provide a means to remotely update software, where adequate configuration management methods are in place to ensure a correct load, such as from a DeCA approved central repository. Updates shall not have any operational impact during store business hours. All software will be tested and approved in the DeCA test bed prior to store-level deployment.

3.1.1.9.4 Recovery and Backup:  Minimum requirements are:

3.1.1.9.4.1 Initial Software Load/Recovery:  The CARTS contractor shall provide a means to initially load/recover software using configuration management methods. Such methods shall protect accountability and effectively optimize (limit) downtime. 

3.1.1.9.4.2 Daily Store Level PLU and Financial Backup:  CARTS shall provide a means to backup daily store level PLU and financial data. It shall support recovery in the event of hardware failure. The contractor shall provide a backup/archive media that requires no user intervention, and does not rely on tape media.

3.1.1.9.5 Exchange Information with Other Business Systems:  CARTS shall have the capability to support, either selectively or on a scheduled basis, data exchanges/updates with DeCA’s EDW and DERMAS. In addition, CARTS shall provide real time EFT/EBT data processing with debit/credit financial processors and state benefits systems. EFT, debit/credit card, transactions are balanced daily at store level. EFT reconciliation/adjustments between all stores and financial institutions are performed centrally at HQ DeCA. Specific EFT reconciliation requirements and state level EBT/WIC requirements can be found in the CARTS technical library. CARTS shall demonstrate 100% data integrity from the capture of sales data at the register through all POS business processes and its exchange of data with other systems.

3.1.1.9.6 Continuous Operations:  The contractor shall specify a system configuration and provide any products necessary to provide every commissary with continuous operations such as backup generators or Uninterruptible Power Supplies (UPSs). Generators will not be replaced at every store. The contractor/government representative will identify during site surveys generators that need to be replaced. DeCA anticipates minimal replacement of generators. If the CARTS solution includes servers in the commissaries, CARTS shall deploy UPS equipment within the commissary communication cabinet to supply at least 30 minutes of power to the CARTS servers in the event of a loss of commercial power. CARTS shall deploy a new UPS at each register to supply at least 15 minutes of power to the register in the event of a loss of commercial power. Continuous operations are divided into two categories: hardware/equipment that must operate without a power interruption; and hardware/equipment that must resume operation within one minute of a power interruption. Table 3-1 specifies DeCA’s requirements for continuous operations.

	Table 3-1. Continuous Operations Requirements CARTS Program

	Without Interruption
	Less Than One Minute

	Registers and peripherals
	Check stands/Belts

	POS Applications
	Customer Exit Doors

	Local Area Network (LAN)
	Back Office Printers/DET’s


3.1.1.9.6.1 Current Configuration:  Currently, commissary power configurations support this requirement. The CARTS contractor shall ensure continuance of this requirement. Doors fall under this requirement so that customers can exit upon completion of purchases. Specifications for the doors in Table 3-1 are as follows:  two to five doors per store, no more than two doors per circuit, six amps for two doors, 120/200 volts (as determined by site survey). The site survey may identify changes to the above, depending upon local conditions and requirements in place at the time of the survey. In addition, CARTS shall have the capability to ensure that data files are protected, that data integrity is maintained, and that any transaction in progress can be continued during a power disturbance.

3.1.1.9.7 Maintenance and Help Desk Support:  The contractor shall provide: optimized, cost effective maintenance, and English speaking tiered help desk support 24/7/365, and reports. Maintenance shall include all POS devices, including radio frequency devices and POS related local area network (LAN) communicating with DeCA’s telecommunications infrastructure, and all CARTS hardware and software, applications, and user application queries. The contractor may be required to support emergency servicing of DeCA’s LAN infrastructure as directed by the DeCA communications manager, through the CARTS Project Management Office (PMO)/Contracting Officer’s Representative (COR). The contractor shall provide an inclusive maintenance and help desk support plan. This plan must include services and processes necessary to support on-line help, training, system upgrades, remote software updates, system backup and recovery, exchange of data with supporting business systems, continuous operations, and maintenance. The focus of this plan shall be on minimizing downtown, including speed of response, and maximizing uptime. The government will support and maintain all government furnished equipment (GFE) telecommunications infrastructure, with the exception of any CARTS contractor installed LAN. The contractor shall provide maintenance support for all CARTS software/hardware to include check stands and related components. CARTS shall maintain a level of 98 percent system availability with an objective value of 99 percent system availability. This availability shall exist at the enterprise and individual store level.  

3.1.1.9.7.1 Maintenance: Includes preventative (scheduled and periodic), repair of hardware and software, and replacement of hardware and software. This includes a contractor software and hardware maintenance plan for commissaries, processing centers, and HQ locations.

3.1.1.9.7.2 Help Desk:  24/7/365 procedures shall allow for direct call in support from the store or HQ level. Help desk support personnel shall initiate problem resolution dialogue with the user within 30 seconds of call initiation. The contractor’s help desk procedures shall include prioritized evaluation and dispatch procedures. Support shall include web-based access to the contractor knowledge tree database and incident status, at HQ DeCA and store level. This visibility must show, in real time, the current status of the incident/resolution process, appropriate to DeCA’s needs, without requiring the user to request a status report. This visibility shall also allow access to archived, store-specific data, for trending and analysis by DeCA and the contractor, available by screen view and report printing. Additionally, CARTS shall provide automatic alerts on critical failures to contractor help desk personnel. Help desk support shall include periodic meetings and interface with the contractor.

3.2 Hardware Requirements

Checklane Hardware: The contractor shall provide all checklane and self-checkout hardware necessary to support the CARTS solution which includes, but may not be limited to: cash registers, keyboards, displays, printers with MICR, cash drawers, scanner/scales, hand scanners, and credit authorization/signature capture/EBT terminals. The CARTS solution shall include checklane hardware that accommodates the variations in electrical power supplied throughout the world. Some OCONUS commissaries use 220/240 volt, 50 Hz power as supplied by the local power utility. If the contractor determines that different checklane products are required to support the power variations worldwide, the proposal shall include CLINs that allow DeCA to order the appropriate checklane hardware for each commissary (as determined during the site survey).

3.2.1.1 Keyboard:  Keyboards shall support access entry via a built-in smart card slot. The keyboard mounting hardware shall allow the keyboard to be positioned or adjustable to accommodate vertical and horizontal up down and angle forward/backwards adjustments. This is required to accommodate the reach of different cashiers within the preferred work zone.

3.2.1.2 Printers:  The contractor shall provide a high performing, easy load printers that shall have the capability to print customer paper receipts, charge drafts, register reports, formatted information on the face of checks (such as date, store name, and amount), validation information on the back of checks (such as date, amount, and commissary name); and other information specified by DeCA, banking regulations, and the Federal Reserve.

3.2.1.3 Check Truncation/Magnetic Ink Character Recognition (MICR) Readers:  The contractor shall provide check truncation/MICR readers capable of capturing MICR characters from patron personal checks and capturing an electronic check image. The readers shall be integrated with the in-lane hardware and software and shall be able to pass transaction data to the network provider.

3.2.1.4 Terminal Display:  At a minimum, the terminal display shall show the price, weight, and description of the item when it is processed; the amount of total sale; and any change owed to the customer. The terminal display shall be optimized in size, position, and be adjustable to allow ease of customer and cashier read.

3.2.1.5 Cash Drawers:  An electronic and manual lock shall be part of the drawer and prohibit the drawer from opening when the register is not in use. The manual lock, or some other mechanism, shall allow the drawer to be opened to remove cash during either a power outage or a register malfunction. The contractor shall also provide two tills with lockable covers per checklane.

3.2.1.6 Scanner/Scales:  Each terminal, except for wireless/standalones, shall be attached to a scanner/scale. The capacity of the scale shall be at least 30 pounds. The scanner shall interpret the specified bar code symbologies and scan items within a minimum 270-degree scanning area, including the bottom area. The scanner shall include scratchproof glass.

3.2.1.7 Hand-held Scanners:  The contractor shall provide a hand-held scanner for each checklane, non-checklane and customer service return/refund terminal. An untethered solution is preferred.

3.2.1.8 Customer Activated Terminal (CAT):  The contractor shall supply a CAT interfaced with the terminal to support EBT/EFT signature capture, and gift cards.

3.2.1.9 Self-Checkout: The CARTS solution shall provide at a minimum two automated self-checkout configurations: 1) Automated self-checkout terminals that can be configured into a quad setup that consists of four self-checkout stations with an associated attendant station. At a minimum these terminals shall have a bagging carousel capable of handling six plastic bags of groceries; 
2) Automated self-checkout that can fit within the front-end checklane geometry footprint that can be added or replace an existing in-lane check stand/checkout terminal. These terminals shall have a product exit belt capacity of approximately six feet, ending in a product holding area for bagging purposes, supporting both plastic and paper bags. 

Non-Checklane Hardware: The CARTS solution shall include non-checklane hardware that accommodates the variations in electrical power supplied throughout the world. Some OCONUS commissaries use 220/240 volt, 50 Hz power as supplied by the local power utility. If the contractor determines that different non-checklane products are required to support the power variations worldwide, the proposal shall include CLINs that allow DeCA to order the appropriate non-checklane hardware for each commissary (as determined during the site survey).

3.2.1.10 Non-Checklane Cash Registers: CARTS shall have the capability to support terminals that are not wired for communications, to support sales and special events that take place outside the checklane area. The contractor shall provide a single multi-communication terminal that is capable to operate as standalone or wireless. CARTS shall provide the capability for non-checklane terminals to accept cash, credit, checks, and gift card tenders. The registers shall be capable of self-loading without the parent store LAN and be able to store transactions for later download. The contractor shall describe the system’s security and audit procedures for ensuring non-checklane registers are only used for legitimate reasons. The contractor shall configure hand-held scanners for all non-checklane registers instead of scanner/scales. Continuous operations equipment and flat bed scanner/scales are not required for non-checklane registers.

3.2.1.11 Electronic Shelf Labels: DeCA has electronic shelf labels at selected commissaries. The contractor shall install electronic shelf labels at these sites as part of the baseline CARTS contract requirements.

3.2.1.12 Data Entry Terminals:  CARTS shall be capable of supporting data entry terminals in every commissary. Terminals shall be located in the back office cash office for front-end accountability and in the administrative area to support item file maintenance, report generation, and shelf label/sign printing. Terminals located in the administrative area shall include a bar code reader that is to be used for PLU maintenance, adds, changes, and deletes; and for financial management to read customer receipt bar codes for accessing the electronic journal transaction detail record. Keyboards shall support access entry via a built-in smart card readers capable of reading a DoD CAC card to verify authorized entry. The operator shall be able to access all POS functions and data on all user data terminals.

3.2.1.13 Printers:  The contractor shall provide a high performing, low maintenance printer that supports the specified requirements for shelf label, sign, and report printing. Most large commissaries shall have two printers. Site surveys will determine whether there will be one or two printers. One printer shall be located in the front-end cash office area for financial reporting and other reports as needed. The second printer shall normally be located in the back office administration area where file maintenance, sign/shelf printing and reporting is performed and generated. Printers shall have a two-tray configuration where the user may direct print requests either as a default or specific direction to the appropriate printer/tray.

3.2.1.14 Portable Battery-Operated Label Printer:  The contractor shall provide portable shelf label printers per store that interfaces with the HHT and enables on-the-spot label printing at the option of the HHT operator. Labels generated shall be the same size as the large back office printer generated label. The minimum requirement is two portable printers per store and five potable printers to be furnished to HQ DeCA for use by its store reset team.
3.2.1.15 Customer Service/Courtesy Desk Terminal:  CARTS shall include a customer service/courtesy desk terminal configured with a receipt printer, cash drawer, standard customer display, and hand-held scanner. The courtesy desk (refund/return) terminal shall allow full transaction capabilities of sales, refunds, returns, and gift card sales transactions. Some small commissaries will not have adequate room in the cash office for this hardware. In these stores in-lane terminals shall provide courtesy desk functionality to support refund transactions. Courtesy desk functionality shall be security controlled to only allow authorized personnel access. A site survey will determine which sites will require a customer service/courtesy desk terminal.

3.2.1.16 Cash Management System:  CARTS shall include a cash management system that interfaces with the POS cashier and office settlement process. The cash management system hardware shall be comprised of a bill and coin counter/sorter, printer, and automated coin wrapper. Some large stores may require two coin sorters. Requirements will be determined during the site survey.  

3.2.1.17 Hand Held Terminals (HHTs):  The contractor shall provide three types of HHTs that are capable of reading all bar code symbologies, up to 14-characters, to include case UPC’s. Types of HHTs shall be normal, low temperature, and batch. Normal temperature type HHTs are the most common within the
DeCA infrastructure.  A minimum number of batch HHTs (approximately 25-30) shall be required to support DeCA’s business system functions at some locations. The contractor shall be required to provide the HHT hardware. DeCA will provide and load all business system software that reside on batch mode HHTs. No batch mode HHTs are anticipated for POS applications. Wireless HHTs shall use DeCA’s WLAN infrastructure. The same wireless HHT will be used to support both POS and DeCA business systems applications.

3.2.1.17.1 Portability:  All HHTs shall be battery operated with all components (keyboard, display, radio, antenna, and scanner) integrated into a single device. The keyboard shall accept both alpha and numeric input as required by the application. The display shall contain a minimum of 8 lines by 16 characters. The scanner shall have the capability to scan the same standard bar code symbologies as the register scanner. All HHTs shall include a low battery indicator, operator prompts, and audible tones to indicate valid and invalid scans. All HHTs shall have retention of memory and data in the event of battery failure. All HHTs shall be lightweight and easy to use. They shall be capable of operating under a wide range of harsh environmental conditions. The majority of HHTs will be used in the normal customer sales area. 20-25% of usage time will be in environments such as inside freezers and non-temperature controlled warehouses. Usage range shall be between temperature ranges of < 0 degrees and 120 degrees Fahrenheit, and humidity ranges of 0 percent and 100 percent. All HHTs shall be resistant to dust and dirt. HHT security access control shall be by operator and function assignment. CARTS shall provide the capability to interface HHTs to portable label printers.
3.2.1.17.2 Battery Charger:  The HHTs shall be capable of operating on power supplied by a rechargeable battery. Each HHT shall operate for at least six hours without recharging the battery. The contractor shall provide the battery charger, discharger, and conditioning hardware that support simultaneous multiple-battery charging.

3.2.1.17.3 Batteries:  The contractor shall provide one extra battery for each HHT as initial install supply. Additional batteries shall be available upon request for purchase.

3.2.1.18 Check Stands:  Ergonomics and American Disabilities Act (ADA) requirements: The contractor shall provide check stands that supports ergonomics and ADA requirements. Ergonomic guidelines for the prevention of musculoskeletal disorders may be found in the Occupational Safety and Health Administration (OSHA) Guidelines for Retail Grocery Stores OSHA guideline 3192-05N, 2004. The contractor shall be responsible for de-installing the existing check stands and installing the new check stands. The contractor shall propose check stands that are sturdy enough to withstand the high volume of a commissary and provide ease of access to areas below the belt to clean out debris. The contractor shall propose check stands with a minimum of five standard colors and four different sizes. Each color check stand shall be available in all sizes, with a checkout lane light indicator. The site survey will determine the appropriate check stand color, size, and configuration for each commissary. No mixed colors per commissary, but each commissary may have a different color based on the commissary sales area décor scheme. Check stand size shall be based on the size and volume of the commissary facility.

Current DeCA commissary check stand sizes in use are:

· Mini-com stand (no belts, small accumulation area, 6 feet total length, accommodates scanner/scale)

· Small (regular stand with a 60-inch front transport module)

· Medium (regular stand with a 72-inch front transport module)

·   Large (regular stand with a 96-inch front transport module).

Lengths and sizes for each of the four sizes identified above may vary to some degree to prevent special design and tooling requirements.

Cashiers typically only process sales and separate personnel perform bagging functions. “Scan and bag” by cashiers are limited to very small commissaries where bagger personnel availability is limited. Some of DeCA’s outside the continental United States (OCONUS) commissaries employ local national/country. Local labor regulations require some form of rest for these cashiers.  Specifically:

· Netherlands—Requires local national cashiers be provided a place to sit while scanning,

· Italy—Requires local national cashiers be provided a place to sit while scanning, is a safety law,

· Spain—Requires a folding chair for local national cashiers to rest when they are idle.

The above situations may not require special check stand designs, however, install of standard check stands in these locations must accommodate adequate space to accommodate seating/rest arrangements.  

3.2.1.18.1 DeCA’s minimum check stand requirements are as follows:  An ergonomic design that helps to reduce repetitive motion injuries, promotes checkout efficiencies and supports the hardware. Also, a design to support ease of scanning large bulky items such as large bags of charcoal and pet food. The contractor shall provide studies and documentation to support the ergonomic design.

Check stands that support ADA standards where design accommodates handicapped personnel. ADA standards require that a certain percentage of check stands to accommodate handicapped accessibility. Accessibility requires minimal standards to customer flow space between check stands and the ability for customers to easily see/read displays and make payment with all allowed forms of tender. Customers confined in wheel chairs are the primary candidates using handicapped checkout lanes 

Cart guards along the customer side of the counter for protection against damage.

Dual belts, one for cashier input feed, the other located in the rear transport area that feeds the bagger accumulation area. Not required for the small mini-com stand.

Extended back end with a large accumulation area (minimum of 14 square feet). Not required for the mini-com stand.

A bagging station at the rear of the module with a pull out bagging shelf that can accommodate two baggers working together on the same order. The bagger shelf shall support one plastic and two-paper bag stuffing areas, with a limited storage area.

A checklane number/light pole mounted to the check stand with numbered toppers for each in-lane checkout station, handicap topper lights for each handicap accessible checklane, and express topper lights for each express checklane.

3.2.1.18.2 Accessories:  CARTS accessories shall include 
· Aisle close-off capability, 

· Three order separators per installed check stand, 

· Mounted check writing stand, 

· Anti-fatigue mats that meet industry standard for most comfort which accommodates the entire cashier work zone, and

· Footrest area to allow cashier foot elevation while scanning or between orders.

3.2.1.19 Operating Supplies:  Consist of initial and reorder supplies, as follows:

3.2.1.19.1 Initial Operating Supplies: The contractor shall provide all operating supplies at the time of deployment needed for three months of operation. A complete list of those supplies shall be included in the contractor’s proposal.

3.2.1.19.2 Re-order Supplies:  The contractor shall provide all supplies required to operate CARTS, such as receipt paper, printer ribbons, etc. A complete list of those supplies shall be included in the contractor’s proposal, and shall include item descriptions and prices of supplies based upon one year of system operation. Commissaries will provide re-order requirements to the HQ DeCA supply office where personnel at this level will place orders for delivery directly to stores. The contractor shall provide a 15-day order ship time from the date HQ DeCA supply personnel place the order to the time the order is received at the commissary.

3.3 Optional Products

The contractor shall provide as options the following subsystems and new technologies. The contractor shall provide these capabilities for government evaluation not later than 60 calendar days after notification by the government. No notification will be issued before completion of operational testing. The government may choose to purchase and implement these products at any time after operational testing.

Radio Frequency Identification Devices (RFID): DeCA may desire to use RFID technology for sales in the event this technology is developed and mature for grocery retail operations.

Electronic Couponing Redemption: DeCA may desire to change it current coupon handling concept and move to clearing coupons electronically. Currently DeCA commissaries box up redeemed coupons and mail to clearing houses for processing then manufacturers reimburse DeCA HQ for total. The electronic couponing concept is where cashiers, after validating and processing in POS is to insert the coupons into a devise that reads and then destroys the coupon. The reader captures and consolidates all by the issuer then sends electronically for payment.

Automated Checkout: DeCA has installed at selected sites automated self-checkout terminals. The contractor shall install automated checkout at these sites as part of the baseline CARTS contract requirements. In addition, the contractor shall be prepared to install additional units at other DeCA commissary sites upon direction by the CARTS COR. The CARTS solution shall provide at a minimum two automated self-checkout configurations: 1) automated self-checkout terminals that can be configured into a quad setup that consists of four self-checkout stations with an associated attendant station. At a minimum these terminals shall have a bagging carousel capable of handling 6 plastic bags of groceries; 2) automated self-checkout that can fit within the front-end checklane geometry footprint that can be added or replace an existing in-lane check stand/checkout terminal. At a minimum these terminals shall have a product exit belt capacity of approximately 6 feet ending in a product holding area for bagging purposes, supporting both plastic and paper bags.

Electronic Shelf Labels: DeCA has electronic shelf labels at selected commissaries. The contractor shall install electronic shelf labels at these sites as part of the baseline CARTS contract requirements. In addition, the contractor shall be prepared to install additional ESL at other DeCA commissary sites upon direction by the CARTS COR. 

Handheld Checkout: To be used to eliminate long lines during heavy shopping periods. Gives stores the ability to process customers while they are in the waiting cue line. Limit tenders to debit/credit cards.

Portable Manager: A web-based, handheld portable device which provides mobility to store managers, and allows for the loading of applications such as conducting survey’s, fraud indicators, terminal activity, inventory data, and system alerts.

3.4 Telecommunications/Transport Requirements

Internet Protocol Version 6: CARTS shall be fully operational in a TCP/IP networking environment and compatible with Internet Protocol Version (IPv) 6. CARTS shall be configured initially for IPv4 and be re-configurable to support IPv6.

Remote Access: The CARTS contractor shall enter into a security memorandum of agreement (MOA) with DeCA in support of remote Virtual Private Network (VPN) access to the DeCA network. The MOA will define DeCA’s operational and security requirements for a VPN connection from the CARTS contractor’s primary support location to a gateway server on DeCA’s firewall. Support sessions may be initiated from the gateway server to selected internal sites. The contractor and all subcontractors shall use a mutually established VPN tunnel between the primary support location and DeCA.

3.4.1.1 CARTS shall provide a capability to remotely access the CARTS system for technical and functional diagnostics.

LAN: The LAN utilization capacity shall meet the minimum requirements of a copper-based full-duplex 100 megabits per second Fast Ethernet network. It shall also support 1-gigabit copper speeds. The speed shall be selectable by auto-sensing and manual. DeCA utilizes fiber optics to place switches so the 300 meter copper Ethernet limitation is not exceeded. 

WAN: In those cases where CARTS traverses the WAN, CARTS shall operate without significant degradation over each WAN transport service environment, including but not limited to frame-relay, PTP, and VSAT. Significant degradation is defined as a degradation that renders the system unusable and unable to meet operational specifications. The use of drive mounts and drive mappings across the WAN is not supported.

Protected Network Environment: CARTS shall operate effectively within DeCA’s protected networking environment without direct access to the commercial Internet or MILNET.

Data Transfer: Data transfers between various hosts shall be encrypted. The use of clear text telnet and FTP is prohibited; only SSH compatible secure copy and telnet or secure web services are authorized.

3.4.1.2 Extensible Markup Language (XML): For consistency with DoD’s requirements for shared data repositories and Extensible Markup Language (XML) data transfers, CARTS shall exchange data with EDW in an XML format using secure web services. Where feasible, the data exchange shall conform to XML schemas defined by standards bodies that support the commercial grocery industry such as UCC and ARTS.

Web Servers: All CARTS private web servers shall use Class 3 DoD Public Key Infrastructure (PKI) certificates and be accessed by secure socket layer (SSL) connections over secure hypertext transfer protocol. CARTS private web server access shall utilize SSL/HTTPS; HTTP is not authorized. A private web server is one that a user must authenticate to in order to gain browser access.

Network Management: CARTS shall support Simple Network Management Protocol (SNMP) version 3, and SNMP TRAP version 2. SNMP Version 3 and higher, and SNMP Trap Version 2 and higher, are the only authorized versions of SNMP. SNMP shall be configured to operate based on DeCA’s SNMP usage policies.

IP Sub-networks: CARTS shall operate across diverse IP sub-networks. These multiple sub-networks may possess registers and wireless devices that are not homogeneous with other sub-networks.

Telecom Cabinet: DeCA provides standard 19-inch telecommunications cabinets at all commissaries. There are 12 rack units (21 inches) within the GFE commissary communication cabinet for CARTS hardware. If additional space is required, the CARTS offeror should factor these costs into the proposal.

UPS: CARTS shall provide power monitoring software for the UPS equipment. Some OCONUS commissaries use 220/240 volt power as supplied by the local power utilities. The CARTS solution shall include UPS equipment that is compatible with power available in CONUS (110/120 volt, 60 Hz) and OCONUS (220/240 volts, 50HZ). If the contractor determines that different UPS products are required to support the power variations worldwide, the proposal shall include CLINs that allow DeCA to order the appropriate UPS for each commissary (as determined during the site survey). 

Wireless Interfaces

Wireless hardware and software shall include hand-held devices, electronic shelf labels, and wireless registers in a secure wireless infrastructure.

3.4.1.3 Direct Sequence Spread Spectrum: Wireless solutions shall support 802.11 Direct Sequence Spread Spectrum (DSS) and be upgradeable to support future implementations of Frequency Hopping Spread Spectrum (FHSS). (Note: Current technology only supports DSS unless a second card is installed and specifically designed for FHSS such as for point to point bridges).

3.4.1.4 Air Fortress: Secure wireless support shall be required for wireless registers and hand held terminals. To achieve secure wireless transmission of data, CARTS shall interoperate with DeCA’s wireless security solution and be adaptable to other emerging Wireless Local Area Network (WLAN) security solutions. (Note: DeCA currently utilizes a FIPS 140 certified technology, Air Fortress by Fortress Technology, to encrypt wireless traffic at layer 2. Each remote wireless device runs an Air Fortress client that performs an encryption key exchange with the encryption unit. The encryption unit also validates MAC address authorization prior to allowing traffic.) 

3.4.1.4.1 The CARTS contractor shall develop and maintain a technical working relationship with Fortress Technologies. The CARTS contractor is responsible for all integration and support requirements of Air Fortress within its CARTS systems and wireless devices proposed under the CARTS contract.

3.4.1.4.2 The CARTS contractor shall make provisions to supply a bundled Air Fortress Client with its wireless solution. (Note: DeCA will provide Air Fortress client licensing as needed.)

3.4.1.5 Alternate Wireless Security Option: The CARTS vendor may optionally offer an alternate FIPS 140 3DES/AES layer 2 wireless encryption solution if the vendor can demonstrate that the proposed encryption solution is: 1) cost effective for DeCA implementation, 2) is FIPS 140-2 certified, 3) National Information Assurance Program (NIAP) Common Criteria certified, and 4) meets DoD wireless security standards.

3.4.1.6 Frequency Approval: The contractor shall document and provide to DeCA requests for frequency approvals from the Military Communications Electronics Board (MCEB) for wireless equipment that is outside the Federal Communications Commission-approved 2.4 GHz frequency spectrum.

3.4.1.7 Wireless Electronic Shelf Labels (ESLs): ESL technology that relies on wireless communications shall be secure from compromise as required by DoD; encryption may or may not be required depending on the technology design. If the following guidelines are met, ESL traffic does not have to be encrypted: 1) must utilize a dedicated WLAN with no access to store LAN or WAN environment; 2) must utilize a unique frequency within the commissary; 3) must use receive-only remote display units and an outbound transmit-only sending unit.

3.4.1.7.1 If the existing commissary wireless infrastructure is used to support ESL, the CARTS ESL equipment shall integrate with DeCA’s secure wireless infrastructure and utilize the implemented encryption technology.

3.4.1.8 802.11 Support: The CARTS system WLAN interface shall support 802.11g and be upgradeable to support emerging standards and be compatible with DeCA’s network infrastructure. Although 802.11b is currently installed in each commissary for use by the existing POS system, 802.11g is being installed in the commissaries during FY05 for use with CARTS wireless devices operating in the vicinity of the commissary premises.

3.4.1.9 Host Nation Approvals: The contractor shall obtain host nation approval for IT equipment and technology in OCONUS locations.

3.4.2 Wiring: The CARTS contractor shall replace all wiring with double runs of blue category 6-stranded plenum, 4 twisted pair, 23 AWG, Copper, UTP Type CMP (reference Belden 1585A1 equal or better) cable wired following the Electronics Industries Association/Telecommunications Industry Association 568A Commercial Building Telecommunications Wiring Standard. Termination at the switch/computer room end shall be to an appropriate 568A (or 568B as previously installed) patch panel, category 5 or category 6 as needed. All cabling shall be end-to-end certified through the termination jacks.  
3.4.2.1 The maximum length of any cable run shall not exceed 300 feet to the nearest switch location. (Note: For runs exceeding 300 feet, DeCA will provide an intermediate alternate connection location and equipment to prevent runs from exceeding 300 feet.)

3.4.2.2 Termination at the cashier terminal end shall consist of two RJ45 jacks fed by two runs of category 6 cable to the ADP cabinet. The RJ45 jacks shall be flush mounted in the power pole, 6” -30” above the floor. The cashier terminals shall plug into the RJ45 jack with a blue category 6 certified patch cord provided by the CARTS contractor. DeCA approved and CARTS contractor supplied and installed power poles shall be used at each in-lane register location to route cables overhead to the nearest switch. When laying cable, the CARTS contractor shall not use in-floor walker ducts for routing the cable. A Certified Category 6-cable plant shall run from the communications cabinets to devices located on the sales floor, in office spaces, and in the receiving/storage warehouse to provide LAN connectivity. Registers shall be equally and alternately distributed between multiple switches at the target communications cabinet(s) to ensure that loss of a switch will not affect all registers or a consecutive group of registers.

3.4.3 Cable Maintenance: The CARTS contractor shall provide maintenance of the data cables that connect the CARTS system to the DeCA provided switch for LAN access.
3.4.4  Documentation: The CARTS contractor shall provide the following:
· Documentation substantiating the certification of the connection and patch cables

· Connectivity documentation; i.e., what device, MAC address, IP address and cable number/identifier plug into which switch and switch port 

· Up-to-date CARTS technical documentation and provide updated documentation as system evolves. 

· An updated inventory list to the CARTS COR for all hardware and software installed within the CARTS environment

3.4.5 Failover Capability: As a minimum, CARTS shall support DeCA West and DeCA West Pacific Rim commissaries in the West Server Center with a failover capability to the East Server Center if the West Server Center fails. CARTS shall support DeCA East and Europe commissaries in the DeCA East Server Center (Ft Lee VA) with a failover to the DeCA West Server Center (Sacramento CA) if the East Server Center fails. Internal server center redundancy shall be provided. Internal server center redundancy means that if a CARTS server center component fails, operations will be maintained in the server center by an alternate or redundant CARTS component.
3.4.5.1 If the proposed CARTS solution includes servers at the store level, CARTS shall provide redundancy at the store level to preclude single points of failure that could adversely impact store operations.

3.4.6 Bandwidth Requirements:  The CARTS contractor shall identify all bandwidth requirements (LAN, WLAN and WAN) for support of the proposed POS application. All specifications shall include required bandwidth for 40 registers operating simultaneously (cumulative total of in-lane and non-lane registers). Any bandwidth requirements that are beyond 50 percent of the DeCA LAN, WLAN, and WAN bandwidth standards shall be clearly identified in the proposal. DeCA’s bandwidth standards are available in the CARTS technical library.
3.5 Data Requirements

3.5.1 Data Purge:  CARTS shall provide an automated mechanism to effectively and efficiently purge data from the system when it is no longer required. The automated purging mechanism shall be configurable to allow for definition of purging parameters.
3.5.2 Net-Centric Data Management:  The CARTS solution shall comply with DoD’s mandates for Net-Centric data management. The CARTS technical library contains DoD’s guidance on Net-Centric data management strategies for DoD systems.

CARTS Data Interfaces

3.5.2.1 Internal Data Interfaces

3.5.2.1.1 When CARTS requires data from another DeCA business system (e.g. pricing, product information, inventory level, dishonored check data, plan-o-gram data, etc.) to provide POS functionality, the CARTS contractor shall specify the CARTS data requirements and DeCA will ensure that the EDW has the required data from the DeCA business systems. EDW will be the CARTS interface to other DeCA business systems.

3.5.2.1.2 When another DeCA business system requires data, CARTS shall supply the EDW extract, transform and load process with the required data in an XML format, exchanged via secure web services. CARTS shall provide all POS transaction data to EDW.

3.5.2.1.3 Although daily batch data transfers from POS are the norm today, CARTS shall also be capable of more frequent data feeds to meet potential future business needs. The frequency of data feeds from CARTS to EDW shall be configurable to allow DeCA to specify the frequency of different data transfers.

3.5.2.1.4 Plan-o-gram: To facilitate rapid store resets, DeCA desires a capability to print product labels consistent with product placement as specified in the plan-o-gram. Interface with the plan-o-gram application shall occur through EDW. DeCA currently use a COTS software application (ProSpace by JDA) to plan item allocation within its stores. The ProSpace product vendor (JDA) indicates that the ProSpace plan-o-gram application is capable of exporting data in XML, HTML, and delimited file formats. The CARTS contractor may propose an alternative to the JDA ProSpace plan-o-gram application if it is more cost effective for use in conjunction with the proposed CARTS solution.

3.5.2.1.5 End-of-Day Reports Unique to DeCA

3.5.2.1.5.1 As a DoD organization, DeCA must provide financial information to other DoD organizations in formats that have evolved over time. At the end of each day, each store must provide HQ DeCA with a DD Form 707 (Report of Deposits) and a DeCA Form 70-15 (Summary of Daily Receipts) that accurately represents the store’s operations for that day. Sample copies of these forms and data elements are in the CARTS technical library. Since these reports are unique to DeCA and DoD, most COTS POS systems will not have an organic capability to generate these reports. Rather than modify the contractor’s COTS POS system, DeCA requires the contractor to develop a supplementary application that store personnel will use to generate the required forms (707, 70-15). The POS system contains most of the information needed for store personnel to complete the DD Form 707 and the DeCA Form 70-15 during the end-of-day process, so the application must have access to the financial data generated by the POS system. 

3.5.2.1.5.2 The contractor shall make provisions within this supplemental application to account for configuration data that varies by store, and that the store may need to update occasionally. On the DeCA Form 70-15E, the store-unique information consists of the installation name. On the DD707-E, the store-unique information consists of the: 

· installation name (XX characters),

· name of the individual depositing funds (25 characters),

· designation of the individual depositing funds (25 characters),

· name of the individual listed in the “RECEIVED FROM” field (25 characters),

· designation of the individual listed in the “RECEIVED FROM” field (25 characters),

· TGA financial institution (30 characters),

· STORE CODE (2 characters),

· name of the individual (25 characters).

3.5.2.1.5.3 The supplemental application shall also support the creation of a DD Form 707-E(A), which is an amended DD Form 707-E. The DD Form 707-E(A) is the same format as the DD 707E with the addition of the sequence number on the last line (e.g., the last line would read DD Form 707-E(A2) for the second sequence). The DD Form 707-E(A) allows store personnel to correct inaccuracies in a DD Form 707-E submitted earlier. Before creating a DD Form 707-E(A), the application must determine that a DD Form 707-E for the specified date already exists. The application must pre-populate the amended form with data from the existing DD Form 707-E and allow store personnel to override any value that was inaccurate in the original submission.

3.5.2.1.5.4 After the store personnel complete the DD Form 707-E, the DD Form 70-E(A), or the DeCA Form 70-15 creation process, the application shall create a PDF version of the completed form and provide the store personnel with a mechanism to print out a copy of the form for local retention. The application shall also transport the completed PDF form to DeCA’s Document Management System (DDMS) or its successor; the DeCA Archive Records Management System (DERMAS) for retention as the formal DeCA record of the store’s financial reporting for that day. The application shall also transport the data from the completed forms to the DeCA EDW in an XML instance document based upon a W3C schema approved by DeCA. The EDW will process the XML instance document with its extract, transform, and load (ETL) tool; store the form data in its repository; and supply the financial data to other DeCA business systems as required to support DeCA operations. DeCA supports either secure copy or secure telnet through SSH or secure web services as the mechanism for exchanging the PDF forms or XML data between CARTS and the receiving applications (DDMS and EDW).



3.5.2.2 External Data Interfaces

3.5.2.2.1 CARTS shall access the Treasury Plastic Card Program Network Provider via circuits provided by DeCA to process credit/debit/gift cards/EBT funds transfers. DeCA will provide access to this service through the commissaries via the WAN. DeCA currently provides dedicated circuits to the network provider from its two server centers.

3.5.2.2.2 CARTS shall format real-time authorization requests according to the data requirements of the Treasury Plastic Card Program and shall process the real-time authorization responses from the Network Provider. DeCA’s existing interface with the Treasury Plastic Card Network Provider uses the POS 0x84 Payment Interface data exchange format. DeCA anticipates the same standard will be used when CARTS becomes operational.

3.5.2.2.3 CARTS shall use encryption on debit card authorization requests to protect the patron’s debit card personal identification number (PIN) during data transfer. The current encryption scheme relies on Derived Unique Key Per Transaction (DUKPT).

3.6 Security

Certification and Accreditation: CARTS shall achieve accreditation before DeCA deploys the system to the commissaries. DoD 5200.40, and DoD 8510.1-M provide the current DoD requirements and methodology that DeCA will use to conduct the certification and accreditation (C&A) of CARTS (the DoD C&A guidance is subject to change as part of DoD’s effort to streamline the certification and accreditation process). CARTS shall comply with the DoDI 8500.2 security controls for an unclassified system with a Mission Assurance Category of III (MAC III). DeCA will conduct a Security Test and Evaluation (ST&E) test for the security controls listed under Attachments 3 and 5 of DoD 8500.2 during the CARTS C&A effort. The CARTS contractor shall assist DeCA in the generation of all required documentation to support the DoD DITSCAP “Interim Approval to Operate” and “Approval to Operate” prior to CARTS production deployment. The telecommunications networks and systems introduced by the contractor as part of the CARTS deployment shall meet requirements of the Defense Information Systems Agency (DISA) Security Technical Implementation Guidelines for network infrastructure, network security, Web Services, wireless connectivity, platforms, and applications.

Federal Information Processing Standards (FIPS) Publication 196: FIPS Pub 196, “Entity Authentication Using Public Key Cryptography” (available in the technical library), specifies two challenge-response protocols by which computer system entities may authenticate their identities to one another. These protocols may be used during session initiation, and at any other time that entity authentication is necessary. If the CARTS solution uses PKI for authentication, CARTS shall implement at least one of the FIPS 196-specified authentication protocols.

DoD Information Assurance Vulnerability Alerts: The CARTS contractor shall ensure that all deployed POS systems comply with DoD Information Assurance Vulnerability Alerts (IAVAs) within the timeframe required by the IAVA documentation. The DeCA Information Assurance Program Management Office will provide the CARTS help desk with each relevant IAVA when DeCA receives the IAVA.

3.6.1 CARTS Security Procedures

3.6.1.1 The CARTS solution shall include security procedures to allow system access only to authorized users by using logins, passwords, and multiple levels of authorization by category/group and individual users.

3.6.1.2 CARTS shall incorporate virus detection and intrusion detection to complement the network security services provided by the DeCANet.

3.6.1.3 CARTS shall restrict users to only authorized functions and data.

3.6.1.4 The CARTS solution shall include audit logs that track system changes by user that can be remotely retrieved.

3.6.1.5 The CARTS contractor shall provide keyboards with built-in, DoD-approved smart card readers with associated, DoD-approved middleware capable of reading the DoD Common Access Card (CAC).

3.6.1.6 When an individual uses CARTS hardware to access the DeCANet, the DeCANet authentication shall use the DoD CAC to accommodate the DeCANet smart card logon procedure.

Note: At this time, DeCA will not require the CARTS contractor to modify its COTS POS system to incorporate use of CAC authentication for CARTS-specific functionality. Within the CARTS application, CARTS shall rely on user IDs and complex passwords for authentication purposes. Proposal responses should indicate if the contractor’s proposed CARTS solution supports CAC-based authentication or Light-weight Directory Access Protocol without extensive modification.

3.6.1.7 CARTS Disposal Procedures: Disposal of POS system hardware, the CARTS contractor shall de-install and remove all hardware. A government representative and the contractor shall utilize DeCA’s Defense Property Accountability System (DPAS) printed inventory listing to verify equipment being removed [These inventory listings will be provided by Property Record Management Office (PRMO)]. Upon completion of the inventory, the government representative will attach the inventory listing to a DeCA Form 40-108 and provide the signed original to the DeCA store and a copy to the HQ DeCA Property Manager.

3.6.1.7.1 When disposing of the POS system hardware, the CARTS contractor shall comply with the disposition requirements for hard drives levied in the memorandum dated 4 Jun 2001, Assistant Secretary of Defense titled “Disposition of Unclassified DoD Computer Hard Drives.” The CARTS technical library contains a copy of this memorandum.

3.6.1.7.2 “The CARTS contractor shall comply with all applicable Federal, State, and local laws, ordinances, and regulations with respect to the care, handling, storage, shipment, resale, export, or other use of the material hereby received.  The contractor shall hold the government harmless from any or all debts, liabilities, judgment, costs, demands, suits, actions, or other claims of any nature arising from or incident to the handling use, storage, shipment, resale, export, or disposition of the items received.” This also applies to any part thereof that may be hazardous.

DoD 5200.2R Personnel Security Requirements:

3.6.1.8 All contractor personnel with access to government computer systems shall meet the requirements of DoD 5200.2R, as implemented by DeCA. Each support position that the contractor staffs shall be classified as to its sensitivity.  Personnel must receive a favorable investigation commensurate with their level of access based on position sensitivity. A copy of DoD 5200.2R can be found on the DoD website at http://www.dtic.mil/whs/directives/corres/pub1.html. Access to classified information is not required. Examples of positions requiring access and appropriate Information Technology (IT) level are:

· System Administrators—Include, but are not limited to, personnel with access to root passwords, system security, information security officers, file access controls, system problem solving, or other key functions. These are critical sensitive positions that require IT Level 1 certification.

· Programmers—Include programmers, system analysts, or other designers involved in the development, maintenance, or upkeep of software where there is a relatively high potential for causing grave damage to government computer systems. These are critical sensitive positions that require IT Level 1 certification. This requirement is applicable for customized software development for end of day reporting requirements addressed later in this document.

· Operators—Include console operators, maintenance personnel, supervised personnel with duties involving diagnosing and correcting systems problems, program library maintenance personnel, and others with similar duties that do not have access to root passwords or other critical data. These are non-critical sensitive positions that require IT Level 2 certification.

Investigations required for the above positions are:

· IT-I Single Scope Background Investigation (SSBI)

· IT-II National Agency Check with Law and Credit checks (NACLAC)

DoD Security Investigation/Access to DeCA Networks: Contractor employees shall complete Standard Form (SF) 85P and SF87 to initiate the personnel security investigation. The CARTS contractor shall submit completed SF 85P and SF 87 forms to Office of Personnel Management (OPM) in accordance with DeCA policy. Contractor employees shall complete DeCA Form 35-1, dated August 2004. The CARTS contractor shall submit completed DeCA Form 35-1 to the DeCA Information Assurance Officer (IAO) for the CARTS system. After favorable review of the DeCA Form 35-1 by the CARTS IAO, an individual may be granted interim access to DeCA automated systems.

DoD PKI Certificates: All personnel with direct access to a DoD Automated Information System (AIS) shall obtain a Class 4 Public Key Infrastructure (PKI) certificate. DoD contractors working on-site at DoD facilities or DoD contractors working at non-DoD facilities using GFE shall obtain their PKI Class 4 certificate from the DoD Class 4 PKI.  DeCA’s VPN does not currently require PKI for authentication; however that may change if DeCA implements single sign-on authentication using the Common Access Card (CAC). If the VPN requires CAC for authentication, the contractor’s help desk staff will be required to obtain DoD PKI certificates to access the CARTS application through the VPN.

Contractors not meeting the requirement above shall obtain certificates from a DoD authorized External Certification Authority (ECA). Certificate issuance and revocation are managed in accordance with the ECA Certificate Policy.  Approved ECAs may be found at http://iase.disa.mil/pki/eca/index.html.

3.6.2 Ports, Protocols, and Services Management. The CARTS implementation shall comply with the latest available DoD ports, protocols and services guidelines as delineated in DoDI 8551.1 and the Ports, Protocols, and Services Assurance Category Assignments List (CAL), Release 1.2, October 2004. The CARTS contractor shall disable all unused port, services, and protocols. The CARTS contractor shall color-code for risk any ports, protocols, and services (PPS) used within CARTS as designated by DoD PPS guidance. The GREEN PPS are considered best security practices and recommended for use in CARTS when implemented. The local agency Designated Approving Authority may authorize the use of a RED PPS with in its protective enclave providing appropriate risk mitigation strategies have been implemented and the DAA is cognizant of the associated risks.

3.7 Open Systems

3.7.1 CARTS shall provide an open systems architecture. CARTS shall use loosely coupled system interfaces. Data exchanged between systems shall be in an XML format defined by W3C schema. Where feasible, data exchanges shall conform to XML schemas defined by standards bodies that support the commercial grocery industry such as UCC and ARTS.

3.8 Miscellaneous

3.8.1 Software: The CARTS contractor shall supply all software and software updates to DeCA as the system evolves. CARTS shall include a centralized software delivery solution as needed and appropriate for meeting DeCA’s operational requirements. The CARTS contractor shall provide the updates to the commissaries; software delivery to the commissaries shall originate from DeCA HQ. The software delivery system shall provide status of the software delivery effort (success or failure). Updates shall not have any operational impact during store business hours. All software shall be tested and approved in the DeCA test bed prior to store-level deployment.
3.8.2 System Monitoring: The contractor shall monitor the health and status of the CARTS system. The CARTS solution shall provide the contractor with the ability to monitor and diagnose the health and status of system processes and every CARTS hardware device. The system shall provide alerts that allow the CARTS contractor to identify problems within the system.
3.8.3 Section 508 Compliance: All Electronic and Information Technology (EIT) in the CARTS contractor’s proposed solution for procurement under this contract/task orders shall meet the 36 CFR 1194 accessibility standards if the proposed product is commercially available. The full text of the accessibility standards is at:http://www.section508.gov/. The CARTS contractor shall identify, for all EIT proposed, whether it is compliant with Section 508, including all applicable specifications, standards, criteria, and requirements in the Act and 36 C.F.R. Part 1194.
3.8.4 Software Licensing: The CARTS contractor shall provide licensing agreements for all new software products the contractor provides to DeCA through the CARTS program.
3.8.5 ENERGY STAR Compliance: All components of CARTS shall comply with the Environmental Protection Agency’s ENERGY STAR® technology consistent with the guidance in Executive Order 12845.
3.8.6 Y2K Compliance: All IT equipment and software provided by the contractor shall comply with Y2K regulatory and policy requirements.

3.8.7 Environmental, Safety, and Occupational Health (ESOH) Objectives: The National Environmental Policy Act (NEPA) requires that federal agencies determine environmental impacts resulting from government projects.  The offeror shall provide CARTS data to support the Government in this effort.  The integration and installation of CARTS shall incorporate “Design for the Environment and Safety” concepts into the system engineering process, integrating elements of offeror’s best practices ESOH programs into the Government’s ESOH programs. These concepts should include ergonomic, fixed facilities, and disposal issues related with CARTS and commercial POS systems.
3.8.7.1 Hazardous Materials: The Government shall approve any hazardous material as defined in FED-STD-313C that may be used in, supplied with, or required in support of the supplied product.  Prior to approval, the offeror must provide a material safety data sheet (OSHA Form 174) and written justification that indicates the necessity for any hazardous material (or material that results in hazardous waste) together with a listing of less hazardous potential substitutes that were considered and the reasons why these substitutes cannot be used.

3.8.7.2 Corrosion Prevention and Control: The offeror shall ensure that materials used in the integration and maintenance of CARTS account for safety effects of environmental conditions and also for the life cycle cost impacts because of effects of exposure to environmental conditions.

3.9 Logistics Support

3.9.1 New, modifications, or revisions of software shall be provided to DeCA for acceptance testing prior to deployment to required sites.

3.9.2 All software deployed to DeCA locations shall be deployed by the contractor from DeCA HQ.

3.9.3 Remote software support shall include furnishing DeCA with all software updates—including modifications, enhancements, corrections, updates, or other revisions—and supporting documentation released or announced to the commercial grocery industry, at no additional charge. The documentation shall include details regarding technical data and architecture.

3.9.4 The maintenance schedule for checks and services performed as part of the contractor’s scheduled maintenance concept shall begin when DeCA accepts a POS system installed at a specific site.

3.10 Deployment/Installation Requirements
3.10.1 The contractor shall perform a site survey at each commissary before installing each new system. During those surveys, the contractor shall identify the specific requirements of each installation, including determination of all cable routing, de-installation of old equipment, installation of new equipment, modifications to accommodate new check stands (e.g., cleanup of existing checklane footprint, and tile work where check stand footprints vary), and determination of specific power and hardware requirements.

3.10.2 The contractor shall submit a site survey report to the CARTS PMO for approval at the conclusion of the site survey that details any work that needs to be performed prior to CARTS installation. The contractor shall coordinate modifications or special requirements through the CARTS PMO.

3.10.3 The contractor shall ensure that all work outlined in the site survey is completed in time for installation of the new system. The contractor shall be responsible for obtaining all approvals and licenses from DeCA HQ and local authorities.

3.10.4 The contractor shall identify any required modifications or adjustments to the regional offices, server centers, testing areas, and training rooms.

3.10.5 The contractor shall be responsible for the de-installation and disposal of DeCA’s existing POS system, and the installation of CARTS in its entirety. 

3.10.6 The contractor shall provide post-conversion on-site support at each commissary during the first five days of CARTS operations. This on-site support shall include assisting supervisors with operational issues, correcting procedural problems, reporting and resolving system problems, and conducting training sessions.

3.10.7 The contractor shall obtain customs clearance for CARTS equipment delivered outside of the continental United States.

3.10.8 Contractor is responsible for repairing any damages to the commissary premises during installation, (tile replacement where check stand footprint does not match the new check stand footprint).

3.11 Configuration Management

3.11.1 The contractor shall provide a configuration management (CM) strategy and plan that shall track all modifications or enhancements to the COTS solution for the DeCA-certified and accepted CARTS.

3.11.2 The contractor shall adhere to the roles and responsibilities that DeCA sets as part of the CM methodology.

3.11.3 The contractor shall interact with the CARTS Configuration Control Board and DeCA management and provide them with all necessary information related to CM activities.

3.11.4 The contractor shall implement only DeCA-authorized changes in the production environment. The contractor shall coordinate with the DeCA CARTS PMO to ensure that all changes moved to production have been tested and certified.

3.11.5 The CARTS contractor shall own and manage the CARTS CM tool and provide DeCA with visibility and web access to the tool and its contents.

Section 4 
Verification

4.1 Methods of Verification: Methods used to accomplish verification include:
Analysis:  An element of verification that uses established technical or mathematical models or simulations, algorithms, charts, graphs, circuit diagrams, or other specific principles and procedures to provide evidence that stated requirements were met.

Demonstration:  An element of verification which generally denotes the actual operation, adjustment, or reconfiguration of items to provide evidence that the designed functions were accomplished under specific scenarios. The items may be instrumented and quantitative limits of performance measured.

Examination:  An element of verification and inspection consisting of investigation, without the use of special laboratory appliances or procedures, of items to determine conformance to those specified requirements which can be determined by such investigations. Examination is generally non-destructive and typically includes the use of sight, hearing, smell, touch, and taste; simple physical manipulation; mechanical and electrical gauging and measurement; and other forms of investigation.

Test:  An element of verification and inspection that generally denotes the determination by technical means of the properties or elements of items, including functional operation, and involves the application of established scientific principles and procedures.

4.2 Design Verification:  With reference to the requirements cross-reference matrix below, design verification methods are left to be determined (TBD) by the contractor and submitted with the final system specification at the time of the Operational Capability Demonstration. The contractor shall recommend to the government the verification methods that have been employed and those methods, once approved, shall be incorporated into the final system specification as a part of the system functional baseline documentation.
4.3 Inspections:  The government shall inspect the contractor’s system acceptance testing facilities and evaluate the adequacy of the tests and results produced. The contractor shall provide full access to the scenarios and scripts used for acceptance testing. The government will be the sole arbiter regarding the extent to which CARTS meets or fails to meet requirements.
4.4 Demonstrations:  The contractor shall conduct an OCD at DeCA Headquarters, Fort Lee, VA, on a complete system test bed fully configured to meet DeCA requirements. The OCD shall be conducted by contractor personnel and shall demonstrate the full range of functional capabilities of the proffered system, with emphasis on those requirements specified in the cross-reference matrix below. The government will be the sole arbiter regarding the extent to which the ability of CARTS to meet requirements has been demonstrated.
4.5 Formal Government Tests

Security Test and Evaluation.  The government will initiate the Security Certification and Accreditation Process prior to the overall government test process. First, the system functions, interfaces and the CARTS architectural description will be defined and culminate with a draft of the CARTS Software System Authorization Agreement (SSAA). Next, coinciding with the OCD, a series of analyses will be done along with a minimum-security activity checklist and completion of the test & evaluation plans. Security Test & Evaluation (ST&E) will validate the system security in two phases. ST&E Phase 1 will perform penetration testing and vulnerability assessments on one of the test beds installed at Fort Lee, VA. Certification will result in an Interim Approval to Operate (IATO).  ST&E Phase 2 will be conducted in four commissaries ending with a full Approval to Operate (ATO) and a type accreditation for all subsequent commissary installations. 

Integration Test and Evaluation (IT&E).  

4.5.1.1 Phase I:  The government will conduct the first phase of IT&E on a test bed installed at DeCA HQ, along with the hardware and software required to operate the server centers at Fort Lee, VA and Sacramento, CA. DeCA will concentrate on evaluating the integration of the COTS packages provided and the degree of hardware/software integration achieved. DeCA also will assess acquisition risks. The decision to proceed to IT&E Phase II will not be made until all significant issues from Phase I are resolved and risk mitigation steps are in place. DeCA will use functional and technical test scenarios to accomplish the following tasks:

· Evaluate the hardware and software components for compliance with contract statement of work specifications, integration, and functionality;

· Verify technical data in the system documentation and evaluate it for adequacy,  completeness, applicability, and understandability;

· Evaluate the contractor’s ability to plan, coordinate, and execute installation of the system;

· Assess and validate the contractor’s methodologies, procedures, and capability to convert existing POS databases;

· Evaluate all interfaces;

· Verify compliance with critical DeCA operations and financial management policies;

· Validate customer assistance on-line knowledge tools and user documentation; and

· Assess the adequacy of training.

4.5.1.2 Phase 2.  A second phase of IT&E will be conducted in the commissary at Fort Lee, VA to evaluate the contractor’s ability to install and activate CARTS and to confirm the earlier test bed results in a operational environment. In addition, Phase II testing will evaluate the contractor’s ability to:

· Plan, organize, and manage the pre-installation activities;

· Disassemble the old POS system;

· Install and activate CARTS in a variety of configurations;

· Convert databases; and

· Conduct all required training.

It also will include stress testing to examine the ability of CARTS to perform during peak commissary business periods and measure system response times.

Operational Test and Evaluation (OT&E):  The Joint Interoperability Test Command (JITC) will observe the OCD, perform operational assessments (OAs) during IT&E and will conduct the a dedicated OT&E simultaneously in four commissaries (Oceana Naval Air Station, Virginia; Fort Sam Houston, TX; McClellan, California; and Vogelweh, Germany). The OT&E willfully address the key performance parameters, performance attributes, and critical operational issues of the new system. It will be conducted in fully functional commissaries, selected to represent diversity in size and location, under live operational conditions, using regular DeCA employees working in their usual job positions. The DeCA employees will receive new equipment training from the contractor using industry standard training programs. Operational testing will:

· Focus on assessing the performance, suitability, and adaptability of the system for DeCA’s mission needs;

· Evaluate the interfaces with external systems;

· Assess the adequacy of training and ease for DeCA employee use of the new system;

· Evaluate the contractor’s ability to install multiple sites simultaneously.

· Validate contractor-provided performance data and ratify results of earlier testing; and

· Evaluate system operations under maximum expected load conditions.

4.6 Requirements Cross Reference:  The following table provides a cross reference between the system requirement in Section 3 and verification provisions of 
Section 4.
	Requirement
	Section 3 Paragraph
	Verification Method

	Process Merchandise Transactions
	3.1.1.1
	TBD

	Non-Item Level Transactions
	3.1.1.2
	TBD

	Non-Checklane Operations
	3.1.1.3
	TBD

	Cash Cage Activities
	3.1.1.4
	TBD

	Personalization
	3.1.2.1
	TBD

	Support Financial Activities
	3.1.2.2
	TBD

	Support File Maintenance Activities
	3.1.2.3
	TBD

	Generate Reports
	3.1.2.4
	TBD

	Maintain POS System
	3.1.2.5
	TBD

	Checklane Hardware
	3.2.1
	TBD

	Non-Checklane Hardware
	3.2.2
	TBD

	Information Assurance
	3.4
	TBD

	Personnel Security
	3.5
	TBD

	Internet Protocol Version 6
	3.6
	TBD

	Ports, Protocols and Services Management
	3.7
	TBD

	Section 508 Compliance
	3.8
	TBD

	Telecommunications
	3.9
	TBD


Section 5 
Packaging

5.1 Preparation for Delivery: TBD.

Appendix A
Abbreviations

	ADA
	Americans with Disabilities Act

	ADP
	Automatic Data Processor

	AIS
	Automated Information System

	ARTS
	Association for Retail Technology Standards

	ATO
	Approval to Operate

	C&A
	Certification and Accreditation

	CAC
	Common Access Card

	CAL
	Category Assignments List

	CARTS
	Commissary Advanced Resale Transaction System

	CAT
	Customer Activated Terminal

	CM
	Configuration Management

	CONOPS
	Concept of Operations

	COR
	Contracting Officer’s Representative

	COTS
	Commercial-off-the-shelf

	DAA
	Designated Approving Authority

	DDMS
	DeCA Document Management System

	DeCA
	Defense Commissary Agency

	DERMAS
	DeCA Archive Records Management System

	DET
	Data Entry Terminal

	DFAS
	Defense Finance and Accounting Service

	DISA
	Defense Information Systems Agency

	DITSCAP
	DoD Information Technology Security Certification 

and Accreditation Process

	DoD
	Department of Defense

	DPAS
	Defense Property Accountability System

	DSS
	Direct Sequence Spread Spectrum

	DUKPT
	Derived Unique Key Per Transaction

	EAN
	European Article Number

	EBT
	Electronic Benefits Transfer

	ECA
	External Certification Authority

	EDW
	Enterprise Data Warehouse

	EFT
	Electronic Funds Transfer

	EIT
	Electronic and Information Technology

	ESL
	Electronic Shelf Label

	ETL
	Extract Transfer and Load

	FCC
	Federal Communications Commission

	FHSS
	Frequency Hopping Spread Spectrum

	FIPS
	Federal Information Processing Standards

	FTP
	File Transfer Protocol

	GFE
	Government Furnished Equipment

	GTIN
	Global Trade Item Number

	HHT
	Hand-held Terminal

	HQ
	Headquarters

	HTML
	Hyper Text Markup Language

	HTTP
	Hyper Text Transfer Protocol

	HTTPS
	Hyper Text Transfer Protocol Secure

	IA
	Information Assurance

	IAO
	Information Assurance Officer

	IATO
	Interim Approval to Operate

	IAVA
	Information Assurance Vulnerability Alerts

	IP
	Internet Protocol

	IPv4
	Internet Protocol version 4

	IPv6
	Internet Protocol version 6

	IT
	Information Technology

	IT&E
	Integration Test and Evaluation

	JAN
	Japanese Article Number

	JITC
	Joint Interoperability Test Command

	KPP
	Key Performance Parameter

	LAN
	Local Area Network

	MAC
	Mission Assurance Category

	MAC 
	Media Access Control 

	MCEB
	Military Communications Electronics Board

	MICR
	Magnetic Ink Character Recognition

	MOA
	Memorandum of Agreement

	NACHA
	National Automated Clearing House Association

	NACLAC
	National Agency Check/Local Agency Check

	NIAP
	National Information Assurance Program

	OA
	Operational Assessments

	OCD
	Operational Capability Demonstration

	OCONUS
	Outside the Continental United States

	OPM
	Office of Personnel Management

	OSHA
	Occupational Safety and Health Administration

	OT&E
	Operational Test and Evaluation

	PIN
	Personal Identification Number

	PKI
	Public Key Infrastructure

	PLU
	Price Look-Up

	PMO
	Project Management Office

	POS
	Point-of-Sale

	PPS
	Ports, Protocols and Services

	PRMO
	Property Record Management Office

	PTP
	Point-to-Point Tunneling Protocol

	RFID
	Radio Frequency Identification Device

	RSS
	Reduced Space Symbology

	SF
	Standard Form

	SKU
	Stock-keeping Unit

	SNMP
	Simple Network Management Protocol

	SOO
	Statement of Objectives

	SSAA
	System Security Authorization Agreement

	SSAN
	Social Security Account Number

	SSBI
	Single Scope Background Investigation

	SSH
	Secure Shell

	SSL
	Secure Socket Layer

	SSO
	Single Sign-on

	ST&E
	Security Test and Evaluation

	T3
	Train-the-Trainer

	TBD
	To Be Determined

	TCP/IP
	Transmission Control Protocol/Internet Protocol

	TGA
	Treasury General Account

	UCC
	Uniform Code Council

	UPC
	Universal Product Code

	UPS
	Uninterruptible Power Supply

	UTP
	Unshielded Twisted Pair

	VPN
	Virtual Private Network

	VPR
	Vendor Price Reduction

	VSAT
	Very Small Aperture Terminal

	WAN
	Wide Area Network

	WIC
	Women, Infants, and Children

	WLAN
	Wireless Local Area Network

	XML
	Extensible Markup Language

	Y2K
	Year 2000
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