INFORMATION PAPER

June 10, 2008

SUBJECT:  National Cyber Range Questions and Answers #1

The following are the questions received from DARPA as of May 22, 2008 regarding the National Cyber Range (NCR) program and DARPA-BAA-08-43.  Any additional questions should be addressed to baa08-43@darpa.mil.  

SECURITY/Certification and ACCREDITATION
1. Will DARPA allocate SCI/SAP [Special Compartmentalized Information/Special Access Program] billets in excess of those present within the [proposer’s] organization?


· No.  

· Proposers do not need SCI billets to submit proposals for Phase I.  
· All requirements for SCI billets to support the operation of NCR in future phases should be addressed in the proposal for that phase.

2. How does a [proposer] communicate SAP/SAR experience relevant to the BAA in their proposal?


· Phase I proposal may be classified at most SECRET.

· For proposals higher than SECRET you must coordinate with your government sponsor for means to transfer classified materials to DARPA SAPCO.
3. How will DARPA handle differences in clearance granting (e.g., DoD vs. other government agencies)?  Must Cyber range personal be cleared by multiple organizations?


· Proposer NCR personnel must be cleared to DoD security standards.
· For programs tested on the NCR it will be up to the Test Organization to coordinate with DARPA to work through different U. S. government agency classification procedures.

4. How does the government accreditation / reaccreditation process for the multi-purpose range work?  Will you accredit for the highest level and have it carry over?

· The government accreditation / reaccreditation process for the multi-purpose range will require a government paradigm shift to transform the existing accreditation process to a process that can support multiple Designated Accreditation Authorities (DAAs) and a dynamic range environment.  The current mindset is for DARPA to work both the DoD and Intelligence community senior DAAs for collateral, Sensitive Compartment Information (SCI), and Special Access Programs (SAPs) to develop a comprehensive strategy for a range environment that may operate at all Protection Levels (PL) 1 through 5.  Our intent would be to have customers sign a MOA accepting the DoD and IC accreditation with full reciprocity.  The accreditation process is inherently a risk management process.  The goal is to have an accreditation process that enables an informed accreditation in the time it takes to reconfigure the range.  This accreditation process will occur during Phase 3; innovative ideas to streamline the process should be part of your Phase 3 proposal.

5.  Any multi-level security issues? (e.g., secret [data, systems, applications] interacting with unclassified or top secret).  

· The range should be able to handle testing of multi-level security processes and keep them isolated IAW all applicable DoD and U.S. Government policies and regulations.
6. How can the certification and accreditation process be streamlined to accommodate quick testing and turn around of research ideas?  GENSER, SECRET, TOP SECRET, SCI, and SAP all have different rules.

· The NCR must be able to quickly transition to any security level IAW DoD and U.S. Government policies and regulations.

· Certification and accreditation policy will be IAW DoD and U.S. Government policies and regulations.
7. Can a [proposer] submit an unclassified proposal with classified page inserts?  In other words, a page or two of a classified addendum similar to the classified addendum to the BAA?
· Yes.  However the entire proposal must be delivered as a single package and the proposal cannot be classified higher than SECRET. For higher security levels, see Question 2..
TEAMING

8. Is there a small business requirement? What role do you see for small business?

· There is no funding set-aside for small business.  See Section 5.1 of the BAA.
· A Subcontracting Plan is required in accordance with Federal Acquisition Regulation 19.702(a)(1) and (2). See Section 8.9 of the BAA.

9. Is a prime contractor selected for a given phase allowed to add subcontractors after selection for that phase?


· Yes, the prime has the flexibility to change, remove, or add subcontractors to meet the needs of the contract. However, the prime contractor will be required to comply with the provisions of Federal Acquisition Regulation (FAR) 52.244-2, Subcontracts.
10. With phased down-selects, how will good components survive down-selection?  Will a subcontractor on a down-select team reasonably find a slot on a remaining team when dance cards have been set in Phase I?


· The prime has the flexibility to change its subcontractors to meet the needs of the contract.  Companies may also subcontract with multiple primes, so long as requirements of applicable law and regulation governing organizational conflicts of interest, protection of proprietary information, etc., are followed. See Section 1.4 of the BAA.

11. What precisely is meant by the bullet: "Proposers may be part of multiple teams?"  How may university researchers provide a technical capability to multiple teams?  Should they replicate a proposal across multiple submissions?


· A researcher or a developer with a capability may propose to as many teams as they like.  Of course the team must accept the proposer as a subcontractor.
12. After Phase I is awarded, will the prime be able to add/delete team members as the prime moves to the next phase?


· Yes.  Primes may propose different team members when submitting their proposal for subsequent phases.  See Question 9 above.
TESTING ON THE NCR
13. Do you anticipate running concurrent tests at multiple classification levels? (i.e., SCI and unclassified at the same time, and allowing both cleared and uncleared users simultaneous access to NCR)?


· Yes.
14. As you pointed out in the motivation for local range "mockups", most users will need extensive informal range time to explore and develop their test at a smaller scale.  Are you interested in supporting such remote work on the main NCR in small testbed segments?  This question has been interpreted to mean: “Can a test director connect to a remote piece of the testbed to conduct small scale testing?”


· Yes, this could be a capability if proposers believe this is important.  The proposers should explain in the proposal how they will do this securely and describe the benefits of this approach.

15. What are the relationships between nation states that should be replicated?

· If there is a requirement to model relationships, this would be specified in the proposer’s test plan.  If a proposer believes there are specific technologies needed to model these relationships, then this should be part of a prime’s proposal.  It is not the intent of DARPA to limit a performer’s creativity by putting limits on these types of functions.

LOCATION OF THE NCR

16. Is there any requirement for where the testbed is located?


· No.
17. Is it the vision to have a distributed environment for the range across the U.S., or is it intended to be around the D.C. area?

· Proposers are free to define the architecture and location of the NCR in their proposal.

SUBMISSIONS

18. Can we hand deliver our proposal or is it mandatory to use mail?


· You may hand deliver or mail your proposal IAW the BAA, Section 6.4.

19. In terms of intellectual property (IP) rights, which areas are most critical to have "liberal" rights?  How liberal do these rights need to be?  In particular, how do small companies protect their IP?


· DARPA IP requirements are addressed in Section 8.3.  

· Any performer restrictions on IP rights for the government should be specifically addressed in the proposal.  Performer’s submissions will be evaluated in terms of such IP restrictions (see Section 7.1.6).  
20. For pricing purposes, what start date should a bidder use for Phase I?
· October 1, 2008.
CONFLICT OF INTEREST

21. Will performers on this BAA also be allowed to pursue other DARPA-related R&D activities using the NCR testbed if appropriate organizational controls (i.e. firewalls) are established between NCR operations and such other R&D activities, or will NCR performers be precluded from such other R&D?
· -     NCR performers should familiarize themselves with the conflict of interest provisions of FAR 9.5, including particularly 9.505-1 through -3.  NCR performers should be aware that designing/operating any government test facility may limit their ability to provide the government with items to be tested in that same facility or with certain services relating to such items. 
· Proposers are encouraged to specify COI mitigation plans in their submission to the NCR BAA, if they foresee such potential conflicts.

22. Can the NCR prime also build and test cyber solutions?  How will / would Organizational Conflict of Interest (OCI) be addressed?  Is a full firewall required or something else?  Can you elaborate on potential OCI between performer in Phase III and IV, and contract work that involves bringing technology to the NCR for testing?


· Any potential organizational conflict of interest as defined in Federal Acquisition Regulation 9.5 must be disclosed and the proposer must submit an OCI mitigation plan as part of the proposal.  See Section 5.1.1 and 6.3.1.2 (last paragraph).
23. What sort of firewall is needed between opfor and range personnel?

· The proposer must analyze the nature, type, and number of possible conflicts and provide suggested solutions in the proposal
INTERA-AGENCY ISSUES

24. Are government / DoD organizations allowed to propose solutions?  Are there any restrictions?


· See Section 5.1, Eligible Applicants, in the BAA.
EVALUATIONS
25. DARPA's standard list of criteria has "cost realism" last.  You emphasized "best value" as the main criterion.  Is that difference meaningful?  (i.e. is cost more important than usual?)

· Section 1.5 of the BAA states “The government intends to make an award decision based on best value.” This sentence will be deleted in Amendment 1 to the BAA. Awards under this BAA will be made to proposers on the basis of the evaluation criteria set forth in Section 7 of the BAA and those that provide overall benefit in response to the Government research and development objectives.
26. Will DARPA provide deeper insight into Phase 2 go/no-go criteria prior to the proposal due date for Phase 2 to help the performers select scale?

· Yes, at Kickoff plus 30 days.  We will have more insight into Phase 2 go/no go criteria 5 months from now.
NCR TECHNOLOGY

27. What role do you see for modeling, simulation, and emulation in this program?  Specifically toward net-centric operations and communications?

· There is no specific requirement for modeling and simulation.

28. Support for wireless is required by the BAA; however it seems to be something of an afterthought.  Can you weight the relative importance of quality wired and wireless support in the NCR?

· There is no specific weight to program objectives.  Wireless capabilities are one of the objectives to be considered during proposal review and evaluation.

29. Who is envisioned to manage / maintain the cyber testing toolkit?  If it is part of the Phase IV operations, will the toolkit contain only contractor-developed capabilities?  Will government agencies be willing to submit capabilities to a contractor-controlled "toolkit"?

· DARPA envisions the toolkit being managed by the performer on behalf of the Government, similar to any other action contractors perform for the Government.  Use of open source software, open architectures, and restrictions against proprietary solutions at the design stage will, DARPA expects, encourage transparency, efficiency, and government and public confidence in contractor operations after transition. 
· DARPA cannot speak for other Government agencies.  

30. Information technology (hardware and software) will become old, if not obsolete, relatively quickly.  Does an NCR proposer have to offer a plan and CONOP for regular refresh of the NCR hardware and software?

· Yes, technology refresh plans will be evaluated during the PDR, as specified in Section 2.1.1.
31. Any additional guidance on range reliability, other than "resolve trouble tickets in 4 hours"?  What is expected for range availability?

· Range reliability should be built into the range and thus shown in the proposal.  A metric for judging proposer performance will be how the proposer plans to maintain a range that meets the needs of the community that will use it.

· DARPA will consider additional metrics and will announce these at Kickoff + 30 days.

32. Please explain the intended meaning of "a test director must be capable of restricting recipes to specific tests or TDs."  It would appear this means that a test director can restrict any recipe.  Is this correct?

· DARPA will encourage TDs to share recipes with the entire testing community; however, some recipes could be sensitive, or even classified (depending on performer implementation of recipes), based on the test plan.

· The proposed NCR should permit a test director to set restrictions on access and use of his or her test recipes.

33. What level of human behavior replication is intended, e.g., (1)  replication of actions associated with actual decision making; (2) generation of pseudo-operator actions such as open mailbox, read mail, open / not-open attachments; or (3) generation of typical activities with random delays?

· All capabilities specified may have uses on specific tests, and therefore could be included in a proposal; however, DARPA is also looking to advance the state of the art in host-based traffic generation. 
· The capabilities listed in (2) and (3) appear to replicate random human actions, (3) but not human behavior.

34. Would you please clarify whether you need chipsets and hardware device protocols and behaviors to be replicated within 2 hours, or is the focus on the detailed operating system, drivers, and application configurations?

· See Section 2.3.7.2.

35. Does "integrate" some technologies (e.g.,  SCADA, SAT) mean to physically add dedicated instances to the range, or does it mean to logically add an existing remote (perhaps in production) device to the range (e.g., via tunneling, VPN, etc.) or both?

· Section 2.3.7.1 – “The NCR must integrate and/or replicate …… Performers should address the ability to integrate, replicate, or simulate …”

· Performers are free to decide how to add this capability into the range.  

36. The purpose of NCR is to provide answers to certain questions.  What level of confidence do you need in these answers?  What is the lowest level of confidence (in %) you could accept before deciding that the undertaking isn't worth the cost?

· DARPA will consider the level of confidence on a case-by-case basis.
