




CORENet Field Site SMF Matrix

[image: image1.emf]MOF Quadrant Service Management 

Function (SMF)

Overall Responsibility under 

CORENet

Field Site or NCR Responsibility

Directory Services 

Administration

Shared     (Note 1)

NCR

Job Scheduling Government NCR working with the field sites

Network Administration Shared     (Note 2) NCR working with the field sites

Security Administration Shared     (Note 3) NCR working with the field sites

Service Monitoring and 

Control

Contractor

NCR

Storage Management Shared     (Note 2) Tier 1 and 2 for field sites, tier 3 is NCR

System Administration Government Tier 1 and 2 for field sites, tier 3 is NCR

Incident Management Shared     (Note 2) Tier 1 and 2 for field sites, tier 3 is NCR

Problem Management Shared     (Note 2) Tier 1 and 2 for field sites, tier 3 is NCR

Service Desk Contractor NCR   (Note 5)

Change Management Shared     (Note 3) NCR

Configuration Management Shared     (Note 3) NCR with field site enforcement as required

Release Management Shared     (Note 3) NCR with field sites providing validation

Availability Management Shared     (Note 3) NCR

Capacity Management Shared     (Note 2) NCR

Financial Management Government NCR

Infrastructure Engineering Shared     (Note 2) NCR

IT Service Continuity 

Management

Shared     (Note 2)

NCR

Security Management Shared     (Note 1) NCR

Service Level Management Shared     (Note 4) NCR

Workforce Management Shared     (Note 4) NCR

Optimizing

Note (4): Not required in contractor’s Performance Work Statement 

Note (5): Field sites may have their own local service desk as they deem necessary

Note (3): Primarily Contractor with Government oversight/support as necessary

      Field Site support personnel can be government, military or contractor

Note (1): Primarily Government with contractor Tier 3 support as necessary

Note (2): Approximately equal Government/contractor responsibility

Operating 

Supporting

Changing





1. Purpose:  The DISA Information Systems Center (DISC) is charged with responsibility for the DISANet in DISA Instruction 630-225-6, Information Management, dated 10 July 2000. These Standard Operating Procedures (SOP) direct responsibilities and processes for the provision of DISANet services at field sites. 
References:  Please ensure you have the latest version of documentation upon every use by visiting *enter link here*for current DoD directives, *enter link here* for current DISA publications, and *enter link here* for the latest security guidance. DISC and field sites will review and conform to current DoD and DISA guidance. Field sites will identify to DISC any perceived conflicts between this SOP and DoD or DISA instructions.

1.1. DoD Directive 8000.1, Management of DoD Information Resources and Information Technology, 20 March 2002.

1.2. DoD Directive 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense (DoD) Global Information Grid (GIG), 14 April 2004.

1.3. DISA Instruction 630-225-6, Information Management, 10 July 2000.

1.4. DISA Instruction 630-225-7, Internet, Extranet, Intranet, and World Wide Web, 28 Aug 2003.

1.5. DISA Instruction 630-230-19, Information Systems Security Program, 9 July 1996.

1.6. DISA Instruction 630-230-30, Defense Message System (DMS), 6 March 2003.

1.7. DISA Instruction 630-230-31, Enclave Security, 3 1 March 2001.

1.8. DISA Instruction 6l0-255-XX, IT Centralization of Hardware and Software, draft in coordination

1.9. DISANet User’s Guide, online on the DKO DISA Portal (EDGE) under the Functions/Operations tab.
2.10 DISANet Standard Operating Procedures for Spillages  SMO-SOP001, 9 Jan 2007

2.11 DISA Instruction 630-225-13 Software Standards for DISA Network (DISANet ) Enterprise Administrative Desktop, 13 October 2006

2.12 DISA Deputy Chief of Staff (DCOS) Memorandum, DS, Transition of all DISANet Users to Lockdown Desktop Environment, 6 January 2006

2.13 DISA Director’s Policy Letter, 2007-5, Spillages on the DISANet, 6 Feb 2007

2.  Scope:  This SOP is applicable to all DISANet sites located outside the National Capital Region. The direction in this SOP may need to be adjusted at some sites, due to unique circumstances. Any exceptions or additions to this SOP will be documented in a 

3. Memorandum of Understanding (MOU) between the DISC Chief and the commander or chief of the field site. In some cases, one field site commander or chief may take responsibility for another field site or sites. This will be documented within the primary site’s MOU.
4. General Responsibilities:  
4.1. DISC Responsibilities

DISC will:
4.1.1. Manage, operate, maintain and refresh (lifecycle replacement) infrastructure hardware, firmware, and software.
4.1.2. Manage and monitor the DISANet core cable plant up to the field site’s DISN connection point.
4.1.3. Manage, operate and monitor DISANet switches, routers, and firewalls. DISC will plan and program for complete support of hardware and firmware for these devices. 
4.1.4. Perform patching, monitoring and administration of all DISANet servers.
4.1.5. Perform patching and required security updates to the workstation baseline through the use of enterprise management tools, i.e. Altiris, GPOs, etc.
4.1.6. Maintain an office automation and standard applications software suite as part of the DISANet standard image. DISC will provide lifecycle upgrades of this standard suite.
4.1.7. Operate a 24-hour help desk telephone support service.
4.1.8. Exercise control over DISANet configurations to the extent necessary to ensure the stability, availability, and interoperability of DISANet services worldwide. DISC will proactively seek ways to accommodate unique requirements or configurations without adversely impacting standard services.
4.1.9. Designate a Field Site Liaison to provide an avenue for advancement of issues, questions or ideas that do not fit within the problem resolution or requirements resolution services.
4.1.10. Establish policy guidance and interpretation to DISANet field offices relative to network security. DISC will publish a point of contact for security spillages and follow up in security investigations. DISC will offer assistance and guidance in the development of site unique System Security Authorization Agreement documentation.
4.1.11. Maintain network, server, and desktop standards and architectures to ensure the reliability, interoperability and security of the DISANet. 
4.1.12. Review emerging technologies for potential integration into DISANet standards and architecture
4.1.13. Grant field sites access to infrastructure systems to the level deemed necessary and appropriate by the DISC for the field sites to accomplish all directed tasks.
4.1.14. Plan and execute major modifications, based on field site requirements.
4.1.15. Delegate switch operations or maintenance tasks to the site as necessary.
4.1.16. Delegate router operations or maintenance tasks to the site as necessary.
4.1.17. Manage, operate and monitor DISANet routers. DISC will plan and program for complete support of hardware and firmware for these devices.
4.1.18. Oversee daily management of firewalls and the implementation of security policy
4.1.19. Plan and program for complete support of server hardware and software. 
4.1.20. Update all appropriate databases for any assets that DISC has updated or patched.
4.2. Field Sites Responsibilities

Field Sites will:
4.2.1. Maintain a capable site administration staff sufficiently sized for the site user base.
4.2.2. Ensure DISC personnel have appropriate access, electronic and physical, to all core hardware and software at the user site(s).
4.2.3. Provision and maintain user cabling beyond the wall jack
4.2.4. Apply patches or updates to DISANet servers and workstations upon direction of DISC when automated distribution and application is not feasible.  Report status to DISC upon completion of task.
4.2.5. Conduct local user account maintenance, local server maintenance to include reboots, back-ups, and other actions.  
4.2.6. Coordinate and obtain approval from the DISANet Control Center (DC) prior to taking any non-tasked actions affecting DISANet services.
4.2.7. Coordinate and obtain approval from DISC via the Requirements Identification Tracking System (RITs), prior to making any changes not specifically tasked to the site.  In the event of degradation or denial of service, immediate remedial action can be accomplished with follow up information provided to the DISANet Control Center (DCC) of all modifications applied.
4.2.8. Carry out minor cable plant modifications only with prior coordination and approval of DISC via the Requirements Identification Tracking System (RITs).
4.2.9. Ensure that all user workstations are maintained and meet the defined DISANet hardware and software configuration standards and comply with DISA Deputy Chief of Staff (DCOS) Memorandum, DS, Transition of all DISANet Users to Lockdown Desktop Environment, 6 January 2006
4.2.10. Ensure DISANet servers are rebooted on a weekly basis
4.3. Problem Resolution Procedures
Problem resolution procedures for field sites consist of help desk telephonic assistance and elevated support. An escalation process is also provided.
4.3.1. Help Desk Telephone Support 
DISC will give site administrator staff a special service PIN for priority in reaching appropriate assistance. Field site administration personnel will call commercial nnn-nnn-nnnn or DSN  nnn-nnn-nnnn to open a trouble ticket. Field site administration personnel will open a trouble ticket for any outage or disruption that impacts users for more than 10 minutes. Field sites may open non-urgent or “after action” trouble tickets via e-mail to the helpdesk  at *enter e-mail here*. Open trouble tickets of significant impact and other key events may be viewed from the DCC web page, which is available on the DKO Portal. This status is updated and briefed to the DISC command staff every DISC normal duty day. Web viewing of the help desk ticket database may also be made available upon request, as resources permit.
4.3.2. Elevated Support

If unable to quickly isolate or resolve the problem, DISANet help desk personnel will hand-off the trouble ticket to elevated support personnel upon the Tier 1/ Tier 2 escalation process. Sites designated as Tier 1 will be referred to the appropriate Operations Team for support. Sites designated as Tier 2 will be referred to the appropriate Implementation Team.  Site designation is assigned based on the experience of the on site administration personnel and size of the site.  (Attachment 1)
4.3.3. Problem Escalation
Any time site personnel feel they are not receiving an appropriate response from the help desk; they should call the help desk and ask to speak to a supervisor. If the supervisor is unable to satisfy your needs, have your manager speak to the on-call manager. A member of the DISC management team is on-call 24 x 7 and will respond to your concerns.  If this avenue does not provide acceptable results, have your site commander or chief contact the DISC commander.  All telephone contact should employ the site’s special service PIN to ensure rapid response.
5.4 Requirements Solution Procedures
DISC categorizes requirements as either standard or custom. Standard requirements are generally a quantitative change to existing systems, which, in most cases, will not require a change to the DISANet high-level architecture or infrastructure. Custom requirements are generally more robust or complex and will likely impact DISANet architecture and/or infrastructure baselines. For example, a requirement to add a desktop video teleconferencing (VTC) capability or a requirement to open a firewall for a new Internet Relay Chat (IRC) client would require both architectural and security baseline review and would be considered custom requirements. Field Sites will not procure or install hardware or software for DISANet or DISANet devices without prior approval from the DISC.
5.4.1 Requirements Entry and Coordination
The Requirements Identification & Tracking System (RITS) is available on the DISANet standard desktop under DISANet — DISA Services Applications — RITS Web. Requirements should be submitted with as much detail as can reasonably input. DISC will contact the submitter or field site when clarification is required.

In order to ensure timely processing of requirements, submitter should consider the following when submitting the requirement:

•   What is the operational requirement? 
•   What specific capabilities are needed?

•   Where are the end users located: site, building, room?

•   How many end users share this requirement? 
5.4.2 Validation
Field site IMOs/IMRs will approve validated custom requirements, identifying finding sources when appropriate.
5.4.3 Requirements Approval and Solution
The DISANet Requirements Board (DRB) will review requirements to determine applicability to DISANet and to assess feasibility of implementation. Upon approval, requirements will be forwarded to the appropriate action officer for management of implementation. DISC will suggest alternative solution paths for requirements that are deemed not applicable to the DISANet or not feasible for implementation.
5.4.4 Requirements Implementation
DISC will design a technical solution to the field site’s requirement and build a cost estimate for the solution. Should the solution require funds beyond scope or capacity of the current DISANet budget, DISC will contact the submitter or field site. DISC will coordinate with field sites throughout the engineering and implementation of the requirement solution. 

5.5 Configuration Management Services

5.5.1 Configuration Control/Management

DISC will exercise configuration control/management services over DISANet hardware and software, as well as the standard DISANet desktop configuration to maintain the integrity and stability of the DISANet. Servers or desktops that do not meet DISANet standards may not be permitted on the DISANet domain, Separate enclaves or other unique solutions may be employed to host systems, servers or services that operate at increased risk or with services that DISANet cannot accommodate, DISC will run the DISANet Requirements Board to evaluate and assign requirements for analysis and solution. DISC will run the DISANet Configuration Control Board to review and approve or reject changes to DISANet baselines prior to implementation.
5.5.2 Customer Relationship Management
DISC will coordinate changes to the DISANet through DISANet Technical Staff Notices, DISANet Rollout Notices, and DISANet Customer Notices. DISC will develop, coordinate and maintain Service Level Agreements (SLAs) to document field site specific exceptions or additions to the direction in this SOP. Field sites will abide by the terms of their SLA and will offer suggested changes to this SOP to improve the DISANet.  
5.6 Alternative Access Services

Alternative access services enable DISANet connectivity apart from the traditional fixed DISANet infrastructure.   These services will be available to DISANet standard laptops and approved Telework systems only.
5.6.1 Dial-up Remote Access Service (RAS)

DISC will maintain a toll-free RAS capability accessible within the CONUS. DISC will support local or regional RAS services, where a valid requirement has been identified and funding is available. This service is available on unclassified DISANet only. DISC will manage, operate and maintain all RAS servers. Field sites will be responsible for any local or regional RAS telephone system connectivity.

5.6.2 Virtual Private Network (VPN)

DISC maintains a Virtual Private Network (VPN) capability for the DISANet. This VPN service permits robust access to the functionality of DISANet over dial-up or broadband connections.  This service is available on unclassified DISANet only. VPN will be installed on Government Furnished Equipment (GFE) with a smart card reader for Common Access Card (CAC) accessibility.
5.6.3 Virtual Desktop Applications Service (CITRIX)
DISC will develop and maintain a capability for access to virtual DISANet standard desktop applications by DISC approved non-standard systems. Non-standard systems may include test and development systems and thin client workstations. DISC will operate and maintain hosted application servers to be accessed through an approved client solution. Citrix will be installed on Government Furnished Equipment (GFE) with a smart card reader for CAC accessibility.
5.6.4 Wireless Services

DISC does not offer centrally funded cell phone, text pager, or wireless e-mail services in the field site’s area. DISC does operate a Blackberry Exchange Server gateway service to DISANet e-mail. This service may be provided upon request, resources permitting. Field sites will submit a requirement and fund for all Blackberry devices, Smart Card Readers, and airtime charges to access this gateway service. Field sites will coordinate with DISC for distribution of centrally managed workstation software.

5.7 Security Management

DISANet Security management is charged with maintaining the security of the network, ensuring the operability and availability of the DISANet worldwide. This dynamic field requires vigilance at every location to preserve the integrity of the network.

5.7.1 Personnel and Industrial Security

Field sites will coordinate with host site authorities for personnel and industrial security.

5.7.2 Physical Security

Field sites will coordinate with host site authorities for physical security.

5.7.3 Certification and Accreditation (C&A)  
The DISANet networks are type-accredited. Your workstations and servers must match the configuration of the appropriate accredited type in the Vulnerability Management System (VMS). DISC will maintain accreditation for the DISANet networks, and forward information regarding the C&A of the networks to the field sites as needed (e.g., information regarding resolution of security findings found during accreditation which may also be found at field sites). Field sites will take action to resolve or mitigate findings as directed by the DISC. DISC will update the VMS to reflect the current status of all findings.  DISC will direct Security Technical Implementation Guide (STIG) implementation at field sites or will apply for extensions based on the needs of the DISANet as a whole.
5.7.4 Information Assurance (IA) 
Network Security/Information Assurance is responsible for the policy, procedures and the administration of the network security program.  This includes firewall exception requests, spillage reports, and Plan of Action and Milestones (POA&Ms).  DISANet Security shall assist with all security related issues involving the DISANet.  Field Sites should reference DoDI 8500.2, IA Control Checklist to use as guidance to ensure that information assets are in compliance with DoD standards.
5.7.5 IAVA Process
Microsoft security patch updates are tested by the DISC integration teams and if no issues are identified, they are turned over to the implementation teams. The Server Implementation Team uses Altiris to push out the patches to the DISANet servers.  A DTSN is sent to notify site administrators of this scheduled event. The Server Implementation and Infrastructure Team is responsible for patching all of the DISANet servers and closing those IAVAs in VMS within the mitigation period. If the patches cannot be applied within the mitigation period, a POA&M for an extension will be submitted for approval. All mission (non DISANet) servers are NOT patched by the implementation teams and are fully the responsibility of the associated site.  The patches are pushed out to the DISANet workstations through an automated process (Altiris, GPO, etc) by the Desktop Integration and Implementation Team.  Every effort is made to reach the maximum number of machines and the process will usually reach all the machines it can within 3-4 days.  It is at this point the individual sites are responsible for verifying that all of the workstations at their site have received the patch and remediate those that haven't.  When Altiris reports that the workstations have reached 97% completion rate the related IAVA will be closed in VMS. Although the IAVA may be closed, all sites are still responsible that 100% of the workstations are compliant.  Network Security Operations will continue to monitor and assist the field sites in completing the task.
5.7.6 Firewall Policy Management  
Field sites will submit a RID to request a firewall policy exception.  The RID is assigned to Infrastructure Implementation team and they will respond back with a DISANet Network Security Firewall Change Request Form.  The form can be retuned on the NIPR side if it contains unclassified IPs.  If the IPs are classified then it must be returned on the SIPR side.  DISANet Security will review and either approve or disapprove the request.  If approved, DISC will direct implementation of approved or downward-directed firewall policy changes. DISC will develop and maintain standard firewall configurations.

5.7.7  Access Control List (ACL) Management  
DISC will review access control lists (ACLs) at least once per quarter to ensure STIG compliance. DISC will grant field sites appropriate access to DISANet switch, firewall and router ACLs at the local site, DISC will develop and maintain standard ACL configurations.  The Infrastructure Implementation Team is responsible for management of the ACLs.
5.7.8 Vulnerability Assessment  
DISC will coordinate with the Field Security Office (FSO) to ensure that current versions of approved Vulnerability Assessment Tools (VAT) are available to field sites. DISC will conduct vulnerability scans on an as-needed basis. Network scans will be conducted at a minimum of once per calendar year. Field sites may conduct scans at their local site with coordination and guidance from the DISC. Should DISC be unable to conduct scans remotely, DISC will coordinate with site personnel to run scans per a coordinated schedule. Field sites will not run scans that have not been coordinated with DISC. Field sites will run approved VAT for self-assessment on applicable devices as directed by DISC. Field sites will send the results of their self-assessments to the DISC.  

Security Operations is responsible for running, monitoring and uploading monthly network scans into VMS.  Security Operations will work with the field site administrators to remediate any findings necessary.
5.7.9 Spillages

Security Operations shall direct actions to resolve and clean spillages in coordination with the field site’s Information Assurance Manager. Field sites will immediately report suspected spillages via the DISANet Helpdesk using the site’s special access PIN. DISANet Security shall initiate the preliminary spillage report after receiving information from Security Operations regarding the potential spill.  Security Operations will gather as much spillage information (to include DCC Control Number/MPS Number) from the DCC and/or the field site’s IAM and provides the preliminary spillage report to DISANet Security.  Any DISA organization deemed by DISC to be responsible for a spill are recommended to reimburse DISC with a minimum charge of $3,000 but not to exceed $10, 000 as punitive action for network restoration.  Field Sites should use the standard Spillage Security Checklist from the Spillage SOP to gather pertinent information regarding the potential spill.  Field Sites should store the spillage checklist accordingly.
5.8 Messaging Services

5.8.1 Defense Message System (DMS)

DISC will centrally manage, operate and maintain servers and software to provide access to the Defense Message System (DMS) over DISANet. DISC will centrally manage certificates on physical Fortezza cards and virtual Fortezza cards as applicable. DISC will maintain DISANet access to the DMS Directory Service. DISC will maintain DISANet user access to the Mail List Agent (MLA) Address Lists.  DISC will maintain Automated Message Handling System and CommPower XML Portal (AMHS/CPXP) service. AMHS is a web-enabled front end to the DMS, which is mandated as the system of record for DoD organizational messaging. Field sites will request and maintain appropriate organizational account(s) to send and receive DMS messages. Field sites will periodically validate DMS account(s).

5.8.2 Commercial Electronic Mail Services

DISC will centrally manage, operate, and maintain all DISANet electronic mail (e-mail) servers, including anti-spam and anti-virus services.
Field sites will ensure that all users are informed of and comply with current directives regarding e-mail use.

5.9 Procurement and Funding Considerations

This document does not approve or authorize any transfer of funds. DISC will plan and program funds for standard lifecycle upgrades and maintenance for existing DISANet infrastructure equipment and software, Any significant change to the field site’s mission, structure or requirements may dictate significant additions to the DISANet infrastructure that cannot be accommodated within the current budget. In these cases, the field sites will be asked to provide funding.

5.9.1 Customer Provided Funding

a.    Field sites will provide funding for circuit installation and recurring circuit costs.

b.    Field sites will provide funding for formal technical training for their system administrators.

c.    Field sites will provide funding for approved infrastructure additions until the DISC budget can be amended to incorporate life cycle support.

d.    Field sites will provide funding for procurement and life cycle support of premise equipment (as defined in DISA Inst 630-225-6, Information Management) and software not provided by DISC, as well as procurement of consumables and other operational costs.

e.    All premise equipment purchases will be made in compliance with DISA Instruction 610-255-XX, IT Centralization of Hardware and Software, draft in coordination.

5.9.2 Information Technology Procurement

For all purchases of DISANet infrastructure hardware and software, regardless of the source of funding, the following will apply:

a.    DISC will execute all infrastructure purchases.

b.    DISC will procure appropriate maintenance coverage.

c.    Only DISC approved configurations will be purchased.

d.    Hardware purchases requiring pre-configuration will be delivered to the DISC in the National Capital Region (NCR). DISC will coordinate with site administrative personnel to arrange for shipping and installation.

e.    All hardware and software purchased for the DISANet infrastructure will become a dedicated DISANet resource.

f.     Regardless of procurement source, premise equipment (including workstations, laptops and printers) must meet DISANet standards and be an approved configuration before connection to the DISANet will be allowed. This issue should be eliminated once the IT centralization instruction is signed.
5.10 Contact Information

5.10.1 DISC Contact Information

The DISANet Help desk nnn-nnn-nnnn or DSN nnn-nnn-nnnn is your primary contact for any outage, disruption, degradation or other trouble with DISANet services. Current DISC contact information is always available on-line in the DISANet Enterprise Management Infobase (DEMI) at *enter link here* under POC Information. Current individual contact information is always available online in the DISA White Pages, also known as the MPS Personnel Locator System (PLS). The URL is *enter link here*
5.10.2 Field Site Contact Information

Field sites will maintain current contact information in DEMI and in the DISA White Pages (or PLS).

5.10.3 Site Administrators Workspace

DISC has established a Site Administrators Workspace on the DKO/EDGE Portal. This workspace complements DEMI with information, documentation and discussions. 

5.10.4 Changes and Revisions

Recommendations for changes to this SOP should be e-mailed to *enter e-mail here*.  Revisions to this SOP will be published via DEMI and the DISANet Site Administrators Workspace.
5.11 Points of Contact:  List the names and duty positions of all individuals responsible for discussing the contents of the SOP.






Elevated Support Tier Levels

As of 29 January 2008

	SITES

	Sites


	Site Names
	Tier Level
	Turnover Tier Level

	A
	
	2
	3

	B
	
	2
	3

	C
	
	2
	3

	D
	
	1
	2

	E
	
	1
	2

	F
	
	1
	2

	G
	
	1
	2

	H
	
	1
	2

	I
	
	2
	3

	J
	
	1
	2

	K
	
	2
	3

	L
	
	2
	3

	M
	
	1
	2

	N
	
	1
	2

	O
	
	1
	2

	P
	
	1
	2

	Q
	
	2
	3

	R
	
	1
	2

	S
	
	1
	2

	T
	
	1
	2

	U
	
	2
	3

	V
	
	2
	3

	W
	
	1
	2

	X
	
	1
	2

	Y
	
	2
	3

	Z
	
	2
	3

	AA
	
	2
	3

	AB
	
	1
	2

	AC
	
	1
	2

	AD
	
	1
	2


	Tier 2
	Chief/Branch Leaders


	Tier 3
	Chief/Branch Leaders

	Operations
	
	Implementation
	

	Infrastructure
	
	Infrastructure
	

	Server/Applications   
	
	Server Applications
	

	Desktop/Applications
	
	Desktop/Applications
	

	Accounts
	
	Network Management
	

	Telecommunications
	
	Telecommunications
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Field Site Resp. Matrix

								Table of Contents

		CORENet Field Site Responsibility Matrix

		MOF Quadrant		Service Management Function (SMF)		Overall Responsibility under CORENet		Field Site or NCR Responsibility

		Operating		Directory Services Administration		Shared     (Note 1)		NCR

				Job Scheduling		Government		NCR working with the field sites

				Network Administration		Shared     (Note 2)		NCR working with the field sites

				Security Administration		Shared     (Note 3)		NCR working with the field sites

				Service Monitoring and Control		Contractor		NCR

				Storage Management		Shared     (Note 2)		Tier 1 and 2 for field sites, tier 3 is NCR

				System Administration		Government		Tier 1 and 2 for field sites, tier 3 is NCR

		Supporting		Incident Management		Shared     (Note 2)		Tier 1 and 2 for field sites, tier 3 is NCR

				Problem Management		Shared     (Note 2)		Tier 1 and 2 for field sites, tier 3 is NCR

				Service Desk		Contractor		NCR   (Note 5)

		Changing		Change Management		Shared     (Note 3)		NCR

				Configuration Management		Shared     (Note 3)		NCR with field site enforcement as required

				Release Management		Shared     (Note 3)		NCR with field sites providing validation

		Optimizing		Availability Management		Shared     (Note 3)		NCR

				Capacity Management		Shared     (Note 2)		NCR

				Financial Management		Government		NCR

				Infrastructure Engineering		Shared     (Note 2)		NCR

				IT Service Continuity Management		Shared     (Note 2)		NCR

				Security Management		Shared     (Note 1)		NCR

				Service Level Management		Shared     (Note 4)		NCR

				Workforce Management		Shared     (Note 4)		NCR

		Field Site support personnel can be government, military or contractor

		Note (1): Primarily Government with contractor Tier 3 support as necessary

		Note (2): Approximately equal Government/contractor responsibility

		Note (3): Primarily Contractor with Government oversight/support as necessary

		Note (4): Not required in contractor’s Performance Work Statement

		Note (5): Field sites may have their own local service desk as they deem necessary
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