AMENDMENT 1
to 

DARPA-BAA-08-43

National Cyber RANGE PROGRAM

June 10, 2008 
This is Amendment 1 to DARPA-BAA-08-43 (National Cyber Range Program).  All proposals to DARPA-BAA-08-43 must comply with the requirements of this Amendment.

SECTION 1.3 – the FOLLOWING PARAGRAPH IS ADDED:

It is the intent of DARPA that this BAA represents the only BAA for the National Cyber Range program.  There is no intent to release a solicitation for subsequent phases.   Participation in subsequent phases will be limited to successful performers in the previous phase and availability of funds.  Once DARPA awards contracts, performer will be funded for Phase I and eligible for Phases II - IV funding based on performance.

SECTION 1.3 para 5 and 6 are changed to:

Based on the progress and technical maturity achieved during Phase II, DARPA may select a single performer for Phase III.  Phase III would result in full-scale NCR development.  Phase III would end with full-scale evaluation of the NCR and operational testing of cyber research programs.  If the performer achieved the Phase III Go/No-Go criteria the NCR will be declared Fully Operational Capability (FOC).
Upon declaration of FOC DARPA may select the performer to enter Phase IV and conduct tests of national cyber programs under DARPA or transition to another government agency.

SECTION 1.5 

Delete the last sentence in Section 1.5 “The government intends to make an award decision based on best value” and replace with “Awards under this BAA will be made to proposers on the basis of the evaluation criteria listed in Section 7 and program balance to provide overall value to the Government.”

SECTION 2.2.1., second paragraph, eighth bullet is changed to:

• Demonstrate basic Responsive Host-based Traffic Generators capabilities (see Sec 2.3.6.4) that drive office software products, browsers, media players, and email clients.

Section 2.3.6.4 is changed to:
2.3.6.4 Responsive Host-based Traffic Generators and Program Activators. 
· Provide robust technologies to imitate human behavior on all end-point nodes (workstations/clients) of the range.

· Produce realistic chain of events between many simulated users without explicit scripted behavior.

· Implement multiple user roles similar to roles found on operational networks.

· Change behavior as the sensed “outside environment” changes (i.e., DoD DefCon, InfoCon, execution of war plans, etc.), and as network activity changes (detected attacks, degradation of services, etc.).

· Interact with device peripherals, such as keyboard and mice, placed on the testbed.

· Interact with authenticate systems, including but not limited to DoD authentication systems (common access cards – CAC) and identity tokens. 

SECTION 3.3.3, Third Paragraph, eighth bullet is changed to: 

• Responsive Host-based Traffic Generators demonstrate human-level behavior on 80% of all events.
Section 7.1.5 is changed to:

7.1.5. Potential Contribution and Relevance to the National Cyber Mission

The potential contributions of the proposed effort to enable revolutionary advances in the national cyber technology base will be evaluated.  Specifically, the National Cyber Range mission is to enable a revolution in the Nation’s ability to conduct cyber operations by providing a persistent cyber range that will enable the Nation to maintain the technological superiority and prevent technological surprise from harming our national security by enabling realistic, qualitative and quantitative assessment of potentially revolutionary cyber research and development technologies.  
Section 7.1.6 is changed to:

7.1.6. Plans and Capability to Accomplish Technology Transition 

The capability to transition technology to the research, industrial, and operational cyber communities in such a way as to enhance U.S. cyber capabilities, and the extent to which intellectual property rights limitations creates a barrier to technology transition.  The extent to which liberal, public-use intellectual property rights to hardware, software (maximizing open source use where feasible), design information, and documentation, beyond the minimum requirements of this solicitation is proposed.  This criterion also includes the capability to deliver a complete National Cyber Range (Phase III) and operate the National Cyber Range (Phase IV) as a national test resource.
SECTION 10 (GLOSSARY): Delete reference to ‘Replicant’
