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1.0 Introduction

1.1  IDENTIFICATION

The purpose of this solicitation is to support “GSA-FORMS” project, the 

Electronic Forms Software and Services for General Services Administration (GSA)  Standard and Optional forms used Government-wide and by business and citizens.  This primarily replaces and enhances the current capabilities operating at GSA and other agencies found at http://www.gsa.gov/forms. 
The GSA Office of Governmentwide policy provides forms management, services and operations for internal use, other agencies and the public.  This RFP is primarily for the replacement and enhancement of the existing GSA capabilities.  

Currently, GSA maintains a directory for internal forms including GSA forms (many are internal use), standard forms (SF), and optional forms (OF)” at http://www/gsa.gov/forms.  This solicitation is to update and enhance the GSA’s current directory for forms. The contractor shall ensure that this project is consistent with the goals and direction of the Business Gateway forms catalog (http://www.forms.gov).  This RFP is NOT for services related to the Business Gateway Governmentwide e-forms catalog. 

1.2 MISSION

1.2.1  The Forms and Printing Policy Division’s mission is to ensure that GSA internal and Governmentwide Standard and Optional forms are electronically provided to users within the Federal government, state and local governments and the public to reduce the overall burden to individuals including businesses, citizens, or private organizations.  The acceptance and processing of forms may be at GSA or another agency location.  

1.3 BACKGROUND

Since 2001, GSA has been providing an electronic form system to users including GSA associates, those within the Federal community, state and local government users, and the public; ensuring that each of the electronic forms complies with the President’s Management Agenda to reduce regulatory burden on Government form users; automate citizen-facing and internal government processes to increase value and reduce costs; and, ensure that any GSA managed form enhances the efficiency and effectiveness of Government.

GSA has had several eforms software providers in the past.  The most current provider’s contract expires in the near future.  The current contract prices the solution based on the number of user downloads of the form-filler client, which is not our future strategy.  This acquisition is to acquire a solution to continue to provide eforms to GSA associates and customers seamlessly, with a smooth migration necessary to the new system (if the new contract is to a different firm than the current vendor).

1.4 STATEMENT OF PURPOSE

The purpose of this acquisition is to acquire the software and services of a vendor that provides a full featured commercial-off-the shelf (COTS) eForms solutions accessible from the Internet (Web), that is cost-effective, provides total life-cycle from form development, publish forms to users, to fill, sign and processing, that is Section 508 compliant and easily usable for its associates and customers. The migration is to be smooth for our associates and customers.  This includes the ability, or rapid turn around service, to migrate the data from the existing form tool client to the provided tool (many customer store libraries of data (such as personnel performance evaluation) in the current client, that they would not want to have to re-key stroke). 

On the initial migration, the primary focus will be the users ability to download, fill and print, or fill and email form files (the current maturity level of most GSA electronic forms).  Rapidly, after migration the focus will shift toward signable forms (using the one of the  E-Authentication Federally approved policy and standards in accordance Office and Management and Budget Letter M04-04 and  NIST Special Publication 800-63 [see http://www.cio.gov/eauthentication/])   Signable and submittable forms will follow.  Forms processing server software will be (at the option of the Government) used for forms hosted by GSA. If this capability is use, it will begin slowly and small scale. The new form type will be added to the library with the no-fee downloadable client. No registration is to be required to get or use the form-filler tool.
2.0 SCOPE OF WORK

2.1  GSA seeks automated e-forms system, software maintenance and support services over the full life cycle of the form: from creation of the form, entry into the system, filling of forms by users, signing, transmission back to the Government, processing and forms obsolescence.  The contractor shall provide the COTS software, with adjustments to meet the requirements specified, personnel with appropriate levels of expertise to implement and provide support as required.  The Government will operate the system with the some support services from the vendor, listed herein. The vendor will be responsible for installing the software in the hosting facility and initially ensuring its optimal operation. The contractor shall perform the necessary management, supervision, staffing, materials and equipment as needed to ensure the continued functionality of an operating electronic forms system, and including converting or reproducing the existing forms in the new software.  The contractor shall provide all required software, upgrades over the term of the contract, provisions for enterprise licenses, software maintenance, training materials and instruction and technical assistance. 

2.2  Under an enterprise licensing system, the estimated number of users to access the system is unlimited.  The estimated number of public facing forms that are contained in the current GSA library is approximately 700, and is estimated to increase 20 percent per year.  The average number of pages per form is two.  

2.3  The scope includes all tools for forms creation, user filling, and processing, for GSA forms, standard and optional forms, OMB forms and “other-forms” of other agencies already in our library (“Other-Forms”), and replacements and revisions for all of those forms.  GSA agrees to place a maximum on the numbers of “Other-forms” to 200 current active forms beyond the unlimited use for GSA Forms, Standard Forms, Optional forms and OMB Forms.  Additional licenses for “Other-forms” (above the 200) may be acquired by the Government in increments of 200.  The scope includes all associated software to make it fully functional and shall consider the entire set of features here within – including digital signatures, and the ability to read, process and store encrypted and digitally signed forms. It includes any and all ancillary software associated with the use of the forms including all capabilities proposed by the vendors to make the offering more functional and complete such as work-flow processing, incremental filling and wizards functionality – if offered.

2.4  The scope includes the full capabilities and services requested in the SOW and those offerings including and not limited to forms creation and conversion services, training (creator, forms-filler and forms processing), and services for forms creation, Section 508 validation, forms conversion, data conversion, and help desk for creator functions.

2.5  The scope include forms processing services (if offered), and hosting (if offered).

3.0  SYSTEMS REQUIREMENTS

3.1 The System shall provide at a minimum, a Forms Creation Tool, a Forms-Filler Tool and Forms Processing System.  
3.1.1 All of the license to use software must be conveyed such that, at a minimum, the Government has a right to create new electronic records over the period of the contract, and the Government retains the rights to software to view and use those existing records perpetually.  (The Government’s record retention period and use of the data may extend beyond the contract period.)
3.1.2  All of the tools (form creator, filler and forms processing) shall provide capability for XML data tagging and XML output for specified forms when required.

3.1.3  Not all forms are required to be signable, but those that are signable forms must be easily signed using the Federal e-authentication policy standards in accordance with OMB Letter M04-04 and NIST Special Publication 800-63 [see http://www.cio.gov/eauthentication/]) The signed attribution for low levels of authentication (levels 1 and 2 which are non-PKI), shall be SAML or XML assurances for the appropriate level (or higher) level the form requires.  The signing feature impact must be inherent in all tools (creator, user-filler and form processing). 
3.2  Forms Creator Tool - The contractor shall provide a form creator tool that has the functionality to create new forms of various styles and formats and to revise or modify existing forms.  The form creator tool shall be used in a personal computer environment (vendors indicate which operating system environments in proposals) and produce forms that are Section 508 compliant.  The new forms should be visually very similar to the existing forms in layout, style, color and structure.  In development, instructions and or additional information can be cut and pasted into the application instead of re-keying.

3.2.1  It is desirable to have a scripting tool for Section 508 accessibility. Provide for scripting the form so that the script is exactly what the visually impaired or blind user’s screen reader will read. The scripting tool enables the originator to control what is said to the end user.

3.2.2  System shall provide a screen fill-able solution allowing the user to fill, sign, save, print, electronically submit/send, and then process forms and/or the data contained on the form.

3.2.3  For formatted data such as dates, Social Security numbers, etc.  User can enter information without needing to input dashes, slashes, etc.  Pop up or similar tool will indicate required format for user’s information.

3.2.4  Simple calculation tools (add/subtract/multiply/divide) as well as capability for more complex formulas.  Form creator can indicate decimal places, currency, etc.

3.2.5  Ability to indicate required fields.

3.2.6  Proper alignment of data (right, left, center).

3.3  The Forms Filler Tool must be “user friendly”, and have an intuitive familiar motif for first time users' ease of use.

3.3.1  It must work in a web environment, and  depending on implementation, downloaded to the user’s PC.  The software developed is then automatically invoked by the browser to fill in the form.  The user software may be bound to the blank form file, or separately downloaded (apparently) simultaneously with the form.  The form-filler software installed once on the user’s PC may be saved for future use or not save, at the user's option. 

3.3.2 Forms features include (desirable) help for each field or “more information” for fields that sits in the background with hints or instructions in pop-up windows (or equivalent). 
3.3.3  The forms and any required filler software (clients- or browser plug-ins, or other software) shall be accessible Section 508 compliant, 

3.3.4  Provide maximum user flexibility for data entry including use of tabs forward and backward and the use of the  mouse to choose fields in any order.  

3.3.5  Field data quality control must be functional such as provide a visual guides for users when there is a specific data format requirement.  (For example, a ZIP Code field could be displayed to indicate that a 5+4 ZIP Code is required.)  Features such as intelligent data fields that help correct format and quality are desirable.  Prevent the user from digitally signing, or submitting a form that is not complete in the mandatory fields.

3.3.6  Provide assistance in selecting data values such as drop down pick list is required and ability to link to URL’s data look up tables databases for pre-fill, and radio buttons or selection boxes are desirable.

3.3.7 Offer ability to pre-populate appropriate data fields from the user’s profile (either locally, centrally, or a specified database is desirable).  Provide the capability to populate a form with data from another instance of the same form or a related form (desirable) including fields in different order Example:  in name fields, one form sometimes specifies Last Name, First Name, Middle Initial; another form may specify First Name, Middle Initial, Last Name. 

3.3.8  Provide a template capability to allow easy entry of repetitive information. Provide the capability of having multiple form fields populated from a single user entry, even if the display format is different in different fields.

3.3.9 System shall be flexible to be operable in an internet and/or intranet environment..

3.3.10 The user form-filler tool (client, plug-in or software) shall operate in a Windows operating system (specified in proposal which versions) and it is desirable to support other users such as LINUX and MAC as well (please specify which versions or none).  A wider range of user form-filler operating systems supported is more desirable.   

It must be compatible with multiple browsers Internet Explorer and one other browser at a minimum, but others are desirable.  (Please specify which browsers and which versions of those browsers in proposals.  Greater consideration is given to offeror that support a greater array of browsers based on those widely used in Society and those that support persons with disabilities.) (Note, this requirement does not require interoperability with a browser if a client has no browser dependencies.).
3.3.11  The form-filler shall offer convenient form information and instructions/help functions, either pop-up hints or icons to helpful hints or instructions encoded by the form developer.

3.3.12  The user can save the populated form, partially filled, or completed on the local PC.  Submittable forms must have a “submit” button (or equivalent) that transmits the forms over the Internet to a pre-determined location that may be unique to that form.  The transmission must be secured by a method of Secure Socket Layer (SSL) or some other means equally standardized and secure.

3.3.13  Wizards or interview style tools and accessories to fill the form in a different way are desirable.

3.4  The Forms Processing software shall be offered and comply with the following:  

The image of the populated form can be saved in a standard image file (gif, tif or jpeg file) (Specify which in your proposal).

3.4.1 - XML data be saved with the image of the form or separated from the image.

3.4.2 - If a backend database is required to effectively operate the forms processing system, the vendor shall include that complete database software in the offer.  (The Government may choose to implement on existing licenses if we already own license for the target software.)

3.4.4 - Data can be stored in a database file.

3.4.5- Data can be stored in delimited flat files (desirable).

3.4.6 - Data can be received and stored in encrypted formats and decrypted for processing (desirable). 

3.4.7 - The data can be further validated on processing (beyond form-filler validation) to increase accuracy, and respond to the user during confirmation (desirable).

3.4.8 -  A workflow processing feature if desirable and may be offered as an option is a separate component.

3.4.9 - The forms processing a data storage system must generally meet the National Archives and Records Administration (NARA) requirements for electronic record keeping systems (36 CFR 1234 Part C).

3.4.10 – Forms processing capacity shall be provided in the proposal indicating the rate of forms processing of the system as operated on various operating systems and hardware.  (Include all details such as process type and clock speed).
3.4.11 -  The system provided will not be the long-term archival repository of the data.  That function will be performed by the program office receiving the data.
3.5  Forms Creator Service  The offeror shall offer a Forms Creator Service that permits limited Government users to develop new forms and revise and modify existing forms.  All forms produced through this service shall be Section 508 and XML compliant.  


3.5.1 The vendor will implement a quality assurance plan that verifies the accuracy, completeness, and correctness of forms and assures the GSA system’s manager and other agency users satisfaction with the eForms and eForms system.

3.5.2  Normal Service Level – provide  a complete functioning form availability in not more than 5 business days after receipt of the form.  

3.5.3  Priority Service Level – In low volumes emergencies, provide complete functioning form within 1 business day after receipt of the form information when directed by the COTR.

3.6  Section 508 compliance of forms service.  The offeror shall offer a service to provide validation of electronic forms produced by agencies for accessibility and usability, in accordance with Section 508.  The validation process and/or service must be demonstrated to the Government’s level of acceptance.  (The forms-creator service will validate the forms for Section 508 compliance.  The Government may sample results by visually impaired individuals.

3.7 Forms Creator  Assistance Services –The offeror shall propose Assistance Service to help forms designer with forms development issues and using the tools.

3.8  Software Maintenance - The offeror shall provide for software maintenance of the system .  Maintenance includes, but is not limited to, corrections of bugs in software, software upgrades.

3.9 – 3.19 (Intentionally Blank)

3.20  SECURITY OBJECTIVES

3.20.1  The GSA eForms processing system requires Certification and Accreditation (C&A) consistent with the provisions of the Office of Management and Budget (OMB) Circular A-130 and National Institute of Standards and Technology (NIST) Special Publications 800-37.  It is in the best interest of the contractor and Government that security requirements are appropriately integrated into the Software Development Life Cycle (SDLC) from project initialization.  Detailed information of the C&A guidelines including server hardening guidelines are available from the Contracting Officer upon request after signing a non-disclosure statement.  The contractor shall be required to develop SDLC documentation to support the smooth operations of the GSA eForms system.  This documentation will be used to support the C&A process.  See Appendix 1 for the full requirements of the Certification and Accreditation (C&A) Planning Document.

3.20.2  In general, the eForms system will provide a service to the public, except for the forms processing system - will not contain proprietary data or that controlled by the Privacy Act, and exists for the sole purpose of disseminating such information to the public.  For this reason, security is limited to ensuring the following:

· The Government will ensure that only authorized users may  post, and rescind forms and related instructions from the library,

· Forms and related instructions are available on demand, and

· Forms and related instructions are delivered without being altered during transit.
·   Implement security controls to prevent unauthorized access.

3.20.3  Forms Processing Systems, when install will and major system and require substantial, full breadth of security and C&A because of the need to protect the data submitted.  The contractor will need to participate fully with complete information on the software for the C&A and penetration testing to be certified for operational certification.

3.20.4 Software Viruses -All software and forms shall be delivered free of code (i.e., viruses and others).that may adversely affect data center operations, application/utility software execution, databases/data files and (but not limited to) operating system execution 

3.21 ACCESSIBILITY STANDARDS CHECKLIST – Compliance with Section 508 of the Rehabilitation Act of 1973.  All electronic and information technology (EIT) procured through this contract must meet the applicable accessibility standards at 36 CFR 1194.  36 CFR implements Section 508 of the Rehabilitation Act of 1973, as amended, and is viewable at http://www.access-board.gov.  The contractor shall indicate how each line item below is compliant or non-compliant with the accessibility standards at 36 CFR 1194:

3.21.1 Technical Standards – Section 508 § 1194.21 Software applications and operating systems

(a) When software is designed to run on a system that has a keyboard, product functions shall be executable from a keyboard where the function itself or the result of performing a function can be discerned textually. 

(b) Applications shall not disrupt or disable activated features of other products that are identified as accessibility features, where those features are developed and documented according to industry standards. Applications also shall not disrupt or disable activated features of any operating system that are identified as accessibility features where the application programming interface for those accessibility features has been documented by the manufacturer of the operating system and is available to the product developer. 

(c) A well-defined on-screen indication of the current focus shall be provided that moves among interactive interface elements as the input focus changes. The focus shall be programmatically exposed so that assistive technology can track focus and focus changes. 

(d) Sufficient information about a user interface element including the identity, operation and state of the element shall be available to assistive technology. When an image represents a program element, the information conveyed by the image must also be available in text. 

(e) When bitmap images are used to identify controls, status indicators, or other programmatic elements, the meaning assigned to those images shall be consistent throughout an application's performance. 

(f) Textual information shall be provided through operating system functions for displaying text. The minimum information that shall be made available is text content, text input caret location, and text attributes. 

(g) Applications shall not override user selected contrast and color selections and other individual display attributes. 

(h) When animation is displayed, the information shall be displayable in at least one non-animated presentation mode at the option of the user. 

(i) Color coding shall not be used as the only means of conveying information, indicating an action, prompting a response, or distinguishing a visual element. 

(j) When a product permits a user to adjust color and contrast settings, a variety of color selections capable of producing a range of contrast levels shall be provided. 

(k) Software shall not use flashing or blinking text, objects, or other elements having a flash or blink frequency greater than 2 Hz and lower than 55 Hz. 

(l) When electronic forms are used, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues. 

3.21.2 Section 508 § 1194.22 Web-based intranet and internet information and applications.
(a) A text equivalent for every non-text element shall be provided (e.g., via "alt", "longdesc", or in element content). 

(b) Equivalent alternatives for any multimedia presentation shall be synchronized with the presentation. 

(c) Web pages shall be designed so that all information conveyed with color is also available without color, for example from context or markup. 

(d) Documents shall be organized so they are readable without requiring an associated style sheet. 

(e) Redundant text links shall be provided for each active region of a server-side image map. 

(f) Client-side image maps shall be provided instead of server-side image maps except where the regions cannot be defined with an available geometric shape. 

(g) Row and column headers shall be identified for data tables. 

(h) Markup shall be used to associate data cells and header cells for data tables that have two or more logical levels of row or column headers. 

(i) Frames shall be titled with text that facilitates frame identification and navigation. 

(j) Pages shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower than 55 Hz. 

(k) A text-only page, with equivalent information or functionality, shall be provided to make a web site comply with the provisions of this part, when compliance cannot be accomplished in any other way. The content of the text-only page shall be updated whenever the primary page changes. 

(l) When pages utilize scripting languages to display content, or to create interface elements, the information provided by the script shall be identified with functional text that can be read by assistive technology. 

(m) When a web page requires that an applet, plug-in or other application be present on the client system to interpret page content, the page must provide a link to a plug-in or applet that complies with §1194.21(a) through (l). 

(n) When electronic forms are designed to be completed on-line, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues. 

(o) A method shall be provided that permits users to skip repetitive navigation links. 

(p) When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required. 

3.21.3 Section 508 Subpart C -- Functional Performance Criteria
§ 1194.31 Functional performance criteria.

(a) At least one mode of operation and information retrieval that does not require user vision shall be provided, or support for assistive technology used by people who are blind or visually impaired shall be provided. 

(b) At least one mode of operation and information retrieval that does not require visual acuity greater than 20/70 shall be provided in audio and enlarged print output working together or independently, or support for assistive technology used by people who are visually impaired shall be provided. 

(c) At least one mode of operation and information retrieval that does not require user hearing shall be provided, or support for assistive technology used by people who are deaf or hard of hearing shall be provided. 

(d) Where audio information is important for the use of a product, at least one mode of operation and information retrieval shall be provided in an enhanced auditory fashion, or support for assistive hearing devices shall be provided. 

(e) At least one mode of operation and information retrieval that does not require user speech shall be provided, or support for assistive technology used by people with disabilities shall be provided. 

(f) At least one mode of operation and information retrieval that does not require fine motor control or simultaneous actions and that is operable with limited reach and strength shall be provided. 

3.21.4  Section 508 Subpart D -- Information, Documentation, and Support

§ 1194.41 Information, documentation, and support.

(a) Product support documentation provided to end-users shall be made available in alternate formats upon request, at no additional charge. 

(b) End-users shall have access to a description of the accessibility and compatibility features of products in alternate formats or alternate methods upon request, at no additional charge. 

(c) Support services for products shall accommodate the communication needs of end-users with disabilities. 

3.22  CONVERSION OF EXISTING FORMS AND MIGRATION REQUIREMENTS

The Contractor shall convert (or develop) all of the existing forms in the GSA library (http://.www.GSA.gov/forms) to the new forms software.  For the initial conversion, the Contractor will have access to the GSA-FORMS web site and the form, in one to three software formats, Accessible FormNet, FormFlow and/or Adobe PDF.  The vendor shall convert or develop each form, from one of the above sources to their form format, and provide a finished functional form to the Government for use for by the operational date within 90 calendar days after award.  The initial conversion requires the new form be at the same level of functionality as the current forms, which are downloadable, fillable, Section 508 compliant accessible,  with XML tags, mandatory field indicators, with field range checks, and submittable and helps or information pop-ups where already existing.  The forms will be mounted by the contractor in the hosted environment.

3.23 CONVERSION OF USER DATA

It is desirable that within 90 days after award, the vendor shall have a method (a tool and / or services) to  convert form-filler data from Accessible FormNet formatted forms to the new form environment.  The use-case is that users may have a library of completed forms that they reuse such as personnel forms or contract cover sheets that are used repeatedly.  As we migrate forms tools, the users otherwise need to re-key stroke all of their data into the new forms.  The contractor shall provide a conversion tool or service to perform this function.  If a service offering – two levels of service shall be offered and priced including conversion within 8 business hours of request (limited to a specified volume of 100 completed forms), and within a longer period as proposed by the offeror. 
3.24 HOSTING

3.24.1  The library of forms and forms-filler download site will be hosted by the Government facility in the Washington, DC metro area.  The contractor will be responsible for mounting the new forms in that environment.

3.24.2  Hosting for the Forms Creator Tool will be available form the GSA Forms Library site (if a downloadable tool is offered.). Operations of the tool will be in the users personal computer environment.  Optionally, the vendor may offer to host the creator tool on their own site as a web application, depending on the construct  and pricing structure being proposed.

3.24.3  Hosting for the Forms Processing System will be hosted on GSA environment or as  otherwise proposed as a (optional alternate solution) vendor hosted.  AT GSA the Government will be responsible for ensuring FISMA Security requirements are met on the infrastructure.  The vendor’s software must be able to pass a C&A and FISMA review.
3.24.4 OFFEROR HOSTED WEBSITE-The Government desires to have a forms processing hosting choice in addition to the Government facilities (at the option of the government).  It is desirable for the  vendor to offer a vendor hosted solution, the proposal shall include a detailed description of the offeror’s proposed hosting approach, equipment, partner/suppliers, help desk, etc. A Security C&A will be required for the Forms Processing Capability regardless of where hosted.  This requires third party access to hosting facilities and external and internal penetration testing.  Total downtime, including maintenance shall not be more than 8 hours per month.  The Government processing requirement will start slow with a limited number of forms (less than 10, during the first 4 months) and increase gradually.  The environment and software must meet FISMA requirements including a C&A and penetration testing.  This review will be performed by a third party contractor provided by the Government and requires substantial support, access, information and cooperation of the vendor and hosting location.
3.24.5 Vendor must specify any and all software components (desktop/server) and hardware requirements to provide forms processing with the features offered.  
3.25  OPERATING SYSTEMS

3.25.1 The Form Creator and Forms– Filler (user Client Or Plug-In (if any)) operating system compatibility requirements will be provided by the vendors in the proposals. Offerings that allow for use on multiple operating systems (i.e. Windows [required] (which versions),  LINUX and MAC [desirables] ) will get greater consideration.

3.25.2    Vendors will indicate ALL the various operating systems their system components require (or can use) including all of the features and components being offered.  To the extent that the server environment requirements are different than the Government’s current available hosting environment (Windows) , that will be taken into consideration in the evaluations.
4.0  PERIOD OF PERFORMANCE

The period of contract performance is 1 base year (9 months of operation) with 4 additional one year option years.  Perpetual license may be proposed.   The system/solution shall be operational on or before 90 calendar days from date of contract award including the conversion, (if necessary by change of forms software) of the existing library of forms at http://www.gsa.gov/forms.  
5.0 TEST AND ACCEPTANCE

The contractor shall provide a development, test and acceptance milestone schedule for system implementation.  The system must be operational on or before 90 calendar days from date of contract award.

6.0  INSPECTION AND ACCEPTANCE
The COR will inspect deliverables (usually the usability of the forms added to the website or software with any upgrades requested that is required to operate the selected solution) and the contractor will be notified of the Government’s findings within 5 work days after receipt of deliverable.

7.0 PLACE OF PERFOMANCE

The place of operations is GSA, 1800 F Street NW,  Washington DC 20405, and the venue for this contract.  Conversion and help services will be performed at the contractor’s facilities.  If the hosted website is at the GSA headquarters, the majority of contractor personnel may be expected to require routine and/or regular access to government facilities in the execution of their tasking.   If the vendor provides optional hosting for the Forms Process Capability, the offeror shall provide detailed information about the place of performance.
8.0  MEETING  REQUIRED
During the implementation phase of this contract, the selected contractor shall attend bi-weekly meetings with the GSA program management staff and shall provide detailed In Progress Reviews (IPR’s).  Once conversion to the selected operation system has occurred, the contractor shall attend quarterly meetings with the GSA program management staff to discuss project issues, system corrections and other applications.  The contractor shall provide to the Government at these meetings records of systems performance, utilization rates, etc.  The meetings will be held at a negotiated location easily accessible to both the contractor and the Government. 

9.0  TRAINING REQUIREMENTS

Training and associated resource materials shall be provided for  20 Government Forms Managers as follows:

(a) Provide on-site training at a facility located in the Washington, DC metropolitan area.

(b) Provide on site software installation training and installation guide.

(c) Provide form conversion software documentation.

(d) Provide documentation for all training topics.

(e) Provide basic training on new forms conversions.

(f) Must provide maintenance and telephone support.

(g) Must provide documentation on installing and maintaining software.

(h) Provide training for the creation of forms.

(i) Provide training on the conversion of forms data tool and/or service.

This training may be used by the Government over time.

10.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION

 Government will furnish the website for the hosting of forms and download location of the Form-filler tool.  The Government provides the forms and instruction to be converted to the new format at http://www.gsa.gov/forms .

As mentioned above, the Government may host the forms processing system, and will do so based on the hardware and software operation system requirements provided in the offerors proposal. 

As mentioned above, the Government desires that the offerors provide hosting solution option for the forms processing capability. 

11.0  ADMINISTRATIVE CONSIDERATIONS:

An Agency Expert/COR will handle the day-to-day communications with the Contractor and will be responsible for giving direction and approving the Contractor’s delivery services.

11.1  STATUS REPORTS, DELIVERABLES AND INVOICES

Monthly status/progress reports, software deliverables and invoices shall be submitted to the GSA COR every month or as otherwise required.  The monthly progress report will include but not be limited to:

· Narrative review of work accomplished during the reporting period and/or significant events

· Deliverable process

· Problem areas and solutions

· Anticipated activity for the next reporting period

· Description of any travel or unique services provided

Monthly progress reports will be delivered to the Government COR by the 5th day of each calendar month. All postage and fees related to submitting information including reports and completed software to the COR will be paid by the Contractor.  

11.2  PROCEDURES FOR PAYMENT

Billing and payment shall be accomplished in accordance with the contract.  The contractor shall submit an invoice to the COR.  The contractor may invoice only after completing all work leading up to each point of performance.  Progress payments for long range requirements are acceptable when authorized by the COR. 

11.3 TRAVEL

Washington, DC is the venue of operation for this contract.  The Government will not be required to reimburse the contractor for local travel.  Some long distance travel may be required.  Such travel must be approved in advance by the COR.  Reimbursement for travel outside Washington, DC metro area will be made in accordance with standard GSA travel policy.  The contractor shall invoice for this action in accordance with instructions provided by the COR.

11.4  PERFORMANCE METRICS
The offeror's proposal shall address how the offeror will use performance metrics to accomplish long-term key performance measures.  The offeror shall identify and suggest no fewer than 6 Key Performance Measures that are applicable during each year of the 5 year period of the contract. (Each year can have different or same performance measures to align with the phase of the project.)  The performance measures can be different in different years. The offeror shall establish a Target by year for each proposed Performance Measure.  The offeror shall report on progress to accomplish each Performance Measure in the offeror's Monthly Status/Progress Report in the following format:  Measure; Year; Target Measure; Actual Measure; Status; and, Recommended Follow-up Actions.   

11.5  EARNED VALUE MANAGEMENT SYSTEM

In the performance of this contract, the offeror shall use earned value management (EVM), as stated in 48 CFR Part 1852.242-75, Earned Value Management Systems:


(a)  The offeror shall use management procedures in the performance of this contract that provide for:



(1)  Planning and control costs;



(2)  Measurement of performance (value for completed tasks); and

(3)  Generation of timely and reliable information for the Modified Cost            Performance Report (M/CPR).


(b)  At a minimum, these procedures shall provide for:

(1)  Establishing the time-phase budgeted cost of work scheduled (including work authorization, budgeting, and scheduling), the budgeted cost for work performed, the actual cost of work performed, the budget at completion, the estimate at completion, and provisions for subcontractor performance measurement and reporting;

(2)  Applying all direct and indirect costs and provisions for use and control of management reserve and undistributed budget;

(3)  Incorporating changes to the contract budget base for both Government directed changes and internal replanning;

(4)  Establishing constraints to preclude subjective adjustment of data to ensure performance measurement remains realistic.  The total allocated budget may exceed the contract budget base only after consultation with the Contracting Officer.  For cost-reimbursement contracts, the contract budget base shall exclude changes for cost growth increases, other than for authorized changes to the contract scope; and

(5)  Establishing the capability to accurately identify and explain significant cost and schedule variances, both on a cumulative basis and a projected-at-completion basis.


(c)   The offeror may use a cost/schedule control system that has been recognized by the Contracting Officer as conforming to the full intentions of the guidelines presented in ANSI/EIA Standard 748, Industry Guidelines for Earned Value Management Systems.


(d)  The Government may require integrated baseline reviews.  Such reviews shall be scheduled as early as practicable and should be conducted within 180 calendar days after contract award, exercise of significant contract options, or incorporation of major modifications.  The objective of the integrated baseline review is for the Government and the offeror to jointly assess areas, such as the offeror’s planning, to ensure complete coverage of the statement of work, logical scheduling of the work activities, adequate resourcing, and identification of inherent risks.


(e)  The offeror shall provide access to all pertinent records, company procedures, and data requested by the Contracting Officer, or authorized representative, to:

(1)  Show proper implementation of the procedures generating the cost and schedule information being used to satisfy the M/CPR contractual data requirements to the Government; and

(2)  Ensure continuing application of the accepted company procedures in satisfying the M/CPR data item.


(f)  The offeror shall submit any substantive changes to the procedures and their impact to the Contracting Officer for review.


(g)  The offeror shall require a subcontractor to furnish M/CPR in each case where the subcontract is other than firm-fixed price, time-and-materials, or labor-hour; is 12 months or more in duration; and has critical or significant tasks related to the prime contract.  Critical or significant tasks shall be defined by mutual agreement between the Government and the offeror.  Each subcontractor’s reported cost and schedule information shall be incorporated into the vendor’s M/CPR.

12.0 PRIVACY

For the basic forms creator tool, and forms-filler tool, the requirement is not subject to the Privacy Act.
When the Government implements the Forms Processing capability, for public use forms for individuals (not internal use forms and not corporate forms), – it is fully subject to the Privacy Act, must have a Privacy Impact Assessment (PIA), which will require substantial effort on the part of the contractor to complete. When the Government begins to consolidate forms and share data filed between agencies, the Government will manage the policy issues regarding sharing of personal data as called for in OMB Letter M01-05.
13.0   Personnel Security

The contractor shall comply with GSA Order 2100.1 - IT Security Policy and GSA Order ADM P 9732.1C - Suitability and Personnel Security (chapter 6). GSA has determined that contractor who design, operate, test, maintain, and/or monitor GSA systems shall be required to have a minimum background investigation of National Agency Check with Inquires Credit (NACIC).  More extensive background checks may be required based on risk levels as defined in GSA Order ADM P 9732.1C.  The contractor shall submit proposed risk levels for government approval based on the criteria in GSA Order ADM P 9732.1C for all contractor Information Technology positions.  These risk levels will subsequently be used in determining the proper background investigation required for each position.

14.0   Personal Security Training

The contractor is responsible for the security training of all contractor personnel who have access to computer equipment.  The contractor shall be responsible for taking any training mandated for GSA associates.  This includes but is not limited to security awareness training and other more advanced computer training for administrators and security personnel.

Additional information is available in NIST SP 800-16: Information Technology Training Requirements.
14.1    Security Clearance/Investigation Procedures

The contractor shall coordinate with the GSA Security Office to obtain specific information on security clearance procedures.  The following is a summary of the contractor investigation procedures.

All contractor employees working on a GSA contract must have the NACIC as a minimum.  The Contracting Office Representative (COR)/Program Manager may require a more in-depth background investigation.

It is the responsibility of the Contracting Officer (CO) to request certification from the GSA Security Office.

1.  The COR/Program Manager will provide the following security forms to each contractor employee along with instructions.

a.
SF 85P (original and a copy)

b.
Fingerprint Chart (2 sets needed)

c.
OF 306.  OPM uses the form for investigative purposes, and GSA understands the employee is not applying for a Federal job.  The employee may omit answers to items 16 and 17, and signs the form in the applicant block.

d.
GS Form 3665, Authorization for Credit Checks

2.  The contractor employee will complete and sign the forms and forward them to the COR.

3.  The COR will send the following employee information to the GSA Security Office with a cover memo IN ONE COMPLETE PACKAGE TO INCLUDE:


a.
Company name


b.
Contract number


c.
Employees’ names and social security numbers


d.
Employees’ position and brief position description


e.
Employee’s Duty Station


f.
Type of investigation, i.e., High, Moderate, or NACIC


g.
GSA funding information:  (Pegasysy document #)

h.
Funds managers’ name and correspondence symbol


i.
COTR name, telephone number, and e-mail address.

4.  It is the responsibility of the COR to ensure that the appropriate security forms are completed, signed, and dated within 90 days of submission.  All forms that are incomplete or outdated will be returned to the COR without processing.  If the packet is incomplete, the entire packet will be returned to the COR without processing.  (This includes the Pegasysy document #.)

5.  The GSA Security Office will complete the background investigation and return to results to the COR.

6.  The GSA Security Office reserves the right to request additional information from the contractor employee at any time during the investigation.

7.  In the case of a favorable adjudication, the COR will be notified.

8.  In the case of an unfavorable adjudication, the GSA Security Office notifies the COR that access is not granted.  A sealed envelope is provided to the COR to be given to the contractor.  In no case, is the contractor’s company to be given any information on the case other than to deny access and request an alternate contractor.  Contained in the sealed envelope will be instructions for the contractor to appeal the decision within 30 days regarding the specific reason for the denial.
9.  After 30 days, the GSA Security Office will review the contractor’s response and will make a final determination in concurrence with the General Counsel.  In the case of a final unfavorable determination, the COR must ensure that the contractor is removed from the GSA contract.

Contract employees with previous certifications.  The security office does not require the employee to compete new investigative forms and will not request an investigation if:

1.  The security office previously certified the employee for a GSA contract, and there has been less than 1 one year break since the end of the previous contract or cancellation of the employee’s previous certification; and

2.  The contracting officer is requesting the same or lower certification level.

The cost for an NACIC (National Agency Check with Credit) is $98.00.

The cost for a BI (Background Investigation) is:


a.
$3,300 for Priority


b.
$2,945 for Accelerated


c.
$2,835 for Standard

14.2  Password Management

The contractor shall agree that the establishment and use of passwords and password controls will be consistent with GSA Order CIO 2100.1, GSA Information Technology (IT) Security Policy and provide GSA written evidence that appropriate policies and controls that are or have been established.

The contractor shall agree to establish and implement the processes and mechanisms to change passwords for accessing GSA networks in accordance with GSA Order CIO 2100.1, GSA Information Technology (IT) Security Policy and provide GSA written evidence that such processes and mechanisms have been established and implemented, and are being followed.

14.3 Disposal of Sensitive Material

The contractor shall be responsible for disposal of sensitive material including the triple overwriting all hard drives before disposal and /or transfer of equipment - both internal and external to GSA.  The contractor shall destroy or degauss other removal media containing sensitive information (i.e. floppy drives, CDs, tapes). Additional information is available at:

http://csrc.nist.gov/fasp/FASPDocs/inoutput-control/proc_media_sanitization4.doc

http://csrc.nist.gov/fasp/FASPDocs/inoutput-control/NIHDataSanBSP.htm

14.4  Security Incident Reporting

The contractor shall report security incidents consistent with the provisions specified in http://csrc.nist.gov/fasp/FASPDocs/incident-response/SSAIRBSPD15.pdf

14.5  Protection of Information
If access to classified materials is required for completion of the task, the contractor shall supply personnel with appropriate security clearances for these portions of the task. The contractor shall be responsible for properly protecting all information used, gathered, or developed as a result of work under Delivery/Task Orders, and/or DD Form 254 of the contract.  Beyond protecting CLASSIFIED information, the contractor shall also protect all UNCLASSIFIED government data, equipment, etc. by treating the information as sensitive.

15.0 Other

The contractor shall update all information quarterly, as necessary, unless there are mitigating circumstances or GSA requests exceptions. 

All files, records, papers, and/or machine-readable materials created by the contractor are the property of the government. The contractor shall not replicate or reproduce information unless authorized in writing by the appropriate government official.

The contractor shall take adequate precautions to ensure that computer viruses/malicious software do not adversely affect government systems/software.

The contractor shall be responsible for installing the latest security patches and also for hardening all servers using the GSA approved Hardening Guides.

The contractor shall be responsible for backup and restoration procedures for all equipment.

The contractor shall ensure that any contractor-furnished equipment and material utilized commercial duly licensed software. No bootleg, pirated or unofficial software copies shall be installed on equipment.  The contractor shall be responsible for providing proof of legitimate purchase or license of software.

The contractor shall agree to comply with applicable GSA Information Technology (IT) Security Policies, e.g., GSA Order CIO 2100.1, GSA Information Technology (IT) Security Policy.

The contractor shall agree to designate in writing Information System Security Officers who are knowledgeable of the technology and responsible for ensuring there is adequate security for the networks, including ways to prevent, detect, and recover from security problems.

The contractor shall agree to allow GSA to set up, or make the arrangements to set up, and/or inspect the access control security features for the contractor PCs that will be connecting to GSA networks.

Reference for the security policy is located http://insite.gsa.gov/cio/itsecurity/
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