CORENet Microsoft Operations Framework Service Management Functions Breakout

The following table documents the Government’s estimation of how the processes, responsibilities and roles identified in the MOF SMFs would be apportioned to or shared by the Government and Contractor.  Those items highlighted in blue are shared processes.  Please note that the actual implementation of clearly delineated SMF manager roles will be dependent upon numerous factors.  
	SMF
	Definition
	Government Responsibilities
	Contractor Responsibilities
	Roles

	Directory Services Administration
	The goal of directory services administration is to ensure that information is accessible through the network by any authorized requester via a simple and organized process.
	· Manage Directory
· Maintain Directory
· Troubleshoot Directory
	· Design Directory

· Deploy Directory

· Document Directory

· Monitor Directory
· Troubleshoot Directory
	· Directory Administrator – shared role
· Directory Designer – Contractor role

	Job Scheduling
	The goal of job scheduling is to ensure the successful execution of batch processes at a time that minimizes the impact on interactive users of system resources
	· Perform Job Scheduling
	· Design Batch Architecture (if required)

· Monitor Job Scheduling
	· Scheduling Manager – Government role

	Network Administration
	The Network Administration SMF defines and delivers the processes and procedures required to operate basic network services
	· Maintain DNS, DHCP, RAS, VPN services
· Maintain firewall rules and router ACLs

· Maintain network devices

· Perform routine network  device hardware and software upgrades

· Apply security patches 

· Troubleshoot Network
	· Design DNS, DHCP, RAS, VPN services

· Design network components & cable plant

· Deploy network components & cable plant

· Perform major, complex network device hardware and software upgrades

· Maintain cable plant

· Perform DISN Node Site Coordinator and circuit maintenance duties

· Document Network
· DNS, DHCP, RAS, VPN monitoring

· Troubleshoot Network
	· Network Manager – shared role

	Security Administration
	Security administration is concerned with those aspects of security necessary for helping to create and maintain a safer computing environment:
	· Establish policy and requirements

· Track and develop final reports for incidents

· Evaluate incident handling

· Design domain security
· Manage PKI and authentication services
· Manage VPNs

· Manage secure messaging

· Audit logs
	· Investigate and manage incidents
· Monitor IDS and IA devices and systems
· Run IA monitoring tools
· Audit logs
· Identify and evaluate potential security problems that may occur on a system
· Maintain policy and requirements and ensure compliance

· Ensure security requirements are addressed in change development

· Manage implementation of JTF-GNO Communications Tasking Orders

· Design domain security

· Test and implement strategic security technology
	· Security Administration Manager – mainly Contractor role (as against Security Manager role)

	Service Monitoring and Control
	Service Monitoring and Control is responsible for the real-time observation and alerting of health (identifiable characteristics indicating success or failure) conditions in an IT computing environment.
	· Identify SMC requirements

· Prepare SMC data

· Approve health model

· System administrators provide advice, guidance on implementation and tuning
· Control (manual)
	· Identify SMC requirements

· Prepare SMC data

· Assess activities

· Prepare and deploy tools

· Prepare and deploy health model

· Monitor

· Control (automatic and manual) 
	· SMC Service Manager – Contractor role

	Storage Management
	Storage management is concerned with the operation and maintenance aspects of storage media.
	· Develop Plans
· Manage solutions 

· Maintain data 

· Track data
· Subfactor 1 (2)
	· Develop Plans
· Develop and deploy solutions

· Track data
· 
	· Storage administrator – shared role

	System Administration
	System Administration defines and delivers the processes and procedures required to administer a computing environment on a day-to-day basis.
	· Establish System Administration model 

· Manage Operations
	· Provide input as required to establishing System Administration model

· Perform after hours critical site administration tasks from Control Center
· Enforce security policy for protecting data and shared network resources
	· Operations Manager – Government role

	Incident  Management
	The incident management process aims to ensure that incidents are detected, service requests are recorded, and incidents resolved in a timely manner.
	· Co-ordinate critical incidents?
· Identify incidents (system administrators)
· Resolve incidents
· Approve self-service facilities
	· Co-ordinate incidents (service desk)
· Identify incidents (service desk, monitoring center)
· Resolve incidents
· Design, deploy self-service facilities
	· Incident Manager – Contractor, except possibly for critical incidents

	Problem Management
	Problem management seeks to establish the root cause of incidents and then initiate actions to improve or correct the situation.
	· Problem information source

· Problem investigation
· Determining resolution priority (as required)
· Approval of major configuration changes for error resolution
· Problem arbitration (as required - Government system administrators or Government management)
	· Problem information source 

· Problem recording and classification
· Problem investigation
· Error recording and assessment

· Determining resolution priority
· Error resolution

· Problem arbitration
	· Problem manager – Contractor role; may be Government role for critical problems

	Service Desk
	The service desk provides communication, information, and resolutions to customers who have issues with their IT infrastructure.

	· Reviewing service desk operation
	· Managing service desk
· Staffing service desk

· Optimizing service desk
	· Service Desk Manager – Contractor role

	Change Management
	The goal of the Change Management SMF is to provide a disciplined process for introducing required changes into the IT environment with minimal disruption to ongoing operations. 
	· Initiate Request for Change 

· Authorize major change (through Change Authorization Board)
· Review change milestones through CAB
· Ensure relevant security requirements are addressed in change development

· System administrators provide input to the change development and deployment into the production environment.

· Review major changes
	· Initiate Request for Change 

· Screen RFC
· Establish classification and priority

· Authorize standard/minor change
· Authorize major change (through Change Authorization Board)
· Develop change
· Schedule change

· Ensure agreed and projected service levels are not negated by the change development

· Monitor change

· Review change
	· 

	Configuration Management
	Configuration management entails identifying, controlling and tracking all versions of hardware, software, documentation, processes, procedures, and all other inanimate components of the IT organization. The goal CM is to ensure that only authorized components are used in the IT environment and that all changes are recorded.
	· Provide Government requirements for set up – general purpose, boundaries of management, and critical components
· Approve proposed tools
· Provide security policy 

· Change configuration items (System administrators)
· Perform audits
	· Set up and plan CM processes
· Identify and propose CM tools

· Deploy and populate CMDB

· Manage CMDB and change configuration

· Change configuration items
· Review Configuration Items

· Perform audits
	· Configuration Manager – mainly Contractor Role
· Configuration Management Staff – Contractor Role

	Release Management
	Technical Capability Objectives:

Solution Deployment 

and Customer Care
	· Authorize major change (through Change Authorization Board)
· Ensure relevant security requirements are addressed in change development

· System administrators provide input to the release plan to ensure minimal disruption of operations
· Review major release plans
	· All major processes
	· Release Manager – Contractor role

	Availability Management
	Availability management is concerned with the design, implementation, measurement, and management of IT infrastructure availability to ensure that stated business requirements for availability are consistently met
	· Define critical customer functions

· Define availability requirements

· Formalize OLAs
	· Recommend availability requirements

· Propose solutions 

· Define monitoring processes and tools

· Define management processes

· Formalize OLAs
	· Availability Manager – Contractor assumes majority of duties

	Capacity Management
	Capacity management is the process of planning, analyzing, sizing, and optimizing capacity to satisfy demand in a timely manner and at a reasonable cost
	· Perform Business Capacity Management
· Perform Service Capacity Management 

· Approve Resource Capacity Management Request for Change
	· Perform Service Capacity Management
· Perform Resource Capacity Management
	· Capacity Manager – shared role

	Infrastructure Engineering
	Primarily coordinates the creation, management and application of consistent IT standards and policies.
	· Define the infrastructure environment 

· Document the IE

· Define the scope of IE guidance 

· Define standards lifecycle
· Establish CORENet standards and policies 
· Review standards


	· Document the IE 

· Recommend standards and policies 

· Define internal standards and policies

· Publish and maintain standards and policies
· Review standards
	· Infrastructure Engineering Manager – Government assumes majority of duties

	IT Service Continuity Management
	IT service continuity management is concerned with managing risks to ensure that an organization’s IT infrastructure can continue providing services in the event of an unlikely or unanticipated event.
	· Identifies Agency-wide service continuity requirements (all DISA IT, including CORENet)
· Establishes agency-level remote site contingency plan and architecture
· Establish requirements for local solution

· Approve local solution

· Formalize OLAs
	· Propose local contingency solution if required by government
· Deploy local solution

· Formalize OLAs
	· 

	Security Management
	The Security Management SMF is concerned with developing an effective security policy and implementing it through a security program.    This entails the assessment, resolution, and maintenance of effective security requirements within the organization.
	· Establish and maintain the IT security program

· Develop and review security policies and SOPs

· Establish a Security Risk Management Process
· Perform certification and accreditation
· Manage vulnerability compliance system

· Evaluate DISA Field Security Office Secure Technology Implementation Guides  and track implementation

· Track CTO issuance and compliance
· Coordinate with DISA and DoD IA offices
	· Provide technical direction for establishing or revising  security plans

· Develop technical controls

· Deploy technical controls
· Monitor technical controls
	· Security Manager – Government role
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