Web Services Notification

RFP DTOMC95023

ATTACHMENT #1

STATEMENT OF WORK (SOW) 

As of 

January 8, 2009

	Task Order Number:
	

	Tracking Number:
	 

	Follow-on to Task Order:
	 N/A


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	 Christa Barnes

	Organization:
	 DISA CTO/TO2

	Address:
	 5275 Leesburg Pike, Baileys Crossroads, VA 22041

	Phone Number:
	 (703) 882-1893

	Fax Number:
	 (703) 882-2840

	E-Mail Address:
	Christa.Barnes@disa.mil


b.  Alternate TM.
	Name:
	 Gary Buchanan

	Organization:
	 DISA CTO/TO2

	Address:
	 5275 Leesburg Pike, Baileys Crossroads, VA 22041

	Phone Number:
	 (703) 882-1447

	Fax Number:
	 (703) 882-2840

	E-Mail Address:
	 Gary.Buchanan@disa.mil


2.  Task Order Title.  Web Services Notification

3.  Background.  

The Vice Chairman, Joint Chiefs of Staff (VCJCS) has identified four priorities to help transform the National Military Command System from the Cold War business model to a model based on rapid sharing of information based on global events.  The DISA Chief Technology Officer (CTO) has been tasked to aid in this transformation.  The DISA CTO, through its Advanced Concepts Office (ACO) facilitates the rapid transfer of advanced technology from research and experimentation stages through pilot operations to deployment and full-scale implementation within DISA and Department of Defense (DoD) Defense Information Infrastructure (DII) and applications. The CTO’s office serves as a vehicle for implementing long-range technology strategies among DISA, Combatant Commanders (COCOM), Services, and coalition and mission partners. DISA's Research and Development teams engage with Combatant Commanders (COCOM), Services, Agencies, and Coalition Partners to explore new technology to meet operational needs, building teaming opportunities to better utilize net-centric warfare and thus DISA services -- "Shaping the Net-Centric Force of the Future."  

4.  Objectives.  The objectives of this task order are to provide technical and engineering support to the Defense Information Systems Agency Chief Technology Office (CTO) to refine, test, and administer the Joint User Messaging (JUM) capability for the Advanced Concept Office (ACO).
5.  Scope.  Work accomplished for this task order will include technical, engineering and integration support to the ACO to refine, test and administer the Joint User Messaging capability.  The work includes Software releases for Joint User Messaging and Tier 2/3 help desk and technical support  
6.  Specific Tasks

The work described herein involves integration, implementation, and continued assistance of Joint User Messaging capabilities into programs and services of record.  All work performed under this task order shall be compliant with all appropriate and relevant DoD and DISA Net-Centric, NetOps, Systems Engineering Process, and Information Assurance policies and guidelines, many of which are listed as GFI in paragraph 11.2 of this task order.  
6.1 TASK 1 –TASK ORDER MANAGEMENT  

6.1.1  Task 1 Subtask 1 - Task Order Management Plan 

The Contractor will prepare a Task Order Management Plan (TOMP) describing the technical approach, organizational resources including task order budget, key personnel, and management controls to be employed to satisfy, at minimum, the baseline functional requirements and meet the cost, performance and schedule requirements throughout TO execution.  A Work Breakdown Structure (WBS) and project schedule will be provided with the TOMP as separate documents.  The TOMP cost and schedule data will serve as the guide against which the government will monitor task order progress. The contractor will submit changes to the TOMP as necessary, if conditions change during the life of this task order. 


6.1.2  Task 1 Subtask 2 - Monthly Status Report (MSR)   

The Contractor will provide a MSR using WBS, schedules, and budget/cost charts to describe the costs, technical progress, quality assurance, configuration management, risks, and security management as applied to execute the requirements of this TO.  The Contractor will provide appendices to the monthly MSR as appropriate or as directed by the terms of this task order, such as: new capabilities, trip reports, and special reports. At a minimum, the MSR will include:

· The project task schedule showing any proposed changes, the reasons for changes, and the potential impact on the TO; 

· Progress of work accomplished for that reporting period, including descriptions of activities for each task/subtask and deliverables;

· Planned and accomplished travel, with trip reports attached; 

· Planned activities for the next reporting period including technical data to be submitted;

· Outstanding issues from prior monthly reports and the status of each issue (provided monthly until issues are resolved or TM has deleted);

· Identification of problems or issues occurring during the reporting period and recommendations for resolutions, with attention to issues involving risk management activities;

-  Actual and revised budget estimates of cumulative and monthly planned staff-hours by labor category, cumulative and monthly actual travel and other direct costs, and cumulative and monthly actual costs incurred by task, subtask, and by funding line. The Contractor will explain deviations of actual monthly and cumulative costs that are more than 10% from the planned expenditures. The explanation is subject to government approval.  Each task or subtask may be funded separately with O&M or R&D funds or a combination of O&M or R&D. It is imperative that all costs be tracked by task and subtask and by type of funding (O&M, R&D). 

6.1.3  Task 1 Subtask 3 - In-Process Reviews (IPR)   

The contractor will meet quarterly with the DISA Program Manager (PM), TM, and other DISA staff to report status and progress and to identify and resolve issues. The contractor is expected to provide briefing slides, in a government-approved format, as well as printed briefings and other explanatory hand-outs in sufficient quantities to support anticipated attendance. These IPRs may be held at government or contractor’s facilities, at the discretion of the government. One copy of the Quarterly IPR printed briefings and associated explanatory material will be submitted as a deliverable on the date the IPR is held. The contractors will track issue and/or action items identified at the IPR and will report status to the TM monthly in the MSR until the TM declares the action item resolved.

6.1.4  Task 1 Subtask 4 - Travel   

Travel will be required to participate in technical exchange, integration meetings, and planning meeting at the locations specified in paragraph 12.4 or at other locations identified by the TM.  The contractor will submit trip reports electronically within five (5) days of trip completion and will include a copy of trip reports in MSRs.  Trip reports will include a discussion of any issues at other locations which could potentially impact the effectiveness of JUM integration or use.

6.1 Deliverables:
Task Order Management Plan  

Monthly Status Report (MSR)

In-Process Reviews (IPR) 

Trip Reports

6.2 TASK 2 – Implementation and Integration Support
6.2.1  JCTD-NCES Integration Support. (REQUIRED)

The contractor shall assist the government in the development, integration, and implementation of Joint Concept Technology Development (JCTD) applications/services with Net-Centric Enterprise Services (NCES) and with each other. The contractor shall provide technical reports, white papers, and briefings on Web Services Notification and JUM as necessary. The contractor shall assist the government in developing the Joint User Messaging capability and the operationalization of that capability at specified DECCs.  The contractor shall provide software and documentation updates. The contractor shall participate in various levels of reviews and testing and shall support delivery of the software to users.  The contractor shall provide inputs for the JUM Certification & Accreditation (C&A) documentation and support vulnerability testing. The contractor shall be required to provide key accreditation documentation supporting the SSAA and C&A activities.  The contractor shall implement Federal Information Processing Standard (FIPS) 140-2 compliant Commercial Off-the-Shelf (COTS) software for JUM.  The contractor shall support the National Senior Leadership Decision Support System (NSLDSS) initiative, Global Force Management, and other applications as designated by the TM in the use of the JUM Messaging capability during NCES IOT&E.  The contractor shall support the JUM Communities of Interest (COI) use of the Spiral 2.0 M2M Messaging capability.  

6.2.2   ESM Integration Support. (OPTIONAL)

The contractor shall assist the government in the integration and implementation of the Seros© ESM into the program/service of record.  The contractor shall participate in various levels of reviews and testing and shall provide technical reports, white papers, and briefings on Web Services Notification and JUM as necessary.

6.2.3  Software Lifecycle Support (REQUIRED)

The contractor shall provide tier 2/3 help desk support and technical support for JUM. The contractor shall provide a monthly Global Network Operations and Security Center (GNOSC) report of issues identified and submitted to the Help Desk and the status of their resolution. 

Deliverables:

Technical Reports

White Papers

Briefings

GNOSC Report

6.2.4  Training

6.2.4.1 Training (REQUIRED). 

The contractor will provide web-based training, including downloadable multi-media training materials, hand-outs, and other documentation for the following training during the base year of the task order:

· End User Training – The contractor will conduct one online class per quarter.  Each class will accommodate a minimum of twenty students.  The contractor will solicit feedback from each student at the completion of the class. The contractor will maintain a roster of students attending and will submit to the Task Monitor both the roster of attendees and completed student survey forms at the end of each class in a course completion report within ten (10) days of the end of the class.  The contractor will submit course outline and synopsis, along with proposed training materials to the TM for approval at least sixty (60) days before the first class and will brief the TM on the procedures and policies to be employed in the web-based training.

6.2.4.2  Training (OPTIONAL).  The contractor will provide additional classes as described in paragraph 6.2.3.1.  The number of additional annual classes will be specified in future amendments to this contract. 
Deliverables:

Course Outline and Synopsis

Training Materials

Course Completion Report  

6.2.5  Seros© Licensing (FIRM FIXED PRICE)

6.2.5.1  Seros© IDS Maintenance (REQUIRED – FFP)

The contractor shall purchase renewal of an eight (8) server, sixteen (16) CPU maintenance agreement for Seros Information Distribution Suite (IDS).  

6.2.5.2 Seros© Appliances (OPTIONAL – FFP)

a. The contractor shall procure two (2) Pre-Production Seros© Appliances including Seros© and AmberPoint© licenses.

b. The contractor shall procure four (4) Production Seros© Appliances including Seros© and AmberPoint© licenses.

Deliverables:

IDS Maintenance Renewals

ESM licenses/appliances

7.   Place of Performance.  The majority of the work will be performed at the contractor’s facility and at various Government locations in CONUS.  The main DISA work location is in DISA facilities on Leesburg Pike in Falls Church, Virginia. The government anticipates DISA moving to Fort Meade, MD beginning in January 2010 and finishing the relocation by the end of FY 2010.  The activities shall be conducted primarily at contractor facilities, DISA and DoD locations, and other locations as mutually agreed and as needed.  It is expected that the contractor shall spend considerable time at the DISA location (5275 Leesburg Pike, Falls Church, Virginia), in meetings and discussing the schedules and other programmatic details with DISA program personnel.   

8.  Period of Performance.  The base period of performance is 365 calendar days from award, with two option periods of 365 calendar days each.

9. Delivery of Schedule.

The contractor shall provide software and document deliverables as described below.  The contractor shall deliver the items listed below to the TM on the date indicated.  Unless otherwise specified, all days are government working days.  The contractor shall prepare the item in accordance with the format indicated.  

	SOW

Task
	Deliverable

(All deliverables are in Contractor’s Format)
	Due Date*

Calendar Days After TO Start

	6.1
	Task Order Management Plan (TOMP) including Contract Work Breakdown Structure (WBS) and Project Schedule
	10 days after contract award; updates as required.

	6.1
	Monthly Status Report 
	Monthly on the 10th of each month starting 30 days after award

	6.1
	Trip Reports
	Electronically, 5 days after trip is completed; copy attached to subsequent MSR 

	6.1
	Maintenance Agreements
	5 days after receipt

	6.2
	GNOSC Report
	Monthly – NLT the 15th of the month (for previous month)

	6.2
	White Papers
	5 days after assignment

	6.2
	Technical Reports
	5 days after conclusion of support

	6.2
	Briefings
	5 days after conclusion of support

	6.2
	Training Materials


	45 days before first course; updates as necessary

	6.2
	Course Outline and Synopsis
	60 days before first course; updates as necessary

	6.2
	Course Completion Report
	10 days after course completion

	6.2
	ESM licenses (OPTIONAL)
	As required

	Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer; 1 copy of the transmittal letter with the 2 copies of each deliverable to the Primary TM; and 1 electronic version placed in designated DISA repositories. Standard Format – All deliverables are in Contractor’s Format, subject to compliance with contract requirements and government approval of the format.


*Calendar Days

10.  Security.    

This section shall be considered a supplement to block 13 of the Government provided DD 254, Contract Classification Specification. The work to be performed under this contract is up to the Top Secret level and may require Sensitive Compartmented Information (SCI) access eligibility for two personnel. All personnel supporting this contract will be U.S. citizens and must have a minimum security clearance of US Secret. 

10.2 Security Clearance and Information Technology (IT) Level. All personnel performing on this contract will be U.S. citizens. There are two levels of personnel security requirements under this contract: 

10.2.1 IT-I (privileged level systems access) requires a final Top Secret security clearance and final IT-I eligibility when performance starts. Immediately upon hire at least one information engineer will require Sensitive Compartmented Information (SCI) access eligibility adjudicated by the Defense Intelligence Agency (DIA) to perform their duties. SCI Processing for SCI eligibility will be coordinated with the supporting Government Security Manager and will begin immediately upon start of duty performance under this contract. 

10.2.2 The contractor’s project manager requires a minimum interim Secret security clearance and interim IT-II eligibility when performance starts. 

10.2.3 The remaining contractor personnel require a minimum interim Secret security clearance and IT-II eligibility when performance starts.

10.3 Investigation Requirements. All personnel requiring SCI, Top Secret or IT-I eligibility under this contract must undergo a favorably adjudicated Single Scope Background Investigation (SSBI) as a minimum investigation. The SSBI will be maintained current within 5-years and requests for Special 

Background Periodic Review (SBPR) will be initiated 6-months prior to the 5-year anniversary date of the previous SSBI or SBPR. 

10.3.1 Contract employees that are not immediately eligible for at least interim IT-1 systems access will be permitted to begin work with interim IT-II systems access at the discretion of the Government, pending eligibility for IT-1. Before being permitted to begin work under this arrangement the individual contractor employee must be submitted by the company for an SSBI (investigation) that is reflected in the DoD JPAS database and granted interim IT-II systems access approval by DISA Personnel Security. 

The employee will not be granted any privileged access until interim or final IT-1 systems access is granted by DISA Personnel Security. The contract company must submit the request for SSBI as soon as a job offer is tendered to an employee. Advance NAC results will be requested by the contract company 

to facilitate expeditious consideration for interim IT-1 systems access by DISA Security. Advance NAC results or a previous DoD investigation are required for interim IT-1 consideration. If the employee is not able to obtain an interim IT-1 clearance within 100 days they will not be eligible for continued employment with the agency. 

10.4 Adjudication for IT access. Adjudication of investigations for granting of interim or final IT-I access will be accomplished through DISA Security. An exception to this is that individual contractor employees with an SSBI or SBPR (within a 5-year scope) that is favorably adjudicated for a Top Secret 

security clearance by any of the Department of Defense adjudication facilities (DISCO, DIA, ACCF, AFCAF, NAVCAF, WHSCAF) will be automatically accepted for final IT-I access. 

11.  Government-Furnished Equipment (GFE)/ Government-Furnished Property (GFP)/Government-Furnished Information (GFI).  

11.1  Accounting for GFE/GFP.  The Contractor shall be required to manage all GFE/GFP in accordance with an approved Contractor property system and shall regularly report status. The COR, TMs and ATMs are responsible for the efforts required to obtain access to DISA computer systems for Contractor use.  Access to DISA systems and computers shall be in accordance with then current DISA policies and procedures. 

11.1  (a) Disposition of Property.  Thirty (30) days prior to the end of the period of performance, or upon termination of the contract, the Contractor shall furnish to the TM a complete inventory of all Government Property in his possession under this contract that has not been tested to destruction, completely expended in performance, or incorporated and made a part of a deliverable end item.  The TM will furnish disposition instructions.  
11.2  GFI.  The contractor is expected to have knowledge of pertinent Federal, DoD, and DISA policies and procedures, some of which are listed below.  The following documents will be provided as GFI upon contract award if the contractor cannot find them through publicly available means.  All version and date references below are subject to change, and the contractor is expected to use the latest official issuance of each policy or procedure.  

11.2.1  General GFI

· DoD Directive 8320.02, Data Sharing in a Net-Centric Department of Defense, December 2, 2004, April 23, 2007 

· Department of Defense Chief Information Officer Memorandum, “DoD Net-Centric Data Strategy,”      May 9, 2003 

· (OASD NII/ DOD CIO) Net-Centric Checklist version 2.1.3, dated May 12, 2004
· NetOps Program/System/Application/Service Readiness Checklist, version 2.1, dated Oct 10, 2007
· Net-Centric Review Process and Strategy for DISA, Version 1.0, 3 November 2005, Office of the CTO 

· DoD Directive 8100.1, “Global Information Grid (GIG) Overarching Policy,” September 19, 2002, 

· OASD(NII), Net-Centric Operations Warfare Reference Model, Version 1.0, September 30, 2003, 
· Defense Information Systems Agency (DISA) Systems Engineering Reference Manual Version 4.0 (FINAL), August 1, 2005
· GIG IA Architecture, ICD (6 Mar 06)  and Strategy  (and related GIAP artifacts, plans, priorities) 

· Department of Defense Instruction 8551.1, Ports, Protocols, and Services Management (PPSM)
· DISA Systems Engineering Process, version 1.1, September 30, 2004

· CJCSI 6212.01B, Interoperability, and Supportability of NSS, and IT Systems, 8 May 2000; 

· OMB Circular A-130, "Management of Federal Information Resources, Transmittal 4," November 30, 2000 
· Internet Protocol Version 6 (IPv6)  
11.2.2  Information Assurance GFI:

IA compliance requires the contractor to be familiar with a wide range of Federal and DoD security requirements.  These include Public Law; OMB Circulars; NIST Guidance; as well as specific DISA governing security requisites data security requirements, network connection rules, configuration; change management requirements, and re-accreditation requirements.  
11.2.2(a)  Directives: 

· Public Law 100-235, "The Computer Security Act of 1987," January 8, 1988.

· Public Law 107-347 “The E-Government Act”, Title III Federal Information Security Management Act (FISMA) December 17, 2002.

· Public Law 93-574, "The Privacy Act of 1974," 5 USC 552a.

· DOD Directive 5200.1, Information Security Program, December 13, 1996.
· DOD Directive 5200.1-R, Information Security Program, January 17, 1997.
· DOD Directive 5200.1-M, Acquisition Systems Protection Program, March 16, 1994.
· DOD Directive 5200.2, Personnel Security Program, April 9, 1999.

· DOD Directive 5200.8, Security of DoD Installations and Resources, April 25, 1991.

· DOD Directive 8100.1, Global Information Grid (GIG) Overarching Policy, September 19, 2002, Certified current as of November 21, 2003.

· DOD Directive 8500.1, Information Assurance (IA), October 24, 2002, certified current as of November 21, 2003.

· DOD Instruction 8500.2, Information Assurance Implementation, February 6, 2003.

· DOD Directive 8510.1-M, Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP), July 31, 2000.

· DOD Directive 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), November 28, 2007.

· DOD Directive C-5200.5, Communications Security (COMSEC), October 6, 1981.

· DOD Publication-C5030.58-M, Defense Special Security Communications:  Security Criteria and Telecommunications Guidance, July 1978.

· DOD Instruction, 8551.1, Ports, Protocols, and Services Management (PPSM), August 13, 2004

· DOD Publication, Technical Architecture Framework for Information Management (TAFIM), Volume 6, DOD Goal Security Architecture (DGSA), 30 April 1996. 

· DOD Regulation 5000.2-R, Mandatory Procedures for Major Defense Programs (MDAPS) and Major Automated Information System (MAIS) Acquisition Programs, November 4, 1996.

· NIST Special Publication 800-12, An Introduction to Computer Security: The NIST Handbook, October 1995.

· NIST Special Publication 800-4, Computer Security Considerations in Federal Procurements:  A Guide for Procurement Initiators, Contracting Officers, and Computer Security Officials, March 1992.

· OMB Circular No. A-130 (revised), Information Resources Management, Appendix III, Security of Federal Information Resources
· OMB Circular No. A-123, Management Accountability and Control, June 21, 1995.

· DISA/IPMO, SIPRNet Connection Required Documents, dated 3 March 1998; and

· Secret Internet Protocol Router Network (SIPRNet) Network Security Plan, dated 8 May 1998.

11.2. (b)   Policies: 

· Capstone Requirements Document, Global Information Grid (GIG), JROCM 134-01, 30 August 2001 

· Department of Defense, Global information Grid (GIG) Architecture (v1.0) Final (U), 23 July 2001 

· Deputy Secretary of Defense memorandum, "Correction of DoD Web Site Administration Policy," April 26, 2001

· Deputy Secretary of Defense memorandum, "DoD Web Site Administration Policy," January 22, 2002

·  Deputy Secretary of Defense memorandum, "Web Site Administration," December 7, 1998

· Deputy Secretary of Defense Memorandum, Department of Defense (DoD), Public Key Infrastructure, August 12, 2000. 

· National Institute of Standards and Technology (NIST) Computer Security Resource Clearinghouse, Internet Security Policy: A Technical Guide (Draft), July 14, 1997. 

· National Security Telecommunications and Information Systems Security Policy (NSTISSP), National Information Assurance Acquisition Policy, January 2000. 

11.2. (c)   Standards: 

· Department of Defense, DoD Defense-In-Depth Overview, Version 0.9.3, August 17, 1999. 

· Department of Defense, Firewall Guidance, Version 1.1, Draft, September 2000. 

· Defense Information System Agency, Web Application Security Technical Implementation Guide, Version 2 Release 1, March 31, 2000. 

· Information Assurance Technical Framework (IATF), Release 3.0, September 2000. 

12.  Other Pertinent Information or Special Considerations.


12.1  Identification of Non-Disclosure Requirements.  All contractor personnel must sign a Non-Disclosure Agreement (NDA) to protect all Government information to which they have access both during and after task order performance is complete. Copies of the NDAs will be provided to the TM.  Signed nondisclosure agreements shall be provided within seven (7) days of award. 


12.2  Identification of Potential Conflicts of Interest (COI).  The contractor shall identify any potential conflicts of interest and create/deliver a mitigation plan to address them. 


12.3 Other Direct Costs (ODC)   

Contractor shall comply with the requirements for full and open competition by following all applicable acquisition regulations and determining price reasonableness if items are not listed in Schedule contracts.  Teaming with other Schedule holders may be necessary in order to procure items.   Incidental supplies, equipment, and materials required for performance of this effort shall be identified in the contractor’s proposal.  The contractor will be required to purchase, on behalf of the government:

· Eight (8) server, sixteen CPU license renewal for Seros© Information Distribution Suite (IDS)

· Hardware, Seros, and AmberPoint© Licenses for Seros Enterprise Service Management (ESM) for two (2) Pre-Production appliances

· Hardware, Seros, and AmberPoint© Licenses for Seros Enterprise Service Management (ESM) for one (1) Production appliance


12.3 Privacy Act

The contractor will ensure that employees assigned to this task understand and comply with the Privacy Act, Title 5 of U.S. Code, Section 552a and DoD Regulation 5400.7, DoD Freedom of Information Act Program. These directives set policy and procedures for the disclosure of records to the public and for making, handling, transmitting, and safeguarding For Official Use Only (FOUO) material. In addition, they set guidelines for collecting, safeguarding, maintaining, using, accessing, amending, and disseminating personal data kept in systems of records.

12.4  Travel

Travel will be required to participate in technical exchange, integration meetings, and training at the following locations:  Charleston, SC; San Antonio, TX, and Columbus, OH.  Specific travel requirements will be coordinated with the Task Monitor and shall be in accordance with both Federal Acquisition Regulation (FAR) and Joint Travel Regulation (JTR) requirements and limitations.  The Government anticipates some local travel requirements.  Reimbursement for travel expenses will be made in accordance with the Federal Travel Regulations.  Approval of the TM is required before commencing any travel outside the National Capital Region. 

The government anticipates the following travel:

	Location:
	Nr Trips

Base Year
	Nr Trips

Option Year 1
	Nr Trips

Option Year 2

	Space and Naval Warfare Systems Center

Charleston, SC
	4  four-day trips (2 people)
	4  four-day trips (2 people)
	3  four-day trips (2 people)

	Defense Enterprise Computing Center (DECC)

San Antonio, TX


	3  four-day trips (2 people)
	3 four-day trips (2 people)
	3  four-day trips (2 people)

	Defense Enterprise Computing Center (DECC)

Columbus, OH


	3  four-day trips (2 people)
	3  four-day trips (2 people)
	3  four-day trips (2 people)


13.  Section 508 Accessibility Standards.  Not Applicable
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