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1.0  INTRODUCTION
This document contains policies, procedures, and guidelines for the development of web sites and applications (web products), software coding, and Section 508 standards deployed by the Defense Logistics Agency (DLA).

2.0  PURPOSE

The goal of this document is to ensure that all DLA web products are functional and can be efficiently sustained across the DLA information technology (IT) enterprise. Depending on the size of the application, all or part of the suggested sections may be used to develop robust, web products.
3.0  SCOPE

This standard applies to all new web products including web sites and applications. The information provided concerning Section 508 compliance is applicable to both web sites and applications, while other sections may pertain to only web sites or web applications. Project Managers will work with developers to ensure compliance to this standard. This document will be updated as necessary to reflect DLA policies and advancements in web development technology.
4.0  DEVELOPMENT CODING STANDARDS
Good programming practices ensure consistency in developers’ coding styles, encourages sharing objects and components, which reduces maintenance costs over the software product life cycle. This standard provides information for the software architecture necessary to support all new and sustained DLA web products. All legacy products in sustainment should have a migration plan to upgrade applications according to the following standards. Each software product identified in this document has been approved by the DLA IT Architecture Working Group. Please refer to the DLA IT Solutions document at https://hqcnet.hq.dla.mil/j-6/j-63/awg/ for detailed information.
4.1 STANDARD INTEGRATED DEVELOPMENT LANGUAGE 
For new development projects, J-6 is evaluating selection of a preferred web development platform. The predominant platforms in DLA for web development are the Microsoft (MS) .NET Framework and Java. This coding standard will be updated when a preferred platform is chosen. One possibility to consider for future development is the use of MS .NET for small, rapid development web projects while Java is better suited to larger web systems established by program offices in J-62. When a preferred web development platform is selected, a deviation process will be established which will allow a business case to be submitted to deviate from the preferred web development platform or to remain in the legacy environment indefinitely when it is in the Agency’s best interest from this requirement may be requested.
4.2 CODING STANDARDS
In keeping with the goal of standardized development tools, J-6 has also recommended that developers utilize guidelines for variable, object and class naming, and other general formats such as loop construct layout for readability. J-6 recommends that standards be used in the following order:

1. The coding standards recommended by the specific tool in use. For example, Powerbuilder and other tools often provide default standards within the framework of the tool.

2. The coding standards recommended for the MS .NET platform. For detailed information on naming, routines, variables, tables, comments, etc., visit the Microsoft website at: http://msdn.microsoft.com/library/default.asp?url=/library/en-us/vsent7/html/vxconcodingtechniques.asp.
3. The Hungarian coding standard or other coding standards as recommended and updated by the World Wide Web Consortium (W3C). For more information on the Hungarian coding standard, please see http://msdn.microsoft.com/library/default.asp?url=/library/en-us/dnvsgen/html/HungaNotat.asp.
The ultimate responsibility lies with the Project Manager (PM) to implement the appropriate coding standard for each web project.
4.3 COOKIE USE 
DLA public web sites must contain a statement advising web site visitors what data is automatically collected; how automatically-collected data is to used and stored; policies for using and storing any data voluntarily provided by the web site visitor; how the site uses cookies to track visitors, including whether persistent cookies have been approved for use on the web site; and a discussion of whether network traffic is monitored for security purposes.

Refer to DLAD 5025.30 Section 4.6.2.2.5.3.at https://today.dla.mil/onebook/process/15.htm and DLAD 8500.11, Paragraph E.6.c.at DoD Web Site Administration Policy for further information.

The policy on cookies is a DoD wide policy that is stated below:

12.3 Automated Collection of Information on Publicly Accessible Web Sites
12.3.1 Use of Session Cookies. The use of session cookies (see Part III, Definitions) is permitted for session control and to maintain state, but such cookies shall expire at the end of the logical session. Data from those cookies may not be utilized for other purposes or stored subsequently. The use of session cookies shall be explicitly identified in the site’s privacy notice (see Part V, paragraph 4.1). 
12.3.2 Use of Persistent Cookies. The use of persistent cookies is authorized only if all of the following conditions are met:
(a)    there is a compelling need to gather the data on the Web site; 
(b)    appropriate technical procedures have been established to safeguard the data; 
(c)    the Secretary of Defense has personally approved use of the cookie prior to implementation of the data collection; and 
(d)   privacy notices clearly specify, in addition to other required information, that cookies are being used and describe the safeguards for handling the information collected from the cookies.
Requests for approval to use persistent cookies should be submitted at least 30 days prior to operational need date, through the appropriate chain of command, to the Office of the Assistant Secretary of Defense (C3I), for processing prior to submission to the Secretary of Defense for decision. The request shall describe the need and the safeguards to be used to protect the data, provide an explanation of why other technical approaches are inadequate, and include a copy of the privacy notice(s) proposed for use.
12.3.3. Other Automated Means of Collecting Information. Except for system log files/site usage data addressed in paragraph 12.4 below, the use of any other automated means to collect information requires the same approvals as described in paragraph 12.3.2 above.
A Persistent Cookie is defined as a cookie that is intended to maintain information over more than one browser session. The use of persistent cookies is not allowed for internet applications without the approval of the Secretary of Defense. A Session Cookie is intended to be used only in the browser session in which it is created.  The use of session cookies is permitted for session control and to maintain state, but such cookies shall expire at the end of the logical session. Data from those cookies may not be utilized for other purposes or stored subsequently. The use of session cookies shall be explicitly identified in the site’s privacy notice. Cookie policy does not apply to intranet applications because internal DoD web sites have no expectation of privacy.

4.4 SERVER-SIDE INCLUDE FILES
A server side include (SSI) file is a good way to write code once, with the intent that it will be repeated over several web pages, such as making a uniform header. The include file can contain hyper text markup language (HTML), both client-side and server-side scripts, and images, and will have the extension of either .inc or .asp. If using active server page (ASP) code in the SSI file, the SSI file will have to use the .asp extension. If not using the ASP code in the SSI file, either extension is fine.

Standard application header and footer files can be used as include files. Database connections and error handling routines in the form of include files can also be used for reusability purposes. Writing subroutines or functions once and reusing them using an include file is an efficient way of coding. The include file is stored outside of the web pages but will be called from any web page having the .asp extension. SSI files are used to prevent repetitive code, to save time, and to increase ease of site maintenance.
4.4.1 ASP.NET
ASP.NET still supports the use of #include files, but there are a few issues that make their use unattractive: 
· The path must be hard coded on each page
· Server side-scripts do not run in includes
· There is no design-time interface to see what the page looks like
· Developers must go into the HTML view of the page to enter the # include.

For a single application, a web user control can be used instead. A web user control is a chunk of the application’s user interface with the processing logic packaged in such a way that it can be used as a pluggable component for easy reuse. A downside of web user controls is that each application that wishes to use it must have its own physical copy.

Web custom controls provide a more flexible alternative to Web user controls. Web custom controls provide complete design-time support, event handling, data binding, etc. However, they do require quite a bit more code to implement. Web custom controls are precompiled and can be placed in the global assembly cache and reused across multiple projects.
4.4.2 .NET

Include files can be named with the inc extension. However, the following method is preferred using the asp extension: 
· The asp extension allows color-coded editing within Visual Studio. Developers can also easily spot problems while coding.
· Functions written in files using the inc extension can be opened in a browser window and viewed. Functions written in files using an asp extension are not displayed to the viewer, thus keeping the source code hidden from prying eyes. 

· Keep include files used throughout the entire project in an include subdirectory.
To call the SSI file, use the following code:
<!--#include file = "filename.ext" -->
Where filename is the name of the server-side, include file and ext is either .inc or .asp, for the extension.
Source Code Example:

<!--#include virtual="/include/DateToText.asp"-->

<!--# include file="../file.aspx"-->
4.5 FILES & DIRECTORY STRUCTURE

A well organized web site is easier to maintain and update and is reflected in the user's experience. Each section of the web site should have its own directory, and if enough files warrant, sub-directories as well. The name of files should be monitored to be as concise and as short as possible. Expressive and natural names are easier to remember than names that contain odd abbreviations. It is easier to remember complete words rather than some awkward abbreviation of a word such as Window: Wnd, Wn, Wind, etc. Use mixed case rather than underscores to separate words in names. Always capitalize the first letter. Images shall be kept in their own images directory, separate from the web page files. The images subdirectory should be in the root directory of the web site. Include files such as header and footer must be placed under the include subdirectories.
Files should be named in a logical manner, using one word plus the extension of the file. HTML files will use the extension .htm or .html. File names should be mixed case and shall not include spaces. Several files pertaining to the same information should be centrally located in their own directory, or have something in the title to group the files together. 
	Source Code Example:
news_02.04a.2002.html 
news_02.05a.2002.html 
news_02.05b.2002.html 
news_02.08a.2002.html 
	Should be: 
news/articles/DLA02.04a.2002.html 
news/articles/DLA02.05a.2002.html 
news/articles/DLA02.05b.2002.html 
news/articles/DLA02.08a.2002.html 


4.6 GRAPHIC IMAGES

Always use the most efficient compression format for images. Explicit size attributes speed up the display of web pages, since the browser does not have to actually load the image in order to determine how much space to leave for it. For more detailed information on graphics and colors, refer to the Web Design Standard (SCM-STA.DE.6000) in the SDLC library.
The following guidelines must be followed when considering graphic images.
· If a website is likely to be printed, a “Printable” version needs to be created to facilitate easy printing and good margin management.
· Use WIDTH= and HEIGHT= specifications for all images.

· The HEIGHT and WIDTH tags are attributes of the image element. For best performance, make sure all image elements include height and width information (even for small button graphics). 

· Keep large graphics off-line. If a large graphic file must be included, provide a hypertext link to it rather than displaying it on the page.
· Provide alt="text" for the alternative text to describe relevant information about the image.
· Graphic images need to be named logically. Graphical headers or titles should be named accordingly.

· Graphic interchange format (GIF) and Joint Photographics Experts Group (JPG) image file formats are recommended to be used on DLA intranet, extranet, and internet sites. Netscape Navigator, Microsoft Internet Explorer, and most other browsers support both GIF and JPG graphics.
· DLA component organization web sites shall contain only those images which support the overall mission of the web site. 
· All the images should have ALT tags, in accordance with accessibility guidelines discussed elsewhere in this document. 
· Captions should not contain names or duty addresses of personnel assigned to units that are sensitive, routinely deployable, or stationed in foreign territories. 
· Ensure that all clickable images are either labeled or readily understood by typical users.

· Ensure that images on the web site do not slow page download times. 

· When viewing full-size image is not critical, provide a thumbnail of the image. 

· Use images only when they are critical to the success of a web site.

· Do not make important images look like banner advertisements or gratuitous decorations.

· Graphic images must be added to the graphics sub folder under web root directory.
Only DLA approved graphic tools such as Photoshop and CorelDraw are to be used for graphic editing to preserve and enhance quality of the images. Refer to the DLA IT Architecture document for more information and DoD Directive 5040.5 (reference (g)) for official DoD image manipulation standards.
The following figure shows the correct usage of graphics.
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Figure 1 - Correct Use of Graphics (Source: http://www.usability.gov/guidelines/graphics.html#two)
4.7 INFORMATION ASSURANCE VULNERABILITY ASSESSMENTS
All DLA web sites and applications must implement Department of Defense Computer Emergency Response Team (DOD-CERT) Information Assurance Vulnerability Assessments (IAVAs) to ensure that generated pages are secure and prevent unintended or malicious script execution from untrustworthy sources. All IAVAs may be reviewed at http://www.cert.mil. Some of the more important development IAVAs are provided below for convenience and informational purposes.
4.7.1 Cross-Site Scripting

All DLA web sites or applications must prevent cross-site scripting vulnerabilities. See http://www.cert.org/advisories/CA-2000-02.html for more information.

4.7.2 Malicious Content Mitigation
All DLA web developers and webmasters must incorporate the findings from “Understanding Malicious Content Mitigation for Web Developers” found at http://www.cert.org/tech_tips/malicious_code_mitigation.html into coding practices.

4.7.3 Mobile Code
All DLA web developers and webmasters must understand the DoD Mobile Code Technology guidelines found at http://www.defenselink.mil/nii/org/cio/doc/mobile-code11-7-00.html. 

4.7.4 Structured Query Language Injection Prevention
All DLA web developers and webmasters must prevent structured query language (SQL) injection vulnerabilities that allow database users to leverage administrative privileges on a single database to execute SQL queries or operating system commands with greater privileges. See http://www.kb.cert.org/vuls/id/508387 for more information.

4.8 SEARCH FUNCTION

Search function is an optional feature for web products. Carefully consider whether there is any advantage to including search functionality. Search engines are helpful on some sites, but do not add value on others. Web sites that can benefit most from search engines are those that are large and complex. Search engines have become mandatory for any large site since the amount of content keeps growing. Provide search engines if the site has more than a hundred pages. When searching for specific information, search engines may not improve search performance, and may take longer to design, develop, and maintain. 

A sample of a basic search bar is shown below:
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Figure 2 - Sample of Basic Search Bar
When designing search pages, consider the following guidelines:
· Limit to less than or equal to 20 records per search result page. 

· Add Previous and Next buttons to browse through the search result pages.

· Add Page Numbers on the search result page.

· Add a Top of Page link at every page for ease of navigation.

· Add a Title Tag, which is one of the most important meta tags for a search engine. The Title Tag shall describe exactly what the document contains. The Title Tag shall be no longer than 70 characters and shall contain keywords and phrases that accurately describe the content of a page. See sample code below:

<TITLE>Title Tags, META Keywords, and Descriptions - Marketleap Guidelines</TITLE>
· The Description tag describes the web site page and its contents. See sample code below.
<META name="description" content="Visit Marketleap today to learn the basic guidelines for writing great title tags, META keywords and descriptions for your web pages.">
· Keyword Tags should contain less than 250 characters including spaces, and use important keywords and phrases consistent with the HTML Body Text and Page Title. No single word should be used more than twice. See sample code below:
<META name="keywords" content="title tags meta keywords descriptions market leap guidelines">

Advanced search feature allow users to identify more precisely what they are searching for. A sample of a typical search results page is shown in the figure below:
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Figure 3 - Typical Search Results Page (Source: http://www.usability.gov/guidelines/one)
A sample search results page may look like the figure below:
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Figure 4 - Search Results Page (Source: https://today.dla.mil/search/default.htm)

4.9 LOGIN/PASSWORD MODULE

User Identifications (ID), also called Logon IDs, must meet the following requirements as defined in User IDs and Passwords chapter of the DLA One Book at https://today.dla.mil/onebook/process/35.htm. The figure below shows a typical DLA login screen.
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Figure 5 - Login Screen

When creating a login screen, place the mouse focus on the first editable field in a form when the web page loads and when the form is reset or cleared. For encryption in general, it is always best to use proven, industry-standard algorithms and techniques rather than home-grown ones. Note that when information is encrypted for the purposes of data separation or privacy, it is always tunneled through a network that is also encrypted for confidentiality.
Ensure that all web-based applications requiring a User ID and password meet DLA’s strong password policy. The policy is available in the User ID and Passwords chapter of the DLA One Book at https://today.dla.mil/onebook/process/35.htm.

The strong password section of this policy is:

3.1. Each DLA system user will possess a unique login identification used in conjunction with stringent password controls. 
3.1.1. Passwords must meet the following requirements: 


3.1.1.1. Passwords must be at least eight characters long.


3.1.1.2. Passwords must have a mix of upper case letters, lower case letters, numbers, and special characters, using at least one of each. 

3.1.1.3. Users should not be able to reuse any of the previous eight passwords. 

3.1.1.4. Account passwords must be changed at least every 90 days. 

3.1.1.5. Information systems should be configured to enforce these password requirements to the maximum extent possible. 
The user ID section of this policy is:

3.1.2. User IDs, also called Logon IDs, must meet the following requirements:  

3.1.2.1. User IDs will be unique within every organization and across the Agency. 

3.1.2.2. The format for DLA User IDs will be the employee account number which will consist of three alphabetical characters followed by four numerical characters.

Developers are encouraged to make all special characters available for use in the password and should provide an example of the strong password requirements to the user for guidance. Since DLA policy states user IDs will consist of three alpha characters followed by four numerical characters, special characters should be considered. If a particular application must disallow a special character, this detail shall be included as part of a system security policy. The system security policy shall be developed by the system manager and will be based on system design decisions. These special circumstances must also be clearly conveyed to the users, and can be accomplished through using examples of special characters as seen in the example below.
Example:

The first time you login, you will be asked to change your password. Your new password MUST follow the DoD and DLA security policy which currently requires: 

· at least 8 characters in length 

· at least one upper case letter 

· at least one lower case letter

· at least one number 

· at least one special character

·  (i.e.!@#$%^&*?~`()-_=+[]\{}|;’:”,./<>?) 

If users are to be notified by email of their login ID and password, two individual emails must be sent – one with the login only, one with the password only.

Lastly, J-6 has developed and begun implementing a new web-based authentication component called the Standard Login Interface Module (SLIM). SLIM is a MS .NET web application with a SQL Server 2000 back-end that allows for centralized management of user ID/password/roles and other associated login elements required by web applications. This includes the login for web applications and the administration module for all web applications using SLIM functionality. SLIM may be considered for use by other DLA activities. SLIM is stored in the DLA Code Library at https://today.dla.mil/J-6/j-6421/j-6421Only/code.aspx.
A sample of the SLIM front-end can be viewed on the DLA Enterprise Transformation Tool (DETT) application at https://today.dla.mil/j-6/tf/login.aspx. 
4.10 ENCRYPTION

Web-based login modules shall implement DLA approved encryption methods, which are the DoD Common Access Card (CAC) and Public Key Infrastructure (PKI) certificate credentials. For web sites and applications which must be accessed by non-DLA personnel, only National Institute of Standards and Technology (NIST) certified algorithms can be used. DLA recommends the use of one-way Secure Hash Algorithm (SHA 1) for passwords, which allows one-way hash routine only. Offering a two-way hash to decrypt is a poor security practice for forgotten passwords, as only the administrator should reset passwords. Other industry proven algorithms that meet requirements are Ron's Code 4 - Rivest, Shamir, & Adleman (RSA) Variable-Key-Size Encryption Algorithm by Ron Rivest (RC4) and Message Digest 5 - one way hash function (MD5). 
In general, when a malicious user can reach the encrypted password database, they can obtain access to grab the needed information to decrypt any user’s passwords. Forgotten password functions shall reset the password, and then email the new password to affected users. By doing so, this will permit the use of a one-way encryption format for passwords and it also makes it possible for a user to determine when someone else has tried to change their password.
Refer to https://today.dla.mil/onebook/process/35.htm for more information about login/password/encryption.

4.11 CONFIGURATION MANAGEMENT/SOURCE CONTROL 

All DLA systems will be developed in accordance with the software development outlined in Automated Information System (AIS) Life Cycle Management (LCM) Oversight/Guidance Contemporary/Legacy Systems One Book Chapter at https://today.dla.mil/onebook/process/167.htm. Configuration management is one phase of the DLA software development model and guidance can be reviewed at the Collaborative Configuration Management (CM) Process One Book Chapter at https://today.dla.mil/onebook/process/5.htm.

AllFusionHarvest (Harvest), a commercial off-the-shelf (COTS) based software version control tool, has been designated as an enterprise configuration management tool in support of DLA web projects/products. Software and document versions are managed by Harvest. Developers can check in and check out project files without losing their work. Multiple developers can modify the files at the same time, thus allowing the tool to merge all the modifications based on the date / time stamp. Developers can also compare files based on the history and version numbers.

All DLA IT organizations must use an instance of Harvest for CM control for web projects/products. The instance of Harvest can be locally managed or a J-6 organization can choose to use Harvest administration established by the Defense Supply Center-Philadelphia’s (DSCP) Harvest Administration Team. Their primary focus is to ensure that software development projects have the right access and the right processes in place to manage project releases. The Configuration Management Analyst (CMA) acts as the liaison between the DSCP Harvest Administrators and the web development teams. Contact the Harvest Administrator for all Harvest related questions, including installation, troubleshooting or other issues. All other communication relative to Harvest issues should be directed to the CMA.

Harvest is not currently integrated with the preferred Microsoft Visual Studio.NET environment. Developers need to check in and check out files directly in Harvest and open the file in their own development tools. Each software product is provided a Harvest repository. New software products follow a full life cycle Harvest model while maintenance products follow a more streamlined version of the model. Once a new product has been baselined, it is converted over to the maintenance model. The procedures governing the creation and flow of the full and maintenance models is covered in the Harvest Version Management Procedure document stored in the software configuration management (SCM) library at https://today.dla.mil/J-6/j-6421/scm_docs.asp?id=Procedures.
A snapshot of how to open project files and their properties in Harvest Change Manager is shown in the figure below:
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Figure 6 - Harvest Change Manager Snap Shot (Source: http://www3.ca.com/Solutions/Product.asp?ID=255)
Refer to the Configuration Management Plan at https://today.dla.mil/J-6/j-6421/scm_docs.asp?id=Plans for more information regarding configuration management within the web development process. For instance, the CM Plan discusses availability of a J6F change management tool called the BettermenTool (BT) which J-6 organizations may consider using. Requests for changes to a web product, whether an enhancement to the product or a response to a problem with the product, are entered into the BT database by either the functional point of contact (FPOC), project team members, or a designated agent. BT tracks and provides status for change enhancements, enhancement requests (ERs), and the status of software product releases approved by the Process Control Working Group (PCWG) process. Project Tracking System (PTS), an extension to BT, provides project information and stores all application releases. In the near future, BT and PTS will be consolidated into a new J-6 enterprise web portfolio tool called the Web Broker System (WEBBS). WEBBS is a web application, currently in development, that will facilitate management and oversight of web development (including web sites and applications) throughout the DLA enterprise. WEBBS will provide a central repository of web project information, resources, and activities within each DLA IT organization. In a layered structure, WEBBS will provide web project information such as adherence to DLA and higher-level policy (e.g., Section 508 compliance), organization, location, resources, activities, teams, people, functions, and web product information. WEBBS data will be integrated with the DLA Profile System (DPS) and other DLA systems, as necessary.
4.12 OBJECT ORIENTED CODING TECHNIQUES/CODE LIBRARY 

As DLA moves from building web applications using scripting languages (i.e., classic ASP) to a preferred Microsoft Visual Studio and .NET Framework, DLA will also be moving to an Object Oriented (OO) coding paradigm. New controls and classes should be written with reusability in mind. Reusable shared components increase productivity and saves time and resources. One of the advantages of object oriented code is the high degree of reusability in the code. An effective code-reuse program requires both good code asset management tools and good policies. Software components can be written once and be reused in various projects. Reuse is not always a priority, but it makes the work that has been previously done far more valuable than can be expressed in return on investment for a particular project. It is a known fact that developers like to share things informally and managers might be surprised to find how much code reuse already occurs. Leveraging the collaboration that already takes place means being able to manage where reusable code is located, updated, and maintained once versus multiple iterations. One goal is to build a code library of common objects/classes/components/controls/services at https://today.dla.mil/J-6/j-6421/j-6421Only/code.aspx which leverages the advantage of OO and will be written in such a way as to make them reusable by other DLA web applications. Another goal is to embrace the emergence of the Unified Modeling Language (UML) for object-oriented software management and the reusable asset specification, a UML-based standard for defining and managing reusable components. Finally, consideration for using Simple Object Application Protocol (SOAP), eXtensible markup language (XML), and web services will facilitate interoperability and efficient data operations across the enterprise.
Designing Code for Reusability

· Whenever practical, write procedures that perform one task. Procedures written in this manner are easier to reuse.
· Adopt a set of coding standards as outlined in section 4.1 above. 
· Objects must include comments that explain in plain English the functions performed by the object, methods available for users of the object, and clearly define any interfaces required to use the new object.

· Develop a library of procedures that can be reused. Use the DLA code library tool at the URL below to store procedures and code snippets so that they are immediately available when needed.
· Create custom objects by encapsulating related code in class modules. Properties, methods, and events can be added to custom objects, and be organized into custom hierarchical object models.

The first version of the DLA Code Library is located at https://today.dla.mil/J-6/j-6421/j-6421Only/code.aspx, which requires a user login and password authentication. An account may be requested when the site is visited for the first time. Plans have been made to implement a more robust code library tool in the future which facilitates uploading, metadata, and search capabilities.

4.13 SECTION 508 STANDARD 

Section 508 of the Rehabilitation Act Amendments of 1998 (Section 508) mandates that electronic and information technology developed or purchased by the Federal Government is accessible by people with disabilities. Section 508 requires that when Federal agencies develop, procure, maintain, or use electronic and information technology, they shall ensure that the electronic and information technology allows employees with disabilities to have access to and use of information, and data that is comparable to the access to and use of information and data by employees who are not disabled. 
Compliance with Section 508 can be accomplished through either an algorithmic method or by human judgment. The algorithmic method uses automated software tools such as AccMonitor or AccVerify, to test whether or not a Section 508 requirement is satisfied within the code. Human judgment on the part of the programmer is necessary to translate broad Section 508 requirements into a cost efficient, workable solution that satisfies both organizational and Section 508 requirements. Please refer to J-6 Architecture Standard (SCM-STA.AR.6421) document for the DLA Approved Section 508 testing and authoring tools.
All DLA web products must be in compliance with Section 508 web site guidelines. A web site will be considered in compliance with Section 508 if it satisfies the requirements laid out in Section 1194.22 paragraphs (a) through (p) and Section 1194.24 paragraphs (c), (d), and (e). Note that the tips and techniques discussed in this document are not the only solutions – creativity and collaboration amongst web developers is highly encouraged in order to develop the best Section 508 Enterprise solutions. The following sections discuss Section 508 standards in more depth.

4.13.1 Text Equivalents (a) 

§1194.22 A text equivalent for every non-text element shall be provided (e.g., via alt, longdesc, or in element content). 

Definition 
For purposes of supporting this section:
· Nontext elements are any images, images of texts, graphics, audio clips, animated GIFs, or other elements that are not presented in electronically readable text, which convey meaning that is required for comprehension of content or to facilitate navigation. 
· Text equivalents are words added as electronically readable text to represent the purpose and meaning of a nontext element. 

Purpose

Text equivalents apply to any images, graphics, audio clips, spacer images, or other features that convey meaning through an image, sound, or nontext element. For example, if an arrow image indicates a navigational action, such as move to the next screen or go back to the top of the page, the image must be accompanied by actual text that conveys the purpose of the image. Text equivalents are also needed when an image, such as an icon or logo, is used to represent page content. Images must have an accompanying text description that explains the meaning of the image.

Algorithm Verification

AccMonitor and AccVerify verify the following elements:

1. All IMG elements must contain either the ALT or the LONGDESC attribute.

2. All INPUT elements must contain the ALT attribute or use a LABEL.

3. All OBJECT elements must contain element content.

4. All FRAMESET elements must contain the NOFRAMES element.

5. All FRAME elements must contain an element content.

6. All anchor elements found within MAP elements must contain an ALT attribute.

7. All AREA elements must contain an ALT attribute.

8. All EMBED elements must contain the NOEMBED element.

AccVerify’s Images Preview Button is useful for seeing all of the ALT text associated with the images. Turning images off also allows the user to find images used for spacing easily. 

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used.
· Images and ALT Attribute

Every image (active, image link, image button, and nonactive images) must have an ALT attribute.

· Images with a Long Description

Use a LONG DESCRIPTION for images that cannot be adequately described with a short ALT text. When long descriptions are not supported use a DESCRIPTION LINK.

Source Code Examples

The following paragraphs contain source code examples:

· Images with a Long Description
If a short description does not suffice, use a LONG DESCRIPTION as seen in the figure below.
Code:
<IMG src=”97 sales.gif” alt=”Sales for 1997” longdesc=”sales.97.html”. 

<A href="sales.html" title="Description of 1997 sales figures">[D]</A>.
The sales97.html file contains:

A chart showing how sales in 1997 progressed. The chart is a bar-chart showing percentage increase in sales by month. Sales in January were up 10% from December 1996, sales in February 1997 increased by 3% from February 1996 etc.
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Figure 7 - Sales for 1997(Source:  IBM Accessibility)
· Description Link 

The figure below shows how a DESCRIPTION LINK is used. The DESCRIPTION LINK description page describes the image as well as giving context of why the image is being used. 

Code:
<P class="MsoBodyText"> <A href="Figure2.3.htm"><img src="images/Figure2.3.gif" alt="screen shot of IBM home page" width="382" height="416" longdesc="Figure2.3.htm">D</A></P>.
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Figure 8 - Example of Description Link (Source:  JimThatcher.com)
· Graphical Text
Graphical text should have an ALT tag that matches the text contained in the graphic. For example, an incorrect ALT tag for the image in the figure below would be alt=”Here is where you learn more about safety alerts and FAQs”. The correct alt tag is alt=”safety: alerts and FAQs”.
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Figure 9 - Example of Graphical Text (Source:  DLA Today & Tomorrow)

· Bulleted Lists

Bulleted lists on a web site should use a null ALT text unless the bullets serve another purpose. Bullets that are hyperlinks need an ALT text describing the hyperlink destination. Numerical bullet lists that indicate a sequence of events or priorities require an accurate ALT text. Lists that use nonconventional images for bullets, such as check marks or other images, should also use an ALT text.

· Bullets that are Hyperlinks

The bullets highlighted below are hyperlinks. 

Code:
<a href="bussOppsMain.asp"><img border="0" src="images/arrow.gif" alt="Link to Business Opportunities - gold bullet graphic"………..>
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Figure 10 - Representation of Nontraditional Bullets That Are Hyperlinks
· Nonconventional Bullet Images

Custom images, such as the bullet in the figure below, found on the IBM website, should use a null ALT text. 

Code:
<img src="//www.ibm.com/i/v11/navcode_triangle.gif" alt=" " height="9" width="9">&nbsp;</td>
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Figure 11 - Representation of Nonconventional Bullet Image
· Complex Graphs

Complex graphs and charts should convey the information in the graph using a DESCRIPTION LINK or LONG DESCRIPTION. The information contained within the DESCRIPTION LINK or LONG DESCRIPTION should be equivalent to the information in the graph or chart (See Figure 8 for an example).
· Decorative Graphics
Decorative graphics, such as rounded corners, clear GIFs, and spacer GIFs that have no other function can use a null ALT text. Adding a text description to these elements produces unnecessary clutter for those using a screen reader. See the figure below for an example.
Code:
<TR>

<TD vAlign=top align=right width="1%" bgColor=#ffffff>
<IMG src="https://today.dla.mil/NR/DLAToday/images/round_right_standard.gif" alt=" " width="8" height="11">
</TD>
</TR>
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Figure 12 - Example of Decorative Graphics
· Image Links

Images used as links need to use an ALT text which is descriptive of the link destination. Simple and precise ALT texts help users navigate the web site. In the figure below is an example of an image link taken from the DLA public web site.
Code:
<td colspan="2"><a href="http://www.dla.mil/focusondla/focus.asp"><img border="0" src="images/focus10.jpg" alt="Focus on DLA; Learn more about DLA initiatives &amp; accomplishments"></a>

 </td>
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Figure 13 - Example of image used as a hyperlink
· Submit and Input Images

When images are used as Go or Submit buttons on forms, equivalent alternative text must be assigned.

Code:
<INPUT type="image" name="Go" src="images\btnGo.gif" alt="Go"> [image: image17.png]



Other Resources

Accessible Images and Graphics (WEBAIM)  http://www.webaim.org/techniques/images/
Describing Illustrations, Diagrams, Maps, Tables, Charts, and Graphs http://www.w3.org/2000/08/nba-manual/Overview.html
Guidelines on alt texts in IMG Elements http://www.cs.tut.fi/~jkorpela/html/alt.html
Example of D link  http://www.consideration.org/technology/accessexamples/dlinksample.html
508 Tutorials http://usability.gov/web_508/tutorial.html

4.13.2 Multimedia Presentations (b)
§1194.22 Equivalent alternatives for any multimedia presentation shall be synchronized with the presentation.

§1194.24 (c) All training and informational video and multimedia productions which support the agency’s mission, regardless of format, that contain speech or other audio information necessary for the comprehension of the content, shall be open or closed captioned.

§1194.24 (d) All training and informational video and multimedia productions which support the agency’s mission, regardless of format, that contain visual information necessary for the comprehension of the content, shall be audio described.

§1194.24 (e) Display or presentation of alternate text presentation or audio descriptions shall be user-selectable unless permanent.
Definition 
For purposes of supporting this section:
· Audio information is electronic sound necessary for the comprehension of the content of a video or multimedia production.

· Audio description is an audible description of the visual content of a presentation synchronized with the existing soundtrack. The description summarizes any visual information, including action, settings, and characters that is necessary to understand the video. This information is then synchronized with the existing soundtrack.

· Visual information describes key visual elements necessary for comprehension of the content of a video or multimedia production.

· Equivalent alternatives are captioning provided for audio information, audio description of visual information, or other alternative presentations of information that fulfills the same function or purpose upon presentation to the user.
· A multimedia presentation is any presentation of more than one type of media, typically both audio and visual information.
· Synchronization is having common timing and coordination of execution.
· Captioning (open or closed) is the rendering of speech and other audible information in a written language in a separate text track synchronized with the audio and / or video tracks. Open captions are displayed automatically; closed captions are displayed only when selected by the user.
Purpose

Captioning for audio files makes multimedia presentations accessible to the deaf or hard-of-hearing. Synchronized audio descriptions of video or visual content ensure accessibility to the blind.
Algorithm Verification
AccMonitor and AccVerify identify the following elements:

1. All OBJECT elements that have a multimedia MIME type as the type attribute value.

2. All OBJECT elements that have a data attribute value with a multimedia file extension.

3. All EMBED elements that have a SRC attribute value with a multimedia file extension.
Programmer Judgment
The following paragraphs contain examples of when programmer judgment is used:

· Multimedia Presentations which Support Agency Mission

All training,  information videos, and multimedia productions which support the Agency’s mission must be either open or closed captioned  and be audio described.

· Live Audio Broadcasts

Live audio broadcasts which do not contain video must be open or closed captioned. A text transcript posted after the live session would mean that while the session was taking place, there would be no text equivalent and the web site would be in violation of 1194.22 (a).

· Audio File on Web Site

If a non-live, stand-alone audio file is on a web site, a text equivalent such as a text transcript or text description must be provided. A text transcript is a text version of the audio file. A text description is longer and more significant than a transcript. The description can be both subjective and artistic, depending on the author’s intentions.
Example 
An example of Synchronization is listed below: 

Transcript:

Audience: [Applause]

RADM Johnson: I will now read my orders.

CNO Order 2410. Orders for RADM Michael R. Johnson, CEC, U.S. Navy.

"When directed by reporting senior, detach in October 2000, report not later than October 2000 to NAVFACENGCOM Headquarters, Washington, D.C. for duty as Commander, Naval Engineering Facilities Command, and Chief of Civil Engineers."

[RADM Smith stands up.]

[RADM Johnson and RADM Smith salute and shake hands.]

Audience: [Applause]
	


	
Streaming video (with captions) 

Reading of Orders by the Relieving Commander, Naval Facilities Engineering Command and Chief of Civil Engineers.

Time: 0m 53s


Figure 14 - Synchronization Example (Source:  http://www.navfac.navy.mil/section508/b.htm)

· Synchronization Check

Perform a visual check for synchronization and accuracy between text/audio descriptions and multimedia presentations.

· Text Equivalents for Multimedia Objects and Animated GIFs
Text equivalents must be provided for multimedia objects and animated GIFs that convey or symbolize information to a visual user. For example, an animated GIF of a rain cloud on a weather report web site symbolizes that rain is in the forecast. This information must be conveyed to non-visual users via a text equivalent.
· Decorative Audio

If audio is merely to enhance user experience and is not the primary message, or is not used to convey information, then a text or audio equivalent does not need to be provided.
Other Resources
Captioning for the Web (Includes tutorials on captioning in Quicktime, Windows Media, RealPlayer, and MAGpie)  http://www.webaim.org/techniques/captions/
MAGPIE  http://ncam.wgbh.org/webaccess/magpie/
Creating Accessible Flash (WEBAIM)  http://www.trainingcafe.com/macromedia/accessibility/flashmx.asp
508 Tutorials http://usability.gov/web_508/tutorial.html
4.13.3 Color (c)
§1194.22 Web pages shall be designed so that all information conveyed with color is also available without color, for example from context or markup.

Definition 
For purposes of supporting this section:
· Conveyed with color means when information or instructions are dependent upon color identifiers to be understood or completed. An example of information conveyed with color is a web form that states fields in red are required to be filled out.

Purpose

Approximately eight percent of males and one-half a percent of women have some form of color vision deficiency. Web sites that use color alone to convey information may be difficult for those visitors to use and are therefore deemed inaccessible. For example, asking users to click the red button is not useful if they cannot distinguish the red button from other buttons on the screen. The web page needs to provide another way of making the information available. An image with insufficient foreground and background color contrast may also cause problems for some users. An image containing light text on a dark background or dark text on a light background would provide good contrast. The easiest method for testing for color dependency is to preview a web page in grayscale, as it shows how someone with color vision deficiencies would view the page. If there is a piece of information missing when previewed in grayscale, then the design needs to be adjusted. The easiest ways to do this is to print the page out in black and white, or preview the page in AccVerify grayscale mode. It is important to make sure that images still communicate the message they are intended to convey without the use of color. Images that do not show up well in grayscale are difficult to see for people who are partially or completely colorblind. If color is used to convey important information, such as required fields in a form, use an asterisk preceding the field label to indicate required fields.

Algorithm Verification

AccVerify previews a web site in gray scale.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used.
· Asterisk

If color is used to convey important information, such as required fields in a form, use an asterisk preceding the field label to indicate required fields.

The figure below shows a typical form:
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Figure 15 - Form Example
To prevent this kind of problem, use an alternative method to identify required form fields, e.g. try designating required items with an asterisk. 
· Color Contrast

When designing web sites or images, be aware that some users with color vision deficiencies may use monochrome displays or customized contrast settings in their browsers.

The image on the left below has high a contrast level, by using light text on a dark background, while the image on the right has poor contrast level, medium blue text on a slightly darker blue background:
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Figure 16 - Color Contrast Example (Source:  Images with Color Contrast)

 Most color blind people cannot distinguish between shades of red, green, and blue. Shades of these colors appear lighter to color blind people.

The most common forms of color blindness are 

· Protanopia -​ unable to receive red.
· Deuteranopia - unable to receive green 

A much more rare form is found in: 

· Tritanopia - unable to receive blue.
Wherever possible, colors from the web-safe palette should be used. Ensure colors are used wisely as described in the following example.
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Figure 17 - Color Palette Sample
Refer to the Web Design Standard (SCM-STA.DE.6450) document for more information on using color in websites.
Other Resources

Effective Color Contrast  http://www.lighthouse.org/color_contrast.htm
Color Contrast Guidelines and Verification Tool  http://h10014.www1.hp.com/accessibility/color_tool.html
Visicheck  http://www.vischeck.com/vischeck/
508 Tutorials http://usability.gov/web_508/tutorial.html
4.13.4 Readability (d)
§1194.22 Documents shall be organized so they are readable without requiring an associated style sheet.

Definition

For purposes of supporting this section:

· A style sheet is a collection of formatting instructions stored in a file that determines how the layout of the documents to which it is attached are presented, i.e. displayed on screen, printed, or pronounced.
· A document is a named, structured unit of text, images, or other elements including, but not limited to, web pages.

Purpose

Cascading Style Sheets (CSS) describe how elements within a web page are presented. Style sheets can enable users to define specific viewing preferences to accommodate their disability. For instance, users with low vision may create style sheet so that, regardless of which web page visited, all text is displayed in an extra large font with white characters on a black background. If web developers create their pages to override user-defined style sheets, people with disabilities may not be able to successfully access those pages. Therefore, it is critical that web developers ensure that their web pages do not interfere with user-defined style sheets. When CSS are used, the web page must make sense when the style sheet is turned off. In general, the safest and most useful forms of style sheets are external style sheets, in which the style rules are set up in a separate file.
An example of an external style sheet is:

<link rel=stylesheet type="text /css" href="section508.css>

Algorithm Verification

AccMonitor and AccVerify identify the following element:

1. All STYLE elements and attributes.

AccVerify’s style sheets feature previews web sites with the style sheets feature turned off.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

· Disabling Style Sheet Feature

Pages should be viewed using a browser with the stylesheet and CSS features turned off to determine whether or not the page is still readable. If a web site is built using CSS, it should be tested with style sheets turned off. Web pages must be understandable even without style sheets in order to be accessible to people with disabilities. 
To Turn Off CSS In Netscape: 

1. Select Edit from the menu. 

2. Select Preferences. A menu box will appear. 

3. Click on the Advanced option. 

4. Deselect the Enable Style Sheets checkbox. See example below.
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Figure 18 – Turn Off CSS in Netscape
Internet Explorer Accessibility Options:

1. Select Tools from the Main Menu. 

2. Select Internet Options. A menu box will appear. 

3. Click on the Accessibility option.

See example below.
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Figure 19 - Internet Explorer Accessibility Menu
Other Resources

CSS Techniques for Web Content Accessibility Guidelines 1.0 (W3C)  http://www.w3.org/TR/WCAG10-CSS-TECHS/
CSS Validator (W3C)  http://jigsaw.w3.org/css-validator/
508 Tutorials  http://usability.gov/web_508/tutorial.html
4.13.5 Redundant Text Links (e)
§1194.22 Redundant text links shall be provided for each active region of a server-side image map.

Definition

For purposes of supporting this section:

· A redundant text link is a link that points to the same location as the active image region, or to another location that is equivalent to that referenced by the active image region.
Purpose

When a web page uses a server-side image map to present a selection of options to users, browsers cannot indicate to the user uniform resource locator (URL) that is followed when a region of the map is activated. Therefore, a redundant text link is necessary to provide access to the page for anyone not able to see or accurately click on the map.

Server-side image maps are created by hyperlinking an image and setting the ISMAP attribute, which allows the server to control access to the different hyperlinks. Because the user cannot see how many hyperlink items are on a server-side image map, we must provide redundant text links for those who may not be able to use server-side image maps. Ensure that every link or resource (all valid coordinates including, if used, 0,0) available using the server-side map is also available from the client via a set of alternative links.

Algorithm Verification

AccMonitor and AccVerify identify the following elements:

1. Any IMG element that contains the ISMAP attribute.

2. Any INPUT element that contains the ISMAP attribute.

3. If no server-side image maps are present, then the page passes the checkpoint.

4. If a server-side image map is present, then the checkpoint becomes a visual checkpoint.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

· Object Element

Include the alternative links within the body of an OBJECT element.
Code Example:
OBJECT Element

<OBJECT data=”navbar1.gif” type=”image/gif” usemap+”#map1”>

<MAP name=”map1”>

<P>Navigate the site.

[<A href=guide.html” shape=”rect”

cords=”0,0,118,28”>Access Guide</A>]

[<A href=shortcut.html” shape=”rect”

cords=”118,0,184,28”>Go</A>]

[<A href=search.html” shape=”circle”

cords=”184,200,60”>Search</A>]

[<A href=top10.html” shape=”poly”

cords=”276,0,276,28,100,200,50,50,276,0”>Top Ten</A>]

</MAP>

</OBJECT>
· IMG Element

If IMG is used to insert the image, provide an alternative list of links after it and indicate the existence and location of the alternative list via the ALT attribute.
Code Example:

<A href=http://www.example.com/cgi-bin/imagemap/my-map>


<IMG src=”images/welcome.gif” alt=”Welcome! (Text links follow” ismap>

</A>

<P> [<A href=”reference.html”>Reference</A>]

        [<A href=”media.html”>Audio Visual Lab</A>].
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Figure 20 - IMG Element Example
In the above image of a world map, each country could be a hotspot. To make the image accessible, list each of the countries as hypertext links.

<a href="cgi-bin/countries/database"><img src="images/worldmap.gif" alt="World Map" ISMAP></a>
<br>
<a href="austria.html">Austria</a>|<a href="australia.html">Australia</a>|etc.
As an alternative to an inline list of equivalent text links, provide a hypertext link next to the map.
Code Example:
<a href="cgi-bin/countries/database"><img src="images/worldmap.gif" alt="World Map" ISMAP></a>
<Br>
<a href="countrylist.html">Choose a Country</a>
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Figure 21 - IMG Element Example
In the above example, Choose a Country is a link that accesses a list of countries on a separate page. It is important that equivalent links be as convenient for the users as the server-side map.

NOTE:  Avoid using server-side image maps whenever possible. Server-side image maps are harder to use as the link destination can change frequently and no alt text can be determined. Server-side images also give less information to the user before he or she clicks on the map. With server side image maps, the coordinates of the mouse click are sent to the server. The server then translates or maps the coordinates to the correct URL. That URL is then accessed and the document is returned to the browser.
· Alternative Page

If other approaches do not make the image map accessible, create an alternative page that is accessible.
Other Resources

Jim Thatcher http://www.jimthatcher.com/webcourse5.htm
4.13.6 Client-Side Image Maps (f)
§1194.22 Client-side image maps shall be provided instead of server-side image maps except where the regions cannot be defined with an available geometric shape.

Definition 
For purposes of supporting this section:
· A client-side image map is an image map where the information as to where the hot spots or hyperlinks should jump to is stored in the web page.
· A sever-side image map is an image map where the information as to where the hot spots or hyperlinks should jump to is stored on the server.

Purpose

Web developers should use client-side image maps rather than server-side image maps since server-side image maps require a specific input device. Server-side image maps are currently not accessible to anyone using non graphical browsers, such as Lynx, or browsers with images turned off. When an image map requires regions that cannot be defined by an available geometric shape, a server-side map may be used. If server-side image maps must be used, then the same functionality or information must be provided in an alternative accessible format. One way to achieve this is to provide a textual link for each active region so that each link is navigable with the keyboard.

Algorithm Verification

AccMonitor and AccVerify verify the following elements:

1. IMG elements do not contain the ISMAP attribute.
2. INPUT elements do not contain the ISMAP attribute.
Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

Using AREA and ALT

Text equivalents and accessible map elements must be used in client-side images maps.

Source Code Examples

Identify an image for the map. First, an image must be used in a client-side image map and is identified using the IMG tag. To identify it as a map, use the USEMAP attribute. Use the MAP tag to identify areas within the map. The MAP tag is a container tag that includes various AREA tags that are used to identify specific portions of the image. Use AREA tags to identify map regions. Use AREA tags within the MAP container tags to identify regions within a map. This makes the client-side image map accessible and is considerably easier to describe - simply include the ALT attribute and area description inside each AREA tag. 

The following HTML demonstrates how to make a client-side image map: 

<img src="images/navbar.gif" border="0" usemap="#Map">
<map name="Map">
<area shape="rect" coords="0,2,64,19" href="general.html" alt="information about us" >
<area shape="rect" coords="65,2,166,20" href="jobs.html" alt="job opportunities" >
<area shape="rect" coords="167,2,212,19" href="faq.html" alt="Frequently Asked Questions" >
<area shape="rect" coords="214,2,318,21" href="location.html" alt="How to find us" >
<area shape="rect" coords="319,2,399,23" href="contact.html" alt="How to contact us" >
</map>”.

NOTE:  Client-side image maps are easier to create and manage. With client-side maps, all of the image map coordinates for the various regions are embedded within the HTML. Therefore, the browser translates the coordinates instead of the server. Use of client-side image map is encouraged for all DLA web products. Be sure to include the alternative text for each area of the map.
Other Resources

Jim Thatcher http://www.jimthatcher.com/webcourse5.htm
4.13.7 Row and Column Headers of Data Table (g)
§1194.22 Row and column headers shall be identified for data tables.

Definition

For purposes of supporting this section:

· Data tables are tables used to represent tabular information.

Purpose

By identifying row and column headers, assistive technology can provide information about tabular structure to users who employ screen readers or talking browsers. Screen readers or talking browsers linearize web content and, unless steps are taken to compensate for this, the information in the table is likely to be lost. The best approach to ensure that data tables are accessible to screen readers or talking browsers is to associate data columns that contain header or title information with data rows.
Algorithm Verification

AccMonitor and AccVerify identify the following elements:

1. All Data TABLE elements.

2. AccVerify can preview data tables linearized for logical data placement and navigation.
Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:
· Simple Data Tables

If the column header for any given data cell is in the same column as the cell and the row headers for any given data cell are in the same row as the cell, then the table is a simple data table. As a general rule, a table with up to 4 columns and up to 200 rows can qualify as a simple table.
Data tables should have headers using the table header <TH> tag for cells to act as headers for the column implied by the structure of the table. The caption and summary tags should be used whenever possible on tables, as captions are mainly for data tables and summary for layout tables. Caption goes in its own tag pair as seen below:
Sample Code:
<Table> 
<caption>Some Caption Text</caption>
<tr>
………..

Whereas the summary goes within the <table> element,
<Table cellpadding=”5” cellspacing=”3” summary=”some text”>
………..

</Table>
· Header Attribute

The TH element is used to enclose data in a table that is intended to be a heading. The default implementation in a visual browser of the TH element is to center the text and make it bold. Use CSS to modify the presentation of the TH element if the default settings are not desired. <TH> is more widely used tag as compared to the SCOPE.

Source Code Example:

<TABLE border="1" summary="This table charts the number of cups of coffee consumed by each senator, the type of coffee (decaf or regular), and whether taken with sugar.">

<CAPTION>Cups of coffee consumed by each senator</CAPTION>

<TR>

<TH id="header1">Name</TH>

<TH id="header2">Cups</TH>

<TH id="header3" abbr="Type">Type of  Coffee</TH>

<TH id="header4">Sugar?</TH>

<TR>

<TD headers="header1">T. Sexton</TD>

<TD headers="header2">10</TD>

<TD headers="header3">Espresso</TD>

<TD headers="header4">No</TD>

<TR>

<TD headers="header1">J. Dinnen</TD>

 <TD headers="header2">5</TD>

<TD headers="header3">Decaf</TD>

<TD headers="header4">Yes</TD>

</TABLE>
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Figure 22 - Visual Representation of Header Code Sample
· Scope

The SCOPE attribute is an alternative to the TH element for specifying header information in an HTML table when the desired formatting is other than being centered and bold. This method is best for simple data tables. 
Source Code Example: Continuing the coffee consumption example, the following source code shows how to use the scope attribute.
<TABLE border="1" summary="This table charts the number of cups of coffee consumed by each senator, the type of coffee (decaf or regular), and whether taken with sugar.">

<CAPTION>Cups of coffee consumed by each senator</CAPTION>

<TR>

      <TH scope="col">Name</TH>

      <TH scope="col">Cups</TH>

      <TH scope="col" abbr="Type">Type of Coffee</TH>

      <TH scope="col">Sugar?</TH>

</TR>

<TR>

      <TD>T. Sexton</TD>

      <TD>10</TD>

      <TD>Espresso</TD>

      <TD>No</TD>

</TR>
<TR>

      <TD>J. Dinnen</TD>

      <TD>5</TD>

      <TD>Decaf</TD>

      <TD>Yes</TD>

</TR>

</TABLE>
Another example is shown below:
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Figure 23 - Source Code Example
<TBODY>

<TR>

<TR>

<TD colspan=”5” align=”center”><STRONG><Performance</STRONG></TD>

</TR>

<TD width=”20%”></TD>

<TD width=”10%” scope=”col”>1998</TD>

<TD width=”10%” scope=”col”>1999</TD>

<TD width=”10%” scope=”col”>2000</TD>

<TD width=”10%” scope=”col”>09-01</TD>

</TR>

<TR>

<TD scope=”row”>Fund</TD>

<TD>17.7</TD>

<TD>52.9</TD>

<TD>6.9</TD>

</TR>

</TABLE>

· Tables for Layout

Avoid using structural markups for the purpose of visual formatting. 

· Table Reading with Assistive Technology

The best, but most challenging method to test data table accessibility is to listen to the data table contents and column/row headers for logical linearization with a screen reader or talking browser. Or, to get a better understanding of how a screen reader or talking browser would read a data table, run a piece of paper down the page and read the table line by line, left to right.

Refer to the J-6421 Architecture Standards for DLA approved assistive technology readers.

Other Resources

Section 508 Tutorials  http://usability.gov/web_508/tut-gh.html
Jim Thatcher  http://www.jimthatcher.com/webcourse9.htm
How to Create Accessible Tables (WEBAIM)  http://www.webaim.org/techniques/tables/
4.13.8 Data Tables (h)
§1194.22 Markup shall be used to associate data cells and header cells for data tables that have two or more logical levels of row or column headers. 

Definition

For purposes of supporting this section:
· Complex data tables are defined as having two or more levels of row or column headings or headings that span multiple rows or columns.
· Data tables are tables used to represent tabular information.

Purpose

Complex data tables require additional markup to associate explicitly the heading with the data. In the data cells, the headers attribute is used on the TD element to specify which heading cell, via the id attribute on the TH element, is associated with a specific data cell.
Correct labeling and placement of header cells in a data table make the information easier to decipher in complex data tables. This requirement applies to tabular data tables that contain complex relations in the data. Use THEAD, TFOOT, and TBODY to group rows, COL and COLGROUP to group columns, and the axis, scope, and headers attributes to describe more complex relationships among data.
If at all possible, avoid complex data tables, or represent the data in a way that is less complex, preferably with no more than two headings applying to a single data cell.
Algorithm Verification

AccMonitor and AccVerify identify the following element:

1. All Data TABLE elements.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

· Scope

See example from Section 4.13.7 above.

Source Code Examples

The following paragraphs contain source code examples.
Header and Identifier (ID) Attribute

The table in the example below includes the work schedules for two employees. Each employee has a morning and afternoon work schedule that varies depending on whether the employee is working in the winter or summer months. The summer and winter columns each span two columns labeled morning and afternoon. Therefore, in each cell identifying the work schedule, the user needs to be told the employee's name (Fred or Wilma), the season (Summer or Winter), and the shift (morning or afternoon).
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Figure 24 - Header and ID Attribute Example
Source Code:

<Table>
<tr>
<th>&nbsp;</th>
<th colspan="2" id="winter" >Winter</th>
<th colspan="2" id="summer" >Summer</th>
</tr>
<tr>
<th>&nbsp;</th>
<th id="am1" >Morning</th>
<th id="pm1" >Afternoon</th>
<th id="am2" >Morning</th>
<th id="pm2" >Afternoon</th>
</tr>
<tr>
<td id="wilma" >Wilma</td>
<td headers="wilma am1 winter" >9-11</td>
<td headers="wilma pm1 winter" >12-6</td>
<td headers="wilma am2 summer" >7-11</td>
<td headers="wilma pm2 summer" >12-3</td>
</tr>
<tr>
<td id="fred" >Fred</td>
<td headers="fred am1 winter" >10-11</td>
<td headers="fred pm1 winter" >12-6</td>
<td headers="fred am2 summer" >9-11</td>
<td headers="fred pm2 summer" >12-5</td>
</tr>
</Table>.
Another example of using the header and ID attribute is shown below.
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Figure 25 -  Example of Header and ID Attribute
Source Code:
<TABLE border=”1” bgcolor=”#ffffcc”>

<CAPTION><STRONG>Travel Expense Report</STRONG></CAPTION>

<TR>

<TD></TD>

<TH id=”c2”>Meals</TH>

<TH id=”c3”>Hotels</TH>

<TH id=”c4”>Transport</TH>

<TH id=”c5”>subtotals</TH>

</TR>

<TR>

<TH id=”r2”>San Jose</TH>

<TD></TD><TD></TD><TD></TD><TD></TD>

</TR>

<TD id=”r3”>25-Aug-97</TD>

<TD headers-“c2 r2 r3”>37.74</TD>

<TD headers=”c3 r2 r3”>112.00</TD>

<TD headers=”c4 r2 r4”<45.00</TD>

<TD></TD>

</TR>

<TR>

<TD id=”r4”>26-Aug-97<TD>

<TD headers=”c2 r2 r5” bgcolor=”#ffff00”>65.02</TD>

<TD headers=”c3 r2 r5”>224.00</TD>

<TD headers=”c4 r2 r5”>90.00</TD>

<TD headers=”c5 r2 r5”>379.02</TD>

</TR>

<TR>

<TH id=”r6”>Seattle</TH>

<TD></TD><TD></TD><TD></TD><TD></TD>

</TR>

…………………………………………………………………………………….
</TABLE>.
Other Resources
Section 508 Tutorials  http://usability.gov/web_508/tut-gh.html
Jim Thatcher  http://www.jimthatcher.com/webcourse9.htm
How to Create Accessible Tables (WEBAIM)  http://www.webaim.org/techniques/tables/
4.13.9 Frames (i)
§1194.22 Frames shall be titled with text that facilitates frame identification and navigation. 

Definition

For purposes of supporting this section:
· Frames are an HTML technique that enables a web developer to divide the web browser display area into two or more sections or frames. The contents of each frame are taken from different web pages.

Purpose

Accurately titled frames simplify identification, purpose, and frame navigation when using a screen reader or talking browser. When users who employ text browsers, such as Lynx, or assistive technologies, such as Home Page Reader, visit a FRAMESET page they must choose which frame to open from a list of frames available. If web developers provide meaningful frame titles, then users can easily identify the frame they want to open. If the source of the FRAME element is an image file (for example, logo.gif), there is no opportunity to add the alternative text (alt attribute) to the image. Therefore, the source of the frame should always be an HTML file so that it can contain the appropriate accessibility mark-up.

There are two parts to the technique for providing accessible frame navigation. First, meaningful titles should be included on the source page for each frame by using the TITLE element. The second part of the solution is to assign a meaningful name attribute and title attribute for each FRAME element on the FRAMESET page.

Algorithm Verification

AccMonitor and AccVerify verify the following element:

1. All FRAME elements must contain the TITLE attribute.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used.
· Acceptable Frame Naming

Title each frame to facilitate frame identification and navigation. For example, title=’middle frame’ is not useful in identifying the purpose of a frame. Frame names should be functional, not positional.
Note:  Avoid using frames. Frames are hard to maintain, destroy URL location for users, users cannot bookmark individual pages, and frames make it harder for search engines to spider the site.

Source Code Examples

This section contains source code examples:

· Frame Title

A three-panel layout is typical for a framed web site and may contain (1) a banner area that fills the top region of a web page with (2) navigational menu options flowing down the left-hand-side of the page. The main content (3) fills in the rest of the page.
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Figure 26 - Example of a Three Panel Layout a Generic E-Commerce Site
Source Code:
<HTML>
<HEAD>
<TITLE>A simple frameset document</TITLE>
</HEAD>
<BODY>

<FRAMESET ROWS="80,*" TITLE="NAVFAC">
<FRAME SRC="top.htm" NAME="Top" TITLE="Electronic Solicitations">
<FRAMESET COLS="93,*" TITLE="ESOL Display">
<FRAME SRC="menu.htm" NAME="Left" TITLE="Navigational Menu">
<FRAME SRC="main.htm" NAME="Window" TITLE="Main Console">
</FRAMESET>
<NOFRAMES>
You need a frame-enabled browser.
</NOFRAMES>
</FRAMESET>

</BODY>

</HTML>
Frame titles are shown below in the HTML code snippet.

<frame name="contents" target="main" src="images/buttons/side.htm" scrolling="auto" title="DSP navigation ">

<frame name="main" src=main.htm target="main" title=" DSP main content">
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Figure 27 - Example of Frame Titles

Other Resources

How to Create Accessible Frames  http://www.webaim.org/techniques/frames/
Add Titles to Frames to Help People Navigate  http://cita.rehab.uiuc.edu/design/design-frames.html
4.13.10 Flicker Rate (j)
§1194.22 Pages shall be designed to avoid causing the screen to flicker with a frequency greater than 2 hertz (Hz) and lower than 55 Hz.

Definition

For purposes of supporting this section:
· Flicker is an unintentional and undesirable cyclic variation in the display of a screen image.

Purpose

Rapid changes, such as flashing or blinking objects, can cause photosensitive epileptic seizures in susceptible individuals.
Following techniques are recommended to enhance accessibility:

· Minimize the area of the screen which is flashing. Avoid Java applets/ActiveX objects and JavaScript/other scripting languages that cause the screen to flicker or otherwise strobe light effect.
· Avoid flashing which has a high level of contrast between the states. Some individuals are more susceptible to high intensity flashing.

Algorithm Verification

AccMonitor and AccVerify verify the following elements:

1. Documents must not contain the BLINK element.

2. Documents must not contain the MARQUEE element.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used.
· BLINK and MARQUEE elements

Do not use the BLINK or MARQUEE elements in web products.
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Figure 28 - Example of Scrolling Text

· Animated GIFs

Animated GIFs should be used sparingly on DLA web sites. If an animated GIF supports the web site mission, then the animated GIF should not flicker at a rate greater than 2 Hz and lower than 55 Hz. The flicker rate can be verified by timing the animated GIF with a stopwatch.
Other Resources
Jim Thatcher  http://www.jimthatcher.com/webcourse7.htm
Section 508 Tutorials  http://usability.gov/web_508/tut-j.html
4.13.11 Text-Only Alternative (k)
§1194.22 A text-only page, with equivalent information or functionality, shall be provided to make a web site comply with the provisions of these standards, when compliance cannot be accomplished in any other way. The content of the text-only page shall be updated whenever the primary page changes.

Purpose

This provision is currently not enforced due to the difficulty of maintaining accurate text-only web pages. As a good practice, if or when a text-only page is necessary, it must contain equivalent information or functionality as the primary page. The text-only page must be updated whenever the primary page changes.

Algorithm Verification

AccMonitor and AccVerify does not verify for this at the moment.
Programmer Judgment

The following paragraph contains an example of when programmer judgment is used:

· Text only Version

Assistive technologies would pick up the Text Only version in the readers, while normal users would never see the Text only link on their pages in the browser.
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Figure 29 - Text Only Sample

Source Code Example:
<a href="Textonly.htm">

<img src="/images/textonly.gif" alt="Click here for a text only version of our Web site" width="1" height="1" border="0">

</a>
Other Resources
Jim Thatcher  http://www.jimthatcher.com/webcourse7.htm
4.13.12 Scripts (l)
§1194.22 When pages utilize scripting languages to display content, or to create interface elements, the information provided by the script shall be identified with functional text that can be read by assistive technology.

Definition

For purposes of supporting this section:
· Functional text is text, when read, conveys an accurate message to what is being displayed by the script or what action the script will perform.
· Scripting language is a programming language that is used to manipulate, customize, and automate the facilities of an existing system.
Purpose

By using scripting languages, individuals using screen readers or talking browsers are able to navigate the site accurately and handle required interactions when only using a keyboard or with scripting turned off.
To turn off JavaScript in Internet Explorer, Version 5 or higher: 

1. Go to Tools / Internet Options / Security / Internet. 

2. Select Custom Level. 

3. Go to the scripting section and select the radio button to Disable Active Scripting. 

For Netscape Navigator: 

1. Go to Edit / Preferences / Advanced. 

2. Uncheck Enable JavaScript. 
Algorithm Verification

AccMonitor and AccVerify identify the following elements:

1. Anchor elements must not use JavaScript for the link target when the NOSCRIPT element is not present in the document.

2. AREA element must not use JavaScript for the link target when the NOSCRIPT element is not present in the document.

3. When SCRIPT elements are used, the NOSCRIPT element is required in the document.

4. All OBJECT elements must contain element content.
Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:
· Functional Text

Functional text describes the result of an event handler. In the figure below, up green arrow or down green arrow does not correctly identify the purpose of the arrow images. A correct ALT text for this example could be buy one more or buy one less.
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Figure 30 - Visual Representation Of Functional Text (Source: http://www.jimthatcher.com/webcoursea.htm)
Another example of accurate text description is the DLA Intranet template as seen in the figure below.
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Figure 31 - Visual Representation Of Functional Text
· Events for Visual Effects Only

If an element does not contain any important information and is purely for visual effect (e.g., the script causes a button to glow), then there is no consequence for accessibility. However, if this scripted event reveals important information, then a keyboard-accessible or text alternative is required.

· onClick/onDblClick, onMouseDown/onMouseUp, onMouseOver/onMouseOut, onBlur/onFocus, onChange, plus to expand, fly-over menus and other events

If an event handler triggers a function or performs some other action, developers shall ensure that the context makes that fact clear to all users as well as including accurate and functional text links.
Other Resources
Creating Accessible JavaScript (WEBAIM)  http://www.webaim.org/techniques/javascript/
Keyboard Accessibility (WEBAIM)  http://www.webaim.org/techniques/keyboard/
JavaScript Accessibility Issues (TRACE Center)  http://trace.wisc.edu/world/java/jseval.htm
4.13.13 Applets and Plug-Ins (m)
§1194.22 When a web page requires that an applet, plug-in or other application be present on the client system to interpret page content, the page must provide a link to a plug-in or applet that complies with §1194.21(a) through (l). 

Definition

For purposes of supporting this section:
· An applet is a program that is part of content that needs to be executed by a user agent.
· A plug-in is a program that runs as part of the user agent and that is not part of content. Users must choose to include or exclude plug-ins.
Purpose

While most web browsers can easily read HTML and display it to the user, several private companies have developed proprietary file formats for transmitting and displaying special content, such as multimedia or very precisely defined documents. Because these file formats are proprietary, web browsers cannot ordinarily display them. To make it possible for these files to be viewed by web browsers, add-on programs or plug-ins can be downloaded and installed on the user's computer which make it possible for web browsers to display or play the content of the files. This provision requires that web pages that provide content such as Real Audio or Adobe Acrobat portable document file (PDF) files also provide a link to a plug-in that meets the software provisions. It is very common for a web page to provide links to needed plug-ins. For example, web pages containing Real Audio almost always have a link to a source for the necessary player. This provision places a responsibility on the web page developer to know that a compliant application exists before requiring a plug-in.

Algorithm Verification

AccMonitor and AccVerify verify the following elements:

1. All APPLET elements must contain both element content and the ALT attribute.

2. All EMBED elements must contain the NOEMBED element.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

Accessibility Link

Verify that a link is present to open or obtain the plug-in, applet, or application and whether or not it meets Section 508 standards.
DoD Web Site Administration Policies and Procedures prohibit the use of software logos. When providing information that requires proprietary software to view or read, provide a text link where the plug-in software is available for download as listed below: 
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Figure 32 - Links to Commonly Accessed Plug-ins
Source Code Examples

The following paragraphs contain source code examples.

· Plug-in Link 

DoD Web Site Administration Policies and Procedures prohibit the use of software logos, and DoD web sites shall not require or encourage users to choose any specific browser software or software. In light of this, do not use Acrobat Reader graphics such as [image: image37.png]F o' Get Acrabat]
mnm Reader



. Instead provide text links for the downloads as seen in the figure below.
[image: image38.jpg](You must have Adobe Acrobat Reader installed, download it FREE from
http:/Avww.adobe.com/products/acrobat/readstep2.html)





Figure 33 - Text Link for Plug-in Download
Source Code:

<TR>

<TD>

<font face=Arial size=1>(You must have Adobe Acrobat Reader installed, download it FREE)</font>


<a href="http://www.adobe.com/products/acrobat/readstep2.html" >


<font face="Arial" size=2>Get Acrobat Reader</font></a>

</TD>

</TR>
Other Resources
Jim Thatcher  http://www.jimthatcher.com/webcoursea.htm 
Section 508 Tutorials  http://usability.gov/web_508/tut-m.html
4.13.14 Electronic Forms (n)
§1194.22 When electronic forms are designed to be completed on-line, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues. 

Definition

For purposes of supporting this section:
· A field element is a user interface element that appears within an electronic form field.

Purpose

Filling out forms has become a way of life on the Internet. Individuals using a screen reader or talking browser must be able to enter and navigate online forms correctly. Labels must be explicitly associated with the FORM elements through HTML markup in order to guarantee that assistive technologies can communicate to the user, the purpose of the form element.
Although some form controls, such as submit buttons, are automatically associated with a label, other form controls (text fields, check boxes and radio buttons) do not have implicit labels. If the labels for these controls follow conventions and are positioned immediately to the left of the control or immediately above the control, then assistive technology might be able to determine the intent as conveyed by proximity. However, to ensure the label is explicitly available to assistive technology, use the LABEL element to specify labels for controls that do not have implicit labels. Each LABEL element is associated with exactly one form control.

Algorithm Verification

This is a visual checkpoint.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:

· Testing for Checkpoint N

Place the prompt immediately above or to the left of an INPUT of type text, a SELECT menu, or a TEXTAREA with no intervening HTML. The prompt should also be immediately to the right of a checkbox or radio button. Prompts must also be included in the INPUT of type text, TEXTAREA or SELECT menu.

· PDFs

It is possible to create tagged forms using Adobe Acrobat 5. However, since Acrobat Reader is a plug-in, ensure the page provides a link to the plug-in that meets Section 508 requirements as defined above.

· Explicit Labels

Identify the exact words to be used as the label for the form element and enclose those words in a LABEL tag. Use the FOR attribute to identify that element uniquely. Use the ID attribute in the associated form element. By setting this attribute to the identifier used in the FOR attribute of the associated LABEL tag, the form element is tied to its associated label. See the example below where the HTML code for a simple form-inside-a-table includes explicit labels.
Source Code Example:
<form>

<table>

<label for=”first”>

<td><b><label>first name:></label></b></td>

<td><input type=”text” name=”firstname” id=”first”></td>

</tr>

<tr>

<label for=”last”>

<td><b><label>last name:</label></b></td>

<td><input type=”text” name=”lastname” id=”last”></td>

</tr>

</table>

<p></p>

<input type=”submit”value=”submit”>
…………………………………………..

</form>.

· Avoid Implicit Labels

Implicit labeling should be avoided for two reasons. First, implicit labeling is not always supported by screen readers. Second, implicit labels do not work well if explicit labels are simultaneously used on the same web page. 
Source Code Example:
<label>

<tr>

<td><b>first name:</b></td>

<td><input type=”text” name=”firstname”></td>

</tr>

</label>.
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Figure 34 - Label Example
·  Drop Down or Select Menus:

Text input for the select menu should be position to the left of the control and associate the LABEL with the elements. Each choice offered by the menu is represented by an OPTION element. A SELECT element must contain at least one OPTION element. The SELECT is followed by submit and reset buttons.

· Push Button

Push buttons (INPUT type="button", and INPUT type="submit") include the value attribute, which is the text that is placed on the button, like submit, search, or go. That text is immediately available to assistive technology.

Source Code Example:

<INPUT type="submit" name= “btnGo” value="Go">
 [image: image40.wmf]Go


When a user tabs to this kind of a push button, the button gets focus (a dotted focus rectangle surrounds the button text).
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Figure 35 - Push Button Example
· Image Button

Image button accessibility is provided by adding alternative text as explained in Section 4.13.2. The INPUT element with image type (INPUT type="image") includes the src attribute for the image source and alt for the alternative text.

<INPUT type="image" src="images/go.gif" name="btnGo" alt="Search">
· Labeling Text Fields

Text input fields are programmatically associated with the corresponding label using the label element. The "for" attribute is used to explicitly associate the label with the control. The value of the "for" attribute must be the same as the value of the id attribute of the associated control.
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Figure 36 - Text Field Example

Source Code Example:

<label>Name</label><br>

<input name="Name" id="Name" size=45> <br> 

<label>Address</label><Br>

<input name="Address" id="Address" size=45> <br> 

<input type="submit" value="Submit">

<input type="reset" value="Reset"> <br>

· Labeling Radio Buttons

Each radio button has an id attribute. The label text or image used to label each radio button is marked as a LABEL element with the FOR attribute. Below is an example of the HTML code for the Important button and the next radio button that doesn't have a visual label.
[image: image43.png]JAddiES&]) C\Documents and Setings|HRA0439\DeskiopFist Name Last Name _Student Retred 0fim
Years of Experience:
€ 0-30 years
€ 30-60 years
€] Done [ [ |® intemet

#Astar|| 1 G & »|| @inbox-

Inbox - Microsof Oulook]

TOSOT -] B TSURFS T

D.64

SPRE: Posting Pers..[[&1First Name L.

[BEBOOL 2T 233PM




Figure 37 - Radio Button Example
Source Code:

<BODY>

<FORM> <BR><b>Years of Experience:</b><BR><INPUT 

id=radbtn_Age1_id0 title=age accessKey=a type=radio alt="0-30 years" 

value=age0-30 name=Age1> <LABEL for=radbtn_Age1_id0>0-30 years</LABEL> 

  <p> <INPUT 

id=radbtn_Age2_id0 title=age accessKey=a type=radio alt="30-60 years" 

value=age30-60 name=Age2> <LABEL for=radbtn_Age2_id0>30-60 years</LABEL> 

<BR>&nbsp;</p>

</FORM></BODY>

· Drop Down or Select Menus
Text input for the select menu should be positioned to the left of the control and associate with the LABEL with the elements. Each choice offered by the menu is represented by an OPTION element. A SELECT element must contain at least one OPTION element. The SELECT is followed by submit and reset buttons.
· Avoid using JavaScript OnChange events:

Forms that use the JavaScript onChange event, meaning that when the form items is changed, the browser is instructed to automatically go to a specific web page, are inaccessible. The onChange event is triggered when the user releases the mouse button after selecting the item in the drop-down menu that they want. If, however, the user is not using a mouse, they must use the keyboard arrows to navigate through the drop-down menu items. Each time they move up or down through the menu's items, the JavaScript detects an onChange event, which directs the browser to a new page. So, if the drop-down menu has ten items, and the user wants to get to the tenth item, they will be forced to first select the first item, which will take them to a Web page, go back to the previous page, select the next item, go back to the previous page, and so on, ten times until they get to the page they want.

Instead of using JavaScript to automatically change the location of the web browser, allow the user to select the menu item, then select an adjacent form button to go to the page for the item they have selected.
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Figure 38 - Menu/Drop-Down Example

Source Code:

<form>
<label for="shiptype">Select your shipping method</label> 
<select id="shiptype" name="ship_method" size="1"> 
<option selected value="">Ground (7 business days)</option>
<option value="air">Air (3 business days)</option>
<option value="nextday">Next day air (1 business day)</option>
<option value="saturday">Saturday delivery</option>
</select>
</form>
Other Resources
Section 508 Tutorial  http://usability.gov/web_508/tut-m.html
Jim Thatcher  http://www.jimthatcher.com/webcourse8.htm
How to Create Accessible Forms (WEBAIM)  http://www.webaim.org/techniques/forms/
Multiple Input Form Fields  http://www.accessify.com/tutorials/multiple-input-form-fields.asp
Better Accessible Forms  http://www.accessify.com/tutorials/better-accessible-forms.asp
4.13.15 Navigation Links (o)
§1194.22 A method shall be provided that permit users to skip repetitive navigation links.

Definition

For purposes of supporting this section:
· Repetitive navigation links are a set of routine navigation links that appear on the top or the side of multiple web pages.
Purpose

Skipping repetitive navigation links is a method that allows assistive technology users to find the main content of a web site quickly. Group related links identify and provide a way to bypass the group. When links are grouped into logical sets they need to be marked up as a unit. Include a link that allows users to skip over the set of navigation links. A style sheet can also be used to allow users to hide the set of navigation links. A person using speech synthesis can activate the link and skip to the main content of the page. Skipnav.GIF may need to be added to the images sub folder, an <A HREF> tag may need to go to the upper left hand in the header section of a page if possible.

Algorithm Verification
AccMonitor and AccVerify verify the following element:
1. Pages with repetitive navigation must contain a bookmark link to skip navigation that has the specified text in either the link text or the TITLE attribute value.
Source Code Examples

The following paragraphs contain source code examples:

· Transparent Graphic & Specified Text

Below is the approved skip navigation code.

<a href="#content"><img src="images/skipnav.gif" alt="Skip Navigation" width="0" height="0" border="0"> </a>

<A NAME="content"></A>
Other Resources
Navigation Menus (WEBAIM)  http://www.webaim.org/techniques/navigation
Section 508 Tutorial  http://usability.gov/web_508/tip2.html
4.13.16 Time Delays (p)
§1194.22 When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required. 

Definition

For purposes of supporting this section:
· A timed response is a technique that expires a web site if a response is not received within a specified amount of time.

Purpose

Web pages can be designed with scripts that expire if a response is not received within a specified amount of time. This technique is used for security reasons or to reduce the demands on a computer serving the web pages. A user’s disability can have a direct impact on the speed with which they can read, navigate, or fill in a web form. Also, many forms automatically delete whatever data has been entered when they time out. The result is that a user with a disability who is slow to enter data cannot complete the form. For this reason, when a timed response is required, the user shall be alerted via a prompt and given sufficient time to indicate whether additional time is needed. If the time-out occurs on the server, the server sends a message to the user indicating the process would time out. Otherwise, use JavaScript to generate a pop-up or dialog box to inform the user of the time-out and allow them to request additional time.

Algorithm Verification

This is a visual checkpoint.

Programmer Judgment

The following paragraphs contain examples of when programmer judgment is used:
· Timing Essential Interactions

In the instance when timing of an interaction is essential, as in a certification test which requires a timed response, warning of a potential timeout must be clearly accessible and offered before the timeout. If possible, provide a method to adjust time or provide contact information so that users that need more time can arrange it. The figure below shows an example of an alert message box that would pop up if a user taking the Online Training allows the session to sit idle for 10 minutes:
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Figure 39 - Alert Message Box Example (Source: http://www.navfac.navy.mil/section508/p.htm)
Other Resources

Section 508 Tutorial  http://usability.gov/web_508/tip2.html
5.0  APPENDICIES 

5.1 SECTION 508 VERIFICATION POINTS

	Section 508
	AccMonitor/AccVerify Verification

	(a) Text Equivalents
	All IMG elements are required to contain either the alt or the longdesc attribute.

	
	All INPUT elements are required to contain the alt attribute or use a LABEL.

	
	All OBJECT elements are required to contain element content.

	
	All FRAMESET elements will be checked for the NOFRAMES element.

	
	All FRAME elements are required to contain element content.

	
	All anchor elements found within MAP elements are required to contain the alt attribute.

	
	All AREA elements are required to contain the alt attribute.

	
	All EMBED elements are required to the NOEMBED element.

	
	Images Preview Button - the images button is useful for seeing all of the alt text associated with the images. Turning images off also allows you to easily find images used for spacing.

	(b) Multimedia Presentations
	Identify all OBJECT Elements that have a multimedia MIME type as the type attribute value.

	
	Identify all OBJECT Elements that have a data attribute value with a multimedia file extension.

	
	Identify all EMBED Elements that have a ‘src’ attribute value with a multimedia file extension.

	(c) Color Use
	AccVerify previews a Web site in gray scale.

	(d) Style Sheets
	Identify all STYLE elements and attributes.

	
	Style Sheets Preview Feature – the style sheets feature previews Web sites with the style sheets feature turned off.

	(e) Redundant Text Links
	Locate any IMG Element that contains the ismap attribute.

	
	Locate any INPUT Element that contains the ismap attribute.

	
	If no server-side image maps are present, then the page passes the checkpoint.

	
	If a server-side image map is present, then the checkpoint becomes a visual checkpoint.

	(f) Client-Side Image Maps
	No IMG element should contain the ismap attribute.

	
	No INPUT element should contain the ismap attribute.

	(g) Row and Column Headers
	Identify all Data TABLE elements.

	
	AccVerify can preview data tables linearized.

	
	Data Linearization Preview Feature – the data linearization feature lets you preview Web sites for logical data placement and navigation.

	(h) Data Tables
	Identify all Data TABLE elements.

	(i) Frames
	All FRAME elements are required to contain the title attribute.

	(j) Screen Flickering
	Documents are required not to contain the BLINK element.

	
	Documents are required not to contain the MARQUEE element.

	(k) Text-Only Page
	Not Being Enforced

	(l) Scripting Languages
	Anchor elements are required not to use JavaScript for the link target when the NOSCRIPT element is not present in the document.

	
	AREA element are required not to use JavaScript for the link target when the NOSCRIPT element is not present in the document.

	
	When SCRIPT elements are used, the NOSCRIPT element is required in the document.

	
	All OBJECT elements are required to contain element content.

	(m) Applets & Plug-Ins
	All APPLET elements are required to contain both element content and the alt attribute.

	
	All EMBED elements are required to contain the NOEMBED element.

	(n) Electronic Forms
	This is a visual checkpoint.

	(o) Skip Navigational Links
	All pages are required to contain a bookmark link to skip navigation that has the specified text in either the link text or the ‘title’ attribute value.

	(p) Timed Response
	This is a visual checkpoint.
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5.3 ACRONYMS, ABBREVIATIONS, AND DEFINITIONS

The following acronyms, abbreviations, and definitions are used in this document.

	Term
	Description

	AccMonitor/AccVerify
	Automated web crawling software used to verify compliance with Section 508.

	AIS
	Automated Information System

	ALT
	Alternative Text provides alternative, or substitute, text for an image when it is not being displayed.

	APPLET
	A program written in the Java programming language that can be included in an HTML page, much in the same way an image is included. 

	AREA
	An HTML tag that defines a mouse-sensitive area in a client-side image map.

	ASP
	Active Server Page

	BLINK
	An HTML element  that causes text or an image to blink.

	BT
	BettermenTool - change management automation tool developed by J-6.

	CAC
	Common Access Card

	Client-Side Image Map
	An image map where the information as to where the hot spots or hyperlinks should jump to is stored in the web page itself.

	CM
	Configuration Management

	CMA
	Configuration Management Analyst

	COTS
	Commercial off the shelf

	CSS
	Cascading Style Sheet

	DLA
	Defense Logistics Agency

	DLAD
	DLA Directive

	DPS
	DLA Profile System

	DoD 
	Department of Defense 

	DoD-CERT
	Department of Defense Computer Emergency Response Team

	DSCP
	Defense Supply Center-Philadelphia

	EMBED
	An HTML tag that embeds an object into a document.

	ER
	Enhancement Request

	FPOC
	Functional Point of Contact

	FRAME
	An HTML tag that defines a frame within a frameset.

	FRAMESET
	An HTML tag that defines a collection of frames or other framesets.

	GIF
	Graphics Interchange Format - a bit-mapped graphics file format used by the World Wide Web.

	Harvest
	AllFusionHarvest - a COTS based software version control tool which has been designated as an enterprise configuration management tool in support of DLA web projects. 

	HTML
	Hyper Text Markup Language - an authorizing language used to create documents on the World Wide Web.

	Hz
	Abbreviation for Hertz, a unit of frequency of electrical vibrations equal to one cycle per second. 

	IAVA
	Information Assurance Vulnerability Assessment

	ID
	Identification

	ID
	Identifier

	IMG
	The IMG element embeds an image in the current document at the location of the element's definition. The IMG element has no content; it is usually replaced inline by the image designated by the SRC attribute

	INPUT
	An HTML element that may be edited by a user. Examples of INPUT element attributes are: NAME, TYPE, SIZE, MAXLENGTH, VALUE, SRC, OR ALIGN.

	ISMAP
	An attribute for the IMG element that changes an image into a graphically active element.

	IEEE
	Institute of Electrical & Electronics Engineers

	IT
	Information Technology

	JPG
	Graphics file type/extension (glossy compressed 24 bit color image storage format developed by the Joint Photographic Experts Group).

	LABEL
	An HTML element that may be used to attach information to controls. Each LABEL element is associated with exactly one form control.

	LCM
	Life Cycle Management

	LONGDESC
	Long Description specifies a link to a long description of the image. This description should supplement the short description provided using the alt attribute.

	MAP
	An HTML tag that defines a map contain hotspots in a client-side image map.

	MARQUEE
	An HTML element that causes text or an image to scroll.

	MD5
	Message Digest 5 - one way hash function

	MIME
	Multipurpose Internet Mail Extension is the specification for formatting non-ASCII messages so that they can be sent over the Internet. Web browsers also support various MIME types. This enables the browser to display or output files that are not in HTML format.

	MS
	Microsoft

	NIST
	National Institute for Standards and Technology

	NOSCRIPT
	An HTML element allows developers to provide alternate content when a script is not executed.

	OBJECT
	An HTML tag that is used to specify applets, OLE controls, and other media objects.

	OO
	Object Oriented

	PCWG
	Process Control Working Group

	PDF
	Portable Document Format, a file system developed by Adobe Systems.

	PKI
	Public Key Infrastructure

	PM
	Project Manager

	PTS
	Project Tracking System - an extension to BT which provides project information and stores all application releases

	RC4
	Ron's Code 4 – RSA Variable-Key-Size Encryption Algorithm by Ron Rivest

	RGB
	Red Green Blue

	RSA
	Rivest, Shamir, & Adleman

	Schema
	Used to express shared vocabularies and allow machines to carry out rules made by people. Schemas provide a means for defining the structure, content, and semantics of XML documents.

	SCM
	Software Configuration Management

	SCOPE
	An attribute for specifying header information in an HTML table.

	SCRIPT
	An HTML element that places a script within a document.

	Sever-Side Image Map
	An image map where the information as to where the hot spots or hyperlinks should jump to is stored on the server. 

	SHA 1
	Secure Hash Algorithm

	SLIM
	Standard Login Interface Module

	SOAP 
	Simple Object Application Protocol

	SQL
	Structured Query Language

	SRC
	Specifies the source URL of the image to be displayed.

	SSI
	Server Side Include file

	Style Sheets
	A mechanism for specifying style (for example, fonts, size, color, boldness, and spacing) in HTML documents without affecting the HTML markup used for structuring the pages.

	Sustainment
	To keep in existence; maintain.

	TABLE
	An HTML tag that defines a table.

	TH
	An HTML tag that defines a table header cell.

	TITLE
	Attribute which gives advisory information about the element for which it is set. 

	UML
	Unified Modeling Language

	URL
	Uniform Resource Locator is the global address of documents and other resources on the World Wide Web.

	W3C
	World Wide Web Consortium

	WEBBS
	Web Broker System

	XML
	eXtensible Markup Language
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