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1.0 Introduction

The Business Service Delivery/Enterprise Configuration Management Program Office (BSD/ECMPO) is tasked with providing high-quality, cost-effective centralized and integrated change, configuration, and release management, testing and tool support to the operating units and lines of business that comprise the OCC. ECMPO develops and operates a best practices based enterprise level program that demonstrates the capability to deliver superior services to internal and external customers. The Release Management Plan describes BSDs approach to delivering release management as part of those integrated services. 

2.0 Service Approach

Business Service Delivery's (BSD) technical and operational approach to release management is to offer a functional grouping of integrated services (change management, configuration management, testing, and release management) and provide a single face to the user community for implementing new or improved products and services. BSD's concept of operations supplies a framework for streamlining release management activities through planning and scheduling releases to the maximum extent possible. The release management discipline relies on policies that define a release, categorize release types, facilitate release acceptance and that establish the frequency of controlled releases. It also relies on consistent change management, configuration management and testing practices to ensure every release is approved, tested and recorded. When tightly integrated with effective Change Management and Configuration Management processes, Release Management offers many benefits: 

· Facilitates testing of software and hardware in a controlled environment to ensure they are of high quality when released to the production environment

· Mitigates the risks of errors in hardware and software combinations 

· Enables the business to carefully protect software investments

· Limits the number of separate releases; fewer releases allows for more thorough testing

· Reduces the frequency of releases and provides longer periods of stability due to less change

· Facilitates controlled releases which reduce the risks of introducing error-prone releases 

· Encourages users to participate in release testing

· Calls for version control which enables the organization to standardize software and hardware versions across the infrastructure to facilitate support

· Reduces the risk of introducing non-approved software into the live environment

· Reduces the risk of incidents and problems caused by the introduction of infected hardware or software into the live environment.
3.0 Purpose
The purpose of this document is to provide a guide and reference to the Release Management Process as implemented by Business Service Delivery (BSD) for Information Technology Services (ITS). This Plan is to be used as a source of information to assist in developing, executing and managing the Release Management Process. The document provides:
· Release Management Process guidelines (policy) to streamline the process for releasing changes to IT systems and components
· Operational & support roles and responsibilities

· Metrics and critical success factors to measure Release Management process performance

4.0 Scope

The Release Management Plan defines the activities BSD performs to support the release of quality tested products to the production environment. This plan prescribes the requirement to conduct release planning, coordinate build management, coordinate testing and acceptance, coordinate roll-out planning, coordinate communication and training and to coordinate the release of products and systems to production. The following requirements govern the execution of the Release Management Plan and provide a framework for implementation that is consistent with the strategies of ITS:
· Only one Release Management process will exist for the ITS enterprise

· The ECMPO will oversee the process and manage all changes to it and manage all linkages to other processes affecting it (e.g. change management, configuration management & SDLC)

· The ITS enterprise will adhere to enterprise change and configuration management processes

· The Release Management process will integrate with the change and configuration  management processes to facilitate validation of deployed configuration items (CIs), attributes and relationships

· The Release Management process is dependent on a CM tool to maintain the scope of software (e.g. business applications), work products (e.g. documentation) and the ITS infrastructure subject to the process

· The Release Management process owns “build management from the controlled test environment (Client Integration Test Environment (CINTE),  Systems Integration Test (SIT) and Systems Acceptance Test (SAT))onward 

· Copies of software will be distributed from the CM tool to four different environments: CINTE,  (SIT), (SAT) and production
· ECMPO will lend support throughout the SDLC by validating the Version Description Document (VDD), coordinating the Test Readiness Review (TRR) and coordinating and participating in the Release Readiness Review (RRR)
· Any new project will be included in a master schedule maintained (administratively) by the ECMPO
5.0 Reference
The following documents form a part of this document to the extent specified herein. In the event of a conflict between referenced documents and the contents of this Plan, this document shall govern.  

· ECMPO Configuration Management Plan
· SDLC

· ECMPO Program Plan

· BSD/Enterprise Test Team (ETT) Test  Management Plan (TMP)
6.0 Release Management Plan Updates

This document is reviewed annually to ensure that all Release Management activities are accurately described. Audit and review reports or changes to available resources may require this document to be updated. This document is subject to version control and is under control of Configuration Management.
7.0 Release Management - Definitions
A release is a set of new or changed Configuration Items (CIs) which are tested and introduced together into the relevant environments: testing (staging (test) environment, integration and system testing, System Acceptance Test environment, Client Integration Test Environment (CINTE)) or production.  Release Management takes a holistic view of changes to applications and IT systems and ensures that all aspects, both technical and non-technical are considered together. Release management undertakes planning, design, build, configuration, testing, release acceptance, roll-out planning, communication, release distribution and implementation.  
7.1 Release Types:

· Delta Release – A partial, incremental release. A Delta release may be associated with an emergency (i.e. patch). Only the "changed" components are released. The BSD Test Team relies on the use of test cases and/or test scripts and installation scripts to ensure changes are tested thoroughly

· Full Release – all components of the release (code, executables, and hardware) are built, tested and implemented in their entirety, including components that were not changed. The BSD Test Team relies on the use of test cases and/or test scripts and installation scripts to ensure changes are tested thoroughly. 

· Package Release – individual releases (delta releases) are packaged together to reduce the frequency of releases. The BSD Test Team relies on the use of test cases and/or test scripts and installation scripts to ensure changes are tested thoroughly. 
7.2 Release Categories: 
· Scheduled – release is characterized by new hardware and software, generally with significantly increased functionality. A major release should eliminate known errors including work arounds and temporary fixes.
· Unscheduled
 – release introduces minor improvements and fixes for known errors. Minor releases are also done to properly ensure emergency fixes are dealt with through a complete release management process
· Emergency – release is implemented as a temporary fix for a problem or known error. Emergency fixes usually go through an abbreviated release management process
8.0 Release Management Activities
The key to effective Release Management is to integrate it with the controlling processes of change and configuration management. ECMPOs change managers will support release management activities along with change and configuration management activities. The Enterprise Test Team (ETT) will support the testing activities related to releasing quality, tested products. BSD/ECMPO will support the integrated process through the following:
Release Planning 

ECMPO will maintain (administratively) a master list of scheduled software releases and major infrastructure upgrades. A change manager (ECMPO) is assigned to each IS project manager and each TI engineering group to coordinate release management activities for each scheduled release.  The change manager will coordinate the effort to ensure each project conducts a thorough impact analysis that includes an assessment of human resources required and the cycle time to build, test and implement the changes. The change manager will support the effort to produce a high-level release schedule and coordinate the change related activities to ensure changes are documented and presented to the appropriate approval boards to negotiate the release schedule. The change manager will support the effort to confirm the release contents through reviewing the Version Description Document (VDD). 

Build management - Based upon the high level release plan and the negotiated master schedule, the project teams can produce the detailed assembly and build instructions. The assigned change manager will validate the build instructions, test plans and back-out procedures and support the effort to coordinate a Test Readiness Review (TRR). The change manager will bring the documentation under configuration (version) control in the CM tool. Release management (ECMPO) will assume accountability for the build(s) from the controlled test environment onward.

Testing and Acceptance - testing will be conducted in a controlled test environment that simulates the production environment. All releases will undergo stringent testing (staging (test) environment – integration and system testing, System Acceptance Test environment, CINTE) before they are promoted to the production environment. The following test team activities will be performed in conjunction with release management activities:

· Test Planning (Risk assessment, communications, scheduling)

· Perform Test Tailoring (determine resources and testing types required, e.g. Security, Integration, Performance,)

· Review requirements for testability

· Develop/Review Test Plan

· Participate in the TRR to ensure test coverage, accuracy, completeness

· Execute independent testing

· Perform test reporting (e.g. defect reporting)

· Maintain a testing environment

In addition to the master release schedule, the BSD ECMPO team maintains a list of applications that are subject to integrated change, configuration and release management activities. The BSD/ETT relies on the same list to build script libraries for all business applications. (Refer to the BSD/ETT Test Management Plan). IS and TI teams should review the list located on the ITIL Kiosk Change and Configuration Management Support  to ensure all active projects are reflected. The BSD CM team relies on the IS management team to ensure the information in the ASI is current; the ASI is used to keep the list up-to-date. IS and TI project teams, engineering groups or application support teams should develop scripts for testing applications. The BSD/ETT will conduct thorough testing, certify releases for UAT and invite the lines of business to test. 

Release Readiness Review -   is done to add specific details to the release plan including the exact implementation date. The project teams' or engineering groups' assigned change managers will help to coordinate the exact time table of events and help identify the specific configuration items that will be changed with the release. The change managers will support the effort to obtain sign-off on UAT through the Release Readiness Review (RRR). The RRR will include reviewing detailed roll-out plans, tested installation procedures, tested release components (code, executables, and hardware) and tested back-out procedures. The change manager will conduct functional and physical configuration audits for status reporting and verify the final Version Description Document. 

Communication and training - the release coordination effort includes producing communications (ITS Notify, OCC Net, and release notes) to customers and support staff regarding the release and how it may affect them. It also involves setting expectations by communicating known errors in the release. The change manager will ensure the communication plan is included in the Request for Change (RFC) and available to the appropriate change approval board.
Implementation - Based on release acceptance documents (UAT sign-off, RRR, approved RFC) BSD will approve implementation of all releases before they are promoted to the production environment. Change managers will work with project teams and engineering groups to verify deployments and (after a period of stability) coordinate post implementation reviews to determine if releases meet the intended business objectives. 
8.1 Additional Roles and Responsibilities

The ECMPO performs the following change and configuration management activities that support the release to production: 
· Consult with engineering teams and IS project teams regarding the information required for an RFC

· Participate in the effort to conduct a thorough impact assessment - store documents in CM library
· Coordinate the presentation of the RFC (ECCB) to ensure the change is reviewed and approved in order to meet the implementation timeline

· Follow-up after implementation to facilitate a post implementation review

· Provide guidance, as needed, to ensure compliance with OCC-wide directives and enterprise CM policies, plans, processes and procedures

· Perform Configuration Status Accounting (CSA)

· Conduct functional configuration audit (FCA)

· Conduct Physical Configuration Audit (PCA)

· Maintain the production baseline library

· Administer CM and test tools

· Provide user training for CM and testing tools 

9.0 Conclusion
This model ensures that significant changes to the infrastructure are performed in a controlled, well-documented manner, while still allowing service organizations to react promptly to meet customer requirements and to ensure effective operation of all infrastructure components. Periodic process audits conducted by the BSD ECMPO team enable us to monitor compliance and refine the organizational processes when necessary. 
9.1 BSD/ECMPO Performance Goals

BSD will demonstrate the value of scheduling releases through release management processes by focusing on the following performance goals:

· Repeatable process for rolling out new products or changes to existing products  

· New releases are planned and controlled - BSD ECMPO will engage with project teams and engineering groups to ensure change managers are available to coordinate integrated change, configuration and release management activities

· All installed software will be taken from the configuration management tool - BSD ECMPO will conduct CM activities (i.e. status accounting, version control) to ensure only  tested and approved versions are introduced to production

· Efficient release of quality tested products

· Reduction in the number of unplanned (urgent) releases - BSD ECMPO change managers will coordinate change requests and approval activities consistent with implementation timelines 

· Reduction in the number of releases that cause adverse impacts to the business or to its customers - BSD ETT will ensure all aspects of a release are thoroughly tested and BSD (management) will approve all releases for implementation before they are promoted to production

· Cost-effective releases

· Reduction in the number of releases that are delayed due to poor release planning - BSD ECMPO change managers will coordinate the change management and testing related activities to ensure the activities are accurately reflected in the release plans and that the activities are executed according to plans
10.0 Glossary & Acronyms 
This glossary contains definitions for terms, acronyms and abbreviations used throughout the ECMPO plans and other deliverables produced for the ECMPO program. 
	Term / Abbreviation/ Acronym
	Definition

	Attributes
	Smallest level of detailed information about the configuration item.

	Authorized CIs
	CIs that are sourced from RFCs that have been approved for release 

	Baseline
	 A snapshot or a position which is recorded. Although the position may be updated later, the baseline remains unchanged and available as a reference of the original state and as a comparison against the current position.

	Build Management
	Activities related to assembling software and/or hardware components that comprise a new release in a controlled manner (using procedures that are subject to change/version control) to ensure a reproducible process. 

	BSD
	Business Service Delivery

	Change
	The addition, modification or removal of approved supported and baselined hardware, network, software, application, environment, system, and desktop build or associated documentation. All changes, ranging from a minor installation of a PC to the relocation of a mainframe must adhere to Change Management. Simply moving from one defined state to another.

	Change Management
	Process of controlling changes to the infrastructure or any aspect of services to enable approved changes with minimum disruption. The discipline of change management is primarily process related and managerial, rather than technical. 

	Change Manager
	The person responsible for filtering, accepting and classifying all CRs. The change manager is also responsible for scheduling the implementation of changes (release management activities)

	CINTE
	Client Integration Test Team

	Configuration Management (CM)
	Configuration Management. – The process designed to identify, record, and report on all IT components including versions, constituent components and relationships. 

	CM Manager
	The Configuration Manager implements the organization’s CM policy and standards. The CM Manager is responsible for directing and managing the Configuration Management process and team.

	‘Configuration Control’
	Process activity performed to ensure that only authorized and identifiable CIs are accepted and recorded from receipt to disposal. It ensures that no CI is added, modified, replaced or removed without the appropriate controlling documentation (e.g. approved RFC). All CIs are subject to Change Management processes.  

	Configuration Item (CI)
	

	Configuration Status Accounting (CSA)
	Activity performed to identify and report all current and historical data concerned with each CI throughout its life-cycle. CSA enables changes to CIs and tracking of their records through various statuses, e.g. ordered, received, under test, live, under repair, withdrawn or for disposal.

	Documentation
	Examples of documentation may include descriptions of hardware and software, policies, standards, procedures, and approvals and agreements related to automated information system security, backup and contingency activities as well as descriptions of user and operator procedures.

	ECMPO
	Enterprise Configuration Management Program Office

	ETT
	Enterprise Test Team

	ITIL
	Information Technology Infrastructure Library – framework of best practices for IT Service Management

	PCA
	Physical Configuration Audit – done to verity the CI “as-built” conforms to the technical documenation related to the CI(s).

	Process
	A naturally occurring or designed sequence of operations or events, possibly taking up time, space, expertise or other resource, which produces some outcome.

	Production Environment
	The live environment upon which ITS is dependent to deliver IT services and enable OCC to perform its business activities.

	Quality Assurance (QA)
	Process involved in defect prevention than defect detection.

	RRR
	Release Readiness Review

	Request for Change (RFC)
	Change Request initiated to propose a change to eliminate a known error in the infrastructure or to remove, add or modify a CI in the infrastructure

	Release Management
	Release Management aims to ensure the quality of each of the environments (development, test, and production) through the use of a planned approach to implementing changes in IT services.  Release Management addresses all technical and non-technical aspects of the changes. 

	Release 
	A set of new and/or changed Configuration Items (CIs) which are tested and introduced into the production environment together. Release Management aims to ensure the quality of the production environment through the use of a planned approach to implementing changes in IT services. Release Management addresses all technical and non-technical aspects of the changes.

	SAT
	Systems Acceptance Test

	SDLC
	Systems Development Life Cycle

	Service Level Agreement (SLA)
	Written agreement between a service provider and the Customer(s), that documents agreed Service Levels for a Service.

	SIT
	Systems Integration Test

	TMP
	Test Management Plan

	TRR 
	Test Readiness Review

	UAT
	User Acceptance Test

	Verifications & Audits
	The specific CM activities performed to verify the physical existence of CIs and check that they are correctly recorded in the CMDB. It includes the process of verifying Release and Configuration documentation before changes are made to the live or ‘production’ environment.

	VDD
	Version Description Document
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· RRR = Release Readiness Review

· RFC = Request for Change

· SAT = Systems Acceptance Test

· UAT = User Acceptance Test
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	Ed Dorris

BSD Director

Acting IS Deputy CIO
	 
	Date

	_______________________________

Roger Mahach

Chief Information Security Officer
	
	___________________

Date

	
____________________________

Michael Zuckerman

ECMPO Program Manager


	
	___________________

Date

	_______________________________
John Gerding

Acting TI Deputy CIO
	
	___________________

Date


� Unscheduled releases should be packaged and scheduled to the extent possible. Changes that are required to address customer impacts (e.g. degraded service) should be treated as emergency changes.
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