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DEFENSE INFORMATION SYSTEMS AGENCY (DISA)

COMPUTING SERVICES

STATEMENT OF WORK

FOR

ACQUISITION OF

INFORMATION TECHNOLOGY ASSET MANAGEMENT 
CENTRALIZED ASSET REPOSITORY AND/OR AUTO-DISCOVERY TOOLS

CORAS REQUEST # {508238}

1.0 SCOPE

The Defense Information Systems Agency (DISA) Computing Services (CS) has a requirement to implement an Information Technology Asset Management (ITAM) hardware and software solution for centralized asset data repository and auto-discovery tools.  The centralized repository shall include, but not be limited to, the ability to store all hardware and software assets, attributes, status, parent/child relationships, contractual, financial, location, contact, and organizational data.  The auto-discovery component shall include, but not be limited to, the ability to provide customizable automatic discovery of hardware and software assets for mainframe, server, personal computers, peripherals, communication devices, and storage, and their associated attributes. The increased complexity of the current Government Off-The-Shelf solution necessitates further analysis in order to optimize and consolidate assets.  Furthermore, in an effort to reduce Total Cost of Ownership (TCO), DISA will need to architect and implement an enterprise-wide ITAM solution that will automate, track, and report physical, financial, and contractual asset lifecycle information. 

2.0 PROJECT BACKGROUND

The evolution of the DISA CS organization has created a complex environment that consists of multiple asset repositories, discovery tools, and redundant data.  Manual processes have been introduced in order to reconcile these disparate systems.  A new total solution will provide more robust capability than the tools and processes in use today, by including the best practice functions of workflow management, audit reporting and reconciliation, automated contract/procurement management. DISA CS employs a variety of geographically dispersed IBM and Unisys mainframes in addition to various distributed computing systems on a variety of platforms. Currently, there are Sun Microsystems, HP, Compaq, and Dell servers, IBM and Unisys mainframes and associated peripherals.  The operating systems deployed consist of HP-UX, Linux, Solaris, Sun OS, AIX, UNIX, and Windows 2000, in addition to others. Significant site workload consolidations as well as budgetary constraints require that redundant, functionally equivalent, and excessively expensive products be eliminated.  The ITAM initiative will eliminate functionally equivalent products, streamline the DISA CS inventory, and create the most efficient processing environment for the CS customer at the least possible cost. 

DISA is also undergoing a reorganization referred to as Transformation.  As a result, workloads will move from their current processing locations, and four System Management Centers (SMCs) will remotely manage systems at the Processing Elements (PEs). Additionally, many system management tasks will be re-established in the four SMCs, reduced from fifteen, where systems management will be performed remotely.  The Enterprise Systems Management (ESM) primary and secondary sites will be two of the four SMCs.  The transformation will reduce local staffing to a point where the current procedure of local input of inventory and configuration information will be impossible.  For these reasons, DISA is pursuing an enterprise-wide ITAM program.

2.1 CURRENT SYSTEMS/APPLICATIONS

DISA’s current ITAM environment is comprised of five different primary (2.1.1 through 2.1.5) and three miscellaneous applications (2.1.6 through 2.1.8.).  These applications provide DISA CS with tools for developing floor plans, tracking inventory assets, recording asset depreciation expense, generating and routing purchase requests, and supporting the Help Desk with trouble tickets and troubleshooting.

Some of these applications provide a wide range of functionality that may be utilized by one or multiple organizations.  As a result, some of the applications provide similar functionality but have been customized to meet the specific needs of a particular organization.  This overlap has resulted in data silos of asset management information, duplicate data entry, and labor-intensive efforts to synchronize data between systems.  No single database is recognized as the authoritative source for asset management data, and no single application can act as a complete, successful ITAM system.

2.1.1 Integrated Asset and Configuration Management System (IACMS)

IACMS is one of two core systems that provide the bulk of the IT asset management functionality currently used by DISA CS.  IACMS is a hardware and software inventory management system that tracks all items critical to customer application processing, including interconnectedness of hardware. The system also contains specific data about communications devices.  Additionally, IACMS is interfaced to the Remedy Trouble Management System (TMS), which is used by Help Desk personnel.  The acquired solution will replace this system and will provide current functionality in addition to enhanced features. IACMS is currently running on Solaris v8 and Oracle 9.203 as the database.

2.1.2 Contract Officer Representative Administrative System (CORAS)

CORAS is DISA CS’s acquisition and contract management system that runs on multiple Dell servers. CORAS provides functionality to process acquisition requirements and manage contractual data.  As the source for all DISA CS procurements, it provides workflow automation and overall management of the acquisition process, provides alerts for pending maintenance renewals, and passes pertinent contract data to IACMS via file export/import, which then sends the data to TMS.  CORAS also interfaces nightly with the Federal Financial Accounting and Management Information System (FAMIS), sending information on purchase commitments and obligations for central procurements.  The acquired total solution will replace this system and will provide current deployed user functionality in addition to enhanced features. CORAS is currently running on Windows 2000 and MS SQL Server 2000 as the database.

2.1.3 Aperture

Aperture is a visual information system that combines graphic, text, and numeric data into a relational database that can be accessed through graphical user interfaces.  The current version of the product is client-server and can be remotely managed.  DISA uses Aperture to manage its floor plans of processing centers with graphical representations of all hardware and networking equipment on the floor along with facility information such as power, HVAC, and construction details.  Aperture is used to view the hardware configuration and footprint at the computing centers.  It is also used for planning future state scenarios involving adding more hardware or rearranging currently managed physical assets.

Aperture interfaces with IACMS, which attaches additional information to the objects.  If users create an object, the object is attached to IACMS to automatically provide additional data.  If inventory data in Aperture and IACMS does not match, the lack of additional data provides an indicator for inventory reconciliation.

Aperture is currently running on Windows 2000 and a proprietary database.

2.1.4 Remedy Trouble Management System (TMS)

Remedy TMS provides incident management support for the entire DISA environment, which includes personal computers, IBM mainframes, Unisys mainframes, and servers running both UNIX and Windows platforms.  TMS tracks logged calls and requests from initial logging through to completion; maintains a history of reported incidents, problems, and requests for further reference by users; and offers escalation functionality to ensure requests reach the proper technician.  TMS also has the ability to upload maintenance contract data from CORAS. TMS can also create legal documentation (Form 7) that holds the contract information of a particular system for recording accuracy of contract fulfillment.  TMS obtains this information from data feeds originating from CORAS via IACMS. 

Remedy TMS is currently running on Windows 2000 and MS SQL Server 2000 as the database.

2.1.5 Federal Financial Accounting and Management Information System (FAMIS)

FAMIS is currently used within DISA CS as the primary accounting information and management system for recording and collecting financial information.  CORAS provides an automated feed to FAMIS for centralized procurements.  

FAMIS is currently running on OS390 and Oracle v7.33 as the database.

2.1.6 Tivoli Inventory

IBM Tivoli Framework is the foundation product for Enterprise Systems Management (ESM), which is DISA CS’s centralized architecture.  Tivoli provides management tools, including distributed monitoring, inventory, remote control, and software distribution.

Tivoli is currently running on Solaris v8 and Oracle v9.203 as the database.

2.1.7 Defense Property Accounting System (DPAS)

DPAS is DISA’s property accountability system.  DPAS is used to track all DISA assets deemed pilfer-able, costing more than $2500, or purchased with capital funds.  DPAS is a central repository for these assets, and all property information is maintained and updated in this system.  DPAS stores data on DISA-owned or leased property only, whether purchased, leased, or acquired via property transfer.

DPAS is currently running on HP-UX and Supra as the database.

2.1.8 The Billing Account Registry (TBAR)

TBAR is the billing account register repository for codes used to bill DISA customers, for example, Customer Identification Code (CIC), Application System Code (ASC), and so forth.  TBAR provides information for IACMS, though no interface exists with the two systems.

TBAR is currently running on OS390 and MZC as the database.

3.0 OBJECTIVES

DISA Computing Services is developing and implementing an IT Asset Management (ITAM) Program. The CSD Logistics Division, in conjunction with the Standard Operating Environment (SOE) Program Office, Line(s) of Business (LOB), System Support Office (SSO), and the DISA SMCs and PEs have been working to identify a solution that will meet the enterprise operational requirements.  This document defines the functional and operational requirements for an enterprise asset data management tool.  The overall objective is to implement a reliable and cost-effective solution that will identify all configurable items in the enterprise and maintain accurate records of such items; automate asset data capture; centralize asset data (configuration, contractual, financial); and support contract (acquisition and maintenance) management and fulfillment, software license usage and metering, procurement, and property accountability functions.  Capturing and integrating physical, financial, and contractual data into a central repository supports and enables the functions that are necessary for effectively managing and optimizing a software and hardware asset portfolio.

Additionally, DISA does not currently have auto-discovery capabilities and relies mainly on users at each site to find and input data regarding all assets.  Providing an enterprise solution for asset management would allow for auto discovery of assets and provide accurate information for management to make informed decisions regarding assets in the enterprise.

The acquired solution must also support such asset lifecycle functions as budgeting, planning, deployment, chargeback, software license compliance, software use patterns, lease management and contract renegotiations.  Additionally, the acquired solution must interface to existing external systems/repositories, for example, Help Desk and Aperture, to create workflow and resource efficiencies.

Enterprise solutions ease technical support requirements by eliminating the need to maintain expertise for redundant products.  In addition, technical expertise increases when users can focus on a single solution.

3.1 The government seeks a solution that includes an enterprise license based on the environment discussed above and the information listed below: The numbers are all approximations.  Actual numbers may be higher or lower.

3.2         250 application users

· 20 U.S. site locations

· 7 large sites (4,500 assets)

· 13 small sites (2,000 assets)

· 58,000 hardware devices

· Servers (5,000)

· PCs (15,000)

· Server/PC peripherals (18,000)

· Communication/Network (10,000)

· Storage (5,000)

· Mainframes (60)

· Mainframe peripherals (5,000)

4.0 COEXISTENCE (MANDATORY)

Vendor solution shall coexist with the following list of products.
Note: Coexist is defined as, “does not cause disruption to the product while the asset data management solution resides on the same system.”

4.1 Hewlett- Packard

4.1.1 OpenView Network Node Manager 

4.1.2 OpenView NNM Extended Topology 

4.1.3 OpenView Performance Insight For Networks

4.2 IBM Tivoli

4.2.1 Enterprise Console

4.2.2 Management Framework

4.2.3 Distributed Monitoring

4.2.4 Tivoli Monitoring

4.2.5 Remote Control 

4.2.6 Tivoli Monitoring For Business Integration (Formerly Manager For MQseries )

4.3 Internet Security Systems 

4.3.1 Real Secure Server Sensor

4.4 Managed Objects

4.4.1 Formula
4.4.2 Formula Business Service Analyzer
4.4.3 Formula Business Experience Manager
4.5 Microsoft

4.5.1 Terminal Services

4.6 Public Domain

4.6.1 OpenSSH

4.6.2 TCP Wrappers

4.6.3 Tripwire 

4.7 Sightline Systems

4.7.1 Power Agent

4.8 Symantec

4.8.1 Enterprise Security Manager

4.8.2 Intruder Alert

4.8.3 pcAnywhere

4.9 Veritas

4.9.1 NetBackup DataCenter

4.9.2 Volume Manager

4.9.3 NetBackup Client

5.0 ADDITIONAL MANDATORY TECHNICAL REQUIREMENTS

5.1 The solution components (hardware or software) shall not require a proprietary operating system.  The solution shall operate on one of the following DISA standard operating environments: 

Windows 2000 or higher

Solaris 9 or higher

HP-UX 11i.x or higher

5.2 Vendors shall provide an enterprise–wide solution and a perpetual license, based on the architecture in the SOW.

5.3 The license shall provide that the Agency has the right to duplicate product disks, tapes and/or cartridges solely for back up purposes.
5.4 The Licensee of products under this contract is the Defense Information Systems Agency (DISA) the products and documentation licensed/purchased under this contract are for the express purpose of supporting DISA’s customers, including the Department of Defense, Defense Agencies, the Military Services, and other Federal Agencies.  Vendor’s license shall specifically provide that DISA has the right to utilize the vendor’s product/licenses in direct support of both its work and that of its federal government customers.

5.5 DISA has the right to transfer product/licenses, entitlements and usage rights, at no additional cost, to any government organization to which DISA may transfer responsibility for the processing of DISA’s production requirements.

5.6 In the event work is transferred among DISA organizations, the Vendor shall permit parallel processing of the software products at both the losing and gaining sites for up to 120 days during workload migration regardless of capacity thresholds and at no additional cost to the government.  

5.7 Vendor shall not charge DISA for receipt of future products in the event the vendor renames the same product or substitutes a product with substantially the same functionality, (i.e., same basic function) as the existing licensed product.

5.8 DISA shall maintain the right to install maintenance releases on machines designated for CONTINUITY OF OPERATIONS (COOP) and/or to utilize LATENT CPU capacity, at no additional cost to the government, for the purposes of testing, disaster recovery, problem resolution, and to ensure there are no operational delays associated with transition of workload from a DISA managed facility to COOP machines.
5.9 Vendor shall provide technical software maintenance to include but not be limited to the following: product upgrades (to ensure the latest version of the product is available to the Government), documentation and technical literature upgrades, and a toll-free, 24x7, manned technical support hotline, with a 4-hour response time.   Vendor maintenance shall include technical support for the current version and the two preceding versions of each software product in DISA inventory. No charge first year, reference Addendum D Schedule.xls

5.10 All vendor technical support personnel shall be manufacturer trained and certified.

5.11 Vendors shall provide pricing for hardware maintenance for up to 5 years. Maintenance will include hardware parts and onsite labor; 7 days per week, 24 hours per day, 365 days per year with a 4-hour response time.  The maintenance will be displayed in an optional CLIN.

5.12 Vendor shall provide pricing for software maintenance support, to include all software upgrades, for up to 5 years. Reference Addendum D Schedule.xls.

5.13 If available, the Vendor shall provide access to internet-based maintenance support systems capable of accepting software error resolution requests and providing software error resolution status, downloads of software patches, fixes, new software versions and releases, software system requirements, and installation and operating instructions for all DISA users.

5.14 As part of its provided maintenance, the Vendor shall guarantee DISA the right to bring all licenses maintained under this contract up to the same release or version level at any point in the contract and at no additional cost to the government.

5.15 Vendor shall establish technical problem escalation procedures for this contract.  The procedures must include, but are not limited to, identification of management level individuals designated as escalation points of contact, the names, telephone and mobile telephone numbers of the points of contact; and a description of the response timeframes applicable when escalation procedures are invoked.

5.16 Vendor shall deliver subsequent upgrades, documentation, patches, enhancements, etc. to the DISA Central Distribution Site (CDS) for receipt and distribution: 

POC:  Ms. Lisa Hoover          DISA Logistics

Building 1 South

Lisa.Hoover@csd.disa.mil     1 Overcash Avenue

Letterkenny Army Depot

Chambersburg, PA  17201

5.17 Vendor shall provide a four (4) hour turn around time for Emergency passwords/keys.

5.18 DISA shall have the right to operate the product on any computing platform that the Agency supports and may transfer the product between facilities.  There will be no additional charge for transferring the vendor products from site-to-site/platform-to-platform. Vendor shall provide DISA the perpetual right to acquire maintenance for the licenses acquired under this contract, unless the product is no longer commercially available.

5.19 Vendor product version releases/fixes shall be subjected to a centralized installation compatibility assurance checkout by DISA on a test domain at a managed facility. Vendor products are loaded in the System Support Office (SSO) Distribution website in a generic installation configuration allowing the technicians to download the software versus installing the software from vendor provided media.  Vendor products loaded in the distribution website are for distribution only and will not be used for production or development.

5.20 The DISA SSO will distribute the initial and subsequent releases of the product(s).

5.21 Vendor shall notify DISA within 30 days of a published product name change by means of an electronic submission with reference to the applicable contract CLINs.

5.22 Vendor shall provide a minimum 12 months notice prior to discontinuance of support for a product.

5.23 Vendor shall ship new general availability software versions/releases to the Agency concurrent with their commercial availability.

5.24 The Vendor solution must have a license structure that can be adjusted for increases or decreases in the user base or data volume.

5.25 Options to purchase additional endpoints and/or copies of the software solution proposed shall be included as separate CLINs in the base year and each option year of the contract.  DISA anticipates an annual growth of 10% over the next five years.

5.26 Any software licenses associated with this contract shall be perpetual and may be used by DISA with or without vendor-provided maintenance. DISA shall have the right to reinstate maintenance for any licenses for which maintenance has not been ordered, upon payment of back maintenance fees.  Vendor agrees no other fees will be charged to reinstate maintenance. 

6.0 DESIRED TECHNICAL CAPABILITIES

This section defines the desired technical capabilities that DISA expects an Asset Data Management solution to satisfy
6.1 The solution provides a centralized database and functional application to support a comprehensive corporate IT Asset Management (ITAM) program.

6.1.1 The solution provides a centralized database of all DISA Computing Services-provided hardware and software asset data to include physical, financial, and contractual attributes, status, parent/child relationships, contact information, and organizational data

6.1.2 The solution provides the capability to process and manage hardware and software asset data throughout life cycle support (from the identification of a requirement for an asset thru eventual retirement/disposal).

6.1.3 The solution provides the capability to interface to automatic discovery tools for servers, communications devices, mainframes, personal computers, peripherals, and storage devices and reconcile data.

6.1.4 The solution includes standard database tables for products, vendors, organizations, locations, and item types.

6.1.5 The solution provides the capability to create additional tables in the repository.

6.1.6 The solution provides the capability to edit and validate data against standard tables.

6.1.7 The solution provides the capability to import and export data to and from commonly used file formats such as Excel spreadsheets and text files.

6.1.8 The solution provides the capability to attach external files.

6.1.9 The solution records user-id and date/time stamp for all transactions made to the database.

6.1.10 The solution provides online, context-sensitive module and field level help to allow the capture of data in a standard and uniform manner.

6.1.11 The solution provides user authentication and password protection with the capability to create role-based protected profiles for user access.

6.1.12 The solution captures all changes to information in the database in real time.

6.1.13 The solution provides input screens that can be tailored to a specific type of asset, e.g., mainframe versus router.

6.1.14 The solution provides the capability to enter formulas for automatic computation/re-computation of contract details based on changes to asset related data.

6.1.15 The solution provides the capability to configure/customize alert thresholds, e.g., contract expirations, approval notifications, etc.

6.1.16 The solution provides the capability to compare asset repository data against internal and external sources.

6.1.17 The solution provides the capability to reconcile data between different systems.

6.1.18 The solution provides an archiving capability that includes all transactions/interfaces to other systems.

6.1.19 The solution provides the capability to restore archived data back to an active state.

6.1.20 The solution is web-enabled for general user access using Internet Explorer v6.0 and higher and Netscape v7.0 and higher.
6.1.21 The solution is LDAP compliant.
6.1.22 The solution is scalable to allow for future growth in terms of number of users and volume of data.  The current asset base is approximately 100,000 with an estimated 10% growth per year.
6.2 The solution provides the capability to interface with other DISA mandatory databases/systems as defined in Section 2.1 ADM Addendum C Statement of Work.

6.2.1 The solution is ODBC compliant.
6.2.2 The solution provides the capability to interface with external systems through APIs, adapters, or third-party integration.

6.2.3 The solution provides the capability to generate one-way data feeds to external systems such as Federal Financial Accounting and Management Information System (FAMIS) as defined in Section 2.1.5 ADM Addendum C Statement of Work.

6.2.4 The solution provides the capability to interface with the Remedy Trouble Management System (TMS) as defined in Section 2.1.4 ADM Addendum C Statement of Work.

6.2.5 The solution provides the capability to incorporate a two-way data feed to Defense Property Accountability System (DPAS) as defined in Section 2.1.7 ADM Addendum C Statement of Work.

6.2.6 The solution provides the capability to generate a live feed to Aperture as defined in Section 2.1.3 ADM Addendum C Statement of Work.
6.2.7 The solution provides the capability to interface with the software distribution system for inventory reconciliation and software license management as defined in Section 5.19. ADM Addendum C Statement of Work.
6.2.8 The solution provides bi-directional interface or third-party integration between the barcode scanner and asset repository to add or update assets, e.g., mass disposal or mass location changes.

6.3 The solution provides the capability to develop, coordinate, process, and manage purchase requests and acquisition processing. 
6.3.1  The solution provides the capability to create, process, and electronically coordinate IT purchase requests, acquisitions, and asset receipts.
6.3.2 The solution provides the capability to create, process, and electronically coordinate non-IT purchase requests, acquisitions, and receipts. (e.g. services, supplies, training, and administration)
6.3.3 The solution provides the capability to link purchase requests with acquisition documentation.

6.3.4 The solution provides the capability to link assets to their governing acquisition and maintenance vehicles such as contract numbers and credit card purchase numbers.
6.3.5 The solution provides the capability to link multiple contract product names to a standard product name.
6.3.6 The solution provides the capability to auto-generate a request identification number when a request is entered.
6.4 The solution provides the capability to process, manage, administer, report, and renew contracts.

6.4.1 The solution provides the capability to track and manage all aspects of contracts and negotiations, including storing critical contract details such as negotiations status, terms and conditions, detailed cost information, and renewal/cancellation dates.
6.4.2 The solution provides the capability to produce/update current and future fiscal year spend plans based on actual and projected contract cost data.

6.4.3 The solution provides the capability to provide alerts based on defined thresholds for software contractual and inventory data.

6.4.4 The solution provides the capability to generate multiple alerts via email for maintenance contract renewals and expirations.

6.5 The solution provides the capability to manage and track configuration changes to the overall asset portfolio and individual hardware and software assets.

6.5.1 The solution provides the capability to develop, coordinate, monitor, manage, record, and maintain a complete history of configuration change requests.

6.5.2 The solution provides the capability to generate transaction history/audit trails for all installations, moves, adds, and changes (IMACs) made to an asset throughout its lifecycle

6.5.3 The solution provides an automated means to track configurations, software release levels of solutions and products, versions, patches, fixes, etc.

6.5.4 The solution provides the capability to compare software contractual and inventory data to track number of licenses, number installed, excess redistribution, and shortages.

6.5.5 The solution provides the ability to assign groups or categorize software and hardware assets. (i.e.  by lines of business,  customer workload, software release level, category, and sub-category)

6.5.6 The solution provides soft and hard metering of software usage and provides alerts based on defined thresholds.
6.6 The solution provides a reporting and inquiry capability to enable users to view, print, and export any data maintained in the database.

6.6.1 The solution provides the capability to generate and save predefined reports from the asset repository.

6.6.2 The solution provides the capability to generate and save reports from the asset repository on an ad hoc basis based on any user-defined data elements.

6.6.3 The solution provides the capability to produce and populate government forms electronically.  Forms shall include, but not be limited to, DISA Form 1/Form 1 Modifications, Military Interdepartmental Purchase Requests (MIPRs)/ MIPR Amendments, and Section 508 Determination Forms.

6.6.4 The solution provides the capability to generate forms with electronic signatures, e.g., DISA Form 1/Form 1 Modifications and Military Interdepartmental Purchase Requests (MIPRs)/MIPR Amendments.

6.7 The solution provides the capability to develop, customize, and incorporate workflows throughout the application to guide functional processing.

6.7.1 The solution provides the capability to generate customizable workflows based on DISA's business rules.

6.7.2 The solution provides the capability to create workflows that include automatic notifications based on changes to values in data fields.

6.7.3 The solution provides the capability to create approval workflows that include electronic signatures and automatic notifications at each approval level.

6.7.4 The solution provides the capability to create data wizards that prompt the user through complex processes.

6.7.5 The solution provides the capability to configure transaction history/audit trails, for example, the history must reflect the action taken by approvers/reviewers.

6.8 The solution provides customizable automatic discovery of hardware and software assets and their associated attributes, and the resultant data must be integrated into the central repository.

6.8.1 The solution provides customizable automatic discovery of server hardware and software assets and associated attributes. Hardware device attributes include, but not be limited to, partitioning, capacity, and number of processors.  Software discovery includes, but not be limited to, software Original Equipment Manufacturer (OEM), product name, and versions.

6.8.2 The solution provides customizable automatic discovery of personal computer hardware and software assets and associated attributes. Hardware device attributes include, but not be limited to, partitioning, capacity, and number of processors.  Software discovery includes, but not be limited to, software Original Equipment Manufacturer (OEM), product name, and versions.

6.8.3 The solution provides customizable automatic discovery of communications devices and their attributes.  Attributes include, but not be limited to, software, patches, number of ports, ports in use, and ports available.

6.8.4 The solution provides customizable automatic discovery of storage devices and shared peripherals and their associated attributes.  Attributes include, but not be limited to, total capacity, capacity used, and capacity available.

6.8.5 The solution provides customizable automatic discovery of mainframe hardware and software assets and associated attributes.  Hardware device attributes include, but not be limited to, partitioning, capacity, and number of processors.  Software discovery shall include, but not be limited to, software Original Equipment Manufacturer (OEM), product name, and versions.

6.9 Other associated requirements

6.9.1 The solution should send event messages to one of the following receiving software product’s standard format: Managed Objects Formula or, Tivoli Enterprise Console

6.9.2 Users should have the ability to connect to the solution GUI interface using standard HTTP over SSL using authentication or communicate with managed servers using HTTP over SSL using current digital certificates for authentication.

6.9.3 The solution should leverage PKI certificate technology to authenticate users.

6.9.4 The solution hardware components should be rack mountable.  Components, which cannot be rack mountable, should be identified and explained

6.9.5 Vendor supplied power cables, communication cables, connecting cables, interconnecting cables, and receptacles should be installed in accordance with the National Electric Code (NFPA 70) and the Standard for Protection of Electronic Computer/Data Processing Equipment (NFPA 75).  All cables should be fire and water-resistant.  Cables approved for installing below raised floor areas are the following types:

•
Type MI – Mineral Insulated Metal Sheathed

•
Type MC or MCC – Metal Clad Cable

•
Type AC – Armored Cable

•
Type DP – Data Processing.

7.0 TASK REQUIREMENTS

7.1 HARDWARE AND HARDWARE DOCUMENTATION DELIVERY

7.1.1 The hardware delivery sites and schedule will be determined upon award.  The Government will provide delivery points of contact and sites at that time.  The vendor shall comply with the delivery schedule within 15 days from the date the delivery sites and points of contact are identified to them by the agency.
7.1.2 Documentation for the hardware will be delivered with the hardware to each site. 

7.2 SOFTWARE AND SOFTWARE DOCUMENTATION DELIVERY

7.2.1 The vendor shall provide documentation for error corrections, updates, revisions, new releases and/or versions and enhancements as follows:

· One (1) copy delivered by electronic submission (e-mail or Internet download).

· Two (2) copies on CD-ROM (Central Distribution Site (CDS) Library and SSO).
· One (1) unbound, reproducible, paper copy per Site upon request. 

7.2.2 Documentation shall be consistent in content and format with the vendor's standard commercial practice.  Each set of documentation shall be boxed and delivered to the CDS.  The CDS will be responsible for the reproduction and physical distribution of the documentation.  Within 14 days of contract award, the vendor will deliver software to the CDS.  The address for software and documentation delivery is:

POC:  Ms. Lisa Hoover          DISA Logistics

717-267-9626                         Building 1 South

Lisa.Hoover@csd.disa.mil     1 Overcash Avenue

Letterkenny Army Depot

Chambersburg, PA  17201
7.2.3 The CDS will distribute software and documentation as follows:  One (1) copy CDS Library  One (1) copy SSO Montgomery

7.3 TRAVEL

7.3.1 The Government will reimburse vendor travel costs associated with Training (CLIN 0009) and Technical Support (CLIN 0007) in accordance with the requirements in Part 31 of the Federal Acquisition Regulation.  Allowable expenses must be approved by the COR/TM prior to payment.
7.3.2 The vendor must identify and obtain approval from the COR/TM prior to incurring any expenses in excess of the limits described in FAR Part 31.
7.4 IMPLEMENTATION STRATEGY

7.4.1 Upon award and after product distribution by the SSO, government representatives will install and configure the product(s) at selected locations in a phased approach.  When necessary, DISA will identify Government personnel with system access with which the vendor can coordinate product installations, implementation, and training.  The vendor shall assist and advise government representatives during installation and implementation; however, vendor personnel will not be permitted to have direct system access.

7.4.2 The government may request vendor technical support to assist our implementation team with activities such as, but not limited to, tool configuration, data conversion, testing, tool customization, report development, and interface development on an as needed basis for the solutions identified in this SOW (centralized asset data repository, auto discovery tools and hardware).  These services will be ordered under a separate Task Order.  Payment for support services will be in accordance with CLIN 0005 pricing.

7.5 ARCHITECTURAL STRATEGY

7.5.1 The vendor shall provide a conceptual recommendation of an architectural environment, to support DISA’s objectives outlined in Section 2.0 (Project Background) and Section 3.0 (Objectives) of Addendum C.

7.5.2 The vendor recommended architectural environment shall identify all solution components including, hardware, software, third-party software and network connectivity to support DISA’s objectives. 

7.5.3 .  The vendor shall identify how the recommended architectural environment supports DISA’s objectives 

7.5.4 The architectural plan shall be presented with graphics and supporting, narrative.

7.6 TRAINING STRATEGY

7.6.1 Vendor shall provide a detailed training plan within 15 days of award.  The training plan shall include: training courses for System Administrators, Security and End-User personnel.  The following items shall be included in course descriptions:

· Type and quantity of training classes required and recommended training approach

· Basic course description and outline

· Length or number of day(s) for each course

· Training methodology for each course

· Identification of all training documentation per course.
7.6.2 Vendor shall provide training for the solution identified in this SOW.  The training shall include but is not limited to the following: Individual instructor-led training for system administrators, security personnel, and end users.  Instructor-led training for a train-the-trainer course.

7.6.3 All vendor site training shall include all materials for student and instructor use at no additional cost to the government.
7.6.4 “Train-the-Trainer” preparation and materials shall include training materials to include printed and electronic documents, handouts, or any other required teaching aids for instructor and students.

7.6.5 DISA Vendor shall provide DISA the ability to purchase additional training documentation on a per student/per set basis. Reference ADM Addendum D CLIN 0006.

7.6.6 The Government will determine the training schedule and sites.

7.6.7 Class sizes should not exceed 15 students 

7.7 UPGRADES

7.7.1 Subsequent upgrades, documentation, patches, enhancements, etc. will be delivered to the DISA SSO CDS for receipt and distribution.  The Vendor shall coordinate the distribution of upgrade releases with the DISA SSO CDS.  The CDS address is:

POC:  Ms. Lisa Hoover          DISA Logistics

717-267-9626                         Building 1 South

Lisa.Hoover@csd.disa.mil     1 Overcash Avenue

Letterkenny Army Depot

Chambersburg, PA  17201
7.7.2 The DISA centralized point of contact for key/password requests is:

DISA - SSO Montgomery 

Attn:  Christen Boyd or Melissa Smith

401 East Moore Drive, Bldg. 847

Maxwell AFB 

Gunter Annex, AL 36114-3001

334-416-6171 / Boydc@mont.disa.mil
334-416-3211 / Smithm@mont.disa.mil
7.8 PROJECT MANAGEMENT
7.8.1 The vendor shall provide a project management POC for the duration of the contract.  The Project Management POC shall define escalation procedures for critical issues. The procedures must include, but are not limited to:

· The identity of management level individuals designated as escalation points of contact.

· The names, telephone and mobile telephone numbers of points of contact

· The response timeframes which will be followed when escalation procedures are invoked.

7.9 SECURITY AND PRIVACY
All technical support personnel, performing services under this contract, must have a minimum IT Sensitivity Level II (IT-II), and must have favorably completed either a National Agency Check (NAC), or an Interim IT-II prior to performing any work under this contract.

7.9.1 DISA retains the right to remove from government facilities and/or to deny access to government facilities, equipment or systems, any contracting personnel, regardless of their prior clearance or adjudication status, whose actions, in the sole judgment of the agency conflict with the interests of the government.  The reason for removal will be documented in writing by the TM/COR and provided to the Contracting Officer (CO).

7.9.2 Vendor agrees to indefinitely preserve as confidential all information related to the business of DISA, its employees and customers that may be obtained as a result of work on this contract.

7.9.3 Vendor shall not disclose or use for its benefit any information, regarding the methods, processes, financial data, apparatuses, statistics, programs, research, or any other information regarding the work of the Agency or its customers without the prior written consent of the Contracting Officer.

7.9.4 To ensure the software is the same as the manufacturers intended source code and has not been exposed to accidental or malicious alterations or destruction, all software shall meet the security requirements in accordance with DISA Instruction 630-230-19 Information Systems Security, July 1996.

7.9.5 The vendors solution will comply with DoD 8500.1 Information Assurance Directive, DISA’s Security Technical Implementation Guides, DoD Trusted Computer System Evaluation Criteria, be protected per the National Security certification at the C2 level and all information assurance enable components meet the National Information Assurance Program (NIAP) requirements.

7.10 EMPLOYEES WITH DISABILITY ACT

7.10.1 Vendor shall commit to ensure their products are or shall become compliant with Section 508 of the Rehabilitation Act of 1973 (29 U.S.C 794d) which requires that Federal agencies acquiring Electronic and Information Technology (EIT) ensure Federal employees with disabilities have access to and use of information and data that is comparable to the access and use of Federal employees who are not individuals with disabilities.

7.10.2 Vendor shall ensure their solution is or shall become compliant with the following 36 CFR Part 1194 accessibility standards.

7.10.3 As per the Section 508 Determination, the following standards apply:

· Electronic and information technology (E&IT) products or services will be delivered under this acquisition.  E&IT has the same meaning as “information technology,” except E&IT also includes any equipment or interconnected system of equipment that is used in the creation, conversion or duplication of data or information.  The term E&IT, includes, but is not limited to, telecommunication products (such as telephones), information kiosks and transaction machines, worldwide websites, multimedia and office equipment (such as copiers and fax machines).

· A Section 508 exception does NOT apply to this acquisition (non-availability of commercial products or services that meet all applicable standards is not considered an exception).

· This acquisition is for a commercial item as defined at FAR 2.101.

· A commercial item fully compliant with Section 508 accessibility standards is available in the commercial marketplace.

· The following Section 508 Accessibility Standards (Technical and Functional Performance Criteria) are applicable to this acquisition.

	__X__
	1194.21 
	Software Applications and Operating

Systems

	__X__
	1194.22 
	Web Based Intranet and Internet

Information and Applications

	__X__
	1194.26 
	Desktop and Portable Computers

	__X__
	1194.31 
	Functional Performance Criteria


ATTACHMENT A – REFERENCE DOCUMENT

The purpose of this appendix is to provide the vendor with the information necessary to obtain the documentation, publications, and guidance that may be needed/required to respond to the SOW.  Current copies of the following documents are stored on the web site listed below.  

Depending on the vendor’s solution some may or may not be required, vendors will be responsible for determination.
DISA DOCUMENTS

http://iase.disa.mil/stigs/index.html

· DISA Instruction 630-230-19, Information Systems Security

· Database Security Technical Implementation Guide

· OS 390 Security Technical Implementation Guide, MVS STIG 

· Network Infrastructure Security Technical Implementation Guide

· Guide to Securing Microsoft Windows NT Networks, C4-001R-00; NSA guides for Securing Windows 2000; and DISA Addendum to Guide to Securing Microsoft Windows NT Networks and NSA Guides to Securing Windows 2000

· UNIX Security Technical Implementation Guide

· Web Services Security Technical Implementation Guide

· DISA Computing Services Security Handbook

· Security Technical Implementation Guide on Enclave Security

· Secure Configuration of Windows XP Professional Security Technical Implementation Guide

· Desktop Applications Security Technical Implementation Guide

The following regulations must be followed if applicable to the solution implementation.

· National Electric Code (NFPA 70)

· Standard for Protection of Electronic Computer/Data Processing Equipment (NFPA 74).

ATTACHMENT B - ACRONYMS AND DEFINITIONS

	Authorized Agents
	An individual, government, or commercial entity DISA has authorized to perform work on its’ behalf.  

	DISA
	Defense Information Systems Agency 

	FTE
	Functional Technical Expert, government personnel with technical expertise in one or more areas.

	CSD
	Computing Services Division

	CSV
	Comma Separated Values - A file extension used for a flat text data file consisting of items of data separated by commas. Each line of data is separated by a carriage return.



	COR/TM
	Contracting Officer Representative/Task Monitor

	FIPS 140-2
	Federal Information Processing Standards for Cryptography

	Licensee
	An individual or entity that is given permission through a license to access or otherwise use digital Information.

	List Price
	The Vendor’s commercial software purchase price.

	Maintenance
	Vendor provided services, products, and technical assistance required to ensure a software product operates in accordance with product specifications. Maintenance includes new software releases, versions, revisions (with best effort for Error detection), corrections of reported Errors, enhancements (to include instructions for implementation and operation for all maintenance levels and product versions), technical support for operational questions, problems or failures, and the right to bring DISA up to the same release and version level.

	NIAP 
	National Information Assurance Program: In accordance with DoD Directive 8500.1, all information assurance (IA) or IA-enabled information technology hardware, firmware, and software components/products must comply with the evaluation and validation requirements of National Security Telecommunications and Information System Security Policy (NSTISSP) Number 11.  Detailed information on these requirements can be obtained from the following website:  (http://www.niap.nist.gov/).

	Option Year
	Contract performance periods occurring after the initial Base Contract Period, which may be exercised at the Government’s discretion.

	Perpetual License
	Legal authority to utilize hardware/software products which never expires and/or without the requirement to purchase additional vendor maintenance.

	Reinstatement of Maintenance
	(1) Maintenance, which is re-activated after suspension by the Government for the vendor’s failure to fix Severity 1 or 2 errors.
(2) Maintenance, which is re-activated after suspension by the Government in one or more option years.

	Release/Version
	Software Error corrections, fixes, updates or modifications to existing software products that are not charged for separately.

	Training methodologies
	Mixture of training approaches such as instructor lead courses, computer based training, online help documentation or similar.  

	Train-the-Trainer
	A course to include all materials and documentation in which a student upon completion can successfully teach other students.  Materials and documentation may include instructor notes, visual aides, and student handbooks

	Vendor
	The company with which the Government/DISA has contracted for products/services to be provided under this contract.

	Warranty
	A written promise rendered by the seller of a product guarantying the product performs as advertised, is free from defects or shall be modified to correct defects at no cost to the customer, or if unable to be modified to correct a defect, may be returned and the purchase cost refunded within a pre-established time period following purchase of the product. Free product maintenance and support is provided during the warranty period.
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