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To:
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From:

Arthur Brunson, Contracting Officer Technical Representative

Subject:
Request for Information #GSV05PD0054– Information Systems Security
The Office of Management and Budget (OMB) and the Department of Homeland Security (DHS), in conjunction with General Services Administration (GSA) Office of Governmentwide Policy seeks information related to government-wide efforts in the area of information systems security.  The objective is to identify opportunities and solutions to strengthen the ability of all agencies to (1) conduct: training, specialized training and knowledge sharing; threat awareness and incident response capability; program management; security lifecycle; selection, evaluation, and implementation of security products; and (2) defend against threats, correct vulnerabilities, manage resulting risks (including those specific to a single agency or shared among other agencies) and reduce cost.  

This is a Request For Information (RFI) issued solely for information and planning purposes. It does not constitute a Request For Proposal (RFP). The information systems security Task Force intends to assess the capabilities and determine potential improvements in the government’s security program. This may lead to the issuance of one or more RFP’s at a later date. Responses to this RFI will not affect a potential offeror's ability to respond to any RFP that might follow. Please ensure that any sensitive or protected information is marked as such and the government will ensure this information is not released.

Offerors’ are invited to attend the Information Systems Security (ISS) Line of Business, Enterprise Cyber Security Practitioners Day for Government & Industry on April 18, 2004 starting at 1:00pm.  Press is invited to this event.  RSVP, with attendee names, by April 14, 2004 to itslob@gsa.gov.  Location and direction information will be forwarded to you with attendance confirmation.   

Please provide one electronic copy of your response to ITSLOB@gsa.gov no later than 5 pm on May 5, 2005.  Your e-mail should be clearly marked with reference to RFI-#GSV05PD0054 and include the primary point of contact in your organization. Technical and procedural questions should be referred to Arthur Brunson, COTR at itslob@gsa.gov. 

THIS IS A REQUEST FOR INFORMATION ONLY.  NO PURCHASE WILL RESULT FROM THIS ACTION.
INSTRUCTIONS TO PROSPECTIVE OFFERORS

Offerors’ responses to the RFI must be submitted to GSA by 5:00 p.m. EDT, May 5th, 2005.   E-mail soft-copy and mail one-hard copy of all response files to: 

Arthur T. Brunson

Contracting Officer Technical Representative

Office of Governmentwide Policy

Office of Electronic Government Strategy Division

General Services Administration

1800 F Street, NW Room 2015

Washington, DC 20405

Ph: (202) 501-1126 Fax: (202) 501-6455

itslob@gsa.gov 

Questions regarding any aspect of this RFI should be emailed to itslob@gsa.gov. Questions and/or responses may be posted on the ISSLOB Information RFI Portal, http://itslob.gsa.gov, at the government’s discretion. As a reminder, offerors’ are invited to attend the ISS Line of Business, Enterprise Cyber Security Practitioners Day for Government & Industry on April 18, 2004 starting at 1:00pm.  Press is invited to this event.  RSVP, with attendee names, by April 14, 2004 to itslob@gsa.gov.  Location and direction information will be forwarded to you with attendance confirmation.   

RFI responses must conform to the below format and provide the following information:

I. Cover Letter

The cover letter must include the following information:
· Company name

· Company point of contact and telephone number

· Date submitted

· Applicable company GSA FSS Information Technology or Financial Systems schedule number, if applicable.
II. RFI Questionnaire Response

Respond in the provided Question/Answer format for each question in the RFI Questionnaire section.  The Government recognizes that many potential offerors will only have information pertaining to a portion of this LoB's goals or SOO but that this limited, “best of breed”, information could still be of high quality and significant value to the ultimate common solution(s) for the ISSLoB. Therefore, while the government seeks to define a common solution(s) that addresses the entire LoB, it does not discourage partial responses. If you choose not to respond to a question, indicate “no response” and identify the rationale.  No more than 30 total single-sided pages with print no smaller than 12 point is suggested; however, text included in graphics, tables, and figures can be smaller than 10 point. The submissions must be in sufficient detail and clarity to provide the information needed to assess your solution approach.  Marketing material and reference material may be placed in appendices. Responses must be submitted in Microsoft Word 2000 or later.  
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PART I: BACKGROUND INFORMATION

1 Overview

The General Services Administration (GSA) Office of Government-wide Policy, in conjunction with the Office of Management and Budget (OMB) and the Department of Homeland Security (DHS), seeks information related to improving the government-wide information systems security program.  The objective is to identify opportunities and solutions to strengthen the ability of all agencies to identify and defend against threats, correct vulnerabilities, manage resulting risks (including those specific to a single agency or shared among other agencies) and reduce cost.

This is a Request For Information (RFI) issued solely for information and planning purposes. It does not constitute a Request For Proposal (RFP). The information systems security Task Force intends to assess the responses to inform its decision-making. Responses to this RFI will not affect a potential offeror's ability to respond to any RFP that might follow. Please ensure that any sensitive or protected information is marked as such and the government will ensure this information is not released externally. However, the overarching objective for this RFI is information gathering and not development of possible government acquisition of products or services.  

2 Purpose

The purpose of this RFI is to provide industry, government (federal, state & local, and tribal), and non-profit organizations with a vehicle to describe solutions and implementation approaches for achieving the Government’s information systems security goals through the development of a common solution(s) integrated with the Federal Enterprise Architecture. This will enable the Government to incorporate strategies, alternatives, and experiences — which represent innovative practices in developing and implementing common solutions. The ultimate goal is to improve the Government’s ability to protect federal agencies’ assets and infrastructure from and respond to cyber attacks efficiently and effectively. This requirement builds upon the existing E‑Government framework and facilitates a federal enterprise-wide effort. 

Responses to this RFI should be from the perspective of being a security practitioner at the enterprise level.  The government does not need at this time, information marketing a firm’s security products for use in a common solution.  The RFI is to: 

· Solicit information from industry, government, and non-profit organizations on strategies, alternatives, and experiences in developing and implementing information systems security programs and innovative practices that have been effective in providing information systems security including continuity of operations;

· Solicit lessons learned from Fortune 500 companies that have overcome similar challenges faced by the Government in this security space (e.g., large geographically dispersed work force, decentralization, multi-platform environments, legacy systems, and limited resources); and

· As necessary and appropriate, consolidated business cases will then be developed to implement any common solutions, inform agencies’ FY 2007 budget requests, and OMB’s decisions.
3 Scope

The RFI is soliciting information supporting improvements in the federal government-wide information systems security program. The Managing Partners for this initiative are the:

· Department of Homeland Security (DHS)

· National Security Agency (NSA)

· Office of Management and Budget (OMB)

· General Services Administration (GSA)

The Information Systems Security Task Force comprises:

· Executive Sponsor;

· Managing Partners;

· Participating federal agency partners, as well as,

· Federal experts in the areas of information security, management, Enterprise Architecture, and “general purpose” information technology analysis.

The following high-level milestones provide the context of this RFI activity: 

· RFI released: 4/4/05

· Enterprise Cyber Security Practitioners Day:  4/18/05

· RFI responses received: 5/5/05

· Final Common Solution, Concept of Operations and integrated Federal Enterprise Architecture: 6/3/05

· Task force recommendations to OMB finalized: 9/1/05

4 Background

OMB and the established Task Force are focused on a business-driven, common solution integrated with the Federal Enterprise Architecture. The definitions of these key characteristics include:

· Common Solution – Service solutions needed to achieve the Statement of Objectives (SOO) through a target architecture that includes common business processes and system solutions

· Concept of Operations – How the information systems security program will be organized, governed, and measured to achieve the SOO

· Federal Enterprise Architecture – Common solutions enhancing the Government’s information systems program will be integrated within layers of the Federal Enterprise Architecture (ref http://www.whitehouse.gov/omb/egov/a-1-fea.html )

· Business Driven vs. Technology Driven – Solutions address distinct business improvements that directly impact information systems security program performance goals

5 Vision 

The Federal Government’s information systems security program enables agencies’ mission objectives through a comprehensive and consistently implemented set of risk-based, cost-effective controls and measures that adequately protect information contained in Federal Government information systems.
PART II: STATEMENT OF OBJECTIVES (SOO)

1 Information Systems Security Management Goals

· Identify problems and propose solutions to strengthen the ability of all agencies to manage information security risks

· Improved, consistent, and measurable information security processes and controls across government

· Achieve savings or cost-avoidance through reduced duplication and economies of scale

2 Objectives for Information Systems Security Management

Identify opportunities and solutions to strengthen the ability of all agencies to identify and defend against threats, correct vulnerabilities, and manage risks (including those specific to a single agency or shared among agencies).  Solutions and approaches should lead to the achievement of these end results:

· Improve and promote more consistent security management processes and controls across government through adaptation of proven practices

· Achieve efficiencies and effectiveness through standardization and sharing of capabilities, skills, and processes across government, where appropriate

· Promote seamless, secure information sharing to improve operational timeliness between Federal Agencies

· Achieve savings or cost avoidance through reduced duplication and economies of scale for common hardware, software and shared services

3 Activities Under Information Systems Security Program

The Task Force has identified five (5) security activity areas it believes are important for managing a government-wide information systems security program.  We understand that RFI respondents may identify additional areas they believe are critical to effective management of a government-wide information systems security program.  Therefore, section 3.6 has been created for respondents to provide feedback regarding any additional areas identified.

· Program Management — Ensures that there are repeatable and measurable processes in place for managing information systems security within an organization.  Program Management includes policy development, privacy protection, budget development, oversight, performance measurement, reporting, and program integration (architecture).  Policy development and coordination ensures that information systems security policies and processes reflect organizational needs.  Budget development and coordination involves making the business case for security by analyzing the costs and benefits of various security enhancements and planning the resource requirements for implementing security. Program Management provides oversight of information systems security by establishing performance measures that support sound risk-based management decisions.  These performance measures can be accurately evaluated and reported to management and oversight organizations and support sound risk-based decisions by management.  Include tool sets that enable effective implementation of program management. For government, reporting includes the preparation of reports to OMB, Congressional offices, Inspector General, and others to fulfill FISMA requirements and NIST guidance. This can include, but is not limited to, application security plans, system security plans, and review of security controls, reviews of application controls, plans of actions and milestones, and reports on deficiencies. Program integration and architecture includes aligning the information systems security program elements with the enterprise architecture. 

· Security Considerations in the Information Systems Lifecycle — Security is an integral part of the entire system lifecycle from initial concept through disposal.  Security Considerations in the Information Systems Lifecycle ensure that the security elements within a system are standardized and consistent among agencies, where appropriate.  This includes initiation (security categorization and preliminary risk assessment); acquisition/development (risk assessment, security functional requirements analysis, security assurance requirements analysis, cost considerations and reporting, security planning, security control development, developmental security test and evaluation, and security planning); implementation phase (inspection and acceptance, systems integration, security certification, and security accreditation); operations/maintenance (configuration management and controls, and continuous monitoring); and disposal (information preservation, media sanitization, hardware and software disposal).  

· Situational Awareness and Incident Response Capability — Situational Awareness ensures an operational view of system resources to include installed hardware, software and the revision status of both as related to the authorized baseline.  This should include the ability to provide network/system discovery and reporting, as well as intrusion and/or anomaly detection.  Other capabilities could include operational management, vulnerability assessment, configuration and patch management and other monitoring and analysis tools/capabilities that assist in providing a comprehensive picture of the current system security status.  Incident Response Capability includes capabilities and processes to identify, detect, evaluate, report, and respond to anomalous behaviors in a target system or systems.  Ideally, it would assist users, system staff and organizational management when a security incident occurs, to share information concerning common vulnerabilities, threats, and mitigation strategies, and direct or coordinate corrective response.

· Training, Specialized Training and Knowledge Sharing — Ensures all individuals (government employees, contractors, and external users of government systems) are appropriately trained to fulfill the security responsibilities appropriate for their role.  This includes user training to assure that individuals understand information systems security concepts and rules of the system; annual security awareness training for all users; and specialized training for people with specific security responsibilities, e.g., developers, system/network administrators, information security professionals, and executives.  The training should assure that individuals understand information security systems concepts, are versed in the rules of the system, and inform them of the availability of additional resources.  Training leading to specific security-related certificate programs should also be considered.  Also, ensure knowledge sharing through agency hosting or participation in IT security conferences, meetings, and councils to discuss use of new security technology, important security issues, and innovative security practices. 

· Selection, Evaluation, and Implementation of Security Solutions – Ensures consistent and cost-effective practices are used for the selection, evaluation, testing and acquisition of security products and services.  Establishes a framework to effectively achieve these objectives.

PART III: RFI QUESTIONNAIRE 

Instructions for Responding to the RFI Questionnaire (Part III)

The purpose of this RFI it to gather information regarding innovative strategies and practices for information systems security solutions and implementation approaches.  The RFI Questionnaire is divided into three sections.  All respondents should provide answers to Section 1.  Respondents may provide answers to some or all of the questions in either or both of Sections 2 and 3, depending on areas of relevant expertise and knowledge. 

RFI Questionnaire Section 1:  Respondent Information

This section of the RFI Questionnaire includes a table for submitting information about your organization.

RFI Questionnaire Section 2:  Solution & Approach for Overall Information Systems Security Program

The questions in this section of the RFI Questionnaire pertain to the overall strategy for an enterprise-wide information systems security program, not to specific security products or services.  The Government requests information about structuring, governing and evaluating an information systems security program for large complex, distributed enterprises.  The information gathered in this section will help the Government determine how to model and manage a federal-wide information systems security program that achieves the stated goals and objectives (see Part II: Statement of Objectives).

RFI Questionnaire Section 3: Common Solutions & Approaches for Specific Security Activities:  

This Section has additional questions specific to each activity which we ask for your response.  The questions in this section of the RFI Questionnaire pertain to practices and common solutions related to the following security activities:

1. Program Management

2. Security Considerations in the Information Systems Lifecycle

3. Situational Awareness and Incident Response Capability

4. Training, Specialized Training and Knowledge Sharing

5. Selection, Evaluation and Implementation of Security Solutions

6. Other Security Activity Area not previously identified (If there are important security solutions that do not fall within the activity areas we have identified, address those in your response.)

The Government requests information about cost-effective, risk management-based practices and common solutions that will increase the efficiency or effectiveness of a government-wide information systems security program.  The information gathered in this section will help the Government define a methodology for establishing a suite of innovative practices and common solutions that will best support the Government’s information systems security objectives. 

RFI Questionnaire Section 1: Respondent Information

Fill in the table below with information about your organization.  

	Organization Name:
	

	Type of organization (e.g. federal agency, non-profit, state, private):
	

	Industry:
	

	Mission of Organization and Industry:
	

	Total Operating Budget (ROM in $millions):
	

	Total IT Budget ($ or percentage of operating budget):
	

	Total Information Security Budget (percentage of IT budget):
	

	Describe the size of your organization (e.g., number of employees):
	

	Number of divisions or sub-organizations and the number of  geographic locations:
	

	Describe your capital planning and investment control processes and implementation procedures (include information systems security considerations):
	

	Explain how security fits in to your high level organizational chart (include graphics if possible):
	

	Describe your organization’s Enterprise Architecture (EA) strategy as it relates to your information systems security program:
	

	Describe your organization’s technical infrastructure:
	

	Identify statutes/regulations that impact your industry (e.g., Sarbanes-Oxley, HIPAA) and explain how you achieve compliance:
	


1 RFI Questionnaire Section 2: Solution & Approach for Overall Information Systems Security Program

Provide answers to the below questions from the perspective of an overall solution and approach for implementing an information systems security program in a large, complex, geographically dispersed organization.  Be sure to include innovative practices, applicability of these practices to Government and any relevant past experience.

1. Describe your solution/approach to information systems security: what you did, how you did it, how long it took, and how often you refresh/revisit your solution.  What were the major risk factors with your solution(s) and how did you address them?

2. Describe your future position/objectives for an information systems security program.  What do you see are the major issues that you will encounter?  What are some near term and some long-term considerations?  What are your top 3-5 priorities within an information systems security program?  What are the significant risks you see with your future security position?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

8. How are complex enterprises (private and/or public sectors) addressing enterprise-wide information systems security management in terms of: scope/objectives, governance/organization/funding, and common processes/solutions?
2 RFI Questionnaire Section 3: Common Solutions & Approaches for Specific Information Systems Security Activities

Several specific common solutions and approaches may be submitted for any or all of the following activities.  Include current initiatives underway at your organization, i.e., what you are doing now in the specific area of information systems security, as well as solutions and approaches you may have created and implemented for others. 

2.1 Program Management

Ensures there are repeatable and measurable processes in place for managing information systems security within an organization.  Program Management includes policy development, privacy protection, budget development, oversight, performance measurement, reporting, and program integration (architecture).  Policy development and coordination ensures that information systems security policies and processes reflect organizational needs.  Budget development and coordination involves making the business case for security by analyzing the costs and benefits of various security enhancements and planning the resource requirements for implementing security. Program Management provides oversight of information systems security by establishing performance measures that support sound risk-based management decisions.  These performance measures can be accurately evaluated and reported to management and oversight organizations and support sound risk-based decisions by management.  Include tool sets that enable effective implementation of program management. For government, reporting includes the preparation of reports to OMB, Congressional offices, Inspector General, and others to fulfill FISMA requirements and NIST guidance. This can include, but is not limited to, application security plans, system security plans, and review of security controls, reviews of application controls, plans of actions and milestones, and reports on deficiencies. Program integration and architecture includes aligning the information systems security program elements with the enterprise architecture.

1. Describe your solution/approach for this area:  What you did, how you did it, how long it took, and how often you refresh/revisit your solution?  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

Additional activity-specific questions:

8. How are information systems security policies developed, reviewed, and implemented within your enterprise in a timely manner?  Provide examples of how general policies can be tailored to specific disparate organizational units within a large enterprise.  What elements drive (or change) your security policies, e.g., technology, funding, statute?  
9. How do you measure the cost of your management methodology?  How do you recover information systems security costs, e.g., charge-back, incorporated into overhead, others?  
10. How does this proposed solution lend itself to better prepare for, participate in and respond to audits and also mitigate audit findings?
11. How can security be built into the capital planning and investment control process?

12. How do you use performance metrics to make and influence business and security decisions?  What tools and processes have you found most efficient and effective within your enterprise? 

13. How are information security positions integrated throughout the enterprise, to include duties and positions of CSO (Chief Security Officer), /CISO (Chief Information Security Officer) and /CPO (Chief Privacy Officer)?

14. How do you integrate privacy considerations within your business processes and systems development activities?
15. How do you integrate the full array of contingency planning activities (e.g., business continuity planning, disaster recovery, continuity of operations) across your enterprise?  How do you break out these activities and what tools do you use for implementation and testing?

16. How are risk management decisions made and at what level?  How is risk management integrated throughout business management and system development lifecycle?  How do you build accountability into risk decisions?  
2.2 Security Considerations in the Information Systems Lifecycle

Security is an integral part of the entire system lifecycle from initial concept through disposal.  Security Considerations in the Information Systems Lifecycle ensure that the security elements within a system are standardized and consistent among agencies, where appropriate.  This includes initiation (security categorization and preliminary risk assessment); acquisition/development (risk assessment, security functional requirements analysis, security assurance requirements analysis, cost considerations and reporting, security planning, security control development, developmental security test and evaluation, and security planning); implementation phase (inspection and acceptance, systems integration, security certification, and security accreditation); operations/maintenance (configuration management and controls, and continuous monitoring); and disposal (information preservation, media sanitization, hardware and software disposal). 

1. Describe your solution/approach for this area:  what you did, how you did it, how long it took, and how often you refresh/revisit your solution.  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

Additional activity-specific questions:

8. How does regulation impact your use of standards? Are they de facto and de jure standards?
9. How do you manage configuration on key and external facing information systems assets?  What automated tools do you use as part of your information systems security lifecycle?

10. How do you assess risks of new technology and how do you make management aware of potential risks of new technology?
11. What automated tools do you use as part of your information security lifecycle?
12. How do you segregate systems based on sensitivity/criticality/functionality?  How do you scale your approach to implementing security requirements based on system criticality?

What are the linkages between your security elements of the information systems lifecycle and your acquisition strategy?
13.  What inspection/enforcement/correction actions are used in your organization?  How frequently are audits of security practices held and how are they accomplished?

14. What tools or methodologies do you use for testing or evaluating the security of applications (e.g., code review, role based integrity) for both in-house developed and off-the-shelf applications?
2.3 Situational Awareness and Incident Response Capability

Situational Awareness ensures an operational view of system resources to include installed hardware, software and the revision status of both as related to the authorized baseline.  This should include the ability to provide network/system discovery and reporting, as well as intrusion and/or anomaly detection.  Other capabilities could include operational management, vulnerability assessment, configuration and patch management and other monitoring and analysis tools/capabilities that assist in providing a comprehensive picture of the current system security status.  Incident Response Capability includes capabilities and processes to identify, detect, evaluate, report, and respond to anomalous behaviors in a target system or systems.  Ideally, it would assist users, system staff and organizational management when a security incident occurs, to share information concerning common vulnerabilities, threats, and mitigation strategies, and direct or coordinate corrective response.

1. Describe your solution/approach for this area:  what you did, how you did it, how long it took, and how often you refresh/revisit your solution.  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

Additional activity-specific questions:

8. What is the effectiveness of open source vs. proprietary security technology and how do you decide which to use?

9. How are forensics handled?  What are your investigative and forensic capabilities?

10. How do you calculate damages/business loss on an incident basis?

11. What contingency planning activities are most successful in expediting response capabilities?
12. How do you define what constitutes a security incident and what are your triggers?

13. How do you determine which vulnerabilities are most critical to mitigate?
14. How do you assess threats of new technology and how do you inform management of potential risks of new technology prior to implementation?

15. What process do you recommend for users/administrators to report incidents without retribution?
2.4 Training, Specialized Training and Knowledge Sharing

Ensures all individuals (government employees, contractors, and external users of government systems) are appropriately trained to fulfill the security responsibilities appropriate for their role.  This includes user training to assure that individuals understand information systems security concepts and rules of the system; annual security awareness training for all users; and specialized training for people with specific security responsibilities, e.g., developers, system/network administrators, information security professionals, and executives.  The training should assure that individuals understand information systems security concepts, are versed in the rules of the system, and inform them of the availability of additional resources.  Training leading to specific security related certificate programs should also be considered.  Also, ensure knowledge sharing through agency hosting or participation in IT security conferences, meetings, and councils to discuss use of new security technology, important security issues, and innovative security practices. 

1. Describe your solution/approach for this area:  what you did, how you did it, how long it took, and how often you refresh/revisit your solution.  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

Additional activity-specific questions:

8. What are your training gaps?  How do you monitor and ensure compliance with information security training?
9. How does the organization of your program as described in question 3 above impact evaluation, selection, and purchase of training products and services?  Within this construct, what are your target groups for training, e.g., general users, system/network administrators, developers, information security professionals, managers and executives, and how do you determine training requirements for each group? 
10. How do you identify desirable professional certifications and how are personnel rewarded for obtaining and maintaining them?

11. How does your organization continuously align core competencies for information security training with employees' (including contractors') responsibilities?  How do you align your training programs to drivers such as statute, policy, or other factors?

12. What types of delivery methods are most effective for your organization and why?  Include information regarding on-the-job training, mentoring, Internet based, classroom, video, conferences, and meetings.  Identify the top 2 or 3 most effective information security training tools/methods for your organization and provide your rationale.

2.5 Selection, Evaluation, and Implementation of Security Solutions

Ensures consistent and cost-effective practices are used for the selection, evaluation, testing and acquisition of security products and services.  Establishes a framework to effectively achieve these objectives. 

1. Describe your solution/approach for this area:  What you did, how you did it, how long it took, and how often you refresh/revisit your solution?  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.

Additional activity-specific questions:

8. How do you ensure common security contract language for common security requirements? How do you ensure that the contract language fully meets regulatory and statutory requirements (e.g., GLBA, HIPAA, FISMA, FAR)?
9. How do you ensure that the equities of all stakeholders are considered when selecting information systems security products/services?  
10. What are the constraints that limit the products/services you can operationally deploy (e.g., lack of expertise, policy, different lines of authority in your organization, and business priorities)?
11. How do business needs drive technology decisions?  Does acquisition strategy provide for product and service standardization?
12. How do you use key information sources (e.g., industry groups, industry analysts, and/or academia) in selecting and evaluating security products and services?
13. How do you ensure compliance with your enterprise architecture?

14. How do you determine rigor for testing products/services in depth?

15. What types of products/services have not lived up to your expectations for enterprise wide application, and what went wrong?
2.6 Other Security Activity Area

Provide a detailed description of other security activity area(s) that you believe are critical to the implementation of a government-wide information systems security program.  Provide answers to the following set of questions for each of the additional security activity areas described.

1. Describe your solution/approach for this area:  what you did, how you did it, how long it took, and how often you refresh/revisit your solution?  What were the major risk factors with your solution and how did you address them?

2. Describe your future position / objectives for this area.  What do you see are the major issues that you will encounter?  What are some near term and some long term considerations?  What are your top 3-5 priorities within this security area?  What are the significant risks you see with your future in this area?

3. What is the balance between:  services vs. products, building/modifying vs. buying, internally operated vs. outsourced, centralized vs. distributed?  What were the drivers for those decisions?  What were the risk factors considered for each of these that influenced your decision?

4. What were the costs (services, products, and people) of implementing?  Of ongoing operations?  (Provide information in the following table for Rough Order of Magnitude estimates).  If appropriate, express costs in term of percentage of overall IT budget.  What were the business risk factors influencing the cost decisions? 

Rough Order of Magnitude (ROM) Estimate

	Range
	Initial Implementation 
(includes planning and acquisition and other initial costs)
	Annual Operations & Maintenance (includes costs for licenses, support, etc.)

	<$1m
	
	

	$1m to $5m
	
	

	$5m to $10m
	
	

	$10m to $20m
	
	

	> $20m
	
	


5. What were the cost savings and business/security benefits you achieved?  Where did you achieve the most / least cost savings (people, services, products, etc.)?  Where did you see the most/least benefits?

6. What measures do you use to evaluate the effectiveness of your approach (costs and benefits)?  How do you track and manage the critical risks around your approach?

7. What worked / didn’t work?  List your top 3-5 lessons learned that the Government should keep in mind.
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