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Preface 
This document addresses planning, developing and implementing a Configuration Management Program for the Office of the Comptroller of the Currency (OCC), Office of Information Technology Services (ITS).  This ITS Enterprise Configuration Management (CM) Plan describes the CM activities required for identifying and controlling all configuration items developed and maintained by the ITS.  This CM plan is written in accordance with Institute of Electrical and Electronics Engineers (IEEE) Standard for Configuration  Management Plans, IEEE Std 828-1998 and contain the “best practices” established by CMU/SEI-CMMI.  The intended audience for this document is the CM Program Manager, CM Managers, Project Managers, Operations and Maintenance Team Leads, and other CM Program personnel.
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1 INTRODUCTION

Configuration Management (CM) is the practice of managing changes to systems, documentation, software and the technical infrastructure throughout the system development life cycle.  CM is the key to managing and controlling changes to the highly complex systems currently in use at the Office of the Comptroller and Currency (OCC).  In addition, having a standard CM tool(s) and a standard methodology for using the tool(s) greatly enhances the ability to manage the configuration.  CM tools have developed from simple version-control systems targeted at individual developers into systems capable of managing large-scale operations at multiple sites around the world. 
This ITS Enterprise CM Plan provides guidance in the execution of CM best practices for current and future development and maintenance efforts.

1.1 Purpose

This document describes the CM activities defined in the OCC CM Policy.  These required CM activities are administrated by designated ITS Enterprise CM Program personnel, development teams and maintenance teams.  This ITS Enterprise CM Plan outlines the procedures followed, methods used and the approaches required to manage these activities.  It provides the basic guidelines for how version control and change control will be accomplished for the ITS Enterprise.  This document is for the primary use by CM personnel, project managers, and Operations and Maintenance (O&M) team leads.
1.2 Scope

This ITS Enterprise CM Plan is applicable to all ITS applications in development and maintenance.  CM is a discipline that supports development and maintenance by:

· Identifying proposed or actual Configuration Items (CI).
· Systematically recording changes to CIs throughout the System Development Lifecycle (SDLC).

· Providing tools for controlling changes.

· Performing audits and generating operating and maintenance reports.

The primary objectives of this document are: 

· To provide reliable and consistent procedures for configuration management of systems that is comprised of subsystems, equipment, System Software Configuration Items (SWCI), Hardware Configuration Items (HWCI), Information Security Configuration Items (ISCI), and Application Software Configuration Items (CSCI).  
· To establish a change status reporting method for monitoring and communicating status of CIs.

· To provide a reference for the common CM terminology for configuration management.
· To provide evidence that control exists over all phases of the design, development, production, installation, and support of a product. 

· To establish a standard disciplined methodology for controlling configuration during systems development and maintenance. 

· To provide enterprise-wide visibility of change control management.
During the application development phase of a project, place all application software as well as project documentation generated in the SDLC process under CM control.  Also during the maintenance phase, place changes to the application in production and the associated documentation under CM control.
1.3 References

The CM Plan draws from and aligns with the policies, procedures, processes, and standards identified in the following documents:

· Office of the Comptroller of the Currency (OCC) Information Technology (IT) System Development Life Cycle (SDLC),  draft version 3.0

· ITS Enterprise CM Policy, June 2006

· ITS Configuration Program CM Procedures, July 2006
· IEEE Guide of the Software Engineering Body of Knowledge (SWEBOK) Version 2004

· Institute of Electrical and Electronics Engineers (IEEE) Standard for Configuration  Management Plans, IEEE Std 828-1998

· Institute of Electrical and Electronics Engineers (IEEE) Guide to Software Configuration  Management, IEEE Std 1024-1998

· Software Engineering Institute (SEI), CMMISM for Systems Engineering, Software Engineering, and Integrated Product and Process Development (CMMI-SE/SW/IPPD, V1.1)
· The OCC Information Security Program: Policies, Standards and Required Controls, March 2007, Chapter 5 “Configuration Management”

· Federal Information Processing Standards (FIPS) 200, “Minimum Security Requirements for Federal Information and Information Systems”, March 9,2006

· National Institute of Standards and Technology (NIST) Special Publication 800-53, “Information Security”, February, 2005

1.4 Acronyms
Table 1 lists the acronyms used throughout the Enterprise CM Plan.
Table 1.  Acronyms

	Acronym
	Description

	ARS
	Action Request System

	CCB
	Configuration Control Board

	CCG
	Configuration Control Group

	CI
	Configuration Item

	CIO
	Chief Information Officer

	CM
	Configuration Management

	CMMI
	Capability Maturity Model – Integrated

	CO
	Contracting Officer

	COTS
	Commercial Off-the-Shelf

	CR
	Change Request

	CS
	Client Server

	CSA
	Configuration Status Accounting

	CSCI
	Application Software Configuration Item

	CTO
	Chief Technical Officer

	DB
	Database

	DBA
	Database Administrator

	DCI
	Document Configuration Items

	DDL
	Dynamic Data Library

	DEV
	Development

	DIA
	Detailed Impact Analysis

	DRR
	Deployment Readiness Review

	EA
	Enterprise Architecture

	ECCB
	Enterprise Configuration Control Board

	EWIN
	Enterprise Wide Information Management project 

	HWCI
	Hardware Configuration Item

	ID
	Identification

	IEEE
	Institute of Electrical and Electronics Engineers

	IIA
	Initial Impact Assessment

	ISCI
	Information Security Configuration Item

	IT
	Information Technology

	ITS
	Office of Information Technology Services

	ITSS
	Information Technology Support Services

	JAD
	Joint Application Development

	LAN
	Local Area Network

	LB
	Large Banks

	LIS
	Licensing Information System

	O&M
	Operations and Maintenance

	OCC
	Office of the Comptroller of the Currency

	PC
	Personal Computer

	PM
	Project Manager

	PR
	Problem Report

	PVCS
	Polytron Version Control System

	QA
	Quality Assurance

	SA
	Stand-Alone

	SCCB
	Software Configuration Control Board

	SCM
	Software Configuration Management

	SDLC
	Systems Development Lifecycle

	SE/SW/IPPD
	Systems Engineering, Software Engineering, and Integrated Product and Process Development

	SEI
	Software Engineering Institute

	SMS
	System Management Server

	SOW
	Statement of Work

	SQL
	Structured Query Language

	Std
	Standard

	SWCI
	System Software Configuration Item

	SWEBOK
	Guide of the Software Engineering Body of Knowledge

	TCCB
	Technical Infrastructure Configuration Control Board

	TI
	Technical Infrastructure

	TRM
	Technical Reference Model

	TRR
	Test Readiness Review


1.5 Definitions

CM is a discipline that establishes and maintains the integrity of a system.  The CM discipline consists of a series of activities that manage products, systems, and documentation.  These CM activities ensure proper identification of CIs; control the changes to those items; and report the status of the CIs.
Defined below are the ten CM interdependent activities: 

· CM Management and Planning – CM Management and Planning is the preparation of the CM Plan that determines overall change management strategy, work plan, and deliverables.  Installation of and access to the CM tools is provided to CM personnel.
· Configuration Identification - Configuration Identification is a discipline for identifying the configuration of an item, and documenting its functional and physical characteristics. 

· Configuration Control - Configuration Control is the exercising of established procedures to classify, approve or disapprove, release, implement and confirm changes to agreed specifications and baselines.
· Configuration Status Accounting - Configuration Status Accounting is the recording and reporting of data concerning configuration identification, approval status of proposed changes, and implementation status of approved changes during all phases of the project. 

· Configuration Audit – Configuration Audit is a function involving conducting an audit to verify that a CI conforms to a specified standard or requirement.
· Release Management - The release management process ensures the successful deployment documentation of all changes into the production IT environment in the least disruptive manner.
· Baseline – A set of specific specifications or work products that are formally reviewed and agreed upon, and which serves thereafter as a basis for further development and can only be changed only through the change control process. 
· Configuration Baseline – The configuration information formally designated at a specific time during a product’s or product component’s life.
· Configuration Information – This is defined as the Configuration baselines and the approved changes to those baselines.

· Security Control Baseline - The minimum set of security controls recommended for an information system based on the system’s security category. 

2 ITS Enterprise CM Program Organization
The organization chart (Figure 1) depicts the ITS Enterprise CM Program Office (ECMPO) structure.  While the Enterprise CM Manager has overall responsibility for the CM activities, in accordance with the CM policy, each participating area plays a key role in developing, maintaining and documenting systems, applications and other artifacts throughout the SDLC.  It is the responsibility of the entire ITS Enterprise to produce, control, and maintain quality products.
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Figure 1. CM Organization

2.1 ECMPO Roles and Responsibilities

Table 2 lists the ECMPO Roles and Responsibilities.  One full-time CM Program Manager is required to fulfill these responsibilities.  To support the CM Program Office, Sections 2.1.1 through 2.1.5 detail the roles, responsibilities and required CM personnel to support the CM Program.  A summary of the number and types of CM personnel required to support the ECMPO are:

· 1 CM Program Manager

· 3 Full Time CM Managers

· 11 Full Time CM Specialists

· 1 Full Time CM Tool Administrator

· 1 Full Time Web Developer

Table 2.  ECMPO Roles & Responsibilities

	Role
	Responsibilities
	FTE

	CTO
	· Establishes CM Policy 

· Approves the Enterprise CM Plan
	Note: Not part of the CM Program Office

	ECMPO  Manager
	Develops and maintains the Enterprise CM Plan 
	1

	
	Plans, budgets for and executes CM activities in accordance with Enterprise plans and policies 
	

	
	Performs CM Oversight activities. 
	

	
	Provides CM advice and assistance. 
	

	
	Responsible for the establishment and maintenance of the organizational CM Library 
	

	
	ECCB facilitator
	

	
	Assists enterprise QA in performing process and product quality assurance, verification and validation activities on CM Processes and Procedures. 
	

	
	Identifies and recommends changes to Enterprise CM policies, processes and products
	

	
	Member of the SDLC Governance Board provides deliverables required by the SDLC process baseline and available for SDLC Governance Board review and reports any deficiencies.
	

	
	Responsible for the review of CRs submitted by system owners seeking to modify their ITS system
	

	
	Manages execution of assigned CM tasks (planning, configuration status accounting, configuration control, CI identification, configuration audits, baseline management)
	


2.1.1 Application Support – Applications Software in Development

Table 3 identifies the CM applications support for applications software in development roles and responsibilities.  The number and types of CM personnel required to fulfill these responsibilities are:

· 1 Full Time CM Manager

· 3 Full Time CM Specialists

Table 3.  Application Support (Applications Software in Development) Roles & Responsibilities

	Role
	Responsibilities
	FTE

	Application Support 

CM Manager
	Develops and maintains the Software CM Plan 
	1

	
	Plans, budgets for and executes CM activities in accordance with Software plans and policies 
	

	
	Responsible for establishing the CM Application Support Infrastructure for applications software under development.
	

	
	SCCB facilitator.
	

	
	Identifies and recommends changes to project CM processes and products 
	

	
	Performs configuration audits.
	

	
	Assists enterprise QA in performing process and product quality assurance, verification and validation activities on CM processes and procedures
	

	
	Identifies and recommends changes to Enterprise CM policies, processes and products
	

	
	Responsible for the review of CRs submitted by system owners seeking to modify their ITS system
	

	CM Specialist
	Manages the execution of assigned CM activities.  Planning, configuration status accounting, configuration control, CI identification, configuration audits, and baseline management.
	*3

	
	SCCB secretariat.
	

	
	Identifies and recommends changes to project CM processes and products 
	

	*Note: There are currently 15 projects planned or under development.  Four major projects (> 1M), nine non-major projects (500K-1M), and two under 500K.  Using a rule of thumb based on experiences on other projects, one CM specialist is required to support 2 to 4 major projects.  For non-major projects, the rule of thumb is 4 to 6 projects per CM specialists or 2 CM specialist.  The CM Specialists required to support the major and non-major projects can administer the small projects under $500K.


2.1.2 Application Support – Applications Software in Operations and Maintenance

Table 4 lists the CM applications support for applications software in O&M roles and responsibilities.  The number and types of CM personnel required to fulfill these responsibilities are:

· 1 Full Time CM Manager

· 3 Full Time CM Specialists

Table 4.  Application Support (Applications Software in Operations & Maintenance) Roles & Responsibilities

	Role
	Responsibilities
	FTE

	Application Support
CM Manager
	Develops and maintains the Software CM Plan 
	1

	
	Plans, budgets for and executes CM activities in accordance with Software plans and policies 
	

	
	Responsible for establishing the CM Application Support Infrastructure for applications software in Operations & Maintenance (O&M)
	

	
	SCCB facilitator.
	

	
	Identifies and recommends changes to project CM processes and products 
	

	
	Performs configuration audits.
	

	
	Assists enterprise QA in performing process and product quality assurance, verification and validation activities on CM processes and procedures.
	

	
	Identifies and recommends changes to Enterprise CM policies, processes and products
	

	
	Responsible for the review of CRs submitted by system owners seeking to modify their ITS system
	

	CM Specialist
	Manages execution of assigned CM tasks (planning, configuration status accounting, configuration control, CI identification, configuration audits, and baseline management.
	*3

	
	SCCB secretariat.
	

	
	Identifies and recommends changes to O&M CM processes and products 
	

	*Note: There are currently 4 major (>1M) and 4 non-major systems (500K – 1M) with approximately 150 applications under version control in production.  The number of FTEs is based on the rule of thumb of one CM Specialist can support 2 to 4 Major projects; 1 CM Specialist to support 4 to 6 Non-major projects.

In an effort to ramp up, two CM contractors would be required to enter and update the identified CIs into the CM tool.  With 2 contractors entering approximately 150 CI’s per day, for each application, it would take 3 months.  (The basis for this estimate is an application a day.)  


2.1.3 Technical Infrastructure

Table 5 records the CM technical infrastructure roles and responsibilities.  The number and types of CM personnel required to fulfill these responsibilities are:

· 1 Full Time CM Manager

· 3 Full Time CM Specialists

Table 5.  Technical Infrastructure Roles & Responsibilities

	Role
	Responsibilities
	FTE

	TI CM Manager
	Develops and maintains the TI CM Plan 
	1

	
	Plans, budgets for and executes CM activities in accordance with Software plans and policies 
	

	
	Responsible for establishing the CM Technical Infrastructure for managing and controlling the TI baselines
	

	
	TCCB facilitator.
	

	
	Identifies and recommends changes to TI CM processes and products 
	

	
	Performs configuration audits.
	

	
	Assists enterprise QA in performing process and product quality assurance, verification and validation activities on CM processes and procedures.
	

	
	Identifies and recommends changes to Enterprise CM policies, processes and products
	

	
	Responsible for the review of CRs submitted by system owners seeking to modify their ITS system
	

	CM Specialist
	Manages configuration control, CI identification of the hardware baseline.
	*3

	
	TCCB secretariat
	

	
	Conduct configuration status accounting
	

	
	Conduct audits
	

	
	Perform COTS software tracking
	

	
	Perform patch management
	

	
	TCCB secretariat.
	

	
	Identifies and recommends changes to TI CM processes and products 
	

	*Note:  One CM specialist assigned to COTS Software Tracking; one CM Specialist assigned to Patch Management; and one CM Specialist assigned to maintaining the hardware baseline.


2.1.4 Release Management

Table 6 lists the release management roles and responsibilities.  The number and type of CM personnel required to fulfill these responsibilities are:

· 1 Full Time CM Specialist

Table 6.  Release Management Roles & Responsibilities

	Role
	Responsibilities
	FTE

	CM Specialist
	Prepares release of products into production
	1

	
	Maintains system profiles of the headquarters, nationwide, and district offices
	

	
	Supports training and installation
	


2.1.5 CM Lifecycle Services

Table 7 lists the CM Lifecycle Services roles and responsibilities.  The number and types of CM personnel required to fulfill these responsibilities are:

· 1 Full Time CM Specialist

· 1 Full Time CM Tool Administrator

· 1 Full Time Web Developer

Table 7.  CM Lifecycle Services Roles & Responsibilities

	Role
	Responsibilities
	FTE

	CM Specialist
	Establishes and maintains the CM library.
	1

	
	Facilitate ECCB meetings
	

	CM Tool Administrator
	Maintains the CM Tool on the servers(s)

Manages CM Tool licenses

Establishes the level of automation

Assists users in setting up workspaces, access and troubleshooting for users.
Provides training in the use of the CM Tool
	1

	Web Developer 
	Develop and maintain the Enterprise CM Program Website
	1


3 CONFIGURATION MANAGEMENT METHODOLOGY
3.1 System Development Lifecycle 
SDLC is a highly disciplined, well-structured method for managing OCC IT projects, facilitating communications, and delivering products on time and within budget.  Through a set of consistent and repeatable processes, an SDLC yields predictable results.  OCC developed an in-house SDLC tailored specifically to meet its needs.

The SDLC includes CM personnel all its phases.  At each phase, a CM specialist controls delivered products and manages changes to these products.  In performing these tasks, the CM specialist uses standardized procedures and processes documented in the CM Plan.  
CM Managers develop and tailor a project specific CM plan.  CM Managers report directly to the ITS CM Program Manager.  
CM Specialists are responsible for the control and release of developed software and documentation products, as well as generated CM documentation.  

The CM team responsibilities include:

· Periodic participation in the evaluation and selection of automated CM tools (including future evaluations of CM tool). 
· Annual review of the CM Plan to identify opportunities for process improvement. 

· Development and maintenance of the CM Process.
· Creation and communication of CM policies, standards, and procedures.
· Participation in Peer Reviews, as required.
· Implementation of approved CM standards, policies, and procedures:
· Establish an identification scheme for CIs.
· Maintain version control of CIs under development/maintenance, including source, documents, test scripts, test requirements, security requirements, database scripts, and other identified CI components.
· Maintain Commercial Off-the-Shelf (COTS) software patches/updates and hardware procurement baseline.
· Release labeling of baselines. 
· Manage the Configuration Change Control process.
· Problem tracking implementation.
· Change control board implementation and facilitation.
· Configuration audits:
· Conduct configuration audits (Baseline audits, Physical Configuration Audit (PCA), and Functional Configuration Audit (FCA)
· Identify audit actions items and reporting them. 

· Implement audit actions.
· Release Management:
· Develop and coordinate release deployment functions.
· Establish procedures for interface with training/Installation project.
· Establish/maintain production profile database.
· Establish and maintain the CM controlled library.
· Maintain and provide the administration of the CM tool set.
· Train development and maintenance personnel in CM activities and procedures.
· Provide metrics on CM performance, configuration of deliverables, and change control.
3.2 System Development Life-Cycle Phases

Applications in development and in maintenance progress through the following SDLC phases:    

· Planning

· Requirements Definition

· Design

· Development

· Test

· Implementation

· Operations and Maintenance

· Disposition

At the end of each SDLC phase, place all required deliverables under CM control.  The CM Plan, which provides the guidance and procedures for the CM activities, is a required deliverable of the SDLC.  For each SDLC phase, CM control ensures reproduction of all baselined products that can recreate a CM release.  Figure 2 depicts the SDLC and CM lifecycle relationship.
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Figure 2. ITS Enterprise Life Cycles
3.3 Configuration Management Policies, Procedures, Standards
3.3.1 CM Policy 
The ITS Enterprise CM policy establishes the basis for the definition, implementation, and coordination of CM activities within OCC ITS Enterprise.  CM is necessary to advance the OCC’s product development capabilities in support of the business plan and ITS goals.  CM maintains the integrity of the products of a system throughout the system’s life cycle.  CM is required to start with the requirements definition of a project and continue until the product is permanently retired.  CM systematically helps control changes to the configuration and maintains the integrity and manageability of the product configuration throughout its life cycle.

3.3.2 CM Procedures
The CM procedures define how CM personnel perform their activities that maintain adequate control for the product(s) under development and maintenance.  CM procedures may be tailored to meet the needs of the application.  However, any tailoring of CM procedures must be consistent with any approved tailoring of the SDLC.  Each application may have different needs, different deliverables, and schedules.  Tailoring of CM procedures requires approval of the CM Program Manager and is documented in the application-specific CM Plan. The CM activities described in Section 5.0 are critical to maintaining the security of the OCC’s information and information systems. Tailoring of these activities is carefully reviewed to ensure that required CM activities are sufficient to support information and information system security.
3.3.3 CM Standards 
CM standards refer to the repeatable method of performing an action or creating a product.  Quality Assurance (QA), project managers, and O&M team leads work together to develop standards for coding, displays, reports, and other development and maintenance practices.  The QA team produces standards for reviews, audits, testing, and all practices as they apply to QA functions and responsibilities.

CM creates standards relating to CM functions.  These CM standards include:

Naming Conventions – Establishing a naming standard that standardizes numbering schemes for all CIs, this includes application software, system software, hardware, and documents.  (Refer to Section 6.1.1 for further details)
Application Identifier – Establishing a naming standard to standardize and identify application software.  (For example, Using LIS for License Information System)  (Refer to Section 6.1.1.1 for further details).
Release Numbering Conventions – Standardize the identification of each new application version release.  A new release number indicates that an upgrade, modification, or enhancement has occurred to the software.  (Refer to Section 6.1.2 for further details).

Version labels – Assigning version labels to products at different points in the SDLC.  These labels identify the product and the version of the product.  (Refer to Section 6.1.2.2 for further details)
4 CM COMMUNICATIONS PLAN

4.1 Objectives

The ECMPO provides the interface with all OCC business units.  Effective CM is essential to quality software, hardware, and infrastructure development and maintenance. With good communications and proper management, applications in development and maintenance can deliver quality products quickly and efficiently. Planning, controlling, and communicating configuration updates and potential changes is complex but with the right communication plan that facilitates stakeholder coordination and assigns responsibility; it becomes a consistent and efficient process. Communications is crucial to the success of the CM Program. 
The CM communications plan accomplishes three objectives:

1.) Coordinate communications with stakeholders including customers and management affected by (or benefiting from) changes to CIs by:

a. Conducting CCB meetings,
b. Documenting and maintaining all minutes,
c. Communicating (E-mailing) potential changes, issues and concerns,
d. Updating the CM Program Website, and
e. Maintaining and publishing a CM calendar of events.
2.) Maintain a complete record of those changes.
3.) Provide status reports detailing task activities.
The communications plan effectively integrates a communications strategy across the ITS Enterprise.  The plan clearly states the roles and responsibilities of CM personnel and promulgates the CM Program’s strategy.
The ECMPO is involved in all phases of the SDLC.  CM has the responsibility to provide the latest details regarding any aspect of the product.  The purpose of the communications plan is not just to convey information, but to establish a repeatable consistent communication process.  

The strategy includes:

· Sharing the vision, mission, and strategic goals of CM Program.

· Providing status reports to CM Program participants.

· Maintaining communication records and minutes.  (this includes, documentation, forms, approvals, disapprovals, CM Plans etc)

· Providing timely updates to project managers, teams, and executive sponsors.

· Building the CM community involvement by providing an “open door” policy to communicate issues and concerns.   
The Communications Plan Integration, Figure 3, depicts which communication method is used throughout the CM Process.  
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Figure 3. Communications Plan Integration
4.2 Communications Roles and Guidelines
Communication is vital to the CM Program for four reasons.  1) It increases awareness and knowledge about specific projects during development and during systems maintenance.  2) Communications informs management about needed resources and skills.  3) It facilitates awareness and acceptance for upcoming CI changes.  4) It establishes realistic expectations and keeps everyone informed on what is going on.  Things to consider for effective communications:

· Your audience 
→
Who you are communicating with 

· Discussion

→
What you are communicating

· Method

→
How you will communicate

The guidelines considered are to:
· Communicate with all affected stakeholders.

· Ensure every message is audience-specific.

· Provide regular, unbiased status reporting of progress throughout the SDLC.

· Communicate what other people need to know before they need to know it.  
· Meet frequently and regularly with project managers regarding developments and concerns.

· Offer opportunities for private communication as appropriate.

· Hold project-wide meetings at important milestones.

4.3 Communications Matrix

The communications matrix, Table 8, provides a summary of various communication scenarios.   
Table 8.  Communications Matrix

	Stakeholders/

Audience
	Message
	Method/Channel
	Timing

Frequency

	Core CM Project Team
	Details

Task-related;

Project progress
	Team meetings, task-related meetings; Individual meetings;

Task/review-specific
 E-mail
	Regularly-scheduled team meetings 

Monthly and as needed

	Enterprise CM Manager
	Policy-related issues;

Project progress

Approvals/Disapproves
	Groundwork via CM Plan, E-mail; consensus work via ECCB  meetings

E-mail
	Regularly-scheduled team meetings (1/mo);

And as needed

	CTO

(Governing Boards))
	Project overview (basic understanding, high level timeline)
	ECCB meeting (chairs)

CCB meeting (invited speaker)

E-mail
	As needed 

	IT Security
	Project overview; project progress, Security policy


	CCB meeting (invited speaker)

E-mail
	With each major milestone or at least every 3 months

	Software CM Manager
	Project overview; project progress

Project Status

CM Plan

Project Deliverables
	All ITS meetings

TCCB, SCCB and ECCB meeting 
 (invited speaker)

All ITS Meetings

E-mail
	Initial planning phase thru implementation

Monthly reports

	ITS Project  Managers
	Project overview; project progress

Project Status

Project Plan
	CCB meeting

(invited speaker)

E-mail

Project Meetings
	Initial planning phase thru implementation

Monthly reports

With each major milestone 

	TI CM Manager
	Project overview Project progress

Project Status Project Deliverables
	All ITS meetings

TCCB, SCCB and ECCB meeting 
 (invited speaker)

E-mail
	Initial planning phase thru implementation



	CM Specialist
	Project deliverable overview; specifics.
	CCB gather notes minutes 

roll up status reports

Electronic files

E-mail
	Daily 

	E-mail Distribution
Group
	Project deliverable overview; specifics regarding impact on  customers
	E-mail
	Daily

	SDLC Manager
	Project deliverable overview; specifics regarding impact.
	CCB meeting

(invited speaker)

E-mail


	2-to- 4 weeks before go-live.

	Training
	Project deliverable overview specifics regarding impact.
	Classroom
On-line
	2-to- 4 weeks before go-live.

	Customers


	Brief description with pointers to project page, demo site, “how to” page &  training info
	E-mail, Newsletter, CM Program Website
	Prior to implementation but not during EOM processes


4.4 Communications Responsibility  

The CM specialist is the communications expert who coordinates and documents communications throughout the project.  Communication is vital to CM for several reasons.  First, it increases awareness and knowledge about the ITS Enterprise systems, projects and their statuses.  Keeping management and team members informed facilitates gaining acceptance for upcoming changes.  Finally communication establishes roles and responsibilities in the ITS environment.  The responsibilities of the CM may include the following communications:  

· The objectives and each team member’s role and responsibility. 

· The status and progress of the ITS Enterprise systems.

· Reports to management and others on a regular basis.

· Decisions made as a result of a meeting.
Customers may occasionally contact the ECMPO for software, Change Request (CR) reports, and/or documentation requests.  The ECMPO Website serves as an information resource for customers.  The ECMPO Website (http://sharepoint/its/ECMPO/default.aspx) provides the interface that would normally take place through written or verbal requests.  The CM Program staff, developers, maintenance personnel, and management may contact the ECMPO for a wide variety of reasons; for example to retrieve development modules, update baseline, CM tool set up or support, QA status, CR status, and deployment status.  ECCB approvals and implementation notices are sent to the required personnel by email and posted on the CM Program Website.
Table 9 lists the Communication Events and provides an overview of how both planned and un-planned communications would take place:
Table 9.  Communications Events
	eVENT

	Type
	Purpose

Description
	Target Audience/
Participants
	Distribution 

Channel
	Frequency
	Responsibility

	ECMPO Communications 

Planned Events
	Patch Deployment
CR Release

	Disseminate planned “change events” to the community in a seamless and efficient fashion.  Change notifications must be timely, accurate, and appropriately targeted.  
	Entire OCC Community
	E-mail, CM Calendar,  CM Program Website, OCC Systems News Bulletin
	As Needed
	ECMPO and O&M Lead

	
	Announcements
	Disseminate project information, status and policy changes 
	Entire OCC Community
	E-mail, CM Calendar,  CM Program Website, OCC Systems News Bulletin
	As Needed
	Project Manager and ECMPO

	ECMPO Communications 

Un-planned Events 


	Emergency Release
	Disseminate un-planned “change events” to the community in a seamless and expeditious fashion.  Change notifications must be timely, accurate, and appropriately targeted.  
	Entire OCC Community
	E-mail, CM Calendar,  CM Program Website, OCC Systems News Bulletin
	As Needed
	ECMPO and O&M Lead

	ECMPO Communications 

Daily Operations 
	In-Person Meetings:

· Project management 
· Operations and maintenance 
· ECMPO
· CCB Committees
	Discussion:
· Strategy, planning, and status.
· O& M strategy and functional decisions.
· Communicate to other divisions
· Advisory functions
	See SLDC governance structure for team and committee members
	E-mail, CM Calendar,  CM Program Website, OCC Systems News Bulletin
	Weekly
Weekly
As Needed
As needed
	Project manager
O&M lead
CM specialist

	
	Project Plan
	A detailed task description of what is completed during the project.  The plan identifies responsible resources for tasks and provides for a measurement of progress
	All project team members, CM Program Office, SDLC Program Office and the appropriate CCB members.  
	E-mail
	As updated 
	Project manager

	ECMPO Communications

Daily Operations
	CM Plan
	A detailed project level description of recommended changes to the CIs.  The plan identifies and assign specific roles and responsibilities of the CM activities.
	All project team members, CM Program Office, SDLC program office and the appropriate CCB members.
	E-mail, CM Program Website, OCC Systems News Bulletin
	As updated
	Project manager

	
	Status Reports
	Prepared by each CM specialist to provide a status of applications in development and operations & maintenance.  Identify issues that would prevent progress as planned.
	All project team members, CM Program Office, and the appropriate CCB members.
	E-mail, CM Program Website, OCC Systems News Bulletin
	Weekly 
	CM specialist 


	
	Meeting Minutes
	Document meeting discussions, decisions, and action items for CCB meetings.
	All project team members CM Program Office, and the appropriate CCB members.
	E-mail,  CM Program Website, OCC Systems News Bulletin
	As needed
	CM specialist 



5 OCC Information and Information System Security

5.1 CM Activities for Supporting Information and Information System Security

The OCC Information Security Office (ISO) is responsible for establishing and maintaining the security of the OCC’s information and information systems. Integral to maintaining security, the ECMPO is responsible for implementing and overseeing CM activities that will maintain the integrity of information system security. The CM activities that support information system security are baseline management, configuration change control, and the implementation of access restrictions to the CM tools. This will minimize the number of people that can make changes to an established baseline. These CM activities will ensure that all changes are reviewed, approved and controlled to prevent information system security from being compromised. These activities are in compliance with OCC Information Security Program: Policies, Standards, and Required Controls Handbook, part 1, v. 1.0.

5.2 Baseline Configuration

The ECMPO will establish CM activities to establish, document and maintain the current baseline of the General Support System (GSS) and each identified Major and Minor applications. All CIs comprising the system baseline are documented and placed under CM control using the enterprise CM tool.  As part of the system baseline, all associated documentation, such as requirements specification, design specification, system description, version description, and user documentation, are also placed under CM control.  Each time a system’s baseline is changed, the latest baseline is placed under CM control. 

5.3 Configuration Change Control

Changes to the GSS and each Major or Minor application are controlled through the change control process. Anyone can submit a Change Requests (CR) to propose a change to the GSS or an application. The CR is submitted and tracked using the CM tracking tool. This tool will also link the CR to the affected CI. Either the Enterprise Change Control Board (ECCB), the Technical Infrastructure Change Advisory Board (TI CAB) or a Software Change Control Board (SCCB) will review the CR.   The charter that establishes these CCBs lists their CI responsibilities. The appropriate CCB will review the proposed CR and perform an analysis of the impact of the change on the system, the infrastructure and the system’s security. Once the CR has been reviewed and the impact analysis of the change is completed, the appropriate CCB will approve, disapprove or defer the change. If the change is approved and subsequently implemented, the baseline is updated and placed under CM control.  CM will maintain the baseline and any changes to the baseline throughout the product’s life cycle.

5.4 Monitoring Configuration Changes

CM will monitor all configuration changes by periodically performing configuration status accounting (CSA).  CSA ensures that only approved changes have been implemented.  This will also provide a record of the current status of each CI artifact.  

5.5 Access Restrictions for Change

Restricting access to the CM tools is accomplished by establishing user groups and assigning specific access permissions to each group based on the group’s access needs. The program manager or project manager authorizes access to specific user groups.  The CM Tool Administrator provides user access and assigns them user permissions.  (CM procedures CM-PROC-02 and CM-PROC-03 define access to the CM tools.)

5.6 Configuration Settings

CM tool configuration settings are determined during tool installation. The configuration settings are documented and placed under CM control. The initial security settings for CM tools are set to the highest level of restriction.  Only the CM Tool Administrator can change these tool settings. 

5.7 Least Functionality

Restricting a component’s functionality to one function is not a component of the Enterprise CM Program. Least Functionality is a design constraint and thus is a requirement. 

5.8 Information System Component Inventory

The component/asset inventory and effective property accountability is the responsibility of TI. The Information System Component Inventory will be addressed in the TI CM Plan.

6 CONFIGURATION MANAGEMENT PROCESS 
6.1 Configuration Management Process Model
CM establishes and maintains the integrity of work products using CI identification, configuration control, configuration status accounting, release management, and configuration audits.  This CM Plan complies with the Carnegie Mellon University (CMU Software Engineering Institute (SEI Capability Maturity Model® Integration (CMMISM), Version 1.1, SEI CMU, March 2002 CM Process Model presented in Figure 4.
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Figure 4. CM Process Model

The CM activities described in this document comply with the CMMI Maturity Level 2 – Managed Specific Goals and Practices for Configuration Management.  The CM Activities and CM Process Relationship, Table 10, provides the relationship between the CM Process Model, Figure 4, and the CM Activities, Figure 5.  Table 10 also provides the sections that describe each CM activity.
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Figure 5. CM Activities

Table 10. CM Activities and CM Process Relationship

	CM Activities
	CM Process
	Section

	Management & Planning
	Establish Baselines
	 6.2.1 & 7.6

	Configuration Item Identification
	Establish Baselines
	 6.2.2 & 7.1

	Control
	Track and Control Changes
	 6.2.3 & 7.2

	Status Accounting
	Establish Integrity
	 6.2.4 & 7.3

	Auditing
	Establish Integrity
	 6.2.5 & 7.4

	Release Management
	Establish Baselines
	 6.2.6 & 7.5


The ECMPO specifies how to implement each of these CM activities.  It is the responsibility of CM to document its standards and procedures to ensure the integrity of the delivered product and its components.  The CM process can be successfully applied to a variety of products including hardware, system software, applications software, and documentation.

6.2 Configuration Management Activities Overview
6.2.1 Management and Planning 
CM management and planning involves making decisions about what needs to be controlled within the ITS environment, when to establish control, and finally how to change a controlled configuration.  More importantly, it determines the amount of effort required to manage configurations.  The CM Plan identifies the resources required and their assigned roles and responsibilities.  The CM Library is set up to maintain CIs and the installation of the CM tool(s) with access provided for authorized users.

6.2.2 Configuration Item Identification
The CI identification activity identifies items to be controlled, establishes identification schemes for the items and their versions, and establishes the tools and techniques used in managing controlled items. These CIs include:
· Documentation (e.g., requirements, specifications, test plans, and user guides) Refer to Appendix A.
· Source Code (e.g., libraries and modules)

· Executable and/or run-time code

· Database scripts

· Test databases

· COTS patches/updates

· Hardware procurement baseline

· COTS Software baseline

6.2.2.1 Identifying Baselines
In CM, control over a CI occurs after the project baseline is established.  A baseline is a set of measurements that establishes the current or starting level of performance of a process, function, product, or system.
In configuration identification, the first step occurs when the project manager and CM Managers identify the required baselines and the components necessary to make up each baseline.
Depending on the SDLC phase (Table 11), establishing different baselines aid in controlling specific deliverables throughout the SDLC phases.
Table 11. SDLC Phase and Baselines

	SDLC Phase
	Established Baseline

	Planning 
	

	Requirement Definition 
	Functional Baseline

	Design
	Allocated Baseline

	Development and Test
	Development Configuration

	Implementation and
Operations and Maintenance
	Product baseline


The CM program validates CI statuses during four types of baselines during the SDLC phases, Functional, Allocated, Development Configuration, and Product.
Functional Baseline – The functional baseline are the main technical products of the SDLC Requirements Definition Phase.  After making changes to the Functional Requirements Document needed to resolve problems found during the SDLC Functional Requirements Review, the SDLC Governance Board and the customer’s concurrence formally establish this baseline upon approval. 

Allocated Baseline – The allocated baseline established during the SDLC Design Phase specifies how the enumerated requirements in the Functional Baseline is allocated into subsystems or components called CIs and how each subsystem would be verified that would ensure compliance with its requirements and interface specifications.  The allocated baseline primarily includes System Design Document (non-COTS), Design Description Document (COTS only), Interface Control Documents, and the Functional Requirement Document.  The SDLC Governance Board and the customer’s concurrence formally establish this baseline during SDLC Critical Design Review upon approval.

Development Configuration – Established during the SDLC Development Phase by the approval of the technical documentation that defines the functional and detailed design (including documentation of interfaces and databases for the computer software).  Normally, this configuration corresponds to the timeframe spanning the preliminary design review and the critical design review.

Product Baseline – The product baseline is established by SDLC Governance Board approval during the End of Phase Review of the “as built” for each software and hardware CI following completion of the last formal configuration audit. 

Changes to the CI’s baseline are managed from inception to retirement.  The software product baseline can include the following items:

· Source files ( PBL files, VB files, C# files, etc) 

· Executable files

· DLL files

· DLL source

· Install program

· DOC files

· TXT files

· Database scripts or SQL files

· Graphic files (ICO, BMP, JPG, etc.)

· Tools

· References files

· Encryption Software

6.2.2.2 Hardware and COTS Software Items for Product Baselines 

In addition to code and custom developed software, other products may be incorporated into the ITS Enterprise Technical Infrastructure system software baseline.  These include COTS installed on OCC ITS systems, patches, service packs, and builds to the packages.  All COTS system software, including patches, service packs, and builds that do not affect the Enterprise Architecture (EA) Technical Reference Model (TRM) will be approved through the TCCB and baselined.  However, the ECCB must approve any hardware or system software changes that affect the EA TRM.  CM will track and control the COTS software licenses associated with the ITS Enterprise Technical Infrastructure.
The ITS Enterprise Technical Infrastructure hardware baseline includes only ITS approved hardware configurations.  Hardware is defined as devices or equipment composing the ITS systems.  Servers, routers, hubs, and switches are all examples of hardware.  All hardware is under tracking control.  However, this is not an attempt to perform asset management.  The goal is to baseline the standard configurations of the hardware.  CM maintains the hardware baseline, which provides information on approved procured equipment for ITS Enterprise systems.  The CR process maintains hardware CRs.  
6.2.3 Configuration Control

Configuration control includes the evaluation of all CRs and their subsequent approval and disapproval.  Configuration change control includes the following:

· Tracking CR submissions
· Convening and facilitating CCBs
· Recording and disseminating decisions of the CCB

· Ensuring that changes are reversible (can be backed-out)
· Implementing version control 

The principal concern in configuration control of a baseline is controlling the change, when the change is made and who approved the change.  The goal of configuration management is not to keep changes from occurring, but to permit controlled and auditable changes.  Often, CRs are to correct mistakes made in the design or development of a system.  Changes to the baseline are not approved until they have been properly assessed and an impact analysis is completed.
The method for submitting proposed changes to the approved baseline is the CR.  The CM program will use a CM tool to track and record the progress of CRs throughout the SDLC.  Each CR is classified as one of the following types of changes:

· New Development (new code) 

· Enhancement 

· Problem (fix)
The request must include vital information for example:

· Name of the individual requesting change
· Contact Information

· CI(s) for which change is proposed (include unique identifier if it already exist)
· Description of the proposed change

· Description of the impact if the change is not made 

Anyone can submit a CR.  However, the CR is subject to both a technical and business review.  In addition, the CR must be fully documented and successful tested in a staging environment before deployment to production.  Approved CRs must be traceable to actual changes in the source code or documentation.   

The change control authority is the project manager during initial development and the Configuration Control Board (CCB) thereafter.  CM implements both electronic and physical controlled libraries for storage of identified controlled items.
6.2.4 Configuration Status Accounting

Configuration Status Accounting (CSA) is a matter of knowing the current software inventory and the use (including shared use and reuse) of components under configuration control.  This includes tracking the evolution of the software configuration over time, and being able to identify the software configuration of a specific release at any given point in time.  For documentation, changes to the document versions are controlled and managed.  CM must be able to reproduce previous configurations, (releases of the software or documentation) and to identify any changes or pending changes to each configuration of each controlled application. 

6.2.5 Configuration Audits
Configuration audits provide the mechanism for determining the degree to which the current state of the application mirrors the application depicted in baseline and requirements documentation.  Auditing increases application software, system software, and hardware visibility and establishes the traceability of changes throughout the SDLC.  It reveals whether the project requirements are being satisfied and whether the intent of the preceding baseline has been fulfilled.  The audits enable project management to evaluate the integrity of the application software, the system software, and hardware being developed, resolve issues that may have been raised by the audit, and correct defects in the development process.
6.2.6 Release Management
Release Management oversees the process in which an application package is released into production.  Once the Deployment Readiness Review (DRR) approves the release package, it is deployed to production in the manner specified by Deployment Approval document and associated schedule. 
7  configuration management activities

7.1 Configuration Item Identification
CIs are defined as an aggregation of hardware, software, and documents that satisfy an end use function - CI’s include:

· Application Software CIs (CSCI)

· Hardware CIs (HWCI)

· System Software CIs (SWCI) 

· Documentation CIs (DCI) 

· Information Security CIs (ISCI)

Once the CI’s are identified, documented, and controlled, pertinent information can be recorded in the CM repository.  CI’s are organized and documented to describe their functionality, their system relationships, and their physical characteristics.  A unique identifier for each CI for tracking and status accounting purposes. 

The following list provides examples of OCC specific CI candidates to be placed under CM control. 
CSCIs - Custom-built – modified COTS – unmodified COTS Business Applications

CAGnet    



Supervisory Information System - Examiner View

Canary 



Supervisory Monitoring System

Training Administration System
$MART Project

HR Information System 

HWCIs

CPU (desktop) configurations
Laptop configurations

Server configurations

Router configurations

SWCIs - unmodified COTS

Windows 2000
Lotus Notes 

SQL Server 2000

Microsoft Office
Windows XP

DCI 

All SDLC deliverables (Project Plans, CM Plans, System Requirements Specification (SRS)

ISCI 

CIS Security Technical Implementation Guide
7.1.1 Naming Conventions for Configuration Items

Every attempt is made to create meaningful names for all software and documentation developed and placed under CM control.  Once naming conventions are established for a product, it is placed in the CM tool.  All future updates to the product are done using the same naming convention.  This ensures audit traceability of all changes can be made.  Naming conventions for all documentation associated with a product is identified in the project CM Plan.  Maintenance of the software and documentation and technical infrastructure naming conventions are the responsibility of the ITS managers and CM personnel.  

Table 12 provides an example of a SWCI naming convention.

Table 12. SWCI Naming Convention Example
	CI Number
	Description

	S1-DV-PO-0002
	S indicates a System Software CI in the TI baseline.

	S1-DV-PO-0002
	1 indicates this system software is approved for use on the OpenNet network.

	S1-DV-PO-0002
	DV indicates that this software is Developed Software.

	S1-DV-PO-0002
	PO indicates that the vendor is PowerBuilder.

	S1-DV-PO-0002
	0002 indicates this is the 2nd SWCI on the Developed Software Baseline.


Table 13 provides an example of a HWCI naming convention.
Table 13. HWCI Naming Convention Example
	CI Number
	Description

	H1-SR-HP-EI-0001
	H indicates a Hardware CI in the TI baseline.

	H1-SR-HP-EI-0001
	1 indicates the item is approved for use on an OpenNet network only.

	H1-SR-HP-EI-0001
	SR indicates that this HWCI is a Server.

	H1-SR-HP-EI-0001
	HP indicates that the vendor is Hewlett Packard.

	H1-SR-HP-EI-0001
	EI indicates that this HWCI is an End Item.

	H1-SR-HP-EI-0001
	0001 indicates this is the first HWCI within a major category. In this case, it is the 1st Server on the Server Hardware Baseline.


Table 14 provides an example of a CSCI naming convention.
Table 14. CSCI Naming Convention Example
	CI Number
	Description

	LIS-WXPPC-CS-01.00.01
	LIS indicates an application software CI name in production.

	LIS-WXPPC-CS-01.00.01
	WXPPC indicates platform – Windows XP workstation.

	LIS-WXPPC-CS-01.00.01
	CS indicates usage - client/server.

	LIS-WXPPC-CS-01.00.01
	01 indicates version number – major new version

	LIS-WXPPC-CS-01.01.01
	01 indicates enhancement while in production.

	LIS-WXPPC-CS-01.00.01
	01 indicates emergency release.


Table 15 provides an example of a DCI labeling numbering scheme.

Table 15. DCI Naming Convention Example
	CI Number
	Description

	LIS_SRS_v1.1.doc
	LIS indicates an application ID. [APPLID]

	LIS_SRS_v1.1.doc
	SRS indicates the document name. This is the System Requirements Specification. [DOC NAME].

	LIS_SRS_v1.1.doc
	V1.1 is the version release number. [VERSION RELEASE NUMBER]

	LIS_SRS_v1.1.doc
	.doc indicates the type of document.  Ex: .doc is a Word document, .xls is an Excel spreadsheet. [TYPE OF FILE]


Table 16 provides an example of an ISCI labeling numbering scheme.

Table 16. ISCI Naming Convention Example
	CI Number
	Description

	IS_STIG_CIS_001_v1.0.doc
	IS indicates a Security CI

	IS_STIG_CIS_001_v1.0.doc
	STIG indicates that it is a STIG

	IS_STIG_CIS_001_v1.0.doc
	CIS  indicates the STIG is issued by DISA

	IS_STIG_CIS_001_v1.0.doc
	001 indicates this is the first ISCI in the Security Component Baseline

	IS_STIG_CIS_001_v1.0.doc
	V1.0 indicates the version of the ISCI

	IS_STIG_CIS_001_v1.0.doc
	.doc indicates the type of document.  Ex: .doc is a Word document, .xls is an Excel spreadsheet. [TYPE OF FILE]


7.1.1.1 Application Identifier

The application identifiers may be three or more characters.  Application identifiers should be consistent with the function of the application, or its given acronym.  Example: LIS for License Information System and LB for Large Banks.  

7.1.1.2 Platform/Usage Identifiers

The system platform and usage are part of the release label.  The ITS Platform Identifiers and ITS Usage Identifiers presented, Tables 17 and 18, were developed to indicate the three current platforms and four possible usage types.

Table 17. ITS Platform Identifiers

	Platform
	Identifier

	Windows 2000
	W2KPC

	Windows XP
	WXPPC

	IBM
	IBM


Table 18.  ITS Usage Identifiers

	Usage
	Identifier

	CS
	Client/Server

	SA
	Standalone

	LAN
	Local Area Network

	INT
	Internet/Intranet


7.1.2 Release Numbering and Identification 

Within the CM Repository, controlled files have associated labels.  To maintain a standard for these labels use the guidelines provided in CM-PROC-05 Naming and Numbering Scheme Procedures.
7.1.2.1 Interface Identification

External items with which the project software interfaces shall be identified.  The type of interface; the affected organizations; how the interface is coded, documentation, data to be controlled; and how the interface control documents are approved and released into a specified baseline shall be defined.  
7.1.2.2 Version Labels

Version labels are assigned at different points in the CM process and during the release life cycle of the controlled application’s files (software and documentation). Use the procedures provided in CM-PROC-21 Baseline Release Labeling Assignment.
7.1.2.3 Manually defined Version Labels

A manually defined version label is a label type that is created by the user.  Once created, the label type is attached to the individual revisions of the elements within a versioned object database.

7.1.2.4 CM Version Labels

In the CM environment, CM-baselines are created during the development cycle of the controlled application. Whenever a baseline is created, the CM Specialist manually generates a label.  For incremental baselines, this label is attached to all the changed versions since the last created baseline.  In a full baseline, the label is attached to all the elements comprising that baseline.  These labels are used as the baseline for further development.

7.1.3 CM Controlled Library

The CM controlled library is where software, documents, and deliverables are logged and stored that ensures all CI masters are protected and remain accessible. 

The CM controlled library consists of both a physical and an electronic CM library.  Once an identification name or number is assigned to a controlled CI, it cannot be changed.  This restriction preserves the item’s unique identifier, and its change history.  Even when removed from the active list, information on the item is retained in the CM controlled library.

CM Library Inventory contains a record for each inventoried item and assigns it a CI number.  The CI number provides a means of easily tracking the item and allows an inventory list to be generated that is used to verify that inventoried items are still intact. 

7.1.3.1 CM Library Inventory

The CM library inventory is a database available using the CM Repository.  This library is an inventory of everything that was submitted to CM to baseline.  Each item is automatically provided a CI number that is cross-referenced in the change description of the archive in CM Repository.  Each inventory record contains the following information:

· Description of the product.
· The product that is associated with the CRs.
· Status of the product.
· What was used to create the product (PowerBuilder, Active Server Pages, .NET, etc)?
· The history of the product (when it was received by CM, when it went to QA, the outcome of QA, when it went to the Deployment Readiness Review (DRR), etc.).
· When/if the item was promoted.  If it was promoted, the CI number of the promoted item is cross-referenced to its parent CI.
· The CM Specialist for the product.
The CM Specialist for each application is responsible for submitting CI records and keeping all inventory information up-to-date.  CSA information is obtained from the CM Inventory database, including the Documentation Baseline that is compiled by the CM Program Website from the CM Inventory database.  
7.1.3.2 CM Physical Library

The CM Physical Library contains the CD/DVD software “Masters”, QA “Master” copies, and documentation “Masters”.  The CM Physical Library also contains all CM generated documentation, logs, and memos.  Items checked into the CM Physical Library contain a CI number and are listed in the ITS Enterprise CM Inventory database.  The CM Physical Library is sorted by application, version, and item type.  The procedures provided in CM-PROC-07 Physical Library Functions provide guidance to maintain this library.
7.1.3.3 CM Electronic Library

The CM Electronic Library uses the CM Repository to check-in and check-out controlled electronic files from protected archives.  Electronic files to be archived are all controlled software and dependencies, all generated documentation, and any other types of electronic files that require change control.  CM Repository documents the change history of the checked-in files and both protects and provides the ability to revert back to a previous revision of a file, when needed.  Use the procedures provided in CM-PROC-06 Electronic Library Functions.
7.1.3.4 Electronic Library Identification Conventions:

The CM designated server is the CM-controlled server for deliverable products and CM repository controlled archives.  

The CM Specialist ensures that a version label is assigned to the appropriate revision of each file associated with an OCC application or document release.  This action allows CM to retrieve the correct revision of all pertinent files for a specific release of an OCC application.

To ensure traceability, the CM specialist is responsible for relating, via version labels, each version of an OCC application to its functional and technical specifications, and all documents and software files related to an ITS release.

The most important element of document identification is to have a specific identifier to each document.  For revisions of document files, the electronic document files are placed into the CM Version Management tool project for the appropriate OCC ITS CI.  A version label with the identifier, as designated above, is attached to the released set of files.

7.1.4 CM Releases

Software and documentation are released to CM in several ways.  One such release is a placement (check-in) into the CM Version Management tool.  However, when development needs a designated baseline, or when a release is to be deployed to production, the process is more involved.  Figure 6 depicts this release process.
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Figure 6. CM Release Process

7.1.4.1 Version Development and Creation

The development groups are responsible for the development and creation of new and modified software versions.  Their tasks during this phase of the release process are as follows:

· Plan, schedule, and supervise the software development process through all phases from project initiation through unit testing

· Direct production of the Version Package

· Build software release from VM controlled library

· Support and attend the Test Readiness Review (TRR) meetings

7.1.4.2 Version Package Contents

The Project Manager submits the version package to CM and collaborates with CM to create directories.  The CM specialist archives the CI components.  The Project Managers are responsible for ensuring all necessary configuration components are entered into the CM tool.  The CI is (checked-in) and labeled with the appropriate test cycle version number.  When a CI is completed and ready to be placed under CM configuration control, the Project Manager notifies the CM Specialist.

Items in the version package may not necessarily be submitted all at once. Refer to Section 3 for the SDLC phases in which these CIs could be turned over. The version package consists of any of the following; however, the application specific CM Plan identifies what is turned over for a specific release:

· Project Plan and Schedule 

· Functional and/or Detailed Requirements Specification

· Data Dictionary/Data Model

· System Design Specification

· Unit Test Plan

· Interface Control Document

· Updated CRs with Analysis and Development notes

· Modified/New software

· Modified/New Database Scripts

· Software Release Notice

· User's Manual

· Training Manual

· Systems Administrators Manual

7.1.4.3 Release Package Contents

The release package consists of the items to be deployed.  The release package is reviewed and approved by the Deployment Readiness Review team.  Any problems/bugs/requested enhancements to any of the controlled items in the release package will spawn a CR.  A complete release package will consist of all the following items, where applicable: 

· User documentation in hard and soft copy

· Software Release Notice

· User's Manual

· Training Manual

· Systems Administrators Manual

· Approved software application on magnetic media

· Approved application database scripts, unless deployed remotely

· Memorandum containing release contents

7.1.4.4 CM Master and CM Copies for Production Releases

The CM master is created from the released software and documentation for the specified version/baseline.  The CM master is logged into the CM controlled library and is not to be removed from that library.  The CM copy is from the CM master, and is placed into the CM controlled library. 

The CM copy is checked-out to the production group, via the CM sign-out cards.  After the production release copies are created, the CM copy is checked back into the CM controlled library.  Use the CM procedures provided in CM-PROC-08 Library Check-In and Check-Out and the CM procedures provided in CM-PROC-26 Create Compact Disk.
7.1.4.5 Documentation Handling Procedures

CM Specialist is responsible for providing a repository of current ITS Systems hardcopy master documentation, and for tracking updates to these documents.  Soft copies are maintained in the CM Version management tool, for ease of updating and producing deliverables.

The SDLC documentation group has templates for all documents, software release notices, and other deliverable project-related documentation. Documentation softcopies are passed from the development group(s) to the documentation writer and then from the writer into the CM Version Management tool.

When a new release package for an application is created, the associated documentation accompanies the package.  The only exception is an emergency fix, in which case the documentation may follow subsequent to the installation of the fix.

Technical documentation is developed and updated by the development group, with support from a technical writer.

Technical documentation may consist of, but is not limited to, the following:

· System requirements documents

· Logical design documents

· Program specifications

· System/subsystem specifications

· Test procedures

· System requirements

· Module listings
· Table listings

· Other associated Enterprise documentation.

Use the CM procedures provided in CM-PROC-22 Document Turnover to CM.

7.2 Configuration Control 
One of the major tasks of CM is to ensure configuration control.  This is accomplished by enforcing adequate change and version control procedures.  These procedures include change request, version control, and release management.  Configuration Control is the formal process of managing changes to CI’s.  The change management process is the systematic evaluation, coordination, development, approval or disapproval and implementation of changes.  
7.2.1 Change Request Process

OCC users, management, developers, and other project personnel may submit a proposed request for changes.  All CRs are submitted to CM specialist for tracking and control and entered into a single CM tool.  The CM specialist will:

· Ensure the CR is entered into CM tool

· Review request for completeness (all information provided)

· Assign an unique identifying number 

· Coordinate and forward to the appropriate Configuration Control Board

· Schedule reviews as needed

· Record CCB decisions

· Monitor and Report CR progress

· Monitor implementation, if approved

· Close CR when implemented , or disapproved

· Include CR in CSA reports

7.2.1.1 Configuration Change Request (CR) Tracking

CRs are submitted into the CM tool database by a developer, manager or by any user who has discovered a problem or identified a change to be implemented.  The following types of requests are entered:

· Problems with documentation, software, hardware, or another application related item.
· CRs for documentation, software, hardware, or another application related item.

· Enhancements.
The CR Process is primarily an instrument to track infrastructure, application software and documentation modifications, and enhancements to any OCC system.  Figure 7 traces a CR throughout the CR Process.  
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Figure 7. CR Process

There are three CR types and two categories.  The CRs are categorized as emergency or non-emergency.  The three types of CR are Enhancements, Problems/Fix, or New Development.  Most CRs would be non-emergency.  However, the definition of an emergency CR is a fix that needs immediate attention because OCC customers are unable to perform or complete their daily-required functions.  In this situation, an emergency CR is generated.  All other situations are considered non-emergency; however, a priority status indicates a problem or change of a serious nature.

Once a CR is approved, it is assigned a specific status.  The statuses are most commonly Deferred, Closed, Analysis (IIA, DIA), Development, QA, TRR or DRR.  

· CR Deferral

1. CRs deferred until a future release of the application are held by the ECMPO within the CR Tracking tool.  

2. Deferred CRs are scheduled for review by the CCB to determine when they can be rescheduled.  

3. CM updates the following fields for a deferred CR: state (Deferred (for future release) – CCB-Deferred (for future release) - CCB requires additional information CCB or CCB notes - with any CCB comments.  Multiple CCB notes are entered each time the CR is re-reviewed at the CCB.

· CR Closure

1. CRs is being closed are determined to require no further processing.  

2. CM updates the following fields for a closed CR: state, close date, or CCB note.

· CR Analysis - IIA, DIA

The analysis process may be accomplished with one analysis; or may require multiple levels of analysis.  The CCB can request either an IIA or a DIA be performed.  If an IIA is requested, completed, and presented to the CCB, the CCB may assign the CR to have a DIA performed prior to an implementation decision being reached. 

1. The application manager enters the tool and modifies the record to identify the “assignee”.  Once saved, the CM CR Tracking Tool will send automated e-mail to the assignee.

2. The assignee performs the necessary analysis based on the requirements specified in the CCB review meetings, and the identified status of the CR. (i.e. if the state is “In IIA”, the assignee knows an IIA level of analysis is required.)

3. User requirements and specifications are determined and included in the CR analysis, at the direction of the CCB, or if the analysis is a more detailed analysis.
4. Impact assessment is performed by the development group to determine if the change or enhancement is technically feasible.

5. The assignee fills in the following fields:  Affected Application, classification, general type, related CRs and PRs, release type, date completed, analysis - Problem/Solution, impact - Problem/Solution, documents affected.  For DIA the assignee will also fill in the following fields: Analysis-Technical Requirements, Analysis-Training Requirements, and Analysis-Program List.

6. The assignee then assigns the CR back to the appropriate manager.  The manager receives the new analysis information via automated e-mail.

· ITS CR Approval

All CRs require CCB approval before development.  The results of the CCB meetings are the approval.

· CR Change/Fix - Software and/or Document

Once assigned to an approved CR, the assigned developer or maintenance personnel will retrieve (check-out) the appropriate software or document files from CM Version Management Tool.  No changes to software or documentation are made without a CCB approved CR.  If unapproved changes are entered into controlled software or documentation, the changes are “backed-out” until the CR is approved for development.

The changes would be made and the developer would enter (check-in) the software or document files, noting the CR identification number in the change description.  Any necessary builds would be performed and initial unit testing of the change would commence.

· Quality Assurance TRR

The objective of a TRR is to determine if the application is ready to begin acceptance/regression tests.  This review is conducted informally depending on the size, complexity, and criticality of the application.  CM holds test readiness reviews, as specified in the Quality Assurance (QA) Plan, and with QA direction and participation.

1. CM will conduct an audit of the package that ensures all CIs are accounted for and all CM status accounting information is accurate.  For missing items, the development group should be prepared to provide a schedule for turnover at TRR.

2. CM will schedule and send out notification of the TRR to the appropriate application manager and QA. 

3. CM will enter the TRR status in the CR.

4. CM will convene the TRR to discuss issues that may affect the testing of the new software version.  

5. QA will ensure the development group has delivered all items necessary for testing to begin.  At QA’s discretion, missing items are postponed for delivery until after testing begins.  However, QA may postpone testing until critical items are delivered. 

6. The QA review of the unit test results ensures complete and thorough testing by the development group.  Software testing begins only after all documentation, coding, unit test results are acceptable to QA.

· Conduct QA Testing

QA reviews all software changes and/or documentation changes to ensure that the requirements were implemented correctly and adhered to standards.  

Two results are possible: either Pass or Fail.  The result is indicated on the Test Analysis Report form.  Any test failures that will result in a change to a CI should be indicated as a failure on the Test Analysis Report form. Test failures attributed to the implementation of the CRs in question will result in the generation of a Problem Report (PR).  Test failures present in the current production version result in the generation of a CR. PRs are forwarded to the development group and to CM identifying the problem found.  When QA completes testing, the development group will correct all identified PRs and a new software build is performed.  If a PR is not going to be fixed, approval is required from ITS and a CR is written for correction at a future date.

All CRs rejected by the QA group are returned to the appropriate development group.  The CR action is set to “QA FAILED” resulting in the status demotion to IN DEV, with any testing note per the QA test report.

All CRs accepted by the QA group are held, pending completion of QA testing.  The CR action is set to “QA PASSED” resulting in the status promotion to IN DRR, with any testing note per the QA test report.

QA notifies the CM Specialist, via the Test Analysis Approval Determination form, that a software version is successfully tested.

· Deployment Readiness Review - ITS Review/Approval

The DRR is a "control gate" established to assess the "readiness" of a system for deployment into production.  It is the point at which OCC ITS gives final approval and provides a final check for ensuring that all "issues" in the deployment of the system were addressed (i.e., documentation is complete, all necessary groups were trained to support the new release, and a deployment strategy is defined). The CM Specialist responsible for the application forwards items to DRR after a QA review is successfully completed.

1. A DRR is conducted for all software releases prior to CM deployment into production.  The DRR chairperson is an ITS CM representative.  The DRR may waive review of a software release when it is in the interest of time.

2. The CM specialist prepares an installation/release package and forwards to the DRR for review.

3. The DRR team will review the installation/release package and the documentation for content and ease of use for production personnel.

4. Any changes that the DRR team identifies are sent to CM. CM then forwards to the development group for review/correction.

5. Any changes made to the release package will result in the product(s) being re-submitted to the QA team for testing and approval.

· Release Change and Close CR

1. The CM Specialist prepares an installation/release package and disseminates the new application version and its documentation to the appropriate destination(s).  (Refer to Section 6.5.1, Release Package Processing).  

2. Once the software or document is included in the release of an application, the CM specialist will update the affected CRs.
Use CM procedure for CR tracking CM-PROC-09 Change Request for further guidance.
7.2.1.2 Emergency CR Process

An emergency is a problem that prevents a business unit from completing or performing their functions without an immediate software change.  To expedite the CR process, the CCB approves the change and the analysis and development steps are combined.  Figure 8 depicts this modified process (highlighted in darker gray).
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Figure 8. Emergency CR Process Flow

7.2.1.3 Emergency Configuration Change Request (CR) Procedures

An emergency CR has the highest priority.  For this reason, the emergency priority should not be abused.  The automated CR is still updated at each step in the process, however, the process is accelerated, and CM is available to enter CR fields, when necessary. 

For emergency CRs, the change control process is even more important.  Time becomes the critical factor.  Non-scheduled meetings are held to ensure timely response to emergency CRs.  CM will coordinate and facilitate immediate response to emergency CRs, and will escalate emergency CRs to management as necessary.  Changes to the application because of emergency CRs are still subject to the QA and DRR processes. 
Use CM procedure for CR tracking CM-PROC-10 Emergency Change Request for further guidance.

7.2.2 Configuration Control Boards (CCBs) 

The CCB is established to ensure that all proposed changes are reviewed for operational and fiscal impact, and will not adversely affect operations to existing systems.  There are three types of configuration control boards (CCB):  The Software Configuration Control Board (SCCB), the Technical Infrastructure Control Board (TCCB), and the Enterprise Control Board (ECCB).  Each board provides specific guidance to the CM Program Office.  (See CM Procedures CM-PROC-04 Initial CCB Evaluation)
· The SCCB focuses on CRs related to CSCIs by:

a. Reviewing proposed changes to CSCIs

b. Approving/Disapproving CRs.

c. Performing analysis on proposed changes to ensure the proposed change will not negatively affect current operations.

d. Informing the ECCB of any changes that affect the current EA or current configuration standards or changes that may affect other external organizations.  

· The TCCB focuses on CRs related to HWCIs and SWCIs by:

a. Reviewing proposed changes to the baseline SWCIs and HWCIs.

b. Approving/Disapproving those CRs.

c. Performing analysis on proposed changes to ensure the proposed change will not negatively affect current operations.

d. Informing the ECCB of any changes that affect the current EA TRM or current configuration standards or changes that may affect other external organizations.  

· The ECCB focuses on CRs related to the EA TRM by:
a. Reviewing proposed changes to the EA

b. Approving/Disapproving CRs.

c. Performing analysis on proposed changes to EA to ensure the proposed change meets government regulations and budget requirements, and will not negatively impact current operations.

d. Informing the ECCB of any changes that affect the current EA or current configuration standards or changes that may affect other external organizations.  

7.2.2.1 ITS Technical Infrastructure Configuration Control Board

The TCCB is responsible for changes to the OCC EA TRM including hardware, system software, networks, telecommunications, and management services constituting the operating environment in which business applications operate.  The TCCB has the authority to give approval for any changes that does not meet the OCC-wide impact threshold for evaluation by the ECCB. The TCCB evaluates all changes that meet any of the following conditions:

· Involve a new function, process, capability, application, or system.
· Involve network and telecommunications upgrades.
· Involve hardware/system software upgrades.
· Affect platform services (e.g. operating systems, server hardware and software, PC hardware and software).
· Affect data services (e.g. database management systems, data modeling tools and data administration tools).
· Affect IT security services (e.g. integrity, confidentiality, availability, and accountability).
· Affect Application Services (e.g. Web development tools, applications development tools, and COTS products integrated into Applications Systems).
· Modification of current standard infrastructure baseline configurations.

The TCCB usually consists of the TCCB Chair as assigned by Technical Infrastructure (TI) Deputy CIO, TI representatives, database administration group representatives, security representative, CM specialist, ITS security and Information Systems representatives.
TCCB Meetings - The CM specialist creates the ITS TCCB Report with all open CRs that includes standard hardware and system software.  The CR report and agenda are duplicated and brought to the meeting for discussion by participants.  Meeting minutes are entered in the CM tool and posted to the CM Program Website.  The reports are maintained in the CM tool for ready access.

· The TI CM Manager facilitates the ITS TCCB Meeting

· Recommendations are made on individual CRs by the business units to the voting membership of the ITS TCCB during the meeting and on-line, using the CM tool.

· CM Specialist maintains CRs in the CR tracking tool and in the current collaboration tool with recommendation or status of work for each CR.  Along with the CR updates, the CM Specialist will update the CR Status Report in the current collaboration tool.

· New CRs are discussed and brought to the CM Manager via the current collaboration tool for approval and assignment to a specific working group.
7.2.2.2 ITS Software Configuration Control Board (SCCB)

The Software Configuration Board(s) (SCCB) evaluates all proposed application software changes that arise during the SDLC Development Phase and during the SDLC Maintenance Phase.  During development, the SCCB focuses on overall management responsibility for ensuring that requirements specifications and design are not violated and during maintenance that software changes are implemented according to cost and schedule constraints.  The SCCB during development and in maintenance has the authority to give final approval for any changes to the baseline that do not meet the threshold for evaluation by the ECCB or TCCB. 

The SCCB usually consists of the project manager (Chair during development phase) and the O&M Team Lead (Chair during the maintenance phase), CM specialist(s), project and O&M team members, ITS security and customer(s).
SCCB Meetings - The CM specialist creates the ITS SCCB Report with all open CRs that includes software enhancements, new development, and PRs.  The CR report and agenda are duplicated and brought to the meeting for discussion by participants.  Meeting minutes are entered in the CM tool and posted to the CM Program Website.  The reports are maintained in the CM tool for ready access.
· The Software CM Manager facilitates the ITS SCCB Meeting

· Recommendations are made on individual CRs by the business units to the voting membership of the ITS TCCB during the working group session and on-line, using the CM tool.

· CM Specialist maintains CRs in the CR tracking tool and in the current collaboration tool with recommendation or status of work for each CR.  Along with the CR updates, the CM Specialist will update the CR Status Report in the collaboration tool.

· New CRs are discussed and brought to the CM Manager via the CM tool for approval and assignment to a specific working group.
7.2.2.3 ITS Enterprise Configuration Control Board (ECCB)

The ITS Enterprise Configuration Control Board (ECCB) is the formal decision-making body for changes affecting one or more of the following areas: (1) Statutes; (2) internal and external policies; (3) EA TRM; and (4) Budget (e.g., project or maintenance budget overruns).  Changes outside the defined scope of the ECCB are referred to the SCCB, for software projects under development and maintenance or the TCCB, for hardware and system software projects under development and maintenance.   

The ECCB is usually chaired by the ITS Chief Technology Officer (or equivalent), ITS representatives, CM Program Manager, CM specialist, ITS security and business units/sponsors as voting members.  
ECCB Meeting - The CM Program Manager facilitates the ECCB meeting.  Representatives from the business units and the ITS representatives are invited to attend.  The CTO serves as the Chairman of the ITS ECCB.  This ECCB is intended for the ITS review of status reports and recommendations from the business units, determine the validity of issues, and authorize work by the business units where warranted. 

· CM Specialist creates the ITS ECCB Reports with all open CRs including standard hardware and COTS Software.  CR listing and the agenda are posted to the CM Program Website under ECCB.   CM maintains these reports in the current collaboration tool.  The reports are duplicated and brought to the meeting.

· Each CR is discussed to determine status on corrective actions, or to give recommendations to the board from the impacted business units.

· CM specialist updates the softcopy of the CR in the CR Tracking tool and the current collaboration tool with authorization of work, assignment of tasks to key business units, and the notes of progress of fixes and corrective actions.
7.2.2.4 CCB Reviews
The TCCB, SCCB and the ECCB common CCB review process consists of the following:
1. CM creates CCB reports from the CRs assigned to the CCB and the “Deferred” CRs.
2. CM manager convenes the CCB and chairs the CCB meeting. If a small number of CRs (usually less than 10) are to be reviewed, the CCB is held virtually, or sent via e-mail.

3. Each CR is reviewed and evaluated by the CCB attendees.  Four actions are possible:  (1) approved to develop and implement in the next scheduled release; (2) request for further analysis; (3) deferred for a future (known or unknown) release; (4) closed.

4. CM updates the CRs with the following fields:  state, CCB notes priority, release version, and approval status. 

5. CM will enter the application manager as the “assignee” for CRs approved for development or in need of further analysis.
Use the CM Procedures CM-PROC-13 Create CCB Report and CM-PROC-14 CCB Procedure for further guidance.
7.2.2.5 CCB Minutes Format

The following format is to be used as a guide for developing minutes for all CCBs. 

1. List of members present

2. CCB actions

· Status Changes

· Priority Changes

· Creation of spawned CRs
· Title Changes

· Change in responsible party

· Applicable notes of interest

3. Summary of Total number CRs processed

· Total of CRs processed to different statuses and priority

7.2.2.6 Interface Control Working Groups
Interface control working group activities coordinate changes to the project CIs with changes to interfacing items outside the designated project organization. Hardware, system software and support software, as well as other projects and deliverables, should be examined for potential interfacing effects on the project.

7.2.3 Version Control

The current configuration of a system can be identified at any time throughout the SDLC phases by checking-in software and documentation using the CM version control tool.  In addition, previous configurations can be reproduced.  Use the guidance provided in CM Procedures CM-PROC-16 Promotion Group Labeling.
7.2.3.1 Version Package Processing

CM reviews the Version Package supplied by the development group to insure that the required physical elements are complete.  If the Version Package does not contain all the required elements, it is rejected and returned to the development group.  Once the package is complete, CM continues processing of the package and prepares for the CM audit.

CM verifies that all files (as identified in the Project-level CM Plan) were successfully entered into the CM library (checked in).  CM will perform an audit at this stage to validate the product's completeness.  Once completed, CM notifies QA that the product is under configuration control and a TRR is scheduled. Use the guidance provided in CM Procedures CM-PROC-15 Version Package Processing.
7.2.3.2 Re-Used Software

When possible previously developed software, is re-used either ‘as-developed’, or as a starting-point for new development to save time and cost.  Re-used software is brought into the configuration-controlled application and treated as “production released” software.  Re-used software has full traceability to approved CRs prior to any changes being implemented in the re-used software.  Changes to the re-used software are made in conjunction with the documented configuration control process and procedures. 

7.3 Configuration Status Accounting
CSA reporting of CI content, revision, or version can be obtained at any time.  CM ensures that CSA is maintained.  The documentation will include identification of:

· Technical documentation comprising the CI.

· Essential CI data elements, the current version/revision/release of each entity under CM control.

· Proposed changes to the configuration and the status of such changes.

· Approved changes to the configuration, including specific number and kind of CIs to which these changes apply the implementation of such changes, and the activity responsible for implementation. 

· The required records for CSA will use the data elements and their related data items, code, identifiers, and data changes. 

· Specific database supplied CM reports are required, with content and format specified in the CM Procedures CM-PROC-17 CM Status Accounting Report.

7.3.1 Types of Reports

Information gathered from the CM tool is used to compile the CSA status reports and/or lists to satisfy status reporting requirements and managerial needs.  The type of reports includes CM Reports, PRs, Metrics, and CM Measurements. 
· CM Reports - Reports give a direct view into the processes and procedures of CM.  Some typical reports that CM could provide include the following:

· CCB Reports - The CCB reports will detail the information from the CR database and will report the appropriate status for the type of CCB.  Further reports are run at the request of the CCB Chairperson or development managers.  However, CM CR tracking system users may also run their own reports from within the tool. 

· CCB Meeting Minutes - Meeting minutes are produced that detail the CCB decisions for each CR discussed.

· Hardware Baseline - The hardware baseline consists of all approved systems, components, and parts utilized by ITS activities at the Production site the baseline is maintained in CM CR tracking system and is viewable on the CM Program Website and via the current collaboration tool.

· System Software Baseline - The system software baseline consists of all approved COTS packages, patches, builds, service packs, and step-ups, utilized by ITS activities at the Production site.  The baseline is maintained in CM CR tracking system and is viewable on the CM Program Website and via the current collaboration tool.

· Application Software Status Report – The Application Software Status Report provides information on the latest operational release and any releases currently in the development lifecycle.  This includes the status of the release (Dev, QA, DRR, and Production), the changes implemented in the release (CRs), and any other significant information.
· Software/Documentation Audit Findings - Reports for CM and QA management on internal audits. All audit reports are archived in CM Version Management tool.

· Custom Reports - The Project manager or SDLC Program Manager, as well as ITS personnel, may periodically require the generation of special reports.  CM will acquire and prepare requested information in the specified report format.  

· Problem Reports - PRs are used to document problems found during review and/or testing of deliverable products.  PRs or defect reports are used as an interface between QA and the developers.  

A generated PR may spawn a CR.  Any unique identifiers, such as CR and PR numbers, are cross-referenced to each other.  Any PRs that result from a defect from a previous release should immediately spawn a CR.  It should not be corrected under a PR.  Any PRs that introduce a new defect and cannot be corrected prior to release are approved by the ITS Development Manager to create CRs for fixing later.  These defects are noted in the Software Release Notice (RN) as "known defects".

PRs and defect reports that do not initiate CRs are items noted during testing but do not require documentation or source code update.  These include defects introduced in a new version corrected prior to the completion of testing.

· Metrics - Metrics gathered from the CM tools for the CM Status Accounting report can be converted to graphs and charts.  Metrics not automatically provided are calculated and reported on an ad hoc basis.
· CM Measures - The CM specialist takes CM measures listed in Table 18 to monitor the CM process throughout the SDLC.  These measures, and the metrics developed, permits management to analyze the effectiveness and performance of the CM activities.  Management also uses the metric data to identify trends and problems and confirm or disprove managements’ perceptions of product/system problems.  
Table 19. CM Measures

	Measures taken:
	Purpose:
	Periodicity 

	
	
	

	Change Control:
	Shows changes to the system are being tracked and controlled
	

	Total No. of open CRs
	Indicates system performance
	Monthly/Yearly

	Total number of closed CRs
	Shows no. of changes to system
	Monthly/Yearly

	No. of new CRs
	Shows new requests for change to system during reporting period
	Monthly

	Time to close CRs
	Documents the average time to for a CR to go through the CR Process
	Monthly

	CI change activity (changes per CI)
	Indicates the stability of a CI
	Monthly/Yearly

	Hours to correct CRs reporting problems:
	Measure of rework required to correct errors in design or coding.
	Monthly

	
	
	

	CI Status Accounting:
	Shows that integrity of CIs is being maintained
	

	No. of Status Accounts scheduled 
	Show that status accounting activities are scheduled.
	Monthly/Yearly

	No. of status accounts completed
	Shows that status accounting is being performed
	Monthly/Yearly

	Issues and problems
	Identifies all issues and problems identified during status accounting activities and corrective action taken
	Monthly

	Time to conduct status accounting activities
	Documents level of effort expended to perform status accounting
	Monthly

	
	
	

	Baseline Audits:
	Shows that the integrity of the baselines are being maintained
	

	No. of baseline audits scheduled
	Show that baseline audit activities are scheduled.
	Monthly/Yearly

	No. of baseline audits completed
	Shows that baseline auditing is being performed
	Monthly/Yearly

	Issues and problems
	Identifies all issues and problems identified during baseline audit activities and corrective action taken
	Monthly

	Time to conduct baseline audit activities
	Documents level of effort expended to perform baseline audits
	Monthly

	
	
	

	Functional Configuration Audits:
	Delivering software with the configuration correctly documented
	

	No. of FCAs scheduled
	Show that FCA activities are scheduled.
	Monthly/Yearly

	No. of FCAs completed
	Shows that FCAs are being performed
	Monthly/Yearly

	Issues and problems
	Identifies all issues and problems identified during FCAs and corrective action taken
	Monthly

	Time to conduct FCAs
	Documents level of effort expended to perform FCAs
	Monthly

	
	
	

	Physical Configuration Audits:
	Delivering software with the configuration correctly documented
	

	No. of PCAs scheduled
	Show that PCA activities are scheduled.
	Monthly/Yearly

	No. of PCAs completed
	Shows that PCAs are being performed
	Monthly/Yearly

	Issues and problems
	Identifies all issues and problems identified during PCAs and corrective action taken
	Monthly

	Time to conduct PCAs
	Documents level of effort expended to perform PCAs
	Monthly

	
	
	


7.4 Configuration Audits and Reviews
CM performs audits and reviews to verify that the application software, system software, and hardware match the capabilities defined in the specifications and the performance of the product fulfills the requirements of the customer.
7.4.1 CM Audits

CM performs three types of audits prior to the release or revision of a Product Baseline, a Physical Configuration Audit (PCA), a Functional Configuration Audit (FCA), and a Baseline Audit.  Perform a PCA to determine whether all items identified as being part of the configuration are present in the product baseline.  The audit establishes the correct version and revision of each part that are included in the product baseline and that they correspond to information contained in the baseline’s configuration status report.  Conduct a FCA to ensure that each item of the application software along with the system software, and hardware is tested or inspected to determine that it satisfies the functions defined in the specifications.  In large software projects, audits are necessary throughout the evolution of a product to ensure conformance with planned configuration management actions and to prevent significant problems prior to a release.  Prior to a release of a product, perform a baseline audit.  This audit may vary according to the baseline being released and the criteria for the audit.
CM audits are often mistaken as QA functions.  Although they have the look and feel of QA activities, they are recognized components of CM.  In this instance, the QA role is to ensure that the PCA, FCA, and Baseline Audits are conducted.

A CM audit checklist is completed for each type of audit.  The format and content of the CM Audit Checklists and the audit procedures are specified in the CM Procedures CM-PROC-18 Function Configuration Audits, CM-PROC-19 Physical Configuration Audits, and CM-PROC-20 Baseline Audits.  The CM Specialist tracks all actions required from the audit to closure. 

7.4.2 QA Audits of CM

QA may perform audits of the CM process or of the physical library associated with their contracted project(s) at any time.  The purpose of QA audits is to ensure and validate the deliverable products are under CM control as well as verifying that the CM’s procedures for maintaining version and change control is being performed.  QA will report on their findings with a list of deficiencies found.  Process change recommendations deemed necessary to prevent recurrence of any deficiency is reviewed, resolved, and incorporated into the process if approved by the CM Program Office.

7.4.3 Reviews

CM personnel attend different types of reviews.  CM may not have input for all reviews.  When a meeting addresses CM issues, CM will attend.  Each project plan should provide information on the types and schedule of reviews.  In addition to CCB reviews, there could also be JAD Sessions, QA Process Assessments, Peer Reviews, and Technical Reviews.

7.4.3.1 JAD Sessions

Joint Application Development (JAD) sessions are ad-hoc meetings and may not require CM attendance.  JAD sessions are for discussions of technical issues.  Discussion of any CM policy, standard, or procedure requires CM attendance.  Software related JAD session procedures are the responsibility of the development groups/teams, project managers and O&M team leads. 

JAD sessions when held to discuss CM policy, standards, and procedures, the CM manager, or designated alternate, will act as the chairperson.  A CM specialist will keep minutes of the meeting.  Attendance of other CM personnel is as required.  Meeting minutes are logged and checked into the CM controlled library.

7.4.3.2 QA Process Assessments

QA Process Assessments are conducted by QA at each lifecycle phase of a product.  They are conducted to determine if the product is on schedule, to document any process mitigation, and to document proof of schedule goals met.

7.4.3.3 Peer Reviews

Peer reviews should be conducted for all deliverable SDLC documentation.  Software code walkthroughs and design walkthroughs should also be conducted.  CM’s role in peer reviews and walkthroughs is to log and check-in the peer review and walkthrough documentation into the CM controlled library.
7.4.3.4 Technical Reviews

Formal technical reviews are performed throughout the SDLC phases, although CM disciplines generally do not initiate or direct these reviews.  CM’s responsibility is to support these reviews by providing CM controlled documents to the SDLC Governance Board for each end of phase review.  These documents include the Functional Requirements Document and required plans during the Functional Requirements Review of the Requirements Definition Phase.  The design documents and plans required during Preliminary and Critical Design Reviews of the Design Phase.  The plans, manuals, and reports required during the TRR of the Development Phase and updated and final documents required for the Implementation and O&M Phases.  CM also provides the mechanism for acting on changes resulting from the reviews. 

Guidance is provided for these technical reviews in the CM Procedures CM-PROC-24 Test Readiness Review Turnover and CM-PROC-25 Deployment Readiness Review.
7.5 Configuration Release Management
Release management involves deployment of approved CIs to production.  

7.5.1 Release Package Processing

An approved release package is deployed into Production by the method specified by the Deployment Readiness Review.  Once deployed, the package memorandum is used to update the OCC office profile database in Remedy Action Response System (ARS).  The hard copy memo is filed in the OCC office’s profile cabinet.  This cabinet contains all hard copy memos in addition to any correspondence with OCC office.  Refer to CM Procedures CM-PROC-22 Document Turnover to CM and CM Procedures CM-PROC-27 Version Release Turnover to CM for guidance.
7.5.2 Standard CD Labels 

Media, such as CDs and DVDs, used to deliver new versions of an OCC ITS application are placed under configuration control, logged, and stored in the CM controlled physical library.

Each piece of media is uniquely identified according to configuration identification methods described in this document.  Labels are created using software obtained for this purpose.  The standard label scheme for each magnetic media item includes the following information:

· External to CM labels

· ITS logo - “OCC ITS”

· Release date

· Name identifier/version identifier

· Type of release (for example, pilot)

· Number of CD ROMs or disks in the release (format “x of y”, if more than one CD)

· Internal to CM labels

· Release date

· Name identifier/version identifier

· Unique CM controlled library identifier, CI Number (CI #nnnn)

· Number of CD ROMs or disks in the release (format “x of y”, if more than one CD)

· Labeled with “CM Master” or “CM Copy”, or "QA Test Copy"
Refer to CM Procedures CM-PROC-26 Create Compact Disk for guidance.
7.5.3 Production Site Profile Inventory

Each application in production has different ITS system configurations entered and maintained in the OCC office profile database. The application, version, date shipped, date installed, and deployment method are entered for each production site.  The Production Site Profile database is maintained in the Remedy ARS database. 

Only CM can update the production profile data. Update procedures are contained in the Remedy Action Request System Guide.

The source of deployment information is the CM Memorandum associated with each deployment, however only CM controlled software is listed in the production profile database.  Updates to the production profile for installed software are made per confirmation of installation via an e-mail from the installation team.

7.5.4 Support Desk Calls

Remedy ARS is used to log support desk calls.  As problem calls come into the support desk, each call is logged and a Ticket number is automatically assigned.  The "Production Profile Inventory" may be queried, and past/present "Support Desk Calls" may be queried. 

If the problem (Ticket) can be fixed by accessing any of the databases specified above, then the generated call is closed, after entering the action taken to resolve the problem call.  If the problem requires more in-depth analysis, as in the case of problem requiring software, hardware, or documentation changes, then the Ticket is closed and a CR is opened. A cross-reference is made between the Ticket and the CR. Additional details about using Remedy are contained in the Remedy Action System Response Guide. 

If an OCC office is unable to download the requested software or documentation off the CM Program Website, or they would prefer to have a copy on CD or a hard copy of a document, then a Ticket is opened and assigned to CM.  A Ticket would also be opened if a release package was damaged during deployment or the production OCC office required replacement software or documentation for any reason.  Tickets can also be opened to track a deployment, or request a new preferred deployment method.

7.5.5 ECMPO Website 

The ECMPO Website is to provide reporting and deployment support for ITS approved software as well as to provide access to CM documentation and training material.  The following features are available:

· ITS Systems - CM maintains software baselines in support of ITS applications.  In this section, the user has access to current application specific documentation and is provided with the ability to download the ITS Applications currently under c CM configuration control.

· CM Information - Information regarding the CM Mission, Staff Information, CM Procedures as well as CM Training material are located in this section. 

· CR Information - This section provides information regarding CRs.  CCB meeting schedules and minutes as well as monthly CR Reports are available for review.   It is in this section that the user is able to query the CR Database for up-to-date information regarding CRs.

· Other Products - This section provides access to the Documentation baseline, and available Utilities/Patches.  The Product Schedule, Application Status Report, and monthly Deployment Reports are also available for review.

· ITS ECCB Information. This includes the application software baseline, system software baseline, hardware baselines, and ECCB meeting schedules and meeting minutes.

· Important Links - This section provides direct links to the ITS Support Desk, the OCC Intranet and other Web pages of importance.

7.5.6 Production Group Responsibilities

The production group handles the deployment production releases and works under the direction of the CM Manager.
7.6 Configuration Management and Planning
Planning for CM is essential to its success.  The repetitious clerical-type functions associated with CM are easily automated.  The more important disciplines of CM, such as defining a scheme for identifying the CI, or the systematic review of changes before and after authorization, are activities that require engineering judgment.  Relating engineering judgment with management decisions, while also providing the necessary clerical support without slowing the decision-making process, is the critical role of CM planning.  Effective CM planning involves planning these activities and performing the activities in accordance with the plan. 

The CM Plan provides information on the requirements and procedures necessary for the CM activities of a software engineering project, activities during system maintenance, and the activities for the Enterprise CM Program, development, and maintenance.  Each project and systems in maintenance will have a CM Plan that is specific to the application.  It will specify who will be responsible for accomplishing the planned activities and the activities performed.  These activities will be coordinated with the project and maintenance schedules.  Refer to CM Procedures CM-PROC-01 Developing CM Plan, CM-PROC-02 CM Version Control Tool Access, and CM-PROC-03 CM Tracking Tool Access for guidance.
8 CONFIGURATION MANAGEMENT SCHEDULES
8.1 CM Schedules

Align this section with the project plan schedule.  The Project Plan defines most CM activities.  These include:

· Planned updates to this CM Plan,
· Creation of Product Baselines,
· Baseline audits,
· SDLC technical reviews,
· Schedules for CM oversight meetings and other activities, and
· Schedules for contractor oversight of CM activities.

8.2 CM Phases
This section describes the sequence of events and phases for implementation of CM in conjunction with the SDLC reviews and events, including as a minimum:

· Release and submittal of configuration documentation in relation to program events (e-g., technical reviews);

· Establishment of configuration baselines;

· Implementation of configuration control;

· Establishment of CCBs;

· Implementation of a status accounting information system and provision of reports/or access to the status accounting information; and

· Conduct of configuration audits.

9 CONFIGURATION MANAGEMENT RESOURCES

9.1 Tools and Techniques
The goal of the CM Plan is to give CM personnel guidance for ensuring the efficient use of resources and successful implementation of quality IT products.  The focus is two fold: 1) to give CM personnel, ITS management and technical personnel a road map for improving the timeliness and quality of ITS products; and 2) to assure the communication of technical information to affected stakeholders including customers and management affected by or benefiting from changes to CIs.
This CM Plan depends on all ITS development and maintenance efforts utilize the OCC SDLC process.  The CM Program relies on this process to ensure the integrity and control of systems.
9.1.1 CM Tools

It is possible to conduct a CM program with a word processor and a spreadsheet software program.  However, it is easier to perform configuration management with a CM software tool.  Currently ITS has not selected a CM Tool.  Described below are the CM tool sets that are being considered.  
· PVCS® Professional™ is a comprehensive suite for change and configuration management, consisting of PVCS® Version Manager™, Serena® Team Track®, and Serena® ChangeMan® Builder™.  The Professional Suite is the de facto standard for thousands of customers worldwide.  The latest release, Version 9, offers the industry’s most sophisticated version management, issue and workflow management.
· IBM Rational provides a process-oriented approach to CM through activity-based change management.  IBM offers an enterprise-wide CM system covering an SDLC using ClearCase for version management and ClearQuest (similar to PVCS Tracker) for change management.  The IBM Rational Unified Process integrates and coordinates SDLC activities.
9.1.2 Techniques
The intent of the CM Plan is to provide the guidance for the CM activities that ensure a project’s success.  This CM Plan and CM Procedures provides a standard set of procedures for the management of ITS Enterprise projects and systems in maintenance and are applicable to all ITS development and maintenance efforts.

9.1.3 Training

CM Training is currently in the planning phase and is scheduled for end of September 2006.  Training will be ongoing once the ECMPO is open.  CM personnel will receive CM Procedures training.
10 ENTERPRISE CM PLAN MAINTENANCE 
10.1 Maintenance of the ITS Enterprise CM Plan
The CM Program Manager and CM Managers will review this plan as needed but at least yearly.  Updates and revisions to this CM Plan will be communicated in accordance with the CM procedures described in this document.  Suggested changes to this plan may be communicated via E-mail to the ITS CM Program Manager. 
10.2 Project and Maintenance CM Plan Maintenance 
Project and Maintenance CM Plans address and define the needs of specific roles, responsibilities, and activities.  Project and Maintenance CM plans are not to be confused with the Enterprise CM Plan that defines the overall CM program roles, responsibilities and activities.  The SDLC provides a template for project managers and task leads to follow.   
10.3 Relationship to Other Plans

Described in this CM Plan are the activities for identifying and controlling software and documentation developed for ITS application systems and the technical infrastructure.  Each project will have a Project Plan and systems in maintenance will have a Maintenance Plan.  These plans include the SDLC schedule for deliverables.  These plans will also incorporate the CM schedule.  The Software Quality Assurance Plan provides details about the interaction between QA and CM from QA perspective.  Interfaces or references to CM standards, CM process activities, or procedures should be addressed by referencing this CM Plan.
11 CM CONTRACTOR / VENDOR CONTROL 
11.1 CM Contractor Control
Contractors are required to meet the ITS Enterprise CM Program requirements.  A complete Project CM plan referencing the ITS Enterprise CM Plan will be required.

11.2 CM Vendor Control 

Vendors are required to meet the ITS CM Enterprise CM Program requirements. 

12 CM RECORDS COLLECTION and RETENTION
12.1 Storage, Handling, and Release of Project Media 

Controlled software and documentation will be stored in the CM controlled library.  Backup copies are maintained in secure facilities in accordance with the backup procedures maintained by the Network Operations and Support Services group.  CM copies of deliverable software and documentation are stored in the CM Library.

12.2 Backup and Recovery

CM data resides in several locations and platforms.  Backups are run and maintained by the network system administrators.

There are four different types of backup:  full (normal), incremental, differential, and archive.  A full or normal backup, copies selected files and marks each file as having been backed up.  An incremental backup only backs up files that were created or changed since the last normal or incremental backup.  The files are marked as backed up when the process ends.  A differential backup copies only those files that were created or changed since the last normal or incremental backup.  Unlike the incremental and full (normal) backups, the files are not marked as having been backed up.  Archive tapes are created to serve as long-term, off-line repositories of non-critical data and as records of the monthly full backups performed during a one-year period.

System/server backups are performed for the following CM and CM related data:

· PVCS Version Manager and Tracker (for historical information).
· PVCS Version Manager – controlled archives (for historical information).
· CM PVCS Tracker Databases - backend database with a PVCS Tracker front-end.  Databases include CR, CM Inventory, License Tracking, ITS System Software Baseline, and ITS COTS Hardware Baseline.

· CM Enterprise Repository.
· Production site profile data.
· CM procedures, templates, memos, logs, and working papers, including electronic mail.

12.3 Storage

Storage of project media under CM control is accomplished in a variety of ways.  On-site storage and off-site storage are provided.  The CM central log is maintained, tracks where each item is located, where it is stored off-site with limited access.  Electronic files are stored on disks and/or in protected in the Version Manager archives where there is limited access.
12.3.1 On-Site

Provide on-site storage for CM to store CD/DVDs, and hardcopies of documentation.  Lockable filing cabinets are necessary to maintain the CM controlled library. 

All media, hardcopy, or otherwise, must have been logged into the CM Inventory database, and all media must be signed out of the CM controlled library, using the sign-out cards supplied.  Only CM can check-out a CM Master, or Original Products from the CM library.  Copies are made for check-out to all other personnel.

12.3.2 Off-Site

Provide off-site storage for disaster copy backups and for storage of old and/or obsolete media.

Appendix A
Deliverable SDLC Documents

Table A1 lists the deliverable documents that are defined in the SDLC process.

Table A1. Deliverable SDLC Documents

	Deliverable Document
	Life Cycle Phases

	Planning Phase Checklist

	Planning

	System Concept of Operations 

	Planning

	System Development Plan 


	Planning

	Configuration Management Plan 


	Planning

	Quality Assurance Plan


	Planning

	System Security Plan
	Planning

	Requirements Definition Phase Checklist


	Requirements Definition

	Functional Requirements Document


	Requirements Definition

	Requirements Traceability Matrix


	Requirements Definition

	System Workload Analysis Document


	Requirements Definition

	Interface Control Document


	Requirements Definition

	Data Management Plan


	Requirements Definition

	Development Test Plan 


	Requirements Definition

	Security Risk Assessment
	Requirements Definition

	Design Phase Checklist
	Design

	System Design Document


	Design

	Design Description Document (COTS/GOTS) 


	Design

	Data Conversion Plan 


	Design

	Training Plan


	Design

	Contingency Plan


	Design

	Security Guide


	Design

	Development Phase Checklist


	Develop

	Development Test Analysis Report 


	Develop

	Version Description Document 


	Develop

	Maintenance Manual 


	Develop

	Operations Manual (mainframe)


	Develop

	System Administration Manual 


	Develop

	User Manual


	Develop

	Implementation Plan
	Develop

	Independent Test Plan
	Develop

	Test Phase Checklist


	Test

	Independent Test Analysis Report 


	Test

	Integrated Performance Test Plan


	Test

	Integrated Performance Test Analysis Report 


	Test

	Interoperability Test Plan


	Test

	Interoperability Test Analysis Report


	Test

	Certification and Accreditation Package


	Test

	Implementation Phase Checklist
	Implement

	Disposition Phase Checklist
	Disposition

	Disposition Plan
	Disposition


Appendix B
Application Software Configuration Items

The candidates for application software configuration items (CSCI) listed in Table.
Table B1. Application Software Configuration Items 

	
	Application Solution Name
	Application Solution Maintenance Support
	Application Solution Status
	Project Size

	1. 
	Workflow and Information Systems and Document Management (WISDM)
	IS - Information Systems
	Approved/Development
	Major

	2. 
	SIS-MCBS
	IS - Information Systems
	Approved/Development
	Major

	3. 
	Chief Counsel Office Research Tool (CCORe)
	IS - Information Systems
	Approved/Development
	Non-major

	4. 
	e-Publishing
	IS - Information Systems
	Approved/Development
	Non-major

	5. 
	Enforcement Action MetaSearch
	IS - Information Systems
	Approved/Development
	Non-major

	6. 
	Canary
	IS - Information Systems
	Approved/Development
	Non-major

	7. 
	Supervisory Reports Repository
	IS - Information Systems
	Approved/Development
	Non-major

	8. 
	Licensing Information System
	External Organization or Vendor
	Approved/Development
	Major

	9. 
	Electron Records Management (e-RM)
	IS - Information Systems
	Approved/Development
	Non-major

	10. 
	Suspicious Activity Reports DM
	IS - Information Systems
	Approved/Development
	Non-major

	11. 
	Warehouse/ODS New Development
	IS - Information Systems
	Approved/Development
	Non-major

	12. 
	Web Content Management
	IS - Information Systems
	Approved/Development
	Major

	13. 
	Data Analytics Report Tool (DART)
	IS - Information Systems
	Approved/Development
	Non-major

	14. 
	Conference Office Scheduling and Booking System
	IS - Information Systems
	Approved/Development
	Under 75K

	15. 
	Continuing Education Data Mart Enhancement
	IS - Information Systems
	IS - Information Systems
	Under 75K

	
	Examinations System
	  
	 Major

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

	1. 
	Annual Percentage Rate Program (for Windows)
	Chief National Bank Examiner (CNBE)
	In Production
	

	2. 
	Annual Percentage Yield
	Chief National Bank Examiner (CNBE)
	In Production
	

	3. 
	Bank Securities Dealers System
	Chief National Bank Examiner (CNBE)
	In Production
	

	4. 
	BankNet Canary
	Chief National Bank Examiner (CNBE)
	In Production
	

	5. 
	Canary (Intranet)
	Chief National Bank Examiner (CNBE)
	In Production
	

	6. 
	Examiner Library/e-Files
	Chief National Bank Examiner (CNBE)
	In Production
	

	7. 
	KMV Machine
	Chief National Bank Examiner (CNBE)
	In Production
	

	8. 
	Liquidity Survey
	Chief National Bank Examiner (CNBE)
	In Production
	

	9. 
	Examiner Specialized Skills Program
	Committee for Bank Supervision (CBS)
	In Production
	

	10. 
	Shared National Credit Internal Reports
	Large Bank Supervision (LB)
	In Production
	

	11. 
	Shared National Credit Reporting System
	Large Bank Supervision (LB)
	In Production
	

	12. 
	Supervisory Information System - Large Banks
	Large Bank Supervision (LB)
	In Production
	

	13. 
	Supervisory Information System - Peer & Analytic Data: Credit Card Module
	Large Bank Supervision (LB)
	In Production
	

	14. 
	Supervisory Information System - Peer & Analytic Data: Fast Data Module
	Large Bank Supervision (LB)
	In Production
	

	15. 
	Supervisory Information System - Peer & Analytic Data: Home Equity
	Large Bank Supervision (LB)
	In Production
	

	16. 
	Bank Expert
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	17. 
	CAR
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	18. 
	Discounted Cash Flow Model
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	19. 
	Financial Institutions Data Retrieval System
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	20. 
	Multiple
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	21. 
	National Bank Surveillance Video Display System
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	22. 
	National Credit Tool
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	23. 
	Outreach
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	24. 
	Supervisory Information System - Administration
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	25. 
	Supervisory Information System - Examiner View
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	26. 
	Supervisory Information System - National Resource Planning Tool
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	27. 
	Supervisory Information System - Office
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	28. 
	Supervisory Information System - Reports
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	29. 
	Supervisory Monitoring System
	Midsize Community Bank Supervision (MCBS)
	In Production 
	

	30. 
	Text Processing
	Midsize Community Bank Supervision (MCBS)
	In Production
	

	
	OCC Enterprise System
	  
	Major

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

	31. 
	EEO Award Database
	Comptroller (COC)


	In Production
	

	32. 
	EEO Complaint Tracking System
	Comptroller (COC)


	In Production
	

	33. 
	EEO Customer Service Survey
	Comptroller (COC)


	In Production
	

	34. 
	FAIR Complaint Tracking System
	Comptroller (COC)


	In Production
	

	35. 
	National BankNet Infrastructure
	Comptroller (COC)


	In Production
	

	36. 
	Projection Systems
	Comptroller (COC)


	In Production
	

	37. 
	Quaestor
	Comptroller (COC)


	In Production
	

	38. 
	Enterprise Architecture Repository
	Information Technology Services (ITS)
	In Production
	

	39. 
	OCCNet Infrastructure
	Information Technology Services (ITS)
	In Production
	

	40. 
	Remedy Help Desk
	Information Technology Services (ITS)
	In Production
	

	41. 
	Sprint Long Distance Tracking
	Information Technology Services (ITS)
	In Production
	

	42. 
	CEO Address Book
	Public Affairs (PA)


	In Production
	

	43. 
	Communications Mailing Information System
	Public Affairs (PA)


	In Production
	

	44. 
	CRA Evaluation Search
	Public Affairs (PA)


	In Production
	

	45. 
	CRA Performance Evaluation Tracking System
	Public Affairs (PA)


	In Production
	

	46. 
	National BankNet Portal
	Public Affairs (PA)


	In Production
	

	47. 
	OCC Directory
	Public Affairs (PA)


	In Production
	

	48. 
	OCC Internet Infrastructure
	Public Affairs (PA)


	In Production
	

	49. 
	OCC Policy Guide System
	Public Affairs (PA)


	In Production
	

	50. 
	Publication Invoicing System (PINS)
	Public Affairs (PA)


	In Production
	

	
	Chief Counsel System
	 
	
	 Major

 

 

 

 

 

 

 

 

 

 

	51. 
	Corporate Activities Information System
	Office of Chief Counsel (CCO)
	In Production
	

	52. 
	E&C Research Library
	Office of Chief Counsel (CCO)
	In Production
	

	53. 
	e-Corp
	Office of Chief Counsel (CCO)
	In Production
	

	54. 
	Enforcement Action MetaSearch
	Office of Chief Counsel (CCO)
	In Production
	

	55. 
	Ethics Training Certification
	Office of Chief Counsel (CCO)
	In Production
	

	56. 
	Ethics Web Based Tracking System
	Office of Chief Counsel (CCO)
	In Production
	

	57. 
	Law External Recruitment
	Office of Chief Counsel (CCO)
	In Production
	

	58. 
	OCCLaw
	Office of Chief Counsel (CCO)
	In Production
	

	59. 
	Rapid C
	Office of Chief Counsel (CCO)
	In Production
	

	60. 
	Summation System
	Office of Chief Counsel (CCO)
	In Production
	

	
	Fiscal Management System
	  
	 Major

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

	61. 
	$MART Budget Code Restructure
	Office of Management (OM)
	In Production
	

	62. 
	$MART Project
	Office of Management (OM)
	In Production
	

	63. 
	360 Degree Performance Evaluation System
	Office of Management (OM)
	In Production
	

	64. 
	401(k) Enrollment
	Office of Management (OM)
	In Production
	

	65. 
	Amidon Volunteers
	Office of Management (OM)
	In Production
	

	66. 
	Asset Liability Test
	Office of Management (OM)
	In Production
	

	67. 
	Automated Acquisition Data System
	Office of Management (OM)
	In Production
	

	68. 
	Automated Information Learning Center (ALICE)
	Office of Management (OM)
	In Production
	

	69. 
	Bank Supervision for Non Bank Examiners
	Office of Management (OM)
	In Production
	

	70. 
	Bank Supervision School Pretest
	Office of Management (OM)
	In Production
	

	71. 
	Buyout System
	Office of Management (OM)
	In Production
	

	72. 
	Certifications
	Office of Management (OM)
	In Production
	

	73. 
	Course Request System
	Office of Management (OM)
	In Production
	

	74. 
	Credit Card (Travel)
	Office of Management (OM)
	In Production
	

	75. 
	Direct Deposit (travel)
	Office of Management (OM)
	In Production
	

	76. 
	Economic Systems, Inc. (ESI) - Retirement Calculator
	Office of Management (OM)
	In Production
	

	77. 
	E-TIME
	Office of Management (OM)
	In Production
	

	78. 
	External Publications Order System
	Office of Management (OM)
	In Production
	

	79. 
	External Training Program
	Office of Management (OM)
	In Production
	

	80. 
	Fastbook
	Office of Management (OM)
	In Production
	

	81. 
	HR National Finance Center (NFC) Biweekly Extract Process
	Office of Management (OM)
	In Production
	

	82. 
	HR PAR
	Office of Management (OM)
	In Production
	

	83. 
	HR-HUB
	Office of Management (OM)
	In Production
	

	84. 
	Human Resources Information System
	Office of Management (OM)
	In Production
	

	85. 
	Intelligent Procurement (IPRO)
	Office of Management (OM)
	In Production
	

	86. 
	Library Catalog
	Office of Management (OM)
	In Production
	

	87. 
	Library Information Request Form
	Office of Management (OM)
	In Production
	

	88. 
	Library Subscription Request
	Office of Management (OM)
	In Production
	

	89. 
	Life-Cycle Account
	Office of Management (OM)
	In Production
	

	90. 
	Management and Accountability Reporting Tools System
	Office of Management (OM)
	In Production
	

	91. 
	MAPS (Aperture)
	Office of Management (OM)
	In Production
	

	92. 
	Media Library
	Office of Management (OM)
	In Production
	

	93. 
	Merit Pay/Merit Pay Pool
	Office of Management (OM)
	In Production
	

	94. 
	Personal Compensation and Benefits Statement
	Office of Management (OM)
	In Production
	

	95. 
	Publication Ordering System
	Office of Management (OM)
	In Production
	

	96. 
	Relocation Management System
	Office of Management (OM)
	In Production
	

	97. 
	Retiree Database
	Office of Management (OM)
	In Production
	

	98. 
	SF-50 / SF-1150 Processing
	Office of Management (OM)
	In Production
	

	99. 
	Special Increase
	Office of Management (OM)
	In Production
	

	100. 
	Special Increase Pool
	Office of Management (OM)
	In Production
	

	101. 
	Time Entry Reporting System (TERS) (Input Form)
	Office of Management (OM)
	In Production
	

	102. 
	Training Administration System
	Office of Management (OM)
	In Production
	

	103. 
	Transportation Subsidy
	Office of Management (OM)
	In Production
	

	104. 
	Treasury Management School Test
	Office of Management (OM)
	In Production
	

	105. 
	Who's the Boss
	Office of Management (OM)
	In Production
	

	106. 
	Zoologic Courses
	Office of Management (OM)
	In Production
	

	
	OMBUDSMAN System
	
	 Non-major

 

 

 

 

 

 

	107. 
	Appeals Tracking
	Ombudsman (OMBD)


	In Production
	

	108. 
	CAG Wizard
	Ombudsman (OMBD)


	In Production
	

	109. 
	CAGnet
	Ombudsman (OMBD)


	In Production
	

	110. 
	Emergency Calling System
	Ombudsman (OMBD)


	In Production
	

	111. 
	Examination Questionnaire
	Ombudsman (OMBD)


	In Production
	

	112. 
	Remedy Action Request System (Consumer Complaint Tracking)
	Ombudsman (OMBD)
	In Production
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