RFI No. GSC-TFMG-08-RX02
Amendment One
1.  Question:  What is the nature of information requested for the RFI?
Answer:  As stated in the RFI, the Government is seeking information on how industry partners maintain Information Assurance (IA) programs to provide sufficient safeguards to ensure that all Controlled Unclassified Information (CUI) (including all sensitive data, whether digital or non-digital) in the possession of the Contractor is identified, marked, and protected from unauthorized access and release.  This includes, but is not limited to, how industry partners protect CUI that is transported or displayed on any information system that they own, operate, control, or utilize.  Additionally, how do industry partners handle CUI data at rest using NIST FIPS 140-2, certified crypto module.  This includes data stored on corporate servers, mobile devices, and portable storage media.  The Government is also interested in industry’s standard procedures for handling, assessing whether there has been a breach, assess what has been compromised, fixing the problem, and preventing the compromise, exfiltration, or other loss of CUI in the future.  The focus should be on practices which exceed NIST and ISO standards for data protection.
The Government's focus is on what best practices industry is using to protect files of all types involving technologies which could provide combat advantage.  The data we want to have protected is that which we have contracted industry to develop, integrate or manufacture for our war-fighting systems.  It is the data resident on the contract systems and networks of those in the defense industrial base (DIB) which research, integrate, manufacture the next generation of weapons.

2.  Question:  Is the Government interested in IT security industry information from potential solution providers to see what might be available?  Would it be relevant for firms to submit information on alternatives network security solutions?
Answer:  We are not looking for solutions per se, rather we are looking for how defense contractors have applied those solutions and what industry best practices they have developed and are willing to share.
3.  Question:  Is the Army asking about how to protect government-owned, contractor held information or government-owned, government held information or both?

Answer:  We want to ensure protection for any data on the systems and networks of the defense industrial base (DIB), contractors who partner with the Army to develop, integrate or manufacture our war-fighting systems.  Focus is on what best practices industry is using to protect files of all types involving technologies which could provide combat advantage.  The request for information (RFI) we released last week specifically asks how industry is handling "controlled unclassified information," or CUI, which was identified in a presidential memorandum released in May.  

4.  Question:  I've heard there is a lot of concern about data on contractor systems, how will the RFI improve IT security of those systems?

Answer:  That question is truly up to the contractors' responses and what they tell us they can do to raise the bar for protection.  When a child comes home from school and says he met the standard, this means he got a "C."  We want to know what the DIB contractors are doing which will enable them to get an "A."  Those are the standards of protection of CUI we are seeking.  

The solutions don't have to be technical; they may be nothing more than security procedures.  A best practice may be as simple as a procedure to remove unused files from networks and place them in off-line archives.  The Government is looking for whether, and with what degree of success, have manufacturers/
developers of weapon systems applied their solutions to increase the protection of CUI.

5.  Question:  What is the time frame around the RFI and possible RFP?

Answer:  The result of the RFI will not be a specific RFP.  Rather, contract language for the protection of CUI is planned to be incorporated into specific PEO EIS requirements and evaluation criteria for future task orders and contracts.  We are part of a larger Army effort to develop higher standards for all of our defense industry partners in our future contracting efforts. 

Additional comments:

We work very closely with our industry partners to ensure that sensitive and proprietary information only gets into the hands of those who need it.  Information Assurance management is crucial to our Soldiers and civilians on the battlefield who depend on our technological edge over our adversaries.  The protection of that edge is central to our success.

As new technologies emerge and the pace of change continues to escalate, we need to stay ahead of the curve to ensure that our information is protected in any situation.

This RFI is part of the overall intent to raise the standard of protections of CUI among our contractors.  It is one pillar in an effort which includes improving information-sharing and overall cooperation on reporting.  The Assistant Secretary for the Army, Acquisitions, Logistics and Technology (ASA/ALT) meshes with defense-wide information assurance efforts.
