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PART II - CONTRACT CLAUSES

DISA/DITCO-SCOTT

2300 EAST DRIVE - BLDG 3600

SCOTT AFB IL 62225-5406
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TEL:

FAX:

TEL:

NOTE:  In sealed bid solicitations "offer" and "offeror" mean "bid" and "bidder".

SOLICITATION
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6. REQUISITION/PURCHASE NO.

5. DATE ISSUED

10 Mar 2006

4. TYPE OF SOLICITATION

SEALED BID (IFB)

NEGOTIATED (RFP)

[    ]

[ X ]

3. SOLICITATION NO.

HC1013-06-R-2014


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	
	
	
	(*)

	
	CENTRAL MEAT PROCESSING PLANT (CMPP)

In support of the Defense Commissary Agency’s (DeCA) Central Meat Processing Plant (CMPP), located at Ramstein Air Base, Germany, the contractor shall provide a state-of-the-art, commercial-off-the-shelf (COTS) business system at its Central Meat Processing Plant.  The CMPP system shall provide DeCA with a modern equipment and software solution that meets DoD security requirements.  It will also automate various aspects of CMPP’s operations, particularly store ordering, general ledger, and meat inventory processes, thereby improving productivity, expanding functionality, reducing cost, and delivering enhanced customer benefits and savings.

Contractor shall provide subject CMPP business system requirements in accordance with the attached CLIN List, Statment of Work (SOW) and CDRLS (See Section J).

The Government anticipates award of a Firm Fixed Price Contract. 

* Pricing to be submitted IAW completion of the CLIN List (Section J) and those instructions within Sections L&M of this document.


	

	
	
	

	
	

	

	
	NET AMT
	To Be Determined  (TBD)

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	
	
	
	TBD

	
	CMPP

FFP

OPT YR 1

FOB: Destination

 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	
	
	
	
	TBD

	
	CMPP

FFP

OPT YR 2

FOB: Destination

 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	
	
	
	
	TBD

	
	CMPP

FFP

OPT YR 3

FOB: Destination

 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0005
	
	
	
	
	TBD

	
	CMPP

FFP

OPT YR 4

FOB: Destination

 
	

	
	
	

	
	

	

	
	NET AMT
	

	

	
	
	
	


Section F - Deliveries or Performance

DELIVERY INFORMATION

	CLIN 
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	UIC 

	 
	 
	 
	 
	 

	0001 

0002

0003

0004

0005
	After Date of Contract thru

30-SEP-2006 

1-OCT-2006 thru

30-SEP-2007

1-OCT-2007 thru

30 SEP 2008

1-OCT-2008 thru

30 SEP 2009

1-OCT-2009 thru

30-SEP-2010
	 
	CENTRAL MEAT PROCESSING PLANT

BUILDING 1200

RAMSTEIN FLUGPLATZ

66877 RAMSTEIN MIESENBACH

MARK FOR:

SABINE POTT-JACOB

(49) 06371-5903-12

EDWARD AULD

(49) 06371-5903-22

FOB:  Destination 

(Same as above)

(Same as above)

(Same as above)

(Same as above)
	 


Section H - Special Contract Requirements 

CLAUSES INCORPORATED BY FULL TEXT

DITCO Points of Contact
Contracting Officer
Name:  DOMINIC CURCURU

Organization:  DISA/DITCO-Scott (PL8231)

Phone No.:  (618) 229-9612; FAX (618) 229-9177

E-Mail:  dominic.curcuru@disa.mil

Contractor Point of Contact:   TBD

Contractor Name:  

DUNS:  

CAGE CODE:  

Contractor POC:  

Email Address:  

Phone Number:  

Fax Number:  

Customer COR/TM/Point of Contact:  TBD

Name:  

Organization:   

Phone No.: ; DSN  

E-Mail Address:  

Electronic invoices shall be sent to: invoicereceipt@disa.mil
Questions regarding invoices should be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dod.mil/dfas/money/vendor/
CREDIT CARD METHOD OF PAYMENT 

If payment is to be made via credit card, contact the Contracting Officer listed above.

Section I - Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE

	52.201-9200 
	CONTRACTING AND ADMINISTRATIVE AUTHORITY 
	JUN 1996 
	 

	52.202-1 
	Definitions 
	JUL 2004 
	 

	52.203-3 
	Gratuities 
	APR 1984 
	 

	52.203-5 
	Covenant Against Contingent Fees 
	APR 1984 
	 

	52.203-6 
	Restrictions On Subcontractor Sales To The Government 
	JUL 1995 
	 

	52.203-7 
	Anti-Kickback Procedures 
	JUL 1995 
	 

	52.203-8 
	Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity 
	JAN 1997 
	 

	52.203-10 
	Price Or Fee Adjustment For Illegal Or Improper Activity 
	JAN 1997 
	 

	52.203-12 
	Limitation On Payments To Influence Certain Federal Transactions 
	SEP 2005 
	 

	52.204-4 
	Printed or Copied Double-Sided on Recycled Paper 
	AUG 2000 
	 

	52.204-7 
	Central Contractor Registration 
	OCT 2003 
	 

	52.204-8 
	Annual Representations and Certifications 
	JAN 2006 
	 

	52.209-6 
	Protecting the Government's Interest When Subcontracting With Contractors Debarred, Suspended, or Proposed for Debarment 
	JAN 2005 
	 

	52.211-9200 
	PERIOD OF CONTRACT 
	JUN 1996 
	 

	52.211-9201 
	PLACE OF PERFORMANCE 
	JUN 1996 
	 

	52.215-2 
	Audit and Records--Negotiation 
	JUN 1999 
	 

	52.215-8 
	Order of Precedence--Uniform Contract Format 
	OCT 1997 
	 

	52.215-11 
	Price Reduction for Defective Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.215-13 
	Subcontractor Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.215-14 
	Integrity of Unit Prices 
	OCT 1997 
	 

	52.215-21 
	Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.217-8 
	Option To Extend Services 
	NOV 1999 
	 

	52.217-9 
	Option To Extend The Term Of The Contract 
	MAR 2000 
	 

	52.219-4 
	Notice of Price Evaluation Preference for HUBZone Small Business Concerns 
	JUL 2005 
	 

	52.219-8 
	Utilization of Small Business Concerns 
	MAY 2004 
	 

	52.219-9 
	Small Business Subcontracting Plan 
	JUL 2005 
	 

	52.222-3 
	Convict Labor 
	JUN 2003 
	 

	52.222-21 
	Prohibition Of Segregated Facilities 
	FEB 1999 
	 

	52.222-26 
	Equal Opportunity 
	APR 2002 
	 

	52.222-35 
	Equal Opportunity For Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible Veterans 
	DEC 2001 
	 

	52.222-36 
	Affirmative Action For Workers With Disabilities 
	JUN 1998 
	 

	52.222-41 
	Service Contract Act Of 1965, As Amended 
	JUL 2005 
	 

	52.223-6 
	Drug-Free Workplace 
	MAY 2001 
	 

	52.225-13 
	Restrictions on Certain Foreign Purchases 
	FEB 2006 
	 

	52.227-1 
	Authorization and Consent 
	JUL 1995 
	 

	52.227-19 
	Commercial Computer Software- Restricted Rights 
	JUN 1987 
	 

	52.229-3 
	Federal, State And Local Taxes 
	APR 2003 
	 

	52.230-2 
	Cost Accounting Standards 
	APR 1998 
	 

	52.232-1 
	Payments 
	APR 1984 
	 

	52.232-7 
	Payments Under Time-And-Materials And Labor Hour Contracts 
	AUG 2005 
	 

	52.232-8 
	Discounts For Prompt Payment 
	FEB 2002 
	 

	52.232-9 
	Limitation On Withholding Of Payments 
	APR 1984 
	 

	52.232-17 
	Interest 
	JUN 1996 
	 

	52.232-18 
	Availability Of Funds 
	APR 1984 
	 

	52.232-25 
	Prompt Payment 
	OCT 2003 
	 

	52.232-33 
	Payment by Electronic Funds Transfer--Central Contractor Registration 
	OCT 2003 
	 

	52.232-36 
	Payment by Third Party 
	MAY 1999 
	 

	52.233-1 
	Disputes 
	JUL 2002 
	 

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.239-1 
	Privacy or Security Safeguards 
	AUG 1996 
	 

	52.242-13 
	Bankruptcy 
	JUL 1995 
	 

	52.242-15 Alt I 
	Stop-Work Order (Aug 1989) -  Alternate I 
	APR 1984 
	 

	52.242-17 
	Government Delay Of Work 
	APR 1984 
	 

	52.243-1 
	Changes--Fixed Price 
	AUG 1987 
	 

	52.244-2 
	Subcontracts 
	AUG 1998 
	 

	52.244-6 
	Subcontracts for Commercial Items 
	FEB 2006 
	 

	52.245-2 
	Government Property (Fixed Price Contracts) 
	MAY 2004 
	 

	52.246-1 
	Contractor Inspection Requirements 
	APR 1984 
	 

	52.246-4 
	Inspection Of Services--Fixed Price 
	AUG 1996 
	 

	52.246-6 
	Inspection--Time-And-Material And Labor-Hour 
	MAY 2001 
	 

	52.247-34 
	F.O.B. Destination 
	NOV 1991 
	 

	52.249-2 
	Termination For Convenience Of The Government (Fixed-Price) 
	MAY 2004 
	 

	52.249-4 
	Termination For Convenience Of The Government (Services) (Short Form) 
	APR 1984 
	 

	52.249-6 
	Termination (Cost Reimbursement) 
	MAY 2004 
	 

	52.249-8 
	Default (Fixed-Price Supply & Service) 
	APR 1984 
	 

	52.249-14 
	Excusable Delays 
	APR 1984 
	 

	52.253-1 
	Computer Generated Forms 
	JAN 1991 
	 

	252.201-7000 
	Contracting Officer's Representative 
	DEC 1991 
	 

	252.203-7001 
	Prohibition On Persons Convicted of Fraud or Other Defense-Contract-Related Felonies 
	DEC 2004 
	 

	252.203-7002 
	Display Of DOD Hotline Poster 
	DEC 1991 
	 

	252.204-7000 
	Disclosure Of Information 
	DEC 1991 
	 

	252.204-7003 
	Control Of Government Personnel Work Product 
	APR 1992 
	 

	252.204-7004 Alt A 
	Central Contractor Registration (52.204-7) Alternate A 
	NOV 2003 
	 

	252.205-7000 
	Provision Of Information To Cooperative Agreement Holders 
	DEC 1991 
	 

	252.209-7004 
	Subcontracting With Firms That Are Owned or Controlled By The Government of a Terrorist Country 
	MAR 1998 
	 

	252.211-7003 
	Item Identification and Valuation 
	JUN 2005 
	 

	252.215-7000 
	Pricing Adjustments 
	DEC 1991 
	 

	252.219-7003 
	Small, Small Disadvantaged and Women-Owned Small Business Subcontracting Plan (DOD Contracts) 
	APR 1996 
	 

	252.223-7004 
	Drug Free Work Force 
	SEP 1988 
	 

	252.227-7013 
	Rights in Technical Data--Noncommercial Items 
	NOV 1995 
	 

	252.227-7014 
	Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation 
	JUN 1995 
	 

	252.232-7003 
	Electronic Submission of Payment Requests 
	JAN 2004 
	 

	252.239-7002 
	Access 
	DEC 1991 
	 

	252.243-7001 
	Pricing Of Contract Modifications 
	DEC 1991 
	 

	252.243-7002 
	Requests for Equitable Adjustment 
	MAR 1998 
	 

	252.246-7000 
	Material Inspection And Receiving Report 
	MAR 2003 
	 

	252.247-7023 
	Transportation of Supplies by Sea 
	MAY 2002 
	 


CLAUSES INCORPORATED BY FULL TEXT

52.239-9209  Year 2000 Compliance





(MAR 1998)

(C500 Previously)
    a.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

    b.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 Compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

52.252-2      CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may be accessed electronically at this/these address(es):

HTTP://FARSITE.HILL.AF.MIL 

(End of clause)

52.252-6     AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any DFARS (48 CFR Chatper 2) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the regulation.

(End of clause)

Section J - List of Documents, Exhibits and Other Attachments

ATTACHMENTS

[image: image1.wmf]CLINs.doc
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Section L - Instructions, Conditions and Notices to Bidders

SECTION L
L.1  INSTRUCTIONS FOR PROPOSAL

General Instructions:

These instructions provide guidance to the offeror for preparation of its proposal. To aid in the evaluation, all proposals shall follow the same general format. A complete proposal is defined as one consisting of four separate components. The proposal shall include all the information requested in the subparagraphs; failure to do so might adversely affect the evaluation. A proposal that is sufficiently documented will enable the Government to perform a thorough and fair evaluation.  

L.1.1    A cover letter and index listing individual parts, tables, charts, appendixes, etc., may accompany the proposal.  Provide a cover letter with the company’s name, address and telephone number, Request for Proposal (RFP) number, title of the RFP and the original date of submittal for the proposal. The original date shall be located in the upper right hand corner of the cover sheet.

L.1.2    All proposals shall be typed.

L.1.3    It is the Government’s intention to award without discussions. Offerors are advised to submit proposals that are clear, complete, and accurate. Therefore, the offeror’s initial offer should contain the offeror’s best terms from a technical, past performance, and price and standpoint. Do not assume you will be afforded the opportunity to clarify, discuss or revise your proposal. However, the Government reserves the right to conduct discussions if later determined by the Contracting Officer (KO) to be necessary. If award is not made on the initial proposal, discussions will be conducted or the solicitation cancelled. The Government may reject the offer if such action is in the public interest; and waive informalities and minor irregularities in the offer received.

L.1.4    To be considered for an award, the proposal shall conform to all terms and conditions contained in the RFP.

L.1.5    To aid in the evaluation of competitive proposals, all proposals shall follow the same general digital format. The digital files will be checked in Adobe Acrobat for the number of pages.

L.1.6    Those digital pages in excess of the limit will be deleted from the digital file. Pages deleted in excess of the maximum from digital files as well as the printed copies will be removed starting from the back of the proposal volume and printed and returned by the KO to the offeror to ensure that they are not evaluated. The Government will not keep any pages in excess of the limit.

L.1.7    If Evaluation Notices (ENs) are required, page limits will be placed on any responses. The specific page limits for responses to ENs will be identified in the letter forwarding ENs to an offeror. Excess pages submitted in response to these ENs will also be removed by the KO and returned to the offeror.

L.1.8    The offeror will provide all of the paper hardcopies and one digital copy set as detailed above to HQ/DeCA/HQ PM Division, Attn:  Ms. Darlene Leak, 1300 E Avenue, Fort Lee, VA 23801-1800. The second digital copy as detailed above must be sent to DISA/DITCO-SCOTT, Attn: Dominic Curcuru/PL8231, 2300 East Drive, Scott AFB, IL 62225-5406.

L.2   PROPOSAL FORMAT

The proposal shall consist of four parts and must include all requested information. Proposal format shall be as follows:

Part I
Standard Form 33

Part II
Technical and Management Capability

Part III
Present and Past Performance

Part IV
Price

L.2.1    The offeror shall submit volumes on four separate CD-ROMs/digital copy sets. [A total of eight (8) CD-ROMs are required.]  Submit all discs in a READ ONLY format, but allowing the Government the ability to extract ("copy") any portion from the file as desired to reproduce ("paste") into other documents/reports. Identify the following data on both the disc and the disc jacket cover: Title -- Defense Commissary Agency, Central Meat Processing Plant (CMPP), disclosure statement, and company name. Do not compress the files.

L.2.2    Standard Form 33
Blocks 13,14,16, and 18 of page 1 of the Standard Form 33 shall be completed by offerors and block 17 shall be signed to show that the offeror has read and agrees to comply with all conditions and instructions provided in the solicitation document. Part I shall contain the signature of the authorized official of the firm. Provide a letter from an officer of the company that states the name of the company representative authorized to sign contract actions if other than an official of the firm and include any limitations placed on the individual, if applicable, during the performance period. The offeror must check or complete all applicable boxes or blocks in the paragraphs under Section K and submit the full section as part of Volume I of the proposal.

L.2.3    Technical and Management Capability

2 digital copy sets each made up of one copy in .pdf format using Adobe Acrobat 6.0 and one in MS Word plus 7 paper hardcopies. Limited to 50 pages.

L.2.4    Present and Past Performance

2 digital copy sets each made up of one copy in .pdf format using Adobe Acrobat 6.0 and one in MS Word plus 4 paper hardcopies. Limited to 20 pages for the five most relevant contracts.

L.2.5    Price

2 digital copy sets each made up of one copy in .pdf format using Adobe Acrobat 6.0 and one in MS Word/Excel plus 2 paper hardcopies, with a target of 25 pages. Offerors are encouraged to limit the Price Proposal pages unless the offeror determines that this limitation would preclude compliance with the cost/price proposal instructions of the RFP.

NOTE:  Offerors are cautioned that submission of more data than required by the price proposal instructions, Public Law, and/or FAR may hinder the evaluation of the price proposal. Since the contract price is based on adequate price competition, the KO does not anticipate a requirement for certified cost or pricing data. However, offerors may be required to submit information other than cost or pricing data in accordance with FAR 52.215-20/21. The KO will request this information as deemed necessary.

L.2.6    Pages containing text shall be on 8 ½ x 11 inch paper. The format will be standard commercial format. Text shall be portrait orientation in Times New Roman, regular font, size 12 or larger. (Some landscape pages are permitted for clarity.) Horizontal spacing is to be normal (not condensed) and justified. All information (except document numbers, classification markings, page numbers, etc.) shall be provided within a maximum image size of 6 ½ x 9 inches (1-inch margins on all four sides) on each page. A page is defined as each face of an 8 ½" x 11" sheet containing information but excluding blank pages, table of content pages, and indices. 11" x 17" pages are not allowed. Lines are to be at least single-spaced with at least 6-point paragraph spacing.  Proposals will only be read and evaluated up to the page limitations by volume; pages in excess of page limits will be returned to the offeror unread. The Price Volume narrative shall be portrait orientation in Times New Roman, regular font, size 12 or larger. (Some landscape pages are permitted for clarity). Horizontal spacing is to be normal (not condensed) and justified. Spreadsheets included in the Price Volume shall have a minimum font size of 10. Font size for Figures and Tables shall be no smaller than 10 with proportional spacing permitted.  There is no limit on the number of Figures and Tables, but they will be included in the page count.   

L.2.7     In the margin on the upper right of all pages include: Title, volume and/or subdirectory title and page number. Company name and proprietary information notices shall be placed in top and/or bottom margins. Use single column formatting only; multi-column formatting is not allowed. Graphics allowed in color or B&W with a font size of 8 as a minimum except where data is only being used as a sample and readability is not intended. Hyperlinking is allowed only within the Technical and Management Capability and the Present and Past Performance Volumes but not between them. Proposals shall not be supplemented by a package or reference documents. Minor deviations from the instructions will be reviewed by the KO to ensure that no contractor receives a competitive advantage. Major deviations resulting in a competitive advantage for an offeror will result in the proposal being returned to the offeror as non-compliant with the RFP requirements.   

L.2.8    Pages in each volume will be numbered sequentially and consecutively. The cover page, table of contents, list(s) of tables and drawings, and cross-reference matrix are excluded from page count. Items not presented in the proper location may be missed by evaluators who will key their review to the major topic outline.

L.3   PROPOSAL SUBMISSION

L.3.1    Technical and Management Capability (Factor 1). Proposals shall present the offeror's understanding of the CMPP as it applies to DeCA's support requirements and its approach to accomplishing tasks in all the areas identified below. Your proposal will describe the capability of your organization to perform this program including pertinent aspects of the proposed approach including teaming or subcontracting approaches. The proposal should be prepared simply and economically, providing straightforward, concise delineation of capabilities to perform satisfactorily the contract being sought. The proposal shall not merely offer to perform work in accordance with the Statement of Work (SOW), but shall also outline the actual approach proposed as specifically as possible. Particular proposal strengths or unique approaches should be highlighted. Repeating the requirements without sufficient elaboration will not be acceptable. You are not limited to any suggested approaches for equal or even preferred consideration; however, any deviations should be fully substantiated in the proposal. In order to ensure a complete proposal, it is recommended that you follow the format presented below and outline your response by Subfactor. Additionally, you should cross-index your proposal elements to the evaluation criteria listed in Section M. It is your responsibility to ensure the completeness of your proposal. The Government shall not assume that an offeror possesses any capability unless specified in the proposal.

L.3.1.1    Technical Approach (Subfactor 1.1)

Proposals shall present the offeror's understanding of the CMPP as it applies to DeCA's support requirements and its approach to accomplishing tasks in all the areas identified below.

(a)
FUNCTIONAL REQUIREMENTS (SOW paragraph C 3.3)

(b)
TECHNICAL REQUIREMENTS (SOW paragraph C 3.4)

(c)
TELECOMMUNICATIONS REQUIREMENTS (SOW paragraph C 3.5)

(d)
EQUIPMENT AND TECHNICAL REQUIREMENTS WITHIN THE CMPP FACILITY (SOW paragraph C 3.6)

(e)
INSTALLATION RELATED SUPPORT SERVICES (SOW paragraph C 3.7)

(f)
TRAINING (SOW paragraph 3.8)

(g)
HELP DESK, SOFTWARE AND HARDWARE, TESTING SUPPORT (SOW paragraph C 3.9)

(h)
CMPP EQUIPMENT AND CONTRACT CLOSE-OUT (SOW paragraph 3.10)

(i)
CONTRACTOR PERSONNEL AND PROJECT MANAGEMENT REQUIREMENTS

(SOW paragraph 3.11)  

(j)   
GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION (SOW paragraph 3.12)

(k)   
WARRANTIES AND LICENSES (SOW paragraph 3.13)

L.3.1.2    Technical Workforce Management (Subfactor 1.2)

Describe how your company proposes to manage a workforce of the technical complexity of this effort. Describe how you will recruit, hire, train, and retain a qualified and capable workforce that can accomplish the entire scope of the effort (including unexpected surges) in accordance with the SOW.

L.3.1.3   Technical and Management Capability Risk (Subfactor 1.3)

The evaluation team for the Government has been instructed to evaluate on the basis of the information provided in the proposal and evaluate the risks associated with your solicitation. The Government shall not assume that an offeror possesses any capability unless specified in the proposal.

L.3.2    Present and Past Performance (Factor 2). Present and past performance information concerning subcontractors and teaming partners cannot be disclosed to a private party without the subcontractor's or teaming partner's consent. Because a prime contractor is a private party, the Government will need that consent before disclosing subcontractor/teaming partner present and past performance information to the prime if exchanges are required. In an effort to assist the Government's evaluation in assessing your past performance relevancy and confidence, we request that the following consent format be completed by the subcontractors/teaming partners identified in your proposal. The completed consent letters should be submitted as part of your Present and Past Performance Volume as required, when past performance information concerning an offeror's subcontractors or joint venture partners is included in the respective volumes. These consent letters are not subject to the page limitations.

L.3.2.1    Past Performance Risk (Subfactor 2.1). The Government will evaluate your proposal on the risks associated with your past performance. Lack of similar experience may not disqualify your firm, but may increase performance risk.

L.3.2.2   Present and Past Performance Volume

Each offeror shall submit present and past performance information for itself, and for each proposed subcontractor or joint venture partner. Offerors are notified that the Government will use the data provided in these volumes that is determined to be current and relevant to the effort at hand and data obtained from other sources in the development of performance risk assessments.

The purpose of the Present and Past Performance Volume is to evaluate the offeror's demonstrated record of contract compliance in supplying services that meet the users' needs, including cost and schedule. The Government is seeking to assess past performance which is relevant to the Technical and Management Capability subfactors, the Price factor, and consideration of other efforts such as cost control, compliance with schedule, responsiveness, customer satisfaction, etc.

L.3.2.2.1   Current and Relevant Contracts

For the purposes of this solicitation, current contracts are defined as those in which a portion of the performance occurred after 30 September 2003. Relevancy will consider the relevant contract's technical requirement and the Government's appraisal of the relevant contract's technical comparability to the support described below. In addition, the Government has a relevancy preference for technical past performance involving DeCA, major grocery store chains, meat plants, and/or other Federal Agencies. Other technical past performance may be considered relevant as well. The Government will assess the relevancy of each specific example of past or present performance as highly relevant (HR), relevant (R), somewhat relevant (SR), or not relevant (NR). The following definitions for relevancy will be used:

Highly Relevant (HR):  The technical subject matter and complexity of the effort described in the proposal are highly comparable to this support effort.

Relevant (R):  Some dissimilarities in technical subject matter and/or complexity exist between the example described in the proposal and this support effort, but it is substantially comparable to this effort.

Somewhat Relevant (SR):  Significant differences in technical subject matter and/or complexity exist between the example described in the proposal and this support effort, but it is reasonably comparable to this effort.

Not Relevant (NR):  Neither the technical subject matter nor complexity of the example described in the proposal is reasonably comparable to this effort.

L.3.2.2.2   Format of Present and Past Performance Data

The offeror shall submit information on contracts it considers current and relevant to demonstrate its ability to perform this effort.  The offeror shall briefly explain how and why it considers the contracts relevant. Additionally, the offeror shall summarize present and past performance results for each contract as they relate to:

Subfactor 2.1:
Cost Control

Subfactor 2.2:
Schedule Control

Subfactor 2.3:
Quality of Performance and Customer Satisfaction

The Government will use the offeror's explanation of why it believes a specific contract(s) (and/or task order(s)) is relevant to the indicated tasking and its own judgment to determine the degree of relevancy to be considered in making the past performance evaluation.

The offeror shall provide the requested information detailed in this section for each contract (and/or task order), including administrative data for contracts the offeror believes to be relevant to a particular task. The information shall include: name, address, facsimile, and telephone number(s) of a point of contact(s) (POC). Choose POCs who have detailed and in-depth knowledge of the work performed on the referenced contract (and/or task order). The offeror shall verify the availability of the POC(s) to discuss the offeror's past performance with Source Selection Personnel.

L.3.2.2.3   Relevant Past Performance for the Central Meat Processing Plant Effort

To facilitate evaluation, the Government is requesting interested offerors to provide a performance questionnaire and cover letter attached below to a minimum of three (3) agencies/companies for which the offeror has performed similar services.  The offeror shall inform each evaluator that DISA/DITCO-SCOTT, Dominic Curcuru, Contracting Officer, may use their response in the evaluation of Past Performance for the CMPP solicitation. Excess questionnaires shall be evaluated. The Government will evaluate past performance based on references submitted as well as other information which may be available to the Government.  A list of those to whom the questionnaires have been sent and the name and phone number of a point of contact shall be furnished to the KO. It is the offeror’s responsibility to follow-up with their contract POCs to ensure questionnaires have been completed and returned to the address provided in the cover letter by the specified due date.  Any evaluation received after the due date will be considered late and will not be evaluated.  Offerors may also follow-up with the KO point of contact on this acquisition to verify receipt of evaluations.

The evaluating agency may submit the completed questionnaire by mail, electronic mail or facsimile transmission.  All faxed or e-mailed transmissions must be received directly from the evaluating activity.  

The completed questionnaire may be mailed to:  

DISA/DITCO-SCOTT

ATTN: Dominic Curcuru/PL8231

2300 East Drive, Scott AFB, IL 62225-5406

The completed questionnaire may be e-mailed to:  Domininc.Curcuru@disa.mil

The completed questionnaire may be submitted by fax to:

(618) 229-9177 

ATTN: Dominic Curcuru /PL8231

RFP: HC1013-06-R-2014

The overall past performance evaluation is a subjective evaluation based on the whole of data received.  Offerors with no past performance/past experience on contracts of similar size and complexity may provide the equivalent information on company officials and/or personnel proposed for this action.  If an offeror has no current or relevant past performance information, it should so state in this volume. Offerors with no past performance/past experience will be rated as “neutral.” 

L.3.3    Price (Factor 3). Submission of the price information shall be for one (1) base year + four (4) priced options and include pricing for Hardware (HW), Software (SW), + Help Desk/Consulting Services and HW/SW Maintenance. All media files submitted should be in "Read Only” - type format. Pricing shall be on a Firm Fixed Price basis. The offeror shall submit a unit price for each line item and totals using the quantities as contained in the Contract Line Item Number (CLIN) schedule. The unit price shall be represented in two decimal positions only. Example: $0.27, not $0.27458. Price will be evaluated using various price analysis techniques and procedures IAW FAR 15.404-1 including, but not limited to, comparison of proposed prices received in response to the solicitation and comparison to the Independent Government Cost Estimate (IGCE) and the following criteria:
Total Price:  The total price is the sum of the prices for the CLINs of the solicitation. Evaluation of option prices shall not obligate the Government to exercise any option.
Reasonable: A price is reasonable if, in its nature or amount, it does not exceed what an ordinarily prudent person in the conduct of normal competitive business would incur.

Balance of Offer: The offer is balanced if the price is properly distributed throughout the life of the contract.

L.3.3.1    Additional Pricing Notes

L.3.3.1.1 DeCA is NOT presently requiring any electronic data exchanges between CMPP and other systems, but desires the capability to be present. Future increments will address automated interfaces with commissaries for account and inventory management, with vendors and other DeCA systems for cataloging, inventory, and order information. The system shall also be able to feed DeCA's electronic data warehouse with transaction and summary data. Interface capabilities should include not only other systems, but printers, scanners, and other peripheral equipment.

L.3.3.1.2    The offeror's technical proposal should address how their system can meet these future requirements, but no tasking or effort should be included in the price proposal. Relevant SOW Section C.3.4.1.

L.3.3.1.3    For each piece of equipment, and its associated specifications, as identified in section C.3.6 of the SOW to be installed in the CMPP, offerors may propose alternative equipment with like-equipment specifications. Their technical proposal shall define how the alternate items will meet the CMPP's needs and offer DeCA price, performance, or other benefits. Relevant SOW Section C.3.6.

L.3.3.1.4    The offerors may propose alternate technologies to the Air Fortress solution currently present, providing that they preserve seamless integration, support redundancy, maintain security, and includes a cost-benefit and impact analysis. Relevant SOW Section C.3.6.15.

L.3.3.1.5    The CMPP Deployment plan identified in Section C.3.7.1.2 of the SOW shall incorporate the following deployments:

*  Installation of software at Ft. Lee, VA or the primary site

* Installation of software at Sacramento, CA, or the (or other backup sites as determined by DeCA)

* Installation of hardware and software at the CMPP

* Transfer of data from the existing system to the new system

* Operation of store order submission from DeCA PCs at commissaries throughout the DeCA   European region

* Training - see training section

*The deployment plan shall include, at least, all of the following:

*  Initial test and Evaluation of the software at Ft. Lee, VA or the primary site. Offerors shall propose a solution for testing equipment operation in Europe in conjunction with this initial test without disruption of the CMPP.

*  Operational Test and Evaluation of all CMPP equipment, software, data transfers, and processes at Ramstein including connectivity to the software at Ft. Lee, VA or the primary site.

*  Fail-over Testing between the Ft. Lee, VA (or the primary site) and Sacramento, CA (or other backup sites as determined by DeCA).

*  Security Test and Evaluation (ST&E) - DeCA and other contractors will perform the ST&E but the Contractor will be called upon for assistance. Relevant SOW Section C.3.4.13.9.

L.3.3.1.6   Oferrors shall provide separate pricing for the Optional task specified in C.3.7.5 of the SOW to execute the disposal of the current system hardware.

L.3.3.1.7    Oferrors shall recommend and price a set of spare parts for CMPP equipment to be maintained at the DeCA. Relevant SOW Section C.3.9.1.2.

L.4   DELIVERY INSTRUCTIONS   

L.4.1    Electronic or facsimile submission of the proposal is not acceptable. 

L.4.2   Return proposals no later than March 31, 2006, 1600 EST, to the address shown in Block 7 (hand carried proposals must be delivered to the address shown in Block 9). Include the solicitation number, closing date and closing time on the outside of your sealed envelope containing your proposal.

CAUTION:  Proposals sent through the United States Postal Service via Express Mail or Priority Mail requires additional time for delivery to the address shown in Block 7 on the SF 33.  

L.4.3   The computer program used to generate the Standard Form (SF) 33 document does not allow completion of item 12, SF 33, with the appropriate period of acceptance for offers. Item 12 shall be read as if completed with the following:  

Period of Acceptance of Offers. The offeror agrees to hold the prices in its offer firm for 90 calendar days from the date specified for receipt of offers or, if requested, from the date specified for receipt of final proposal revisions. 

L.4.4   Due to electronic processing, the number of pages identified on the first two pages of the solicitation may not be accurate.  

Subcontractor/Teaming Partner Consent Form for the Release of Present and Past Performance Information to the Prime Contractor
Dear (Contracting Officer):

We are currently participating as a (subcontractor/teaming partner) with (prime contractor or name of entity providing proposal) in responding to the DITCO Request for Proposal, Central Meat Processing Plant (CMPP). We understand that the Government is placing increased emphasis on past performance in order to obtain best value in source selections. In order to facilitate the performance confidence assessment process we are signing this consent form in order to allow you to discuss, if required, our present and past performance information with the prime contractor during the source selection process.

(Signature and Title of individual who has the authority to sign for and legally bind the company)

Company Name:

Address:

Cage Code:

DUNS Number:

Phone Number and Fax No:

Questionnaire for Past Performance 
(FOR OFFICIAL USE ONLY WHEN FILLED IN) 

A. GENERAL INFORMATION

CONTRACTOR’S NAME: ____________________________________

ADDRESS:  _____________________________________________

________________________________________________________

TELEPHONE NUMBER:  ______________________________

FAX NUMBER: ______________________________________

POINT OF CONTACT:  ________________________________

           
 PROJECT TITLE/BRIEF DESCRIPTION OF WORK

  
 PERIOD OF PERFORMANCE: ___________________________________

  
 DOLLAR AMOUNT OF CONTRACT: _____________________________

B. RESPONDENT INFORMATION

NAME/COMPANY OF RESPONDENT: _____________________________

TITLE: ___________________________________________________

ADDRESS: ________________________________________________

__________________________________________________________

TELEPHONE NUMBER: _______________________________________

FAX NUMBER: ______________________________________________

E-MAIL: __________________________________________________
PERFORMANCE HISTORY
	U
	M
	N
	S
	VG
	E

	Unsatisfactory
	Marginal
	None
	Satisfactory
	Very Good
	Exceptional

	Performance did not meet most contractual requirements.  There were serious problems and the contractor’s corrective actions were ineffective.
	Performance did not meet some contractual requirements.  There were problems, some of a serious nature, for which corrective action was only marginally effective.
	No record of past performance or the record is inconclusive. 
	Performance met contract requirements.  There were some minor problems and corrective actions taken by the contractor were satisfactory.
	Performance met all contract requirements and exceeded some to the government’s benefit.  There were a few minor problems which the contractor resolved in a timely, effective manner.
	Performance met all contract requirements and exceeded many to the government’s benefit.  Problems, if any, were negligible and were resolved in a timely, highly effective manner


1. Quality of Service Provided
Evaluate the Contractor in relation to the following: Compliance with contract requirements, the accuracy of reports that were prepared, evidence of technical excellence, workmanship, and responsiveness to technical questions or problems.
__Exceptional
__Very Good
__Satisfactory
__Marginal
__Unsatisfactory
__ None
COMMENTS:
2. Timeliness of Performance
Evaluate the Contractor in relation to the following: How did the offeror adhere to delivery schedules, to include any administrative aspects of performance?
__Exceptional
__Very Good
__Satisfactory
__Marginal
__Unsatisfactory
__None
COMMENTS:
3. Business Relations
Evaluate the Contractor in relation to the following: Their history of reasonable and cooperative behavior, any evidence of customer satisfaction, their flexibility, did the offeror provide any recommended solutions to problems, did the offeror have a business-like concern for the interests of your company?    
__Exceptional
__Very Good
__Satisfactory
__Marginal
__Unsatisfactory
__None
COMMENTS:
4. What was the overall performance of the contractor? 
__Exceptional
__Very Good
__Satisfactory
__Marginal
__Unsatisfactory
__None
COMMENTS:

Section M - Evaluation Factors for Award

SECTION M
M.1  EVALUATION CRITERIA

M.1.1This outlines the Evaluation Criteria the Government will consider in evaluating the offeror's capabilities and the proposals submitted in response to the solicitation. The Evaluation Criteria are intended to show the scope of the evaluation to be performed on proposals submitted in response to the RFP.  Information gathered from the evaluation will be provided to the Source Selection Authority (SSA) for use in making a source selection decision in accordance with the paragraphs below. Offerors are cautioned to submit sufficient information, in the format specified in the Instructions to offerors, to enable the evaluator(s) to fully ascertain each offeror's capability to perform all the requirements contemplated by this solicitation. 

M.1.2 As set forth in L.1.3 above, and FAR 52.215-1(f)(4), the Government intends to award without discussions. The Government will make a final determination as to whether the offeror’s proposal is acceptable or unacceptable solely on the basis of the initial proposal as submitted. Offerors are advised to submit initial proposals that are fully and clearly acceptable without additional information or explanation, and contain the offeror’s best terms from a past performance and price standpoint.
M.2 BASIS FOR CONTRACT AWARD

M.2.1 This outlines the Evaluation Criteria the Government will consider in evaluating the offeror's capabilities and the proposals submitted in response to the solicitation. The Evaluation Criteria are intended to show the scope of the evaluation to be performed on proposals submitted in response to the RFP.  Information gathered from the evaluation will be provided to the Source Selection Authority (SSA) for use in making a source selection decision in accordance with the paragraphs below. Offerors are cautioned to submit sufficient information, in the format specified in the Instructions to offerors, to enable the evaluator(s) to fully ascertain each offeror's capability to perform all the requirements contemplated by this solicitation.
M.2.2   A team of Government and contract personnel will evaluate all proposals. The evaluation team will evaluate each proposal strictly in accordance with its contents and will not assume that performance will include areas not specified in the offeror’s proposal.
M.2.3   Award shall be made to the technically qualified contractor who is determined to have acceptable experience/past performance and offers the lowest price. In order to be considered qualified, an offeror must provide an acceptable technical and pricing proposal and provide an acceptable response to each requirement of the SOW.
M.2.3.1   The proposal must clearly demonstrate that the offeror has a thorough understanding of and the capacity to satisfy those technical requirements established in the SOW.
M.2.3.2   The offeror must demonstrate an identifiable approach incorporating the appropriate skill, knowledge, and experience to ensure satisfactory performance and completion of the tasks in accordance with the SOW.
M.2.3.3   In addition, the offeror must demonstrate the ability to maintain personnel resources to support this effort (such as locating replacement personnel, if required).

M.3   EVALUATION FACTORS

Evaluation factors are:
Technical and Management Capability (Factor 1)

Past Performance (Factor 2)
Price  (Factor 3)

M.3.1   Technical and Management Capability (Factor 1) The Government will assess offerors ability to successfully perform on the contract and meet all requirements of Section C.3.3, based on the technical and management solutions proposed by the offerors in response to the solicitation, attachments and enclosures. 

M.3.1.1   Technical Approach (Subfactor 1.1) Proposals shall be evaluated on the offeror's understanding of the CMPP as it applies to DeCA's support requirements and its approach to accomplishing tasks in all the areas identified in Section C.3.3, C3.4 and Section L.3.1.1.1. Technical capability will be evaluated using the following rating method:

ACCEPTABLE – GREEN: Offeror’s technical approach is complete, and likely to cause minimal or no disruption of schedule, increase in cost, or degradation of performance.

UNACCEPTABLE – RED:  Offeror’s technical approach is incomplete, and likely to cause moderate or substantial disruption of schedule, increase in cost, or degradation of performance.
M.3.1.2    Technical Workforce Management (Subfactor 1.2) Proposals shall be evaluated on the offeror’s management of a workforce for the technical complexity of this effort. Evaluation shall consist of how offeror’s will recruit, hire, train, and retain a qualified and capable workforce that can accomplish the entire scope of the effort (including unexpected surges) in accordance with the SOW. Technical workforce management will be evaluated using the following rating method:

ACCEPTABLE – GREEN: Based on the offeror’s technical workforce management approach, the contractor should be able to successfully perform the required effort.

UNACCEPTABLE – RED:  Offeror’s technical workforce management approach indicates offeror may be likely to cause significant disruption of schedule, increase in cost, or degradation of performance and will require a high level of contractor emphasis and Government monitoring to overcome difficulties.
M.3.1.3     Technical and Management Capability Risk (Subfactor 1.3). The Government will assess the risks associated with the offerors ability to successfully perform on the contract and meet all requirements, based on the technical and management solutions proposed by the offerors in response to the solicitation, attachments and enclosures. Performance risk of each offeror will be based on its proposed technical and management solutions. Risk assessments will be accomplished for the Technical and Management factors using the following rating method:

HIGH – RED: Offeror’s proposed approach is likely to cause significant disruption of schedule, increase in cost, or degradation of performance, and will require a high level of contractor emphasis and Government monitoring to overcome difficulties

MODERATE – YELLOW: Offeror’s proposed approach is likely to cause a moderate disruption of schedule, increase in cost, or degradation of performance, and will require a medium level of contractor emphasis and Government monitoring to overcome difficulties.

LOW – GREEN:  Offeror’s proposed approach is likely to cause minimal or no disruption of schedule, increase in cost, or degradation of performance, and will require a low level of contractor emphasis and Government monitoring to overcome difficulties.

M.3.2   Present and Past Performance (Factor 2) The Government will assess past performance on contracts of current and relevant in nature, size, scope, and complexity. For the purpose of this evaluation, similar refers to experience in providing non-personal services in all areas stated in the SOW.  The Government will evaluate past performance based on references submitted as well as other information that may be available to the Government. Rating will focus on whether the proposal meets or does not meet all specified minimum performance or capability requirements necessary for satisfactory contract performance and will be evaluated using the following rating method:

ACCEPTABLE – GREEN:  Based on the offeror’s performance records, the contractor should 
be able to successfully perform the required effort. An offeror will be considered having acceptable experience/past performance, if the offeror submits a proposal for performing the task, and submits one (1) acceptable reference for a similar type contract within the last (2) two years.  

In order to be acceptable, the performance information received from the Point of Contact must indicate favorable/satisfactory performance under that contract. All references shall include Company Name, Address, Point of Contact and Phone Number and email address, if available. If references are government contracts, you must also include the Agency and Contract Number.

UNACCEPTABLE – RED:  Based on the offeror’s performance record, doubt exists that the 
contractor will successfully perform the required effort.  
NEUTRAL – WHITE:  No performance record identified.  See FAR 15.305(a)(2)(IV).
M.3.2.1    Past Performance Risk (Subfactor 2.1). Past performance will result in an overall risk rating as defined below. This risk assessment represents the Government evaluation team's judgment of the probability of an offeror successfully accomplishing the proposed effort based on the offeror's demonstrated past performance. Lack of similar experience may not disqualify an offeror but may increase performance risk.

HIGH – RED: Offeror’s Present and Past Performance history indicates offeror may be likely to cause significant disruption of schedule, increase in cost, or degradation of performance and will require a high level of contractor emphasis and Government monitoring to overcome difficulties.

MODERATE – YELLOW: Offeror’s Present and Past Performance indicates offeror may be likely to cause a moderate disruption of schedule, increase in cost, or degradation of performance and will require a medium level of contractor emphasis and Government monitoring to overcome difficulties.

LOW – GREEN: Offeror’s Present and Past Performance indicates offeror may be likely to cause minimal or no disruption of schedule, increase in cost, or degradation of performance and will require a low level of contractor emphasis and Government monitoring to overcome difficulties.

M.3.3   Price (Factor 3) Price will be evaluated using various price analysis techniques and procedures IAW FAR 15.404-1 including, but not limited to, comparison of proposed prices received in response to the solicitation and comparison to the Independent Government Estimate (IGCE), price also will be evaluated using the criteria specified in section L.3.3.   

M.3.3.1   The Government will evaluate offers for award purposes by adding the price for all options to the price for the base period requirement when evaluating total price. The Government may determine that an offer is unacceptable if the option prices are significantly unbalanced. Evaluation of options shall not obligate the Government to exercise the options.

M.3.4   Number of Contractors to be selected 

The Government contemplates the award of one contract for the Central Meat Processing Plant Business System; however, the Government reserves the right to make no award at all. 
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Defense Commissary Agency


Central Meat Processing Plant (CMPP)


Statement of Work


February 2006


C. 1   Scope


C.1.1 
Introduction


The Defense Commissary Agency (DeCA), the product of a 1991 consolidation of military service commissary functions, operates approximately 270 commissaries around the world for the Department of Defense (DoD). DeCA’s mission is to provide members of the military services and their families with an effective, efficient worldwide network of commissaries for the resale of groceries and household products at the lowest practical price and highest quality. To achieve its goal of delivering a premier quality-of-life benefit to the armed services community—a benefit that enhances recruiting, retention, and readiness by efficiently and effectively providing exceptional savings and excellent products and services—DeCA needs a state-of-the-art, commercial-off-the-shelf (COTS) business system at its Central Meat Processing Plant (CMPP), which is located at Ramstein Air Base, Germany.


C. 2   Applicable Documents.


The following documents are applicable to this SOW and attached appendices to the extent specified herein.


· DoD Directive 5000.1, “The Defense Acquisition System,” May 12, 2003

· DoD Instruction 5000.2, “Operation of the Defense Acquisition System,” May 12, 2003


· DeCA Directive 40-3, “Meat Department,” May 8, 1992


· DeCA/EU Policy Letter 40-8, “Requirements for Consolidated Meat Processing Plant” November 20, 2003


· Assistant Secretary of Defense Memorandum, “Disposition of Unclassified DoD Computer Hard Drives,” June 4, 2001


· Public Law 105-261, October 17, 1998, Section 368, Defense Commissary Agency Telecommunications 


· GIG Waiver Panel #36, March 19, 2002, 1E801#3/4, paragraph 5. New Business, subparagraph a. “DeCA request for FTS 2001 waiver is a moot point…..”


· Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01d, Information Assurance and Computer Network Defense 


· Department of Defense Instruction 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP), July 31, 2000


· Department of Defense Directive 8100.2, Use of Commercial Wireless Devices, Services and Technologies in the DoD Global Information Grid (GIG), April 14, 2004


· Department of Defense Directive 8500.1, Information Assurance (IA), October 24, 2002


· Department of Defense Instruction 8500.2, Information Assurance (IA) Implementation, February 6, 2003


· Department of Defense Instruction 8551.1, Ports, Protocols and Services Management (PPSM), August 13, 2004 Department of Defense Ports, Protocols and Services Assurance Category Assignment List (CAL), Release 1.2, October 2004


· Assistant Secretary of Defense Memorandum, Elimination of Unauthorized Peer-to- Peer (P2P) File-Sharing Applications across DoD, April 13, 2004


· OMB Circular No. A-130, Management of Federal Information Resources, February 8, 1996 


· DeCAD 35-12, Network Security and Firewall Policy, February 18, 2000


· DeCAD 35-31, DeCA Automated Information Systems Security (INFOSEC) Program, August 29, 1996


· DeCAD 50-1, Employee Processing and the Common Access Card (CAC), September 2003


· DeCA System Security Authorization Agreements (SSAAs): POS-TR; COPPS; DIBS/CAO; EDI; PkMS; SAVES; Network; UNIX HP Platform, MS Desktop/Servers


· DeCA System Developers Guides, as relevant


DeCA Telecommunications Developers Guide, restricted distribution


DeCA Unix Operations Developers Guide, restricted distribution


· DeCA Policy Guidance and Procedures (PGPs), as relevant


		Number

		OPR

		Description 



		IT01

		NETCOM

		Network Connectivity



		IT02

		NETCOM

		Wireless Connectivity



		IT03

		NETCOM

		Internet Access



		IT04

		NETCOM

		Mobile Code



		IT05

		NETCOM

		SNMP



		IT06

		NETCOM

		Ports, Protocols & Services (PPS)



		IT07

		NETCOM

		Peer to Peer (P2P) File Sharing



		IT08

		NETCOM

		Centralized Fault & Performance Mgmt



		IT09

		NETCOM

		FTP



		IT10

		IA

		Public Key Enabling



		IT11

		IA

		Email Customization



		IT12

		IA

		Access and DeCA Form 35-1 User Account Request



		IT13

		IA

		Computer Incident Response Team



		IT14

		IA

		Position Category Designations



		IT98

		NETCOM

		Network Monitoring Authority



		IT99

		NETCOM

		Administrative Action








· DeCA Directive 30-17, Safety and Occupational Health Program. 


· Code of Federal Regulations Title 49. CFR Title 29.1910.11200.


C. 3   Statement of Work.


C.3.1  Background


The CMPP system shall provide DeCA with a modern equipment and software solution that meets DoD security requirements. It will also automate various aspects of CMPP’s operations, particularly store ordering, general ledger, and meat inventory processes, thereby improving productivity, expanding functionality, reducing cost, and delivering enhanced customer benefits and savings.  


The CMPP provides retail cuts of fresh beef and pork to 59 commissaries, 9 Nexmarts and numerous DoD and State Department activities in Europe, Africa and Southwest Asia, e.g., embassies, exchanges and dining halls. Orders to embassies, exchanges and dining halls normally go through commissaries. CMPP is responsible for ordering and maintaining an on-hand inventory of beef and pork products to support resale demand, processing over one million pounds of fresh beef and pork a month. CMPP’s 92 employees inspect, unwrap, cut, grind, re-wrap, weigh, label, box, and load into trucks and shipping containers a combination of 76 beef items and 43 pork items, including an average of 500,000 hamburger patties, 41,000 porterhouse and T-bone steaks, 25,000 roasts and 69,000 pounds of spiced beef and pork each month.


This Statement of Work (SOW) defines the effort required for the implementation of the CMPP equipment and business systems. It includes the associated program management, implementation, testing, and logistic support planning requirements.


C.3.2  System Overview


DeCA’s single CMPP is located at Ramstein Air Base, Germany, where all 92 CMPP employees work. The primary CMPP software will be installed at DeCA Headquarters in Fort Lee, VA. System server continuity of operations (COOP) capabilities will be supported by DeCA’s Sacramento, CA Server Center. An overview of system operations is provided in Attachment A, Figure 1. An overview of key system functions is also provided below:


· CMPP users in Germany will use terminals (PCs) and other equipment connected to the software via DeCA's high-speed wide-area network (WAN).


· DeCA HQ will host an Internet web-site utilizing CMPP software that will allow eligible commissaries to enter meat orders using Government furnished equipment (GFE) PCs and an internet browser.  


· The CMPP software will generate hardcopy outputs of orders for primal items to be shipped to the CMPP. This hardcopy will be manually keyed into the DeCA Interactive Business System (DIBS) to transmit the order to vendors. Note: the CMPP system must be capable of generating electronic orders –this feature will not be implemented at this time but will be required for the contractor to allow this capability at a future date.


· The CMPP hardware and software shall be capable of receiving and inventorying received primal shipments. The software shall be capable of printing hardcopy print-outs of receipts to manually enter into the DeCA Integrated Business System (DIBS).
Note: the CMPP system must be capable of generating electronic receiving data –this feature will not be implemented at this time but will be required for the contractor to allow this capability at a future date.


C.3.3 
Functional Requirements 


This section describes the business functions to be supported at the CMPP. These functions are illustrated in Attachment A, Figure 2.


C.3.3.1 
General Tasks


The CMPP system will be a fully configured meat processing management system capable of supporting industry standard operations. The CMPP solution shall perform the following general tasks:


· Accept orders from commissaries and other customers


· Generate standard management reports and allow users to create ad-hoc reports on CMPP production, inventory, pricing, and shipping activities


· Establish item price from wholesale product to retail cut with variable markup capability


· Enable CMPP managers to control pricing strategy


· Enable data analysis, including predictive ordering


· Manage store orders, to include receiving orders from supported stores, aggregating orders for production, and creating store pick lists for outbound order management


· Maintain store business accounts and inventories for beef and pork


· Support weighing, packaging, and labeling of retail meat cuts


· Track products throughout the CMPP life-cycle (from primal receipt through shipment of orders to commissaries)


· Track item sales by dates for stock picking operations


· Detect metal contained in primals and retail cuts of meat


· Produce hazard materials management reports, material safety data sheets, and other documentation to comply with DoD and U.S. hazardous material (HAZMAT) regulations


· Integrate CMPP operations, particularly subsystems such as scales and printers


· Maintain an inventory of all product in the plant and


· Maintain a history of product activity.


Capabilities that DeCA will NOT utilize at this time but, plan to utilize in the future CMPP system, include:


· Provide future radio frequency identification (RFID) capability and 


· Integrate automatically with DeCA Business Systems, including future interface capabilities with the DeCA Enterprise Business System (DEBS), back integration with suppliers, and forward integration with stores.


C.3.3.1.1 
Language and Displays


The CMPP system shall be capable of producing all masks, layouts, and help options in English (primary) and German. Radio frequency (RF) devices, such as hand-held terminals (HHTs), shall display English menus. The capability of German menus is also preferred in the HHTs. The system shall also have the capability to display different currencies and units of measure.


C.3.3.1.2 
Data Capture


Upon receipt or shipping of products, the CMPP system shall be able to record temperatures, pallet configurations, and quantities of product by item code.


C.3.3.1.3 
Product Identification Numbers


The CMPP system shall support multiple product identification systems, including: Stock Keeping Unit (SKU); Case Universal Product Code (UPC); Global Trade Identification Number (GTIN); and European Article Numbers (EAN) code 14 for single cases, random weight products, quality control and quality assurance audits, detailed and blind receiving capability, and returns processing. GTIN describes a family of EAN, Uniform Code Council (UCC) global data structures that employ 14 digits (see www.gtin.info). Product identification capability shall also exist in hand-held format.


C.3.3.2 
Detailed Tasks


The CMPP system will be used to originate orders for products from suppliers, process all incoming primals, manage the storage of the product until it is needed, facilitate processing planning activities, optimize the picking of product to satisfy orders, and support requirements for business and inventory data. The functionality to be provided by the replacement CMPP application addresses four primary business functions:  Incoming Product, Internal Operations, Process Product, and Outgoing Product. These functions are described in detail in the following sections (also see CMPP processes depicted in Attachment A, Figure A-2).


C.3.3.2.1 
Incoming Product


CMPP workers will use RF HHTs to inventory inbound shipments. CMPP workers will use the CMPP application to determine what quantities of wholesale products are necessary to meet the anticipated demand for retail cuts based upon forecasted and historical demand and anticipated levels of troop deployment at supported locations. The CMPP solution shall provide the following capabilities and functions.


C.3.3.2.1.1  
Computerized Order Forecasting for Primals


The CMPP system shall provide computer-aided order forecasting, receiving and quality control, receiving delivery notes, verifying invoices, and posting documents. It shall accommodate the following parameters used for ordering: current inventory of primals, past five years order history of primals, and inbound shipments outstanding. The system shall also record historical data on store orders and their corresponding primal, in addition to assisting ordering from suppliers such that the history of store orders can be translated into the history of corresponding primals used to satisfy those orders. The amount of each retail cut per primal shall be determined by its cutting test.


C.3.3.2.1.2 
Ability to Enter Historical Order Information


The current system order information data shall be converted to the new CMPP system format.  The new system shall have the ability to accept at least three years of aggregate monthly order information during the initial conversion process.  The solution shall have the capability to store a total of five years of order history (the additional two years can accumulate on a weekly basis after the conversion).


C.3.3.2.1.3 
Place Replenishment Order


The CMPP solution shall have the capability to: review record of primal usage based on the past five years of primal order history, review store orders (present and past), review available inventory, review available receiving and shipment information, and determine order quantities from this information. The CMPP system shall automatically determine the amount of beef and pork to be ordered, and print this information for CMPP personnel to place the order with the appropriate suppliers. 


C.3.3.2.1.4 
Produce Inbound Receiving Container Report


The CMPP solution shall have the future capability to produce the inbound receiving container report for both beef and pork products. This report details all shipments inbound from the supplier that have not reached the plant. The contractor shall provide the ability to integrate this requirement into DEBS.


C.3.3.2.1.5 
Lookup Order Information for a Shipment


The CMPP solution shall have the capability to display order details for a selected order via user input. This capability shall allow users to identify parameters needed to lookup order information (e.g. for a pending delivery), conduct a search within the CMPP system using the parameters identified, and display a listing of orders matching the provided criteria. 


C.3.3.2.1.6 
Unload Container


The CMPP system shall have the capability to compare shipping documentation (Landing Report) from the container with the records on file at CMPP (the DeCA Requisition Status Update List or RSUL). The CMPP system shall have the capability to log information from scanning the supplier package label and to record Hazardous Analysis Critical Control Point (HACCP) information (product temperature, comments, etc.). The CMPP system shall also have the future capability to create a Report of Discrepancy (ROD) from user input. The contractor shall provide the ability to integrate this requirement into DEBS. The CMPP system will also have the capability to record the amount and type of primal received and print a CMPP label with appropriate information for attaching to the product pallet.


C.3.3.2.1.7 
Capture 100 Percent of Actual Weight for Receiving


The CMPP system shall allow users to maintain a running inventory, real-time, of actual inventory weight.


C.3.3.2.1.8 
Manage Rejects


The CMPP system shall allow users to enter the amount and type of non-conformance product for incoming product (spoilage, quality management, HACCP compliance, etc.). The CMPP system shall allow users to input return information of non-conforming product and produce reports of non-conforming product.


C.3.3.2.2 
Process Product


CMPP workers will use the CMPP application and equipment to plan and execute the processing of wholesale goods into retail products based on store orders. The system, consisting of both the software and its supporting equipment, shall provide DeCA with complete meat processing capabilities that parallel those available in commercial grocery operations. The CMPP solution shall provide the following capabilities and functions.


C.3.3.2.2.1 
Plan Processing


The CMPP system shall have the capability to calculate store orders by retail cut. The CMPP system shall have the capability to subtract retail cuts already in storage from the retail cuts required to fulfill store orders. The CMPP system shall then create a list of primals to pull and retail cuts to create to fulfill store orders and have the capability to print the primal list. 


C.3.3.2.2.2 
Make Retail Cuts List


The CMPP system shall have the capability to retrieve a cutting list for production. The cutting list is a list of retail cuts needed. The CMPP system will display a list of primals that need to be pulled from inventory for a production run. The CMPP system shall also be able to print this cutting list.


The CMPP system shall have the capability to weigh, price, and label products for distribution to customers. Also, it shall have the capability to weigh cases and print pertinent label and subsequent descriptive information.


C.3.3.2.2.3 
Metal Detection


The CMPP system shall have the capability to detect metal contained in meat on the production line in conjunction with approved quality assurance procedures.


C.3.3.2.2.4  
Cutting Test


The CMPP system shall have the capability to record yield information for a primal that has undergone the cutting process.


C.3.3.2.2.5 
Final Cutting


The CMPP system shall use the final cutting tests to seamlessly trigger transfer and update of prices to scales.


C.3.3.2.2.6       Exchange Information with CMPP Software


The CMPP equipment shall have the capability to automatically exchange information with the CMPP software.  This includes interfaces with scales, scanners, and printers.  The price labelers and outer case markers shall be updated automatically whenever the new retail prices are made effective.


C.3.3.2.2.7 
Review Processing Data


The CMPP system shall have the capability to retrieve store order history for all or selected stores when queried by the user. The CMPP system shall also be capable of forecasting demand for each retail cut, by store, based on previous store history information.


C.3.3.2.2.8 
Set Retail Price


The CMPP system will have the capability to track or cumulate the tonnage processed, by primal into retail cuts, each day for historical data and used to perform cutting test as required.  The information, tonnage accumulated from the primals and retail items processed, will be used in establishing retail prices.


C.3.3.2.2.9 
Variable Pricing


The CMPP system shall have the capability to manage variable pricing at the line item, primal, subprimal, and across all items on a cutting test to determine retail price.


C.3.3.2.3 
Outgoing Product


Plant workers use the CMPP application to identify product locations in the warehouse and to pick inventory from the warehouse for shipment to DeCA stores. The CMPP solution shall provide the following capabilities and functions.


C.3.3.2.3.1 
 Load Container


The CMPP system shall have the capability to record and retrieve weight information from floor scales for each pallet ready to be shipped.


C.3.3.2.3.2        Stock Picking


The CMPP system shall have the capability to keep track of item sell-by-dates for stock picking operations.


C.3.3.2.3.3 
Ordering Module


The CMPP system shall include a store ordering module, which will enable the store meat manager to review past order history, place new store orders, and place individual store orders according to a planned schedule. This ordering module shall also give stores the ability to view detailed shipping status on orders placed through the module. Note: The ability for stores to view detailed shipping status is desired but if the solution is not capable at this time it can be planned as a future requirement.


C.3.3.2.3.4 
Product Tracking


The CMPP system shall have the capability to track products to ensure proper rotation and effective quality assurance of incoming and outgoing product. It shall also capture vendor information input including items, quality, conditions, and delivery time.


C.3.3.2.3.5 
Pick Outbound Pallet


The CMPP system shall create a shipping report based on both user input and retrieved information for each store and the shipment details for that store. The list shall include the pull list, which shall be available in hand-held terminal (HHT) format. The system shall have the capability to print the pull list as necessary. The system shall also have the capability to store pick results and produce pick reports after being manually entered into the CMPP system.


C.3.3.2.3.6 
Submit Store Order


Store personnel will review store inventory and determine if there is a need to order retail cuts or special order and enter the requirements. The order will be submitted to the CMPP for processing.  CMPP personnel will determine to accept or reject the order instructions. 


C.3.3.2.3.7 
Shrink Discount


The CMPP system shall have the capability to apply a percentage shrink discount to total store orders prior to shipment. This capability shall include a discount on a store order of 1-2 percent (depending on store status on the shrink matrix) before finalizing and shipping the order. The discount will be applied to the store invoice automatically upon order completion by CMPP personnel.


C.3.3.2.3.8 
Shipping Documentation


The CMPP system shall have the capability to produce shipping documentation for individual stores, including the use of multiple ship-to addresses billing to the same store account.


C.3.3.2.3.9       Prices Available to Stores


The CMPP system shall provide the capability to make current prices derived from the latest cutting test available to the commissaries.


C.3.3.2.3.10     View Order Shipping Status


The CMPP solution shall give commissary personnel the ability to view information detailing the shipping status of orders placed. This supplementary requirement is desired but if the solution is not capable at this time it can be a future enhancement/capability.


C.3.3.2.4 
Internal Operations


Plant workers store product and track product locations in the CMPP application while the product is within the CMPP facility. The CMPP system shall provide the following capabilities and functions.


C.3.3.2.4.1 
Count Inventory


The CMPP solution shall allow CMPP users to determine the type of inventory on hand: daily (for processing planning), weekly (for replenishing ordering), or monthly (for DeCA to report required inventory status). The CMPP system shall have the capability to retrieve retail cuts inventory, including Balance on Hand (BOH) information; retrieve primal inventory with BOH information; and retrieve inventory of primals and retail cut information. The CMPP system shall have the capability to count the number of retail cuts and primals in the plant, record the weight and price for each retail cut and primal (including processed orders awaiting shipment), record all receipts, sales and debits and credits, and print results of physical inventory. 


C.3.3.2.4.2 
Identify Package


The CMPP solution shall allow CMPP users to print an identifying label for a user defined item (case, pallet, etc.). 


C.3.3.2.4.3 
Maintain CMPP Business Account


The CMPP solution will allow CMPP users to maintain a business account for the CMPP, update debits and credits (may include receipts, RODs, transfers in and out, inventory gains and losses, etc.), update veterinarian samples, and balance account as necessary.


C.3.3.2.4.4 
Maintain CMPP Catalog


The CMPP solution shall allow CMPP users to manually input product information. CMPP shall update this product item information in the system catalog, and be able to exchange this information with scales and labelers. 


C.3.3.2.4.5 
Manage Veterinarian Samples


The CMPP solution shall allow CMPP users to manually input veterinarian sample information and subtract the sample amount from existing inventory. 


C.3.3.2.4.6 
Perform Formal Inventory


The CMPP solution will facilitate the formal inventory process by automatically capturing the count from CMPP user entries via RFHHT for every primal, including its weight and cost price. The CMPP system will also count and record every retail cut, including its weight and sales price. The system will allow CMPP users to print this information. 


C.3.3.2.4.7 
Read Package ID


The CMPP solution shall have the capability to scan/read barcode information for a product package (item, case, pallet, etc.). The system shall capture and record the details of the information. This product information shall also be available for printing by a user upon request or displayed as necessary.  


C.3.3.2.4.8 
Review Plant Status


The CMPP solution shall have the capability to produce a set of ad hoc reports relative to plant activity, determined by user input. The CMPP solution shall also review total inventory on hand (dollar amount and weight by unit), review total inventory on the books, and be able to produce the record of operations as assigned by user input. 


C.3.3.2.4.9 
Variance Reports


The CMPP solution shall allow users to create variance reports. These reports are used to alert CMPP supervisors of receiving variances and to provide direction for inventory counts, such as when an incoming shipment package weighs a different amount than what is expected. This information would then be used to manually create the ROD in DIBS, and automatically in DEBS once the DEBS system is operational.


C.3.3.2.4.10 
Hand-Held Terminals


At least two of the required HHTs shall function in the freezer environment (-25F/-32C). All other system hardware shall be capable of operating at room temperature or in a chill environment.


C.3.3.2.4.11 
Documentation for HAZMAT Guidance


The CMPP system shall have the capability to produce HAZMAT management reports, material safety data sheets, and other documentation supporting DoD and U.S. HAZMAT regulatory guidance.


C.3.3.2.4.12 
Permanent Stock Tracking and Sell-By-Date Information


The CMPP system shall accommodate real-time stock availability as well as provide pricing and sell-by-date control to ensure proper rotation of product. It shall also have the capability to identify the remaining processed inventory stock and deduct it from the next day processing list to ensure the freshest products are delivered to the stores.


C.3.3.2.4.13 
Reports and User Functions


The CMPP system shall provide daily, weekly, and monthly reports, based on current data. These reports include the Individual Store Tonnage Report, Meat Plant Tonnage Report, Receiving Report, Shipping Report, Sales Report, Inventory On-Hand and Movement Report, Extract Item Movement Reports, and Online and Real-Time Status Reports including Production of Cutting Test. The CMPP solution shall be able to track and report by piece count, dollar value, and weight.  


The CMPP solution shall provide on-line, real-time inventory movement and costing information when requested by CMPP users. It shall also have the capability to update PLU lists to include nutrition factors, ingredient listing, and manager special information. 


The CMPP system shall have the capability to allow users to generate ad hoc and standard management reports on production, inventory, pricing, and shipping information. Examples of these reports include Tonnage, Cutting Test, Item Movement and Packaging, Pounds, Total Dollar, Reorder Inventory, Fill Rate, Sales, and Case Count.


The CMPP system shall also have the capability to create reports for specific item and management data for analysis. Examples include sales channel, process day, and store route.


C.3.3.2.4.14 
Balance on Hand Status for Finished Products and Raw Materials


The CMPP system shall provide the capability to: conduct a stock level check on finished products and raw materials, order suggestions based on stock levels and delivery times, and report across all levels. It shall also give management access to real-time information on quality control, such as the temperature of arriving product.


C.3.3.2.4.15 
Status Updates


The CMPP system shall be able to automatically determine the expiration date for freeze items. Frozen product has a six-month shelf life. The system shall be capable of identifying items to be frozen at the time of packaging by the corresponding PLU numbers. The wrapping list shall identify freeze items as frozen.


C.3.3.2.4.16 
Operational Equipment Support and Preventive Maintenance


Operational equipment support and preventive maintenance shall be provided to CMPP as needed Monday through Friday between the hours of 6:00 AM and 9:00 PM Central European Time, with on-site support provided as stated under the ‘Help Desk, Software and Hardware, Testing Support’ section of this document.


C.3.3.2.4.17 
Quality Control Standards


The CMPP system shall comply with the U.S. Government's quality control standards for food products. It shall include a complete integrated management system with quality control being a key factor in maintaining information on in-plant HACCP, United States Department of Agriculture (USDA), and Food and Drug Administration (FDA) standards. HACCP compliance applies both for inbound as well as outbound products.


C.3.3.2.4.18 
Food Safety


The CMPP system shall follow the U.S. Food Safety Industry Standard (FSIS).


C.3.4      Technical Requirements 


C.3.4.1 
Software, Hardware, and Operating System Requirements 


DeCA will provide the supporting computers, facilities, network and other peripheral support to operate the CMPP software as depicted in Attachment A. 


DeCA desires that the software be capable of running on HP8400 Unix servers at DeCA HQ in Fort Lee, VA with COOP capability at DeCA Server Center in Sacramento, CA. 


If the proposed solution is unable to operate on this platform, the contractor must propose and provide the hardware and supporting software and all necessary redundant capabilities.  Attachments C-E provide additional details on DeCA’s network for information on GFE assuming the software operates on a Unix environment.


C.3.4.2 
System Licenses


The contractor shall provide the software licenses to fully support worldwide CMPP operations with worldwide user licenses for 20 concurrent users at the CMPP plus daily orders from up to 75 commissaries.


C.3.4.2.1 
System Availability


The CMPP system shall be capable of performing all system activities, such as tasking, receiving, retail cut, and picking, concurrently, with an average response time/latency of no more than 2 seconds for common operations with all 20 CMPP users and as many as 75 commissaries on-line. The CMPP system shall support a system availability level of 99.95% uptime 24 hours a day Monday through Friday to support CMPP and commissary operations. 


C.3.4.3 
Disaster Recovery/Continuity of Operations Integration and Implementation


The contractor shall assist DeCA in implementing the COOP for the CMPP system. DeCA will provide the specific requirements for CMPP to the contractor for review and comment before implementation. The contractor shall assist DeCA in configuring and certifying the platform for Disaster Recovery and COOP. This shall include the capability to continue essential system functions across a wide range of potential emergencies. The objectives of the COOP effort shall include: 


· Ensuring the continuity of the essential system functions/operations during an emergency


· Protecting essential facilities, equipment, records, and other assets


· Reducing or mitigating disruptions to operations


· Minimizing damage and losses 


· Participating in yearly testing and 


· Achieving a timely and orderly recovery from an emergency and resumption of full service to customers.


See Attachment B for additional details on DeCA COOP facility equipment.


C.3.4.4 
Scalability


The CMPP system shall be able to support operating the database and the application code on different servers for scalability purposes.


C.3.4.5 
J2EE Compliance


The CMPP system shall have a centralized N-Tier J2EE compliant architecture (presentation/logic/data layers). See Attachment D for port settings for the n-tier configuration.


C.3.4.6 
Open Systems Architecture 


The CMPP system shall permit DeCA to install a standard hardware and software configuration. It shall be consistent with current commercial industry practices and take advantage of open systems concepts, practices, and standards. Such systems use non-proprietary hardware and software standards, and flexible interfacing of components and systems manufactured by multiple vendors. The system design shall enable DeCA to upgrade the system to keep pace with technology without severely disrupting operations. In addition, the contractor shall demonstrate the system's ability to be scaleable (hardware), interoperable, and portable (software), and to adhere to all standards cited in this document, including IEEE 802.3 and TCP/IP-SNMP. 


C.3.4.7 
Section 508 Compliance


All electronic and Information Technology (EIT) to be replaced as part of the contractor’s proposed solution that will be procured under this contract/task orders shall meet the 36 CFR 1194 accessibility standards if the proposed product is commercially available. The full text of the accessibility standards is at: <http://www.accessboard.gov/sec508/508standards.htm, or www.Section508.gov>.


However, contractors may propose products or services that result in substantially equivalent or greater access to and use by individuals with disabilities; this is known as equivalent facilitation. Additionally, the contractor shall identify, for all EIT proposed, whether it is compliant with Section 508, including all applicable specifications, standards, criteria, and requirements in the Act and 36 C.F.R. Part 1194. EIT has the same meaning as information technology except EIT also includes any equipment or interconnected system or subsystem of equipment that is used in the creation, conversion, or duplication of data or information. The term EIT includes, but is not limited to, software, CPUs, information kiosks and transaction machines, web sites, office equipment, and documentation and support.


C.3.4.8 
Online Transaction Processing


Online transaction processing (OLTP) requirements (see Attachment C) shall be satisfied through the use of Oracle DB. OLTP is characterized by activities that create, delete, update, or reference one or more database tables in a string of operations considered to be a single server. The number of transactions is typically high and processing speed is critical. Oracle 9i+ is the preferred database platform for this solution.


C.3.4.9 
Centralized Fault and Performance Management


The CMPP system shall integrate into DeCA’s Cisco Information Center (CIC) Manager of Managers (MOM) architecture. The system servers must run the System Service Monitor (SSM) agent. The contractor shall perform the integration of this requirement into its solution. It also shall assist with integrating its solution into the Government’s CIC architecture with the guidance of Government personnel.


C.3.4.9.1   System & Application Service Monitors



Regional CIC System Service Monitors and Application Service Monitor (SSM/ASM) CMPP support servers shall be installed at DeCA’s Fort Lee and Sacramento Server Centers. Servers and applications shall be configured to provide operational redundancy and failover capability between the Fort Lee and Sacramento Server Centers to meet COOP and Disaster Recovery requirements.


C.3.4.9.2   DeCA CIC hierarchy



Servers shall report to DeCA’s CIC hierarchy. Servers shall also report to the new system’s support center, if required by the vendor. 


C.3.4.10     Remote Support Requirements


The contractor shall provide for remote access support for DeCA’s CMPP system based on the following. This access will also provide the basis for forwarding server alerts to the vendor’s support center if needed. The vendor shall:


· Meet DeCA IA requirements for user access


· Assist with the establishment of an Enclave Security Memorandum of Agreement (MOA)


· Select one of two architectures for remote support access:


· Option 1: VPN tunnels between vendor and DeCA


· Terminates in commercial Internet VPN concentrator


· Dual homed to DeCA HQ and DeCA West


· Requires authentication in DeCA proxy gateway server


· Provides terminal services access or PCAnywhere access to internal DeCA networked assets


· Access to NIPRNET via DeCA is blocked


· Option 2: DeCA network node in contractor facility 


· Vendor purchases circuits and bills DeCA


· Circuits connect “outside” DeCA’s enclave firewall


· Dual homed to DeCA HQ and DeCA West


· Node and LAN managed by DeCA


· Only DeCA equipment installed on the LAN


· Vendor staff must authenticate on DeCA’s network via Active Directory


· Access to NIPRNET via DeCA is blocked


C.3.4.10.1 PCs/Workstation configurations
Contractor installed PCs at the CMPP that will access the CMPP application at Ft. Lee shall:


· Operate on a LAN segment


· Connect to the application using a terminal emulation package


C.3.4.10.2 Public Key Infrastructure (PKI) or smart card requirements


At present, the CMPP system users operating on contractor workstations at the CMPP will only need user identification strings and passwords to access the system through the DeCANet. 


However, workstations connected to the DeCA domain will be required to meet future Public Key Infrastructure (PKI) and smart card requirements.  Specifically, all CMPP workstations that require or provide a means for users to authenticate to the DeCA domain or access network resources (i.e., email, web, etc.), outside the CMPP application, must be equipped with DoD-approved smart card readers and middleware capable of reading DoD/DeCA smart cards (i.e., Common Access Card (CAC)) and Federal smart cards following the FIPS 201 standard. Where possible, smart card readers and middleware should follow the DeCA standard.  The CMPP contractor must also configure these workstations with DeCA standard workstation settings to support DeCA’s implementation of smart card logon for the domain and use of public key services. 


All personnel with access to the DeCA domain shall obtain a DoD-approved Public Key Infrastructure (PKI) certificate.  DeCA contractors working on-site at DoD/DeCA facilities or at non-DoD/DeCA facilities using Government Furnished Equipment (GFE) shall obtain their PKI certificate from the DoD PKI.  DeCA’s VPN does not currently require PKI for authentication; however, that may change when DeCA implements smart card authentication using the CAC.  If the VPN requires PKI for authentication, VPN users will be required to obtain DoD-approved PKI certificates for access.


Contractors working at non-DoD facilities without access to DeCA’s domain but with a need for PKI to exchange information securely with DeCA counterparts (e.g., email or web related), shall obtain certificates from a DoD authorized External Certification Authority (ECA). Certificate issuance and revocation are managed in accordance with the ECA Certificate Policy.  Approved ECAs may be found at http://iase.disa.mil/pki/eca/index.html.


C.3.4.11 
Existing and Planned Network Configurations  


The CMPP system shall comply with the standards listed in Table 1, and those outlined under DoD’s Information Assurance requirements, including Ports, Protocols, and Services (PPS).


Table 1. Mandated IT Standards Applicable to CMPP 


		Network Service/Support Area

		Standard



		Bootstrap protocol

		Bootstrap Protocol (BOOTP) 



		Configuration information transfer

		Dynamic Host Configuration Protocol (DHCP)



		Cryptographic modules

		Federal Information Processing Standards Publication 140-2, Security Requirements for Cryptographic Modules (May 2001)



		Data transfers

		Extensible Markup Language (XML)



		Directory services

		Lightweight Directory Access Protocol (LDAP)


Domain Name System (DNS)



		Electronic mail

		Simple Mail Transfer Protocol (SMTP)



		Evaluation criteria

		Common Criteria the International Organization for Standardization (ISO)/ the International Electrotechnical Commission (IEC) 15408:1999



		File transfer

		File Transfer Protocol (FTP) not authorized, must use secure copy (Secure Shell (SSH) or Secure Sockets Layer (SSL) versions, secure ftp, and secure copy (SCP))



		Local Area Network (LAN) access

		IEEE 802.3 (Ethernet, Fast Ethernet, Gigabit Ethernet)



		Network and systems management

		Simple Network Management Protocol (SNMP) minimum Version 3, SNMP Trap Version 2


Telecommunications Management Network (TMN) Framework



		Network services

		Internet Protocol (IP) Version 4, compatible with Version 6



		Network time synchronization

		Network Time Protocol (NTP)



		Secure Web browsing

		Secure Sockets Layer (SSL) Protocol



		+TCP/IP

		Must operate with Version 4 and be capable of using Version 6 when required



		Telnet

		Use of standard clear-text telnet is not authorized; must use secure shell version of encrypted telnet



		Terminal services or equivalent

		Must be encrypted and require strong user authentication



		Transport services

		Transmission Control Protocol (TCP)


User Datagram Protocol (UDP)



		Web services

		See Secure Web Browsing


Uniform Resource Locator (URL)


Uniform Resource Identifier (URI)



		Wireless infrastructure

		802.11g and emerging versions of 802.11





C.3.4.12 
         System Interfaces  


C.3.4.12.1 
Remote Screen Data Entry


The CMPP system shall support Internet web applications or other proposed technical approaches for store users to submit data on-line and for the system to receive and process the data.  


For web presentation, the user interface shall be accessible through a web-browser such as Internet Explorer Version 6.0 or greater.  


The interface must be user-friendly and available to store users through a common platform or software suite that is commercially available. Specifically, the contractor shall provide a web interface for DeCA commissary personnel throughout the DeCA European region to submit store orders for package meat products.


C.3.4.12.2 
Printed Reports  


The CMPP system shall be capable of producing standard and tailored reports to meet a variety of CMPP user needs. See the functional requirements of this SOW for specific DeCA required printed reports, labels, etc. that the contractor shall provide.  


C.3.4.12.3 
Terminal and Device Interaction  


The CMPP solution shall be an integrated solution providing inputs and outputs from local devices including terminals/PCs, hand-held scanners, and various printing devices. 


C.3.4.12.4 
Data Exchanges  


The CMPP system shall be capable of receiving and sending data exchanges and data semantics with other systems. The CMPP system shall be able to support exchanges in a variety of formats, but specifically shall include W3C compliant Schema based exchanges.  


Note: DeCA is not presently requiring any electronic data exchanges between CMPP and other systems, but desires the capability. Future increments will address automated interfaces with commissaries for account and inventory management, and with vendors and other DeCA systems for cataloging, inventory, and order information. The system shall be able to provide DeCA’s electronic data warehouse (EDW) with transaction and summary data. Interface capabilities shall include other systems, printers, scanners, and other peripheral equipment. 


C.3.4.13 
Security Requirements


C.3.4.13.1        Information Assurance and U.S. DoD Security Requirements  


Contractor personnel shall comply with DoD and DeCA security policies and procedures as part of their daily interface with DeCA. The contractor shall not divulge any information about files, data, processing activities or functions, user IDs, passwords, or other knowledge that may be gained, to anyone who is not authorized access to such information. The contractor shall adhere to Information Assurance policies and procedures as defined in DoD directives, instructions, and regulations. The contractor shall sign a non-disclosure agreement with DeCA immediately following contract award.


The CMPP business system is designated a Mission Area Category (MAC) III unclassified system. The system shall meet U.S. DoD Information Assurance requirements for hardware and software systems as defined in DoD Directive (DoDD) 8500.1 and DoD Instruction (DoDI) 8500.2. The contractor shall have an Information Assurance (IA) program that meets or exceeds the requirements defined in DoDI 8500.2, Enclosure 4, Attachments 3 and 5. 


C.3.4.13.2 
User Identification  


The CMPP system shall include procedures to restrict system access to authorized users by using logins, passwords, and multiple levels of authorization by category, group, and individual users. It shall also restrict users to only authorized functions and data. 


All CMPP system processes shall be user-id driven so all production steps can be tracked back to the originator.


The CMPP system shall provide user security within the applications that allow users to be setup with defined roles based on job duties.


CMPP devices, for example, those with alphanumeric keyboards that provide direct user access to other network or CMPP services outside the meat plant, web browsing to other Internet or Intranet sites, or access to an application outside the meat plant, must additionally and first provide network authentication before they provide CMPP system authentication. These options shall also be provided for wireless hand-held terminals, mobile device managers, personal electronic devices (PEDs), personal digital assistants (PDAs), and other emerging technologies.


Strong passwords are required and must meet the following standards:


· Must be at least eight characters long


· Must include at least one lowercase character, one uppercase character, one special character, and one number


· Must not allow the reuse of the last eight passwords


· Must expire passwords every 90 days and require the user to change it


· Must lock accounts after three failed login attempts.


C.3.4.13.3 
Audit Trails  


The CMPP system shall maintain an audit trail for all changes. It shall have the capability for recording when (date and time) data are created, updated, or deleted. It shall also provide the capability for system administrators (SAs) to implement audits to identify: who (user or program) updated pricing data, and the date and time.  


C.3.4.13.4 
DoD STIG Compliance

The CMPP system shall comply with all applicable DoD security technical implementation guide (STIG) guidance. A DoD reference document, such as a STIG or security recommendation guide, constitutes the primary source for security configuration or implementation guidance for the deployment of newly acquired systems. STIGs are available for operating systems, databases and generic web based applications. STIGS are available online at: http://iase.disa.mil/stigs/stig/index.html.   


C.3.4.13.5 
DoD Information Assurance Vulnerability Alerts

The CMPP system shall implement an information assurance vulnerability management (IAVM) program. The DoD IAVM program provides electronic security protections against known threats and vulnerabilities. The IAVM program requires the registration of information system assets, which allows for the timely dissemination of critical vulnerability information. It assists in the documentation and tracking of compliance, providing increased electronic security to DeCA systems.


The DeCA PMO shall provide the CMPP contractor with each relevant Information Assurance Vulnerability Alert (IAVA). The CMPP contractor shall ensure that the CMPP system complies with DoD IAVAs within the timeframe required by the IAVA documentation and report compliance. 


Guidance regarding the requirement for IAVM is contained in the DoD Information Assurance Vulnerability Alert December 30, 1999 memorandum and Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01 (Appendix A to Enclosure B) provides additional reference information. Implementation is addressed in the Defense Information Systems Agency (DISA) IAVA Process Handbook, Version 2.1, June 11, 2002. 


C.3.4.13.6         Integration & Testing Environments


The contractor shall maintain integration/test environments in accordance with IA best practices and operational requirements. During product integration, the contractor shall ensure that all IA mitigation strategies have been applied to the integration environment prior to any Government data being loaded onto any assets or software for testing or delivery. 


C.3.4.13.7         IA Mitigation Strategies


IA mitigation strategies include security updates, service packs, and changes to operating procedures such as physical and cyber vulnerabilities are detected. Operating system, routers, servers, development platforms and the application being delivered to the Government shall be in compliance with all known applicable Department of Defense Computer Emergency Response Team (DoD-CERT) Alert, Bulletin, and Technical Advisory Notices published during the past 36 months.  The contractor shall comply with all JTF-GNO task orders as directed by DeCA.

Ports, protocols, and services management: The CMPP implementation shall comply with the latest available DoD ports, protocols, and services guidelines delineated in DoDI 8551.1 and the Ports, Protocols, and Services Assurance Category Assignments List (CAL), release 1.2, October 2004.  The CMPP contractor shall disable all unused ports, services, and protocols. The CMPP contractor shall color code for risk any ports, protocols, and services (PPS) used within CMPP and designated by DoD PPS guidance. The green PPS are considered best security practices and recommended for use in CMPP when implemented.  


C.3.4.13.8         Disposing of Electronic Media.  


The contractor shall follow DoD standards and procedures, and use approved products to dispose of unclassified hard drives and other electronic media, as appropriate, in accordance with DoD Memorandum “Disposition of Unclassified Computer Hard Drives,” June 4, 2001. The contractor shall follow DoD guidance on sanitization of other internal and external media components in DODI 8500.2 (see PECS-1 in enclosure 4 Attachment 5) and DoD 5220.22-M “Industrial Security Program Operating Manual (NISPOM),” (Chapter 8). 


C.3.4.13.9 
Security Testing

The CMPP application will be submitted to vulnerability testing and the DoD Certification and Accreditation process.


CMPP shall achieve accreditation before DeCA deploys the system.  DoD 5200.40 and DoD 8510.1-M provide the current DoD requirements and methodology that DeCA will use to conduct the certification and accreditation (C&A) of CMPP; the DoD C&A guidance is subject to change as part of the DoD effort to streamline the certification and accreditation process. CMPP shall comply with the DoDI 8500.2 security controls for an unclassified system with a Mission Assurance Category of III (MAC III). DeCA shall conduct a Security Test and Evaluation (ST&E) test for the security controls listed under Attachments 3 and 5 of DoDI 8500.2 during the CMPP C&A effort. The CMPP contractor shall assist DeCA in the generation of all required documentation to support the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) “Interim Approval to Operate” (IATO) and “Approval to Operate” (ATO) before CMPP production deployment. In addition, the contractor shall perform all mitigation required for accreditation. The telecommunications networks and systems introduced as part of CMPP shall meet requirements of the Defense Information Systems Agency (DISA) STIGs for network infrastructure, network security, Web Services, wireless connectivity, platforms, and applications.  The contractor will support the annual test and review of security controls as well as phase III DITSCAP test.  


C.3.4.13.10       PKE/PKI Compliance Requirements


Since DeCA cannot predict the CMPP configurations that vendors may propose, DeCA provides the following guidance relative to DeCA Public Key Enabling (PKE) requirements using the DoD public key infrastructure (PKI) and the common access card (CAC):


Network and server side authentication, within the CMPP environment, based on public key technology will use DoD-approved PKIs for this service.


All DoD private Web servers accessing the CMPP system shall use SSL/HTTPS; HTTP is not authorized. A private Web server is one that a user must authenticate to gain browser access.

Additionally, for Private Web Servers providing access to sensitive information:


If web server functionality:


is embedded in the CMPP COTS application, 


resides within the CMPP environment,


serves no other applications other than CMPP and,


has unused ports blocked.


Then no additional client-side PKE is required provided that the embedded web server ports are blocked from WAN access.


If the proposed CMPP solution complies with the guidance cited above, then DeCA will not require CMPP to modify its COTS CMPP system to incorporate use of CAC authentication. Within the CMPP application, CMPP shall rely on user IDs and complex passwords for authentication purposes.


Else CMPP private web servers providing access to sensitive information shall be configured for client authentication using DoD-approved certificates and CMPP applications residing behind web servers requiring authorization based on individual identity shall use the identity provided by certificate-based authentication to support access control decisions (per DoDI 8520.2).


For specialized equipment, including but not limited to wired and wireless equipment interfaces, scales, management consoles, HHTs, etc.


If all of the following are true for the device:


No keyboard, mouse, or touch screen provides navigation outside the CMPP application.


No end user has access to the operating system, or Root/System Administrator functions.


No network login or access to network resources outside the CMPP environment.


No other navigation is possible outside CMPP applications, e.g., CAO, DIBS/DEBS.


Then no PKE is required for the device.


Else the specialized equipment shall be configured to use DoD-approved certificates for user identification and authentication.


All DoD e-mail systems are required to support sending and receiving e-mail signed and encrypted using approved certificates. If the CMPP system is to process e-mail, it must meet this requirement.

If offerors have questions related to the PKE requirements for CMPP, they should raise these questions through the contracting office for resolution with the DeCA Information Assurance staff. Proposal responses should indicate if the proposed CMPP solution supports CAC-based authentication or Light-weight Directory Access Protocol without extensive modification.


C.3.5 
Telecommunications Requirements


The DeCA CMPP facility will be in Ramstein, Germany. The software will operate at DeCA HQ in Fort Lee, VA with backup/COOP capabilities at DeCA’s West Server Center in Sacramento, CA. The system shall also support secured web-based data submissions from commissaries throughout the DeCA European Region. All telecommunications shall be through DeCA’s wide-area network (DeCANet).  See Department of Defense Directive 8100.2, Use of Commercial Wireless Devices, Services and Technologies in the DoD Global Information Grid (GIG), April 14, 2004.


C.3.5.1 
Network Integration


The contractor shall provide all the hardware and software required to integrate the CMPP system into DeCA's network, except for GFE as specified in Attachment A. 


C.3.5.2 
In-Plant Servers


For CMPP systems that require servers in the meat plant, the servers must support a minimum of three Ethernet network interface cards (NICs). The NICs must be capable of operating concurrently on different subnets and may be used to meet emerging requirements.


C.3.5.3 
LAN Connectivity


Typical LAN connectivity is through a Fast Ethernet backbone and the site WLAN. Equipment connected to the LAN must be capable of operating at a minimum 100MBPS (100baseT) with flexibility to operate at 1000MBPS (1000baseT, gigabit copper), if desired. NICs must have configuration settings available to disable auto-sensing of speed, full/half duplex selection, and flow-control negotiation.


C.3.5.4 
WLAN Connectivity


WLAN connectivity conforms to the following specifications. DeCA’s current 802.11 technology radiates in the 2.4 to 2.4835 gigahertz (GHz) Industrial Scientific and Medical (ISM) spectrum band. The CMPP system WLAN interface should readily support 802.11g and be upgradeable to support emerging standards such as “SuperG”.


DeCA currently uses a FIPS 140.2 certified technology, Air Fortress by Fortress Technology, to encrypt wireless traffic at layer 2. This technology employs an encryption unit that is located between the wireless access point (AP) and the wired LAN. Each remote wireless device runs an Air Fortress client that performs an encryption key exchange with the encryption unit. The encryption unit also validates MAC address authorization prior to allowing traffic.


All wireless traffic within each DeCA site is contained on an autonomous network segment with a unique IP address block that is separate from the wired 100baseT network segment. DeCA-provided, redundant store routers would join the two disparate network segments together. CMPP must operate in this environment.


C.3.5.5 
Equipment Cabinets (19” Rack Mount)


The Government will not provide equipment racks and cabinets to support the CMPP solution-specific equipment. Vendors shall advise the Government of their rack space requirements with their solution and provide their plan for installing their rack mount equipment throughout the facility as dictated by their solution. The vendor shall be responsible for providing the cabling needed to link their solution into the Government’s network infrastructure based on consultation with an appropriate Government representative. They shall also provide suitable cabling to tie their solution together.


C.3.5.6 
Cabling Requirements


Though it is tailored for a commissary (store) environment, Attachment G is provided to document the wiring and cabling standards followed by DeCA for its locations. The text of Attachment G is contained at the end of this document.


C.3.5.7 
Commercial Internet and MILNET Access


CMPP will operate in a protected networking environment and will not have direct access to the commercial Internet or MILNET.


C.3.6 
Equipment and Technical Requirements within the CMPP Facility


This section describes the equipment and technical requirements that the contractor shall provide within the CMPP facility. The contractor shall provide standard COTS hardware and software products including display terminals, scanners, labelers, metal detectors, equipment, and all peripherals required to meet DeCA's functional requirements.  


For each item type in the section below, DeCA identifies the characteristics it is seeking. Offerors may propose like-equipment with corresponding characteristics and capabilities, providing, they define, within their technical proposal, how the alternate items will meet DeCA CMPP requirements and offer DeCA price, performance, or other benefits. 


C.3.6.1 
Environmental and Ergonomic Requirements 


All PC-based processors, printers, and monitors shall meet the EPA’s Energy Star requirements, as mandated by Executive Order 12845 of April 21, 1993, and FAR 22.203. The offeror shall describe how the new system’s components will meet local outside the continental United States (OCONUS) ergonomic requirements and provide Free Trade Zone numbers to show that the proposed hardware has been approved for use in Germany.


C.3.6.2 
Display User Terminal


The display user terminal shall be connected to an already existing floor scale. Specifications: Embedded in stainless steel housing-wall mounted-LCD display, background light 18 mm, 21-digit display for user guidance, 27 foil keys with pressure point and acoustic confirmation of connection to 220/230 V AC. Operating environment is 0/+30 Celsius with 1 analog-digital converter to contact load receiver (scale), 1 data interface CAT V with data cable, 3m Justage with existing scale via RS232 connection. (Quantity required – one)


INDUSTRIAL BARCODE SCANNERS WITH BASE/DOCKING STATION  


Two scanners shall be used in receiving, both in the production entry. Specifications: device shall have a wireless range up to 45 m, shall not weigh more than 360 grams, shall have high impact enclosure with protective rubber cushioning, shall have shatter-proof window, shall operate up to 8 hours without requiring a charge, shall be able to read EAN 128 and EAN 14, and shall be able to operate in an environment of -2/+30 Celsius. Each scanner shall have a base docking station for charging. The base stations shall include mounting knobs. Drop specifications shall be 2 m to concrete, 5 percent to 95 percent humidity, non-condensing, AC Power 220/230 V, and shall meet 802.11 standards.  (Quantity required – five)


C.3.6.3 
Labelers 


C.3.6.3.1 
Weight Price Labeler and Package Labeler


Labelers shall be fully automatic or manual goods feed, individual package labeling for industry and retail, weight, fixed weight, and fixed price labeling. Package size: minimum 40mm (L) x 40mm (W) x > 1mm (H); maximum 400mm (L) x 300mm (W) x 250mm (H). Printer: direct thermal or thermal transfer (TTF) (optional). Printing speed: approximately 150mm/s. Resolution: 8 dot/mm. Program status: minimum 7.25. Printing width: 80mm, 104mm (optional). Label size: minimum 30mm (W) x 30mm (H); maximum 100mm (W) x 100mm (H). Label role: core radius 76mm/40mm (optimal), outside radius maximum 210mm. Labeling technique: air-jet application (compressed air supply 6 bar). Labeling output: up to 50 packages/minute (depending on weight and package type). Barcode symbologies: EAN 14, EAN 128. Modular interfaces: LAN (TCP/IP protocol 10/100 Base T). Operating environment: +4 /+10 Celsius. AC power: 220/230 V.  (Quantity required – five)


C.3.6.3.2 
Automatic Industrial/Logistics Labeler


Fully automatic for industrial-scale labeling for packages up to 60 kg, individual package labeling mainly for the industrial sector, fully automatic or manual product supply. Package size: minimum 100mm (L) x 50mm (W) x >20mm (H); maximum 700mm (L) x 600mm (W) x 350mm (H) (730 mm for side labeling). Printing technique: thermal direct or thermal transfer. Printing speed: 150mm/s. Resolution: 8 dots/mm. Printing width: 80 mm, 104 mm (optional). Label size: minimum 30mm (W) x 30mm (H); maximum 100mm (W) x 100mm (H). Label role: core radius 76mm/40mm (optimal). Outside radius: maximum 300mm. Labeling output: up to 32 packages/min (depending on weight, packaging type). Labeling technique: air-jet application (compressed air is required, 6 bar). Barcode symbologies: EAN 14, EAN 128. AC Power: 220/230 V. Modular interfaces: LAN (TCP/IP protocol 10/100Base T). Operating environment: +4/+10 Celsius.  (Quantity required – one)


C.3.6.3.3 
Manual Weight Labelers 


Printing method: direct or thermal transfer. Printing resolution: 8 dots/mm. Print speed: up to 150 mm/second. Label size: minimum 30mm (W) x 30mm (H); maximum 100mm (W) x 100mm (H). Modular interface: LAN (TCP/IP protocol 10/100BaseT). Barcode symbologies: EAN14, EAN 128. AC power: 220/230 V. Operating environment: 0/+30 Celsius.  (Quantity required – two)


C.3.6.3.4 
Shipping Label Printers


Printing method: direct or thermal transfer. Print resolution: 8 dots/mm. Print speed: up to 254 mm/second. Label size: minimum 30mm (W) x 30mm (H); maximum 100mm (W) x 100mm (H). Barcode symbologies: EAN 14, EAN 128. AC power: 220/230 V. Modular interfaces: LAN (TCP/IP protocol 10/100Base T). Operating environment: +1/-2 Celsius.  (Quantity required – one)


C.3.6.3.5 
Manual Package/Case Labeler 


Printing method: direct or thermal transfer. Printing resolution: 203 dpi. Print speed: up to 200 mm/second. Label size: minimum 30mm (W) x 30mm (H); maximum 100mm (W) x 100mm (H). Modular interface: LAN (TCP/IP protocol 10/100BaseT). Barcode symbologies: EAN14, EAN 128. AC power: 220/230 V. Operating environment: +3/+10 Celsius.  (Quantity required – ten)


C.3.6.4 
Convergers 


Application: channeling multi-line product flows of up to four lines into a single stream; and use multi-line packing machines and fully automated labelers. Number of lanes: 1 x 2 lanes; 3 x 3 lanes; 2 x 4 lanes. Variable lane width: 425-560 mm maximum. Package length: 550 mm. Inlet height of merger: 720-960mm (starting line height adjustable by 80mm). Transport speed: 4 m/minute - 40 m/minute. Length of starting line: 550 mm. Conveyor facilities: Starting Belt; Aligning Belt Max. Package Weight: 6 kg - 2-lane; 5 kg - 3-lane; 4 kg - 4 –lane. Transport direction: left to right, right to left AC power: 220/230 V.  (Quantity required – six)


C.3.6.5 
Metal Detectors 


Conveyor length: 1000 mm. Belt width: 400 mm. Throughput opening: 400 mm (W) x 200 mm (H). Belt height from ground: 850 mm + - 50 mm. Transportation speed: 0,2m/second. Sensitivity: VA (steel) >= radius 2.11 mm. Operating environment: +4/+10 Celsius.  (Quantity required – six)


C.3.6.6 
Hand-Held Terminals 


Storage requirements: 64 MB RAM, 32 MB ROM. Battery: rechargeable Lithium battery. Wireless LAN: IEEE standards/802.11. Humidity: 5 percent to 90 percent relative humidity, non-condensing. Operating temperature: - 2 Celsius. Storage temperature: room temperature. Design: industrial environment rugged durability. Data entry: keyboard and touch-screen. Display: ¼ VGA with 16 level grayscale, optional 64 k color. Drop specification: 1.2 m to concrete. Frequency rate: 11 Mbps (direct sequence). Shall include charging adapters so all scanners can be charged simultaneously. AC power: 220/230 V. One of the HHTs shall be located at the DeCA HQ test bed.  (Quantity required – seven)


C.3.6.7 
Deep Freeze Hand-held Terminals 


Storage requirements: 64 MB RAM, 32 MB ROM. Battery: rechargeable Lithium battery. Wireless LAN: IEEE standards/802.11. Humidity: 5 to 90 percent relative humidity, non-condensing. Operating temperature: - 32 Celsius/-25 Fahrenheit. Storage temperature: room temperature. Design: industrial environment rugged durability. Data entry: keyboard and touch-screen. Display: ¼ VGA with 16 level grayscale, optional 64 k color. Drop specification: 1.2 m to concrete. Frequency rate: 11 Mbps (direct sequence). Shall include charging adapters so all HHTs can be charged simultaneously. AC power: 220/230 V.  (Quantity required – two)


C.3.6.8 
Hand-Held Terminal Chargers and Spare Batteries 


Two charging adapters plus one backup, with the exact number depending on the size of the chargers and a spare battery for each HHT. One charger, HHT, and spare battery shall be located at the DeCA HQ test bed.


C.3.6.9  PC Workstation (for Receiving Areas) 


Minimum requirements: mini tower including 2.6GHz Pentium IV Processor (533 MHz FSB), 512 MB RAM, 40 GB hard disk, DVD/CD-RW drive, MS Windows XP Professional with the latest Microsoft Service Pack and patches, and a 17" flat screen monitor.  (Quantity required – two)


C.3.6.10  Rack mount PCs Production/Inventory Scanning with Weighing Platform 


For the ground beef and steak rooms, compact rack mounted PC running on MS Windows XP Professional with the latest Microsoft Service Pack and patches, and a 17" TFT touch-screen monitors and an integrated weighing platform.  (Quantity required – two)


C.3.6.11 
Multi-Function Consoles (for Steak and Ground Beef Departments) 


Rack and rack-mount PC running on MS Windows XP Professional with 17" TFT touch-screen monitor, keyboard with integrated tracking ball mouse, and integrated table scale.  (Quantity required – two)


C.3.6.12 
Weigh Price Labeling Totals Labeler Station 


Rack and rack-mount PC running Windows XP Professional, 17" TFT touch-screen monitor and keyboard with integrated trackball mouse. Also includes six integrated label printers and a table scale (such as Waage Berkel). Label printers should be thermo transfer and direct (such as Drucker Etik) and rack mounted in a printer drawer.


C.3.6.13 
Ground Beef Printers


Replace or support existing ground beef printers – to replace existing printers Tiromat Tirolabel printers; model TL 150 from Tiromat Convenience Food Systems GmbH. These printers have serial port connectivity and will be receiving weight and price information directly from the CMPP system.


C.3.6.14 
Integration of Existing Equipment


Capability to connect to existing platform scale – existing platform scale is Model Soehule S-20 from Waager Steitz, Inc, with a RS232 connector.


C.3.6.15 
Wireless Integration  


All wireless devices associated with the CMPP system shall integrate into DeCA’s wireless architecture and use an Air Fortress agent to encrypt traffic. The system shall not support use of a wireless printer, although printing to a printer attached to a wireless device is acceptable.


The offeror shall be responsible for all integration and support for Air Fortress within the system and for all wireless devices proposed under this contract. The offeror shall also be responsible for developing and maintaining a technical working relationship with Fortress Technologies, makers of Air Fortress, and for supplying a bundled Air Fortress Client as part of its wireless solution. The offeror shall also provide for Air Fortress client licensing compatible with DeCA’s current Air Fortress environment.


C.3.6.16 
Wireless Capabilities 


C.3.6.16.1 
Wireless Standards 


All wireless systems in the CMPP system shall conform to the 802.11g standards.


The CMPP system shall satisfy all Deutsche Industry Norm (DIN) regulations, and all German UVV and VDU electrical standard regulations.


C.3.6.16.2 
RF Data Encryption 


All RF data used by the CMPP system shall be encrypted. Encryption shall be 3DES minimum, based on the wireless device’s function. Must be compatible with or not interfere with DeCA’s WLAN infrastructure. Refer to PGP IT-2 for further guidance.


C.3.6.16.3 
Interfaces 


All equipment that interfaces with the CMPP system software shall have a TCP/IP interface. TCP/IP must be IPv4 and compatible with IPv6 in order to meet DoD and Office of Personnel Management (OPM) requirements.


C.3.6.16.4 
Hand-Held Integration


Hand-held units shall be connected by RF to the network and be capable of online picking and integration with hand-held devices (used for scanning bar codes and label printing).


C.3.7 
Installation Related Support Services Requirements


C.3.7.1 
Installation Support Requirements


The offeror shall plan for the CMPP system to be fully operational within 120 calendar days of contract award (CA). The following table outlines the deliverables requirements associated with the Contract Data Requirements List (CDRLs) and associated DIDs. 


		Table 2. CMPP Deliverable Timetable



		Deliverable

		Date 



		Deployment and Training Plans (draft)

		In offerors technical proposal



		Site Survey 

		CA + 15 business days



		Site Survey Report 

		5 days after completing site survey



		Deployment Training plans (revised drafts)

		CA + 25 business days



		Deployment and Training Plans (final)

		10 business days of receipt of Government review



		Maintenance Plan & Spares Listing (draft)

		CA + 40 business days



		Maintenance Plan & Spares Listing (final)

		10 business days of receipt of Government review



		Full Operational Capability

		CA + 120 days



		Software Version Description Document

		With each software version release



		





C.3.7.1.1 
CMPP Site Survey and Report 


The contractor shall conduct a survey of the CMPP and provide a detailed written report of all work required to prepare the facility to accept the new system. DeCA will provide a staff member to accompany the team to answer questions and provide information as needed. The site survey shall address security requirements, handicapped accessibility requirements, electrical wiring, wiring for LAN and telecommunications, training areas, equipment storage areas, operating environments, and continuous operations equipment.  The survey shall also determine the quantities, sizes, and placement of all equipment to be installed. The site survey shall be completed within 15 business days of contract award. 


The site survey report shall identify the scope of the modifications required, list the materials required, and contain relevant drawings and plans. The report shall also include shop drawings and schematics providing details for construction and quality control of permanent work.


The Site Survey Report shall be prepared in accordance with the instructions in Data Item Description (DID) 1.1, Site Survey Report, and submitted within 5 business days after completing the site survey.


C.3.7.1.2 
CMPP Deployment Plan


The offeror shall develop a deployment plan for all hardware and software in accordance with DID 1.2. The offeror shall submit a draft Deployment Plan in draft with the technical proposal. An updated plan shall be provided within business 25 days of contract award, and the final plan within 10 days of receipt of DeCA comments. The plan shall include a detailed schedule of events. The plan shall incorporate and schedule the following deployments:


· Installation of software at Fort Lee, VA, or the primary site


· Installation of software at Sacramento, CA, (or other  backup site as determined by DeCA)


· Installation of hardware and software at the CMPP


· Transfer of data from the current CMPP system to the CMPP system


· Operation of store order submission from DeCA PCs at commissaries throughout the DeCA European region and


· Training – see training section.


The deployment plan shall include, at least, all of the following:


· Initial Test and Evaluation (IT&E) of the software at Fort Lee, VA and the CMPP. Offerors shall propose a solution for testing equipment operation in Europe in conjunction with this initial test without disruption of the CMPP.  


· Operational Test and Evaluation (OT&E) of all CMPP equipment, software, data transfers, and processes at Ramstein Air Base, Germany including connectivity to the software at Fort Lee, VA.


· Fail-over testing between Fort Lee, VA Server Center and the Sacramento, CA Server Center.


· Security Test and Evaluation (ST&E) - DeCA and other contractors will perform the ST&E, but the CMPP contractor shall be available to assist.


The focus of the deployment plan shall be to begin installation of the CMPP on a Friday morning and have it completed, tested, and accepted by the Government by the following Monday by 3PM CET. The CMPP shall be operational early Friday morning and return to operation by Monday PM. The offeror shall structure the plan to complete software testing and pre-staging equipment before beginning the CMPP installation.  


DeCA will review the draft Deployment Plan and provide input for inclusion in the final Deployment Plan. 


DeCA and the contractor shall conduct a joint test/deployment readiness review before deployment of the CMPP system. The DeCA PM will authorize deployment of the CMPP system. 


The Deployment Plan shall include an installation/test checklist to be used as a part of Government testing and acceptance.


C.3.7.2 
Software Installation at DeCA HQ and COOP Site  


The contractor shall assist DeCA IT employees in planning and installing software on DeCA equipment at both the Fort Lee, VA HQ site and the Sacramento, CA COOP site.


C.3.7.3 
CMPP Installation 


The contractor shall install all system components, including hardware and software. The contractor shall transfer all existing data from the current CMPP system to the CMPP system. The contractor shall also ensure that the new system is properly installed and operational before turning it over to DeCA for acceptance. DeCA can make both a testbed (see Appendix C) and a production environment available (see Appendix B). See also previous sections regarding the Deployment Plan and following sections on testing. 


C.3.7.4 
CMPP De-installation 


The contractor shall de-install all existing system hardware replaced with new equipment purchased under this contract. However, the contractor shall not disconnect any processor until DeCA has certified that all operating system software has been destroyed. All old wiring shall be removed as part of the de-installation process. 


C.3.7.5 
CMPP Disposal (Optional task) 


A Government representative and the contractor shall utilize DeCA’s Defense Property Accountability System (DPAS) printed inventory listing to verify equipment being removed (these inventory listings will be provided by the Property Record Management Office (PRMO)). Upon completion of the inventory, the Government representative shall attach the inventory listing to a DeCA Form 40-108 and provide the signed original to the DeCA CMPP and a copy to the DeCA Contracting Officer’s Representative (COR).


When disposing of the system hardware, the contractor shall comply with the disposition requirements for hard drives listed in the Assistant Secretary of Defense Memorandum titled “Disposition of Unclassified DoD Computer Hard Drives” dated 4 Jun 2001. The contractor and a Government representative must certify in writing after the CMPP installation that the disposition has been completed in accordance with DoD procedures and provide this information to the CMPP COR.


The CMPP contractor shall comply with applicable Federal, State, and local laws (including German), ordinances, and regulations with respect to the disposal or other use of the received material.


C.3.8 
Training 


The offeror shall submit a draft Training Plan in draft with the technical proposal. An updated plan shall be provided within business 25 days of contract award, and the final plan within 10 days of receipt of DeCA comments.  The training plan shall be prepared in accordance with DID 1.3 Training Plan. 


The contractor shall propose a training methodology that shall support training of CMPP users within deployment and testing schedule constraints.


Training shall include providing DeCA with training materials, user manuals, and other guidance to allow DeCA users to manage the system and to self-train new personnel. All training and material shall be in English.


C.3.8.1 
Functional and Technical Training at Fort Lee


The contractor shall provide functional and technical training to DeCA staff at DeCA HQ, Fort Lee, VA in accordance with the Training Plan. 


C.3.8.2 
Functional Training at the CMPP


The contractor shall provide functional training to DeCA staff at the CMPP, in accordance with the Training Plan. The training shall include sufficient technical information for users to administer the system.


C.3.9 
Help Desk, Software and Hardware, Testing Support 


The contractor shall provide a Maintenance Plan in accordance with DID 1.4. The draft plan shall be provided within 40 business days of award and the final plan within 10 business days after receipt of Government review. 


The contractor shall maintain a help desk support (call) center and provide help desk software and hardware support to CMPP business system users. Access to the help desk should include both toll free telephone service and e-mail.


At a minimum, the contractor shall provide active support Monday through Friday from 0530 to 2130 CET. The help desk shall be open on all German and American National holidays (that fall on Mondays through Fridays) except Christmas and New Years. The contractor shall also provide off-hours answering service support. 


The contractor shall answer and address incoming calls within 60 seconds, 85% of the time. All help desk call center attendees responding to DeCA queries shall speak, write, and understand English.


System problems (software or hardware) shall be captured and resolved using a problem priority process. The contractor’s help desk shall establish a priority for each problem upon entry into the help desk system. Problems shall be prioritized in accordance with IEEE 12207.2 as follows:


· P1 (Emergency): Emergency problems prevent the accomplishment of a mission essential capability or jeopardize the safety, security, or other requirement designated “critical”. Examples of emergency problems that may be encountered by the contractor are: system is down, plant cannot operate; suppliers orders being processed late; breach of system security due to a virus, compromised password, etc.


· P2 (Critical): Critical problems adversely affect the accomplishment of a mission essential capability or affect the life-cycle support of the system and no work around is known. Examples of critical problems that may be encountered by the contractor are: loss of order data which could result in an out-of-stock situation in the stores, price change updates not processing, and performance issues delaying critical processing.


· P3 (Routine): Routine problems adversely affect the accomplishment of a mission essential capability but a work around is available, or the problem causes user or system support inconvenience. Examples of routine problems that may be encountered by the contractor are: user terminal or printer down, but alternates available nearby; user confused or is a first time user of a system function, or request for user ID/password.


For P1 problems, the contractor shall respond within two hours, regardless of hours of operation. DeCA will be responsible for having staff available at the facility to support responding personnel. 


For P2 problems, the contractor shall respond within four hours, during the regular hours of CMPP operation.  


For P3 problems, the contractor shall respond within 24 hours, during the regular hours of CMPP operation.  


C.3.9.1 
Hardware Maintenance 


Offerors shall propose a hardware maintenance penalty process associated with hardware maintenance that shall encourage hardware reliability, and rapid response and repair of non-functioning equipment.  Hardware maintenance, in response to DeCA calls shall be performed on-site during CMPP in accordance with section C.3.9 above.


C.3.9.1.1 
Preventive Maintenance 


The contractor shall provide preventive maintenance on hardware in three-month increments. The maintenance shall be performed on a rotating basis (a maximum of two production lines simultaneously) during business hours to ensure the availability of Government personnel needed to validate continued acceptable system operation.


C.3.9.1.2 
Spares Listing


The contractor shall recommend a set of spares for CMPP equipment to be maintained at the DeCA CMPP facility in accordance with DID 1.5 and in conjunction with the CMPP Maintenance Plan. The draft Spares Listing shall be provided within 40 business days of award and the final plan within 10 days of receipt of Government review. 


All system equipment shall, at a minimum, meet the accepted industry standards for life expectancy. That equipment includes convergers, outer-case markers, metal detectors, scanners, scales, and labelers.


C.3.9.2 
Hardware Maintenance Reporting


When performing maintenance, the contractor shall submit a report to the contracting officer, or designated representative, that identifies each item of equipment serviced to include nomenclature, model, serial number, type of maintenance performed, problems detected, problems corrected, other maintenance performed such as cleaning, dates and time of notification, arrival of repair personnel, date and time repairs completed, list of parts replaced, and signatures of person completing the repairs and the DeCA representative acknowledging repairs. 


The development of an automated system for the contractor to collect, consolidate, and track maintenance reports on a monthly basis is highly desirable. 


C.3.9.3 
Software Maintenance 


The contractor shall provide support and maintenance for all proposed software including any modifications or revisions. Maintenance shall include up to 20 concurrent users worldwide. The contractor shall provide remote system support as part of this software maintenance effort. The contractor shall furnish DeCA, at no additional charge, all software updates including modifications, enhancements, corrections, updates, or other revisions and supporting documentation that have been released or announced to the commercial grocery industry. The contractor shall provide product upgrades to include both major scheduled software releases and periodic incremental releases to add minor functionality or resolve software errors. The contractor shall provide a Software Version Description Document detailing the content of all software releases as part of all upgrades in accordance with DID 1.6. The contractor shall support all patch updates (including DoD-mandated security patches) for operating systems, databases, third party, and embedded software for all releases for which the CMPP system, including any DeCA customization, is certified within 30 days of notification. Contractor software support personnel shall be available to diagnose and fix system software malfunctions and to install and adjust any new releases, enhancements, corrections, or updates that may be developed. DeCA HQ will approve all new software releases or updates before their installation. Software maintenance shall begin with completion of DeCA’s system acceptance and authorization of payment for the system. DeCA reserves the right to accept or reject any software release.


When needed, the contractor shall provide and certify IAVA system functionality and security patches within 30 days of initial notification. 


C.3.9.4 
Consulting Support Services- OPTIONAL  


DeCA may request consulting services in support of future changes to support integration of the CMPP system with vendor systems or other DeCA systems. DeCA may request contractor support to assist in these enhancements.  


C.3.9.5 
Testing Support 


C.3.9.5.1 
DeCA HQ Software Initial Test & Evaluation


Contractor staff shall assist DeCA HQ personnel in the IT&E of the system software and hardware components. The contractor shall perform any remediation necessary to correct system performance functions. The IT&E testing shall include load testing and response time testing from Europe to the U.S. The contractor shall perform any remediation necessary to correct system performance functions. The contractor shall provide equipment/facilities necessary to conduct initial integration testing of the software and hardware components without interruption or impact upon the CMPP system.  The scheduling of the IT&E shall be defined in the Deployment Plan (Section 3.7.1.2 and DID 1.2)


C.3.9.5.2 
Operational Test & Evaluation CMPP Testing


Once IT&E is completed and accepted by the Government and all additional steps have been completed prior to installation at the CMPP, the Government and the contractor will conduct a joint Test Readiness Review. Based on the results of the review the Government project manager will authorize installation and OT&E. The scheduling of the IT&E shall be defined in the Deployment Plan (Section 3.7.1.2 and DID 1.2) and the plan shall be successfully completed within 75 days of award.


Installation and OT&E testing will be conducted in the same period. The contractor shall participate with DeCA personnel in testing, data conversion, software, hardware, and processes.  


The contractor shall provide on-site support personnel at the CMPP for at least three days after DeCA begins operations. 


C.3.9.5.3 
DeCA COOP Software Testing


The contractor shall assist DeCA personnel in testing system backup and recovery at DeCA HQ and at the Sacramento Server Center as well as backup and failover testing between each. The contractor shall perform any remediation necessary to correct system performance functions.  


C.3.9.5.4 
Security Test and Evaluation


DeCA intends to use Government and other contractor personnel to perform DoD DITSCAP Phase I, II, III, and IV security reviews and testing. The contractor shall provide personnel, as needed, to assist in security documentation, testing, and remediation. 


C.3.10 
CMPP Equipment and Contract Close-out   


Upon termination or expiration of this contract or removal of equipment, all equipment covered under the contract shall be subject to DeCA inspection. If the equipment is not in satisfactory mechanical, electrical, or operating condition, the contractor shall either return the equipment to a level consistent with the manufacturer’s specifications or reimburse the Government for any charges incurred in restoring that equipment to those specifications, including all travel, parts, and labor costs.


C.3.11 
Contractor Personnel and Project Management Requirements  


C.3.11.1 
General


All personnel with direct contact with DeCA employees shall speak English. 


C.3.11.2 
Key Personnel


The contractor shall provide a highly qualified technical and management team to plan, implement, and maintain the CMPP system. The following positions are considered key personnel for this system:


· Project manager 


· Installation and fielding manager and


· Customer support manager.


The contractor shall include a list of all key personnel along with their qualifications and responsibilities in the maintenance plan (DID 1.3). The contractor shall not replace any key personnel without the formal written approval of the Contracting Officer or designated representative.  


If a key person cannot complete his or her assigned responsibilities, the contractor shall notify the DeCA PM and Contracting Officer and identify replacements of equal or greater qualifications. The Contracting Officer will determine if the identified replacements are acceptable.


C.3.11.3 
Contractor Security Requirements 


Contractor personnel shall abide by DoD and DeCA security policies and procedures as part of their daily interface with DeCA.  The contractor shall not divulge any information about files, data, processing activities or functions, user ID’s, passwords, or other knowledge that may be gained, to anyone who is not authorized access to such information.  The Contractor shall adhere to Information Assurance policies and procedures as defined in DoD directives, instructions and regulations.  The Contractor shall execute a non-disclosure agreement with DeCA immediately following contract award.


All contractor personnel shall have a satisfactory Automated Data Processing (ADP) sensitivity background investigation completed before they are allowed to access the DeCA network.  This requirement includes access to the local area network at the DeCA development center currently located at Ft. Lee, Virginia.  All requests for background investigations as required by DoD 5200.2R shall be submitted in accordance with Attachment F and the DoD Contract Security Classification Specification DD Form 254.


C.3.11.4 
Travel


Only travel specifically authorized in support of time and materials efforts and approved by the COR will be allowable. All travel shall be performed in accordance with the DoD Joint Travel Regulations.


C.3.12 
Government Furnished Equipment and Information


The Government will provide contractor personnel with terminals and logins to access DeCA systems through the DeCANet. While accessing the DeCANET, contractor personnel shall meet DeCA IA requirements for user access and assist with the establishment of an enclave security MOA. Contractor personnel working on-site will be provided work space and computer equipment necessary to perform the tasks under the contract. Upon completion or termination of this contract, all Government property and equipment provided to the contractor shall be returned.


DeCA provides telecommunications hardware for all DeCA locations. Equipment installed as part of the DeCA site telecommunications infrastructure includes, but is not limited to, the following:


· Enterasys:  stores/CDCs: model 2200 Smart Switch Hubs (SSH) at stores, server & support centers: E7 switches.


· Cisco routers:  stores/CDCs: models 4000M, 2621, 3640, 3745, server support centers: 6509 and all models used at stores.


· Cisco switches:  stores/CDCs: models 3550 (stores), server & support centers: 6509 and all models used at stores.


· Cisco Access Points:  model 1231G.


· Air Fortress devices:  models 1100, 6500, 1200, and 7500.


· Air Fortress Access Control Servers: as required.


· AirDefense Sensors:  model 400.


· AirDefense Collector Appliances: as required.


· Cable Plant: cat 5- or cat 6-certified as required.


· CSU/DSUs: as provided by transport service providers.


· Equipment cabinet-primary:  19” rack-mount, with doors.


· Equipment cabinet-secondary (at some locations):  19” rack-mount, with doors.


· Cisco Information Center (CIC): Object Server, Precision, WebTop, Reporter, Remedy Gateway, Internet Service Monitors, System Service Monitors, Applications Service Monitors, and others as they are installed.


C.3.13 
Warranties and Licenses


C.3.13.1 
Software Warranties


To the maximum extent practicable, solicitations for commercial items shall require offerors to offer the Government at least the same warranty terms, including offers of extended warranties, offered to the general public in customary commercial practice. The contractor shall warrant all software developed under the contract. This warranty shall apply to software developed to maintain existing operational baselines as well as any software developed in support of new requirements or for replacement of business systems applications. The Government will not incur any additional costs to have defective software fixed (reworked) and retested to meet original Government requirements when problems are identified on software within the warranty period. Software requiring re-work and subsequent re-release will restart the warranty period.


C.3.13.2 
Hardware Warranties


The contractor shall provide a minimum one year warranty on all hardware delivered.


C.3.13.3 
Software Licenses


The contractor shall transfer licensing agreements to the Government for all software provided for the CMPP system, except that which is GFE outlined in Attachment B.
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System Description Supporting Figures


Figure-A-1. CMPP Overview
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Figure-A-2 OV-1a CMPP Internal Functional Processes 
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Figure-A-3. Participating Countries/Commissaries
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Attachment B


DeCA Equipment List.  The DeCA COOP  equipment in Sacramento is a mirror of Ft. Lee facility. 


UNIX Configuration as of June 2003


CMPP Production environment:


· HP 8400 Application server


· HP 8400 Database server


· CMPP Testbed environment:


· HP 7410 split using 2 cells.


All computers are configured as follows:


		Modelstring

		9000/800/rp8420



		Number of CPUs

		8



		CPU Speed

		900mhZ



		CPU Capable

		64 bits



		Memory

		8 Gbytes



		3 dual NICs

		6 LAN ports, only 3 used)  10/100 Mb


Running 100 Full duplex





NIC Information 


· lan0 HP PCI Core I/O 1000Base-T Release B.11.11.15 


· lan1 HP A5506B PCI 10/100Base-TX 4 Port [NO LINK,,MANUAL,TT] 


· lan2 HP A5506B PCI 10/100Base-TX 4 Port [NO LINK,,MANUAL,TT] 


· lan3 HP A5506B PCI 10/100Base-TX 4 Port [100BASE-TX,FD,MANUAL,T]


· lan4 HP A5506B PCI 10/100Base-TX 4 Port [NO LINK,,MANUAL,TT] 


· lan5 HP A5506B PCI 10/100Base-TX 4 Port [100BASE-TX,FD,MANUAL,T]


· lan6 HP A5506B PCI 10/100Base-TX 4 Port [100BASE-TX,FD,MANUAL,T] 


· lan7 HP A5506B PCI 10/100Base-TX 4 Port [100BASE-TX,FD,MANUAL,T] 


· lan8 HP A5506B PCI 10/100Base-TX 4 Port [100BASE-TX,FD,MANUAL,T] 


DB server - TBCSDB01 


APP Server - TBCSAP01 


Installed Software 


		BUNDLES

		ID#

		DESCRIPTION



		B2433EB

		B.13.25

		Object COBOL/UX Developer Bundle for HPUX 11.0



		B3394BA

		B.11.11.02

		HP-UX Developer's Toolkit for 11.11



		B3901BA

		B.11.11.04

		HP C/ANSI C Developer's Bundle for HP-UX 11.i



		B3913DB

		C.03.55

		HP aC++ Compiler (S800)



		B5725AA

		B.5.4.50

		HP-UX Installation Utilities (Ignite-UX)



		B8110AA

		1.2.2.15.00

		Java 2 SDK for HP-UX (700/800), PA1.1 + PA2.0 Add On



		B9073BA

		B.06.02

		HP-UX iCOD (Instant Capacity on Demand)



		B9788AA

		1.3.1.13.01

		Java2 1.3 SDK for HP-UX



		BUNDLE11i

		B.11.11.0306.1

		Required Patch Bundle for HP-UX 11i, June 2003



		CDE-English

		B.11.11

		English CDE Environment



		CFG2HTML

		C.02.97.20050728

		Config To HTML System Documentation Tool (cfg2html) for HP-UX by ROSE SWE



		FDDI-00

		B.11.11.02

		PCI FDDI;Supptd HW=A3739A/A3739B;SW=J3626AA



		FDDI-02

		B.11.11.01

		HPPB FDDI;Supptd HW=J2157B;SW=J2658BA



		FEATURE11-11

		B.11.11.0209.5

		Feature Enablement Patches for HP-UX 11i, Sept 2002



		FibrChanl-00

		B.11.11.09

		PCI/HSC FibreChannel;Supptd HW=A6684A,A6685A,A5158A,A6795A



		FibrChanl-01

		B.11.11.03

		PCI-X FibreChannel;Supptd HW=A6826A,A9782A,A9784A



		Fwuu

		B.11.00.04.02

		Firmware Update Bundle



		GOLDAPPS11i

		B.11.11.0406.5

		Gold Applications Patches for HP-UX 11i v1, June 2004



		GOLDBASE11i

		B.11.11.0406.5

		Gold Base Patches for HP-UX 11i v1, June 2004



		GigEther-00

		B.11.11.19

		PCI/HSC GigEther;Supptd HW=A4926A/A4929A/A4924A/A4925A;SW=J1642AA



		GigEther-01

		B.11.11.15

		PCI/PCI-X GigEther;Supptd HW=A6794A/A6825A/A6847A/A9782A/A9784A/A7109A



		HPUX11i-OE-MC

		B.11.11.0406

		HP-UX Mission Critical Operating Environment Component



		HPUXBase64

		B.11.11

		HP-UX 64-bit Base OS



		HPUXBaseAux

		B.11.11.0406

		HP-UX Base OS Auxiliary



		HWEnable11i

		B.11.11.0406.4

		Hardware Enablement Patches for HP-UX 11i v1, June 2004



		IEther-00

		B.11.11.05

		PCI/PCI-X IEther;Supptd 


HW=A7011A/A7012A/AB352A



		Ignite-UX-11-11

		B.5.4.50

		HP-UX Installation Utilities for Installing 11.11 Systems



		J4189-11001C

		E.10.34

		Hewlett-Packard JetDirect Printer Installer for Unix



		KRNG11i

		B.11.11.07

		HP-UX 11.11 Strong Random Number Generator



		Lexmark

		4.5

		Lexmark Software for UNIX(R) Systems



		MarkVision

		4.4

		MarkVision for UNIX(R) Systems



		OnlineDiag

		B.11.11.14.15

		HPUX 11.11 Support Tools Bundle, Jun 2004



		OpenSSL

		A.00.09.07-d.002

		Secure Network Communications Protocol



		RAID-00

		B.11.11.01

		PCI RAID; Supptd HW=A5856A



		Sendmail-811

		B.11.11.01.006

		Sendmail-8.11.1 special release upgrade



		T1456AA

		1.4.2.03.01

		Java2 1.4 SDK for HP-UX



		T1456AAaddon

		1.4.2.02.01

		Java2 1.4 SDK -AA addon for HP-UX



		T1457AAaddon

		1.4.2.02.01

		Java2 1.4 RTE -AA addon for HP-UX



		T1471AA

		A.03.81.002

		HP-UX Secure Shell



		hpuxwsApache

		A.2.0.52.00

		HP-UX Apache-based Web Server



		ixSudo

		A.02.00-1.6.7p5

		Super User Do



		perl

		D.5.8.2.B

		Perl Programming Language



		scsiU320-00

		B.11.11.01

		PCI SCSI U320; Supptd HW=A7173A





Attachment C


DeCA Testbed Configuration


CMPP TESTBED Oracle DB configuration as of June 2003


		DB SERVER - TBPKDB01

		ORACLE_HOME – ORACLE_O9i

    Oracle 9i Database 9.2.0.2.0

    Oracle 9iR2 Server Patchset 9.2.0.2.0

    Oneoffs –


Oneoff Patch# 2713539


Oneoff Patch# 2713683


Oneoff Patch# 2742722


Oneoff Patch# 2713497

    Pro*Fortran 1.8.77.0

    Pro*Cobol 1.8.77.0.0

    Pro*Cobol 9.2.0.1.0

    Pro*C/C++ 9.2.0.1.0

    Legato Networker Single Server 6.1.0.0.0



		APP SERVER - TBPKAP01

		ORACLE_HOME – ORACLE_O9i

    Oracle 9i Client 9.2.0.2.0 with Prefetch Patch (#2688717)





Attachment D


Port Settings for N-Tier Configuration


		Destination Description

		LAN

		PortAccessedNumber

		ProtocolDescription

		Comments



		Web server

		1

		20, 21

		Secure File Transfer Protocol (SFTP)

		Tectia



		

		1

		80

		HTTP

		



		

		1

		443

		HTTPS

		



		

		2

		1521

		SQLNET

		



		

		2

		16004

		CORBA

		



		Application server

		1

		20, 21

		SFTP

		Tectia



		

		1

		80

		HTTP

		



		

		1

		443

		HTTPS

		



		

		2

		1521

		SQLNET

		



		

		

		16003

		CORBA

		



		

		2

		16004

		CORBA

		



		Database server

		1

		20, 21

		SFTP

		Tectia



		

		1

		80

		HTTP

		



		

		1

		443

		HTTPS

		



		

		2

		1521

		SQLNET

		



		

		

		16003

		CORBA

		



		

		2

		16004

		CORBA

		





Attachment E


E.1
Simple Network Management Protocols  


The CMPP system shall support, at a minimum, Simple Network Management Protocol (SNMP), Version 3, and SNMP TRAP, Version 2. SNMP Version 3 and higher and SNMP Trap Version 2 and higher are the only versions of SNMP authorized for use in the CMPP system. SNMP must be configured to operate based on DeCA’s SNMP usage policies.


The CMPP system shall operate in a TCP/IP IPv4 networking environment and be compatible with IPv6.


E.2
Encryption  


The system shall encrypt all data transferred between various hosts. The use of clear-text telnet and FTP is prohibited; only SSH-compatible secure copy, GFE SFTP, and telnet are authorized. SSL/HTTPS may be used in lieu of SSH, if appropriate and supported.


E.3
PKI


Information systems residing behind Web servers requiring authorization based on individual identity shall use the identity provided by certificate-based authentication to support access-control decisions. 


E.4
Drive Mounts and Mappings  


The system shall not support the use of drive mounts and drive mappings across DeCA’s wide area network (WAN).


E.5
Ping Categories  


The system shall not use ICMP ping (echo/echo reply) to determine the connectivity status of equipment on DeCA’s network. UDP ping or other utilities are available.


E.6
Ports, Protocols, and Services 


The system shall disable all unused ports, protocols, and services (PPS). The contractor shall identify all PPS required for the proper functioning of the CMPP system. The PPS shall be color-coded for risk as designated by DoD guidance. Table 3-2 summarizes DoD’s current assurance designations. Any Red, Yellow, and Green ports not specifically listed in this table are under review by DoD. (The DoD PPS Assurance Category Assignments List, October 29, 2004, provides more detailed information.) CMPP should use ports tagged as Green, with possible limited use of Yellow, but no Red ports. The local Designated Approving Authority (DAA) may authorize temporary use of a Yellow port within its protective enclave, providing appropriate risk mitigation strategies have been implemented, and the DAA is cognizant of the associated risks and agrees with the risk mitigation strategies.


Table E‑1. Ports, Protocols, and Services


		Red ports

		Yellow ports

		Green ports



		AUDIO and VIDEO Streaming, TCPMux, RPC Services, X11, IRC, NETRJS, NEetBIOIS, TCPMux, RJE, Echo, Discard, Systat, Daytime, Netstat, QOTD, MSPv2, Chargen, TELNET, Time, WHOIS, NICKNAME, RE-MAIL-CK, Bootps, Bootpc, TFTP, Finger, LINK, Supdup, Hostname, RTELNET, POP2, POP3, SUN RPC, Auth, SFTP, UUCP-path, Statsrv, MS-RPC, SNMP, SNMPTRAP, XDMCP, Border Gateway Protocol, IRC, IMAP3, InfoConnect, MS DS, Rexec, Rlogin, Rwho, SSYLOG, Rsh, Talk, Ntalk, RPC, UUCP, Kshell, NETSPY, Listener, XTREME, PSYBER SS, ULTORS Trojan, VooDoo Doll, Back Orifice DLL, FTP99CMP, Shivka-Burka, etc.

		FTP-passive, FTP-active, SSH, Telnet, SMTP, login host, DNS, Gopher, Kerberos, MTA, X.500, X.400, NNTP, NTP, Crypto Connect, LDAP, ISAKMP, NNTP (SSL), TELNETS, POP3 (ssl), ICA, SQL Listener, SQL*Net v.2, PPTP, SQL*Net, Blackberry Rim, HTTP-ALT, OLD SWA PORTS, CS Listener, SWA-1-4, Defense Travel Service




		DNSSEC, HTTP with proxy and SSL, HTTPS with proxy, LDAPS, IMAP (SSL), ftps-data





E.7
Bandwidth Requirements 


The contractor shall identify in their technical proposal all bandwidth requirements for LAN, WLAN, and WAN support of the CMPP system. 


E.8
IP Address and Subnet Integration 


The CMPP system shall be capable of operating with wireless components that are configured and accessible on a separate IP address subnet and network segment. If IP addressing is needed, it shall be able to operate using any portion of the 255 addresses associated with a class C IP address block.


E.9
Commercial Internet and MILNET Access


CMPP will operate in a protected networking environment and will not have direct access to the commercial Internet or MILNET.


Attachment F


PROCESS TO MANAGE POSITION DESIGNATION REQUIREMENTS AND SUITABILITY INVESTIGATIONS FOR IT CONTRACTORS


All positions within the Defense Commissary Agency (DeCA) Directorate of Information Technology and the Information Technology divisions of DeCA regions must be identified with an appropriate level of Automated Data Processing (ADP) sensitivity in accordance with the DoD 5200.2-R, Personnel Security Program Regulation. This includes all positions occupied by contractors working for the Agency. Contractor personnel who have access to DeCA’s systems and networks require an investigation to determine the individual's suitability to occupy the position. Any contractor who wishes to bid on a DeCA information technology service requirement must certify that the individuals who are proposed for the effort have the requisite background investigation or agree to use the process contained herein to obtain the required background investigation.  Contractor employees working on DeCA’s automated information systems are assigned to positions that are designated at one of three sensitivity levels: ADP-I, Critical Sensitive; ADP-II, Non-critical Sensitive; ADP-III Non-critical, Non-sensitive. 


ADP-I designated positions require a Single Scope Background Investigation (SSBI). ADP-II designated positions require a DoD National Agency Check Plus Written Inquiries (DNACI) or National Agency Check Plus Written Inquiries (NACI).  ADP-III designated positions require a National Agency Check (NAC) or Entrance National Agency Check (ENTNAC).


 In accordance with DoD 5200.2-R, foreign national personnel cannot be assigned to sensitive positions, either ADP-I or ADP-II. Foreign national employees overseas in ADP III positions require a NAC equivalent background investigation with the host government that includes: (a) host government law enforcement and security agency records checks at the city, state (province), and national level, and (b) Defense Clearance and Investigations Index check.

All contractor personnel accessing DeCA systems and networks shall have an adjudicated background investigation commensurate with the level of access to be granted. DeCA does not process classified information; therefore, a security clearance is typically not required for contractor personnel. The three levels of position designations are summarized below:


		Category

		Criteria 



		ADP-I

		Responsibility for the development and administration of Agency computer security programs, including direction and control of risk analysis and/or threat assessment.  


Significant involvement in mission-critical systems.  


Responsibility for the preparation or approval of data for input into a system which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain.  


Relatively high risk assignments associated with or directly involving the accounting for or the disbursement of, (1) dollar amounts of $10 million per year or greater, or (2) lesser amounts where the activities of the individual are not subject to technical review by higher authority in the ADP-I category to insure system integrity.  


Positions involving major responsibility for directing the planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software.  


Other positions as designated by the DeCA Chief Information Officer (CIO) that involve relatively high risk for effecting grave damage or realizing significant personal gain. 



		ADP-II

		Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the ADP-1 category. It includes, but is not limited to:  


(1) Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts;  


(2) Accounting, disbursement, or authorization for disbursement from systems of dollar amounts less than $10 million per year. 


Other positions are designated by the DeCA CIO that involve a degree of access to a system that creates a significant potential for damage or personal gain less than ADP-I positions. 



		ADP-III

		All other positions involved in Federal computer activities.  





Required background investigation and adjudication will be completed prior to the assignment of individuals to DeCA contracts requiring access to DeCA systems or networks.  In the event that an adjudicated investigation cannot be completed prior to the date required for access to DeCA networks or systems, interim access may be granted by the DeCA CIO for ADP II and ADP III positions, not to exceed 120 days.  Interim access for ADP I positions is prohibited. The contractor will assure that individuals proposed for assignment to sensitive positions, as determined by the Government, complete and submit the appropriate forms in a timely manner. The contractor security officer (CSO) will be the single focal point to DeCA for contractor security issues.  The CSO will forward employee investigation information (completed SF 85P, Questionnaire for Positions of Public Trust; OFI form 86C, Special Agreement Check; DeCA form 30-113, Request for Computer System Login; and two copies of FD-258 (Office of Personnel Management (OPM) Fingerprint Card) to:


Defense Commissary Agency


ATTN: RMWC/IT Contractor Investigations


1300 E Avenue


Fort Lee, VA  23801-1800


Copies of these forms and instructions are provided by DeCA for review and, with the exception of the fingerprint cards, may be copied.  


If the contractor proposes individuals with a current federally initiated and adjudicated background investigation appropriate for the prescribed access level, the contractor will submit to the System Manager (SM) evidence of that favorably adjudicated investigation and the completed DeCA form 30-113. The SM will review the evidence and, if valid, provide the appropriate system administrator with the information required to grant the contractor employee access to DeCA systems and networks. This review is in addition to the technical and functional capability reviews accomplished by the SM before acceptance of the contractor employee to provide the contracted services. The SM for this contract is:


Defense Commissary Agency



ATTN: Mr. Dan McElroy


1300 E. Avenue


Fort Lee, VA 23801-1800


If the contractor proposes individuals with an expired federally initiated background investigation or with no background investigation, the contractor will submit the resume of the proposed employee to the SM for technical and functional review and tentative acceptance.  Once tentatively accepted, the contractor will ensure that the proposed employee prepares the requisite documentation and the CSO forwards to DeCA.  If the proposed employee is near DeCA, the DeCA personnel office will take the proposed employee’s fingerprints.  The DeCA personnel office will review the submitted information for acceptability and forward contractor requests for (expired or initial) background investigations.


In accordance with DoD 5200.2-R, foreign national personnel cannot be assigned to sensitive positions, either ADP-I or ADP-II.  The government assumes additional risks when Foreign National and Dual Citizenship employees have access to DeCA systems and networks.  Additionally, Foreign National employees overseas require an equivalent level of background investigation with the host government that includes: (a) host government law enforcement and security agency records checks at the city, state (province), and national level, and (b) Defense Clearance and Investigations Index.


When notified by OPM that a background investigation has been completed, the DeCA personnel office will formally notify the CSO of the results.  Copies of the adjudication shall be included in the formal notification. The CSO shall notify the SM of successful investigation results and request system access.  If access has been denied, the CSO will notify the SM of contractor actions to replace the individual and to immediately deny access to the individual if interim access has been granted. 


The CSO shall track requirements for re-investigation requirements to ensure investigations remain current and submit re-investigations without further prompting from DeCA.  The CSO will notify the SM within 24 hours of employee termination so access can be rescinded.  The CSO will notify the SM within 24 hours of adverse personnel actions or derogatory information (such as bankruptcy, criminal activity, substance abuse, and other situations as outlined in DoD 5200.2-R) that may impact personnel suitability to occupy a position of trust. DeCA will review the circumstances provided and make a determination for continued employee system access or access termination.


DeCA retains the right to deny system access and request removal of contractor personnel assigned to a DeCA contract, regardless of prior clearance or adjudication status, whose actions clearly conflict with the interests of the Government. The government and the contractor have a joint responsibility to monitor cleared personnel for adverse behavior or personnel situations that impact the ability of an individual to meet security requirements. The reason for removal will be fully documented in writing by the Contracting Officer. When such a removal occurs, the contractor is expected to assign another qualified personnel possessing the appropriate background investigation to the vacancy created within thirty (30) working days.


Attachment G


Technical Specifications for typical DeCA Facility Cable Plant


This document provides the technical specifications for installing new network cables and a sub-hub cabinet and associated cables and equipment (if needed) as needed. It is provided as part of the CMPP SOW to document typical DeCA cabling standards and should not be taken as a mandate to install or replace all cabling. The Meat Plant requirements will be identified during a Site Survey and approved by DeCA.


During each site survey, the contractor shall determine whether the current front-end cable plant meets DeCA’s current technical specifications. These specifications should also be used by the vendor based upon additional guidance provided by DeCA after contract award to determine the need and/or feasibility of bringing an existing cable plant infrastructure up to these standards instead of installing this entire infrastructure. Deciding factors shall include the following:


· Does the cable plant use walker (under floor) ducts?


· What is the age of the existing cable plant?


· When was the existing cable plant cat 5- or cat 6-certified?


· Are there network switches/hubs under the checkout registers?


· Is the existing cable plant terminated as required?


· Is there an equipment cabinet close to the front-end and within the 300-foot Ethernet limit?


· Does an existing cabinet have adequate room to be brought into compliance with DeCA’s current technical specifications?


· Can the existing cable plant be brought into compliance by one or more of the following actions?


C. 1   Installing Cisco 3550 switches.


C. 2   Installing a cabinet UPS.


C. 3   Properly terminating the existing cable plant.


C. 4   Certifying the cable plant.


C. 5   Installing steel conduit to protect fiber runs between the primary and remote equipment cabinets.


Note:  The vendor is advised that cabling was installed with no formal wiring standard. About 10 years ago, EIA/TIA 586B was adopted as the network-wiring standard. Approximately three years ago, EIA/TIA 586A became DeCA’s standard in order to conform to the federal standard. Stores may have a mixture of standards.


1. Sub-Hub Cabinets.

A. The contractor shall provide a new Sub-Hub 19” rack-mount equipment cabinet to support checkout stands. The cabinet shall be 36” high, 23” wide, and 20” deep. It shall be installed with the bottom of the cabinet a minimum of 6’ above the floor (or the cabinet top at ceiling level if the room has a typical office ceiling height not to exceed 10’) in an out-of-the-way area of a room to be identified during the contractor site survey and approved by the DeCA  PMO.

The room location must be secure and have environmental controls to maintain a standard office environment. The Sub-Hub cabinet will be mounted on 3/4” plywood sized to the Sub-Hub cabinet and painted to match the room décor. The ¾” plywood will be securely attached to the room wall. The Sub-Hub cabinet shall be connected to the Main ADP Communication Cabinet by one, 12-strand Multi-Mode fiber optic cables terminated with ST connectors on both ends in Lightguide Interconnection Units (LIUs). This fiber optic cable will be installed inside 2” conduit, with a 1” inner-duct, (orange for multi-mode). The 2” conduit will run between the cabinets and terminate in the top of them. The Sub-Hub Cabinet shall contain the following equipment:


1) Cisco Catalyst model 3550-24-EMI Switch with 24 10/100 ports and two, one-Gigabit Interface Converter (GBIC)-based Gigabit Ethernet ports, and one rack unit (RU). The power-over-Ethernet model will not be used.

a. Medium and large stores will have four Catalyst 3550-24 switches, with the following configuration:  two switches in the Sub-Hub location and two switches in the main ADP/ communication cabinet to replace the existing Enterasys/ Cabletron Smart Switch Hubs (SSHs).

b. Small stores will have one Catalyst 3550-24 switch to replace existing Enterasys Smart Switch Hub (SSH) hub/switch in the main ADP/communication cabinet. The new switch will have two Cisco 1000BASE-SX GBIC (WS-G5484) circuits operating on ordinary multimode fiber (MMF). New fiber modules will connect the existing switch or router in main cabinet.

2) One APC Smart-UPS 1000VA (rack mount).

3) Two LIUs, one for each end of the 12-strand multi-mode fiber optic cable.


4) One CAT 6, EIA/TIA 568A patch panel, as follows:  24 port for small stores; 48 port for medium stores; 96 port for large stores.


5) CAT 6 patch cords (RED) for each checkout stand with 4 spares left in the cabinet.


6) The following diagram illustrates the required layout of the Sub-Hub Cabinet.
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2. Power Distribution.  The Sub-Hub cabinet must contain a quad outlet, 120-volt grounded receptacle, on a separate dedicated 20-amp circuit breaker. The receptacle must be on emergency generator power. The APC Smart-UPS 1000VA will plug into one of the quad outlets. The other equipment in the Sub-Hub cabinet will plug into the UPS.


3. Data Cables.  The contractor shall furnish, install, and terminate all data cables. The average running distance for CAT 6 wire is as follows: 


A. Small stores 1 to 5 checkout stands, 125 ft.


B. Medium stores 6-15 checkout stands, 175 ft.


C. Large stores 16+ checkout stands 225 ft.


D. POS System:  dual run, CAT 6, solid copper, color blue. Terminate on CAT 6 586A patch panel in the Sub-Hub or ADP cabinet, as appropriate; dual RJ45 jack termination at remote outlet (checkout stand) end.


E. Maximum length of CAT 6 data cable to any outlet shall be 300 feet. Any outlet a cable length more than 300 feet from the CISIC Main ADP Cabinet must be run to a Sub-Hub Cabinet located within the 300-foot limit.


4. Cable Numbering.  The contractor shall number the cables using the following standards:


A. UTP Horizontal Cabling


1). Cable numbering per EIA/TIA-606-A, as described below, shall be affixed to both ends of each cable, using permanent labels.


2). DeCA standard cable numbering:  1-31B-A-23-D describes the cable point of origin as “1” = first floor; the cable point of termination“31B”= room number 31B;” patch panel designation “A” = patch panel A; port number “23” = port on patch panel; and data cable signifier “D” indicating the cable is used for Data (Voice cabling is indicated by “V”).


B. Termination Blocks or Patch Panels shall be labeled with letter. The identifier for a panel in any given room should start at A and continue through the alphabet in sequence as more patch panels are added to that particular space.


C. Individual ports on the panel should be numbered in ascending order. If the manufacturer has not printed the port numbers on the panel, the installer is responsible for ensuring each port is numbered.


D. Documentation includes providing a written list of each drop with its verified room number.


5. Cable Testing.


A. CAT 6 UTP Cables.  Each jack in each outlet shall be tested for Category 6 compliance, using an appropriate Level 2 testing instrument, to verify the integrity of all conductors and the accuracy of the termination sequence. Testing shall be performed between modular jacks at the outlets and modular jacks at the TC station field.


1). Tests shall include all tests of Category 5e, conducted from 1 to 250 MHz.


2). Channel and permanent link tests shall be performed with a tester that complies with performance requirements in TIA/EIA-568-A.2, include tests for longitudinal or transverse conversion loss.


3). Performance shall comply with minimum criteria in TIA/EIA-568-A.2.


B. Documentation of cable testing shall be required and the engineer shall be present during all tests. The contractor shall provide a table of test results in a 3-ring binder submitted with the as-built drawings. The table shall include:


1). 100 MHz sweep tests, continuity, polarity checks, Near End Cross Talk, and attenuation and the installed length for all Data/Voice station cables, backbone cables, and pairs.


2). The table shall indicate all defective pairs and test results of all pairs listed above. Cables not complying with EIA/TIA 568A Category 6 tests for 1000Mb/s rating shall be identified to the Project Manager for corrective action that may include replacement at no additional expense to the owner.


C. Fiber Optic Cables.  Each strand in fiber optic cables shall be tested for correctness of termination and overall transmission loss using an approved fiber optic transmission loss test instrument (OTDR) or Optical Loss Test Set (OLTS). The system loss measurements shall be provided at 850 and 1310 nanometers for multimode fibers and 1310 and 1550 for single mode fibers.


D. Documentation:  A certification report shall be provided listing the test results and both the calculated and measured loss for each fiber. The report shall be submitted with the test results as called for above.


6. Removal of Existing Data Cabling and Equipment.


A. Before removal of checkout stand wiring, the contractor shall tone and test the wire for continuity and to ensure proper identification. Any spare data drops at the checkout stands will also be removed.


B. All existing data cabling feeding checkout stands will be cut off at the floor or ceiling and removed. Wiring removed from walker/floor duct will be covered with a blank plate to seal any opening. Existing wiring from the checkout stands terminating at the equipment/communication cabinet shall be removed and cleared at the patch panel. The contractor must exercise caution to ensure that only data cables supporting the legacy POS are removed. Data cables may be mixed in with cables that provide checkout stand power, intercom and/or telephone access, an alarm system, or queuing control system.


C. All existing data cabling feeding checkout stand using power poles will be removed and cleaned/cleared for configuration of wiring feeding back to new Sub-Hub or main equipment cabinet.


D. Replaced or removed electronic hubs/switching equipment will be removed from the equipment cabinets, sub-cabinets, Sub-Hubs, or out from under the old checkout stands, to make way for new hardware. Removed equipment will be returned to DeCA.


7. Cable Trays.

A. The contractor shall provide suspended cable trays above the checkout stands for checkout-stand power, intercom, telephone, alarm, queuing control system, and data wiring. Separate cable trays or a divided cable tray shall be used for power and communications. Extend data cable tray to the Sub-Hub/CISIC room and turn tray down to the top of the equipment cabinets. Size each tray (or portion of a multi-compartment tray) per NEC for the conductor load plus 25%.


1). Specify solid-bottom steel cable trays with hinged cover, to provide magnetic and electrostatic shielding.


2). Specify “C” shaped hanger brackets to permit lay-in wiring.


3). Specify steel divider barrier between power and communications part of cable trays.


8. Power Poles.  The contractor shall provide a single-channel, low-voltage power pole at each checkout stand to support communication cables from the cable tray to the power pole with patch cords connecting to the power pole and checkout stand equipment. Connections at the cable tray shall maintain separation between power and communications cables. PANDUIT CORP. Pan-Pole Power Communication Pole is a single-channel aluminum pole for routing low voltage communication cabling only. Poles are available in 11’ or 13’ lengths and come with blank plastic covers. Part Number PCPA13EI or equivalent. If a store has existing power poles, clear and clean the old wiring and reuse the poles for installation of supporting new Sub-Hub location. Poles will be permanently attached (bolted or equivalent) to the store floor. Power poles will be attached to the cable trays either directly or indirectly via flexible metal conduit.  


9. Data Outlets.  Each data outlet shall consist of two RJ45 jacks fed by two runs of CAT 6 cable to the equipment cabinet. The jacks shall be flush mounted in a power pole at the checkout stands; jacks shall be mounted at a standard position for all sites at 16” above the floor, adjusted plus or minus 2” in order to properly align to an access port in the system. The jacks shall be angled at approximately 45 degrees so the patch cable will plug into the bottom of the jack (see diagram). The contractor will establish the standard height to be used at all locations based on this requirement.


Representation of RJ45 Jack Faceplate
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10. Signal Reference Ground.  The contractor shall provide #6 AWG copper wire in ¾” conduit from the CISIC and Sub-Hub rooms to the main building grounding electrode, for signal system isolated grounding.
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Contract Line Items

		CLIN

		DESCRIPTION

		EST. QTY

		UNIT

		UNIT PRICE

		TOTAL PRICE

		



		0001

		Site Survey

		1

		Each

		

		

		



		0002

		Site Prep

		

		

		

		

		



		0002AA

		Technician

		1

		Hours

		

		

		



		0002AB

		Electrician

		1

		Hours

		

		

		



		0003AC

		Laborer

		1

		Hours

		

		

		



		0004

		Site Prep – Materials

		1

		Lot

		

		

		



		0005

		Post Installation Support

		3

		Day

		

		

		



		0006

		Hardware

		

		

		

		

		



		0006AA

		Display User Terminal

		1

		Each

		

		

		



		0006AB

		Industrial Barcode Scanners with Base/Docking Station

		5

		Each

		

		

		



		0006AC

		Fully Automatic Weight Price Labeler/Package Labeler

		5

		Each

		

		

		



		0006AD

		Fully Automatic Industrial/Logistics Labeler

		1

		Each

		

		

		



		0006AE

		Manual Weight Labelers (Receiving)

		2

		Each

		

		

		



		0006AF

		Shipping Label Printer (Picking)

		1

		Each

		

		

		



		0006AG

		Manual Package/Case Labeler

		10

		Each

		

		

		



		0006AH

		Convergers

		6

		Each

		

		

		



		0006AI

		Metal Detectors

		6

		Each

		

		

		



		0006AJ

		Hand Scanner/Portable Data Terminals (wireless)

		7

		Each

		

		

		



		0006AK

		Hand Scanner Chargers (multi-bay and/or single units)

		1

		Each

		

		

		



		0006AL

		Hand Scanner Spare Charger Batteries

		7

		Each

		

		

		



		0006AM

		Deep Freeze Hand Scanner/Portable Data Terminals (wireless)

		2

		Each

		

		

		



		0006AN

		PC Workstations (Receiving)

		2

		Each

		

		

		



		0006AO

		PCs – Rack Mounted

		2

		Each

		

		

		



		0006AP

		Consoles – Multi-Function

		2

		Each

		

		

		



		0007

		WPL Totals Labeler Station

		

		

		

		

		



		0007AA

		PC

		1

		Each

		

		

		



		0007AB

		17” TFT Touchscreen Monitor

		1

		Each

		

		

		



		0007AC

		Keyboard

		1

		Each

		

		

		



		0007AD

		Integrated tracking Ball Mouse

		1

		Each

		

		

		



		0007AE

		Integrated Label Printer (rack mounted in printer drawer)

		6

		Each

		

		

		



		0007AF

		Table Scale

		1

		Each

		

		

		



		0008

		Hardware Maintenance (Base)

		

		

		

		

		



		0008AA

		Display User Terminal

		1

		Each/3 Mo.

		

		

		



		0008AB

		Industrial Barcode Scanners with Base/Docking Station

		1

		Each/3 Mo.

		

		

		



		0008AC

		Fully Automatic Weight Price Labeler/Package Labeler

		1

		Each/3 Mo.

		

		

		



		0008AD

		Fully Automatic Industrial/Logistics Labeler

		1

		Each/3 Mo.

		

		

		



		0008AE

		Manual Weight Labelers (Receiving)

		1

		Each/3 Mo.

		

		

		



		0008AF

		Shipping Label Printer (Picking)

		1

		Each/3 Mo.

		

		

		



		0008AG

		Manual Package/Case Labeler

		1

		Each/3 Mo.

		

		

		



		0008AH

		Convergers

		1

		Each/3 Mo.

		

		

		



		0008AI

		Metal Detectors

		1

		Each/3 Mo.

		

		

		



		0008AJ

		Hand Scanner/Portable Data Terminals (wireless)

		1

		Each/3 Mo.

		

		

		



		0008AK

		Hand Scanner Chargers

		1

		Each/3 Mo.

		

		

		



		0008AL

		Deep Freeze Hand Scanner/Portable Data Terminals (wireless)

		1

		Each/3 Mo.

		

		

		



		0008AM

		PC Workstation

		1

		Each/3 Mo.

		

		

		



		0008AN

		PCs – Rack Mounted

		1

		Each/3 Mo.

		

		

		



		0008AO

		Consoles – Multi-Function

		1

		Each/3 Mo.

		

		

		



		0008AP

		WPL Totals Labeler Station

		1

		Each/3 Mo.

		

		

		



		0009

		Hardware Maintenance (Option Yr. 1)

		12

		Mo.

		

		

		



		0010

		Hardware Maintenance (Option Yr. 2)

		12

		Mo.

		

		

		



		0011

		Hardware Maintenance (Option Yr. 3)

		12

		Mo.

		

		

		



		0012

		Software

		

		

		

		

		



		0012AA

		Software Licenses for 20 CMPP users and commissary submissions

		1

		Each

		

		

		



		0012AB

		Wireless Licenses (Air Fortress)

		1

		Each

		

		

		



		0013

		Software Maintenance (Base)

		12

		Mo.

		

		

		



		0014

		Software Maintenance (Option Yr. 1)

		12

		Mo.

		

		

		



		0015

		Software Maintenance (Option Yr. 2)

		12

		Mo.

		

		

		



		0016

		Software Maintenance (Option Yr. 3)

		12

		Mo.

		

		

		



		0017

		Technical Services

		

		

		

		

		



		0017AA

		Normal Help Desk

		1

		Year

		

		

		



		0017AB

		Off-hour Help Desk

		1

		Hour

		

		

		



		0017AC

		Help Desk Support (Option Yr. 1)

		12

		Mo.

		

		

		



		0017AD

		Help Desk Support (Option Yr. 2)

		12

		Mo.

		

		

		



		0017AE

		Help Desk Support (Option Yr. 3)

		12

		Mo.

		

		

		



		0017AF

		Program Management

		12

		Hour

		

		

		



		0018

		Consulting Support Services

		

		

		

		

		



		0018AA

		Consulting Services – Hourly

		1

		Hour

		

		

		



		0018AB

		Consulting Services – Monthly

		12

		Mo.

		

		

		



		0018AC

		Consulting Services –  Yearly

		1

		Year

		

		

		



		

		

		

		

		

		

		



		0019

		Training

		

		

		

		

		



		0019AA

		HQ System (Initial ) Training

		1

		Class

		

		

		



		0019AB

		CMPP Facility Training

		1

		Class

		

		

		



		0019AC

		Store Training

		1

		Class

		

		

		



		0019AD

		Training Documentation

		1

		Set

		

		

		



		0020

		Data Conversion

		1

		Lot

		

		

		



		0021

		Data (CDRLs)

		

		

		

		

		



		0021AA

		Site Survey Report

		1

		Each Doc.

		

		

		



		0021AB

		Deployment and Training Plan

		1

		Each Doc.

		

		

		



		0021AC

		Maintenance Plan and Reports

		1

		Each Doc.

		

		

		



		0021AD

		Spares Listing

		1

		Each Doc.

		

		

		



		0021AE

		Software Version Description Document

		1

		Each Doc.

		

		

		



		0022

		Warranty

		

		

		

		

		



		0022AA

		Hardware

		1

		Lot

		

		

		



		0022AB

		Software

		1

		Lot

		

		

		



		0023


0024


0024AA




		Travel


Optional Tasks


       Disposal 




		1


1

		Lot


Lot
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CMPP DOCUMENT REQUIREMENTS — DATA ITEM DESCRIPTION (DID)


General Requirements for All Documents


1.0
Changes.  Contractors shall describe and track Government approved changes to all documents in a table in each document that lists the date, section and page, and nature of change.


2.0
Distribution.  Documents should be distributed in accordance with the following:


One electronic transmittal letter shall be delivered to DITCO at the following email address: dominic.curcuru@disa.mil.


One electronic copy shall be delivered to DeCA at the following email address: darlene.leak@deca.mil.


One hard copy shall be delivered to DeCA at the following address:


Defense Commissary Agency
DeCA/PM CMPP (Attn. Darlene Leak) 
1300 E Avenue
Fort Lee, Virginia 23801-1800
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		The Site Survey Report shall be delivered following contract award in accordance with the following:


· 5 days after completing the site survey.


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


This report shall be submitted in contractor format and shall include, as a minimum, the following:


a) Scope of modifications and relevant drawings and plans.  Shop drawings and schematics that detail the work required to prepare the site for the CMPP Business System and any other information the contractor considers pertinent for site survey work.


b) List of materials.  Materials may include, electrical wiring, cabling, cable       connectors, power plugs, flooring, and general construction materials.


c) Other Requirements.  These may include: labor material charges for site       preparation work and personnel, requirements, lead-time requirements, frequencies used for wireless subsystems, and quantities and types of products required to implement the system.
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DATA ITEM DESCRIPTION (DID)


Title: Site Survey Report

DID Number: 1.1


SOW Reference: C.3.7.1.1


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship: This DID contains the format, content, and intended use for the Site Survey Report generated by the specific task requirements in Paragraph C.3.7.1.1 in the Statement of Work (SOW).

Requirements: 


1.   Reference documents.  None. 


2.   Content.  The contractor shall provide a detailed Site Survey Report for the Ramstein Air Base, Germany location receiving the Central Meat Processing Plant (CMPP) Business System. The report shall describe the methods the contractor will use to ensure all preparation, format, and submittal requirements established by the Government as stated in the SOW and its attachments are met. The report shall include:


2.1  Scope of modifications and relevant drawings and plans.  Shop drawings and 
      schematics that detail the work required to prepare the site for the CMPP Business 
      System and any other information the contractor considers pertinent for site survey 
      work.


2.2  List of materials.  Materials may include, electrical wiring, cabling, cable connectors, power plugs, flooring, and general construction materials.


2.3  Other Requirements.  These may include: labor material charges for site preparation work and personnel, requirements, lead-time requirements, frequencies used for wireless subsystems, and quantities and types of products required implementing the system.


3.   Submission.  The Site Survey shall be conduced in accordance with the SOW 
      Paragraph C.3.7.1.1 Deliverables. The Site Survey report shall be submitted within 5 
      business days after the completing the site survey. 


4.   Format.  The Site Survey Report shall be produced in Microsoft Office 2003 format. 
      The contractor shall use MS Word to produce written documents, MS PowerPoint for 
      presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1  Page Size. The paper copies shall be legible and suitable for reproduction. The 
       pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in 
       a three-ring binder.


4.2  Table of Contents and Index.  Plans of more than 30 pages in length shall contain 
       a Table of Contents. Plans of more than 120 pages in length shall also include an 
       index.


5.   Approval.  Site survey reports shall be submitted to and approved by the DeCA 
      CMPP Program Management Office (PMO) prior to start of any site preparation
      work.


End of 1.1.
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		The draft CMPP Deployment Plan shall be delivered with the proposal. The final plan shall be delivered following contract award in accordance with the following:


· Within 25 days of contract award the Deployment Plan is to be updated.


· Final Deployment Plan due within 10 days of receipt of DeCA comments.


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


This report shall be submitted in contractor format and shall include, as a minimum, the following:


a) The steps, reviews, and schedule necessary to deploy the hardware, software, and processes necessary to implement the contractor’s solution for DeCA’s CMPP. At a minimum it will address: installation, deployment, training, testing, and data conversion with a detailed schedule. 
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DATA ITEM DESCRIPTION (DID)


Title: Deployment Plan

DID Number: 1.2


SOW Reference: C.3.7.1.2


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship:  This DID contains the format, content, and intended use for the Deployment Plan generated by the specific task requirements in Paragraph C.3.7.1.2 Deliverables in the Statement of Work (SOW).


Requirements: 


1.    Reference documents.  None. 


2.     Content.  The report shall contain the following:


2.1.  Scope.  The Deployment Plan shall address the steps, reviews, and schedule necessary to deploy the hardware, software, and processes necessary to implement the contractor’s solution for DeCA’s CMPP. At a minimum it will address: installation, testing, and data conversion with a detailed schedule. 



2.2. Installation.  In this section the contractor shall identify the schedule, methodology/tools and procedures for installation of software at Fort Lee, VA, or the primary site, installation of software at Sacramento, CA, (or other  backup site as determined by DeCA), and installation of hardware and software at the CMPP.


2.3.  Testing.  In this section the contractor shall identify schedule, staff, procedures, materials, and    other information that describe contractor and DeCA participation in Integration Testing and Evaluation (IT&E), Operational Testing and Evaluation (OT&E), Continuity of Operations (COOP) and Security Testing and Evaluation (ST&E) testing.


2.4   Data Conversion.  In this section the contractor will identify the schedule, methodology/tools and reviews to convert the existing system data into the new system and for that data to be usable by the completion of installation. 


3.     Submission.  The offeror shall develop a deployment plan for all hardware and software in accordance with DID 1.2. The offeror shall submit a draft Deployment Plan in draft with the technical proposal. An updated plan shall be provided within business 25 days of contract award, and the final plan within 10 days of receipt of DeCA comments.


4.     Format.  The Deployment Plan shall be produced in Microsoft Office 2003 format. The 
contractor shall use MS Word to produce written documents, MS PowerPoint for 
presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1.  Page Size.  The paper copies shall be legible and suitable for reproduction. The 
 pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a 
 three-ring binder.


4.2.   Table of Contents and Index.  Plans of more than 30 pages in length shall contain 
  a Table of Contents. Plans of more than 120 pages in length shall also include an 
  index.


5.       Approval.  The Deployment Plan shall be submitted to and approved by 
  the DeCA CMPP Program Management Office (PMO) prior to start of any 
  deployment work.


End of 1.2
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		The draft CMPP Training Plan shall be delivered with the proposal in conjunction with the CMPP Deployment Plan. The final plan shall be delivered following contract award in accordance with the following:


· Within 25 days of contract award the Training Plan is to be updated.


· Final Training Plan due within 10 days of receipt of DeCA comment.


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


· The Training Plan shall include providing DeCA with training materials, user manuals, and other guidance to allow DeCA users to manage the system and to self-train new personnel. All training and material shall be in English. 
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DATA ITEM DESCRIPTION (DID)


Title: Training Plan

DID Number: 1.3


SOW References: C.3.8


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship: This DID contains the format, content, and intended use for the Training Plan generated by the specific task requirements in Paragraphs C.3.8


Requirements: 


1.   Reference documents.  None. 


2.   Content.  The plan shall contain the following: 


2.1. The contractor shall propose a training methodology that shall support training of CMPP users within deployment and testing schedule constraints. The Training Plan shall include, at least the following: details on the course structure; programs of instruction; identification of training documentation, user manuals, and other user documentation; syllabuses; training materials; training devices; delivery methods for training lesson plans; schedules; instructor qualifications; and support requirements. Training will account for training DeCA technical staff, CMPP staff, and DeCA store user trainers.


2.2. All training will include providing DeCA with training material, user manuals, and other guidance to allow DeCA users to manage the system and to self-train new personnel. All training and material shall be in English.


2.3. DeCA will provide facilities for technical training at Fort Lee, VA. Unless the contractor suggests otherwise, DeCA will provide facilities near the CMPP for functional training. Training for the CMPP staff must take into account the limited time available to install the system and have it operational.


2.4. The contractor will provide DeCA with a copy of the training material 10 days prior to the  training. 


3.   Submission.  The offeror shall develop a training plan for all hardware and software in accordance with DID 1.3. The offeror shall submit a draft Training Plan in draft with the technical proposal. An updated plan shall be provided within business 25 days of contract award, and the final plan within 10 days of receipt of DeCA comments.


4.   Format.  The Training Plan shall be produced in Microsoft Office 2003 format. The 
contractor shall use MS Word to produce written documents, MS PowerPoint for 
presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1. Page Size.  The paper copies shall be legible and suitable for reproduction. The 
 pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a 
 three-ring binder.


4.2. Table of Contents and Index.  Plans of more than 30 pages in length shall contain 
 a Table of Contents. Plans of more than 120 pages in length shall also include an 
 index.


5.   Approval.  The Training Plan shall be submitted to and approved by 
the DeCA CMPP Program Management Office (PMO) prior to start of any 
deployment work.


End of 1.3
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		The Maintenance Plan and Reports shall be delivered following contract award in accordance with the following:


· The draft Maintenance Plan shall be provided within 40 business days of award and the final plan within 10 days of receipt of Government review.


· The contractor shall propose either a monthly or quarterly maintenance reporting cycle, and the week of the month to be submitted 


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


· The Government prefers the maintenance data for reports to be submitted electronically in a common format that the Government can use to load into a database (e.g., Microsoft Access or SQL server) or spreadsheet system


· The Maintenance Plan shall include at a minimum the contractor’s organizational structure and personnel responsibilities, in addition to procedures and methodologies for hardware and software maintenance.


· Maintenance Reports shall include at minimum detailed information as to the equipment, procedures, and status of any repairs performed on CMPP hardware or software.
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DATA ITEM DESCRIPTION (DID)


Title: Maintenance Plan and Reports

DID Number: 1.4


SOW References: C.3.9


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship: This DID contains the format, content, and intended use for the Maintenance Plan generated by the specific task requirements in Paragraphs C.3.9.


Requirements: 


1.   Reference documents.  None. 


2.   Maintenance Plan Content.  The report shall contain the following: 


2.1. Organizational Structure.  The Maintenance Plan shall describe the contractor’s overall organizational structure and personnel functions, duties, and responsibilities that will be assigned in support of the tasks specified in the SOW.


2.2. Describe procedures for measuring and ensuring customer timely resolution and customer satisfaction for all levels of maintenance including help desk operations, hardware repair calls, preventive maintenance, and software support. The Government will specify penalties for hardware maintenance. Include the approach for providing Government specified incentives/penalties for hardware maintenance. 


2.3. Provide process flow diagrams depicting the process flow of events. The level of detail shall be sufficient to clearly show how each task and subtask shall be performed.


2.4. Methodology for (hardware/software) Help Desk Support to include:


2.4.1. Describe the contractor’s staffing and facilities for managing the help desk, including hours of operations. 


2.4.2. Identify the contractor’s procedures, policies, and reporting requirements established to receive, process, and resolve DeCA support calls. Include procedures for escalating problem resolution.


2.4.3. Describe the resources and tools to be used in operating the help desk including:


· Means for DeCA to communicate with the help desk


· Tools used to record and monitor calls and responses


· Means for recording and processing after hour calls


2.5. Methodology for hardware maintenance to include:


2.5.1. Describe, in detail, levels of maintenance support (on-site user, customer engineer, off-site depot) and procedures for unscheduled and scheduled or preventative maintenance.

2.5.2. Describe the contractor’s staffing and facilities for managing hardware maintenance.

2.5.3. Identify the contractor’s procedures, policies, and reporting requirements established to provide hardware maintenance.

2.5.4.  Perform preventive maintenance on hardware in 3-month increments, performed on a rotating basis (a maximum of two production lines simultaneously) during business hours.


2.6.  Describe depot maintenance procedures and provisioning for spares and repair parts, to include wireless devices.


2.7.  List and describe the type, distribution, and function of test, measurement, and diagnostic equipment and supplies.


2.8.  List and describe all technical manuals and repair documentation.


2.9.  List all components, subassemblies, and end-items including warranty provisions.


2.10.  Means for responding to hardware problem calls, across the different priority levels and hours of support. 


2.11.  Describe hardware maintenance escalation procedures.


2.12.  Describe procedures for processing repeat discrepancies.


2.13 . Methodology for software maintenance provisions to include:

2.13.1.
Describe provisions for repairing software, providing software upgrades (modifications, revisions, enhancements, corrections, updates), and implementing new software releases and supporting documentation.


2.13.2.
Describe procedures for receiving, logging, resolving, and closing software problems, including the classifications of malfunctions the contractor uses to log, track, prioritize, and resolve software problems.


2.14. Describe configuration management procedures and applications for maintaining and accounting for the CMPP Business System hardware and software baseline. 


2.15.  Methodology for regular reporting of hardware maintenance to include:


2.15.1. Describe the organization and content of the data for each type of maintenance to be reported (software, hardware trouble calls, hardware preventive). Include each field to be reported (e.g., equipment item id, mean time between failures, repair/replacement time).     


3.   Maintenance Plan Submission.  The draft Maintenance Plan shall be submitted within 40 days after contract award; final within 10 days of Government review.


4.   Maintenance Plan Format.  The Maintenance Plan shall be produced in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1. Page Size.  The paper copies shall be legible and suitable for reproduction. The pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a three-ring binder.


4.2. Table of Contents and Index.  Plans of more than 30 pages in length shall contain a Table of Contents. Plans of more than 120 pages in length shall also include an index.


5.   Approval.   The Maintenance Plan shall be submitted to and approved by the DeCA CMPP Program Management Office (PMO) prior to start of any maintenance work. 


6.   Maintenance Report Content. The contractor shall submit a report to the contracting officer, or designated representative, that identifies each item of equipment serviced to include nomenclature, model, serial number, type of maintenance performed, problems detected, problems corrected, other maintenance performed such as cleaning, dates and time of notification, arrival of repair personnel, date and time repairs completed, list of parts replaced, and signatures of person completing the repairs and the DeCA representative acknowledging repairs.  


7.  Maintenance Report Submission.  The contractor shall propose either a monthly or quarterly reporting cycle, and the week of the month to be submitted.


8.   Maintenance Report Format.  The Government prefers the data to be submitted electronically in a common format that the Government can use to load into a database (e.g., Microsoft Access or SQL server) or spreadsheet system. If a printed format must be used for some or all of the report, it shall be produced in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


8.1. Page Size.  The paper copies shall be legible and suitable for reproduction. The pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a three-ring binder.


9.   Approval.  The Periodic Maintenance Report shall be submitted to and approved by the DeCA CMPP Program Management Office (PMO) on a regular basis as agreed to in the Maintenance Plan.


End of 1.4
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		The contractor shall provide a Spares Listing in conjunction with the Maintenance Plan. The draft plan shall be provided within 40 business days of award and the final plan within 10 days of receipt of Government review. 


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.

· The contractor shall recommend a set of spares for CMPP equipment to be maintained at the DeCA CMPP facility. All system equipment shall, at a minimum, meet the accepted industry standards for life expectancy. That equipment includes convergers, outer-case markers, metal detectors, scanners, scales, and labelers.
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DATA ITEM DESCRIPTION (DID)


Title: Spares Listing

DID Number: 1.5


SOW References: C.3.9.1.2


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship: This DID contains the format, content, and intended use for the Spares Listing generated by the specific task requirements in Paragraphs C.3.9.1.2

Requirements: 


1.   Reference documents.  None. 


2.   Spares Listing Content.  The contractor shall recommend a set of spares for CMPP equipment to be maintained at the DeCA CMPP facility. All system equipment shall, at a minimum, meet the accepted industry standards for life expectancy. That equipment includes convergers, outer-case markers, metal detectors, scanners, scales, and labelers. 


3.   Spares Listing Submission.  The Spares Listing shall be submitted in conjunction with the Maintenance Plan. The draft plan shall be provided within 40 business days of award and the final plan within 10 days of receipt of Government review. 


4.   Spares Listing Format.  The Spares Listing shall be produced in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1. Page Size.  The paper copies shall be legible and suitable for reproduction. The pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a three-ring binder.


4.2. Table of Contents and Index.  Plans of more than 30 pages in length shall contain a Table of Contents. Plans of more than 120 pages in length shall also include an index.


5.   Approval.   The Spares Listing shall be submitted to and approved by the DeCA CMPP Program Management Office (PMO) prior to delivery of any items.


End of 1.5

		CONTRACT DATA REQUIREMENTS LIST
(1 Data Item)

		Form Approved
OMB No. 0704-0188



		Public reporting burden for this collection of information is estimated to average 220 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Department of Defense, Washington Headquarters Service, Director of Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC  20503.  Please DO NOT RETURN your form to either of these addresses.  Send completed form to the Government Issuing Contracting Officer of the Contract/PR No. listed in Block E.



		A.  CONTRACT LINE ITEM NO.

		B.  EXHIBIT

		C.  CATEGORY:        



		

		

		

		A

		

		

		TDP __________________      TM - __________________     OTHER  __________________



		D.  SYSTEM/ITEM

		E.  CONTRACT/PR NO.

		F.  CONTRACTOR



		

		CMPP

		 

		

		 

		



		1.  DATA ITEM NO.

		2.  TITLE OF DATA ITEM

		3.  SUBTITLE



		

		A006

		

		Software Version Description Document

		

		



		4.  AUTHORITY (Data Acquisition Document No.)

		5.  CONTRACT REFERENCE

		6.  REQUIRING OFFICE



		

		

		

		SOW C.3.9.3

		

		HQ DeCA/PM



		7.  DD 250 REQ

		9.  DIST STATEMENT

		10.  FREQUENCY

		12.  DATE OF FIRST SUBMISSION

		14.  DISTRIBUTION



		

		No

		 REQUIRED

		

		See 16

		

		TBD

		a.  ADDRESSEE

		b.  COPIES



		8.  APP CODE

		

		

		

		11.  AS OF DATE

		13.  DATE OF SUBSEQUENT SUBMISSION

		

		

		

		Final



		

		

		

		

		

		

		See 16

		

		See 16

		

		

		

		Reg
per month

		Repro



		16.  REMARKS

		

		

		



		

		The Software Version Description Document detailing the content of all software releases as part of all upgrades.


· All documentation shall be delivered to the PM in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.



		

		

		



		G.  PREPARED BY

		H.  DATE

		I.  APPROVED BY

		J.  DATE



		 

		 //signed Darlene Leak, PM

		  

		

		

		//signed COL Gregory J. Juday, USAF

		



		DD Form 1423-1, JUN 90

		Previous editions are obsolete

		Page __1__ of ___1_ Pages





DATA ITEM DESCRIPTION (DID)


Title: Software Version Description Document 


DID Number: 1.6


SOW References: C.3.9.3


Office of Primary Responsibility: DeCA


Applicable Forms: None


Use/relationship: This DID contains the format, content, and intended use for the Software Version Description Document generated by the specific task requirements in Paragraphs C.3.9.3.

Requirements: 


1.   Reference documents.  None. 


2.   Software Version Description Document Content. The Software Version Description Document detailing the content of all software releases as part of all upgrades.   


3.   Software Version Description Document Submission.  The Software Version Description Document shall be submitted with all software releases as part of all upgrades. 


4.   Software Version Description Document Format.  The Software Version Description Document shall be produced in Microsoft Office 2003 format. The contractor shall use MS Word to produce written documents, MS PowerPoint for presentations, MS Project for schedules, and MS Excel for spreadsheets.


4.1. Page Size.  The paper copies shall be legible and suitable for reproduction. The pages shall be printed on 8 ½ x 11 inch paper, sequentially numbered, and placed in a three-ring binder.


4.2. Table of Contents and Index.  Plans of more than 30 pages in length shall contain a Table of Contents. Plans of more than 120 pages in length shall also include an index.


5.   Approval.   The Software Version Description Document shall be submitted to and approved by the DeCA CMPP Program Management Office (PMO) prior to delivery of any items.


End of 1.6
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