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1 Introduction
The Net-Enabled Command Capability (NECC) Integration and Technology Piloting (I&TP) Concept of Operations (CONOPS) provides an overview of the role of I&TP in the integration and maturation of net-centric capabilities for the NECC Program.

This document illustrates how I&TP supports NECC’s mission-driven Systems Engineering (SE) Process and Capability Provisioning Activities (CPAS).  Through meticulous planning and execution, technology piloting events test and assess NECC capabilities to ensure they support the warfighter.

This CONOPS builds on the concepts put forth in the NECC Systems Engineering Plan (SEP) and the NECC Concept for Rapid Provisioning of C2 Capabilities onto the GIG white paper.
1.1 Goals and Objectives

Integration and Technology Piloting serves as a critical, enabling function that:

· Oversees, coordinates, and ensures the successful integration of NECC Capability Modules (CMs).  These activities include the three categories of NECC integration: Intra-CM Integration, Inter-CM Integration, and Engineering Mission Thread (EMT) Integration.

· Provisions, oversees, and coordinates the I&TP standing infrastructure used to provide capacity-based integration and technology piloting support for NECC CMs.

· Plans, coordinates, and implements piloting activities.  These activities include the three types of piloting events – User Free Play (UFP), Capability Provisioning Event (CPE), and Operational Concept Experiment/Event (OCE).

· Leverages, as required, exercises and experiments from the Services and Combatant Commands.

· Contributes to all phases of the NECC’s SE Process with primary focus on the CPE planning, execution, and assessment phases of the process.

· Participates in all aspects of the Test and Evaluation (T&E) Strategy presented in the NECC Test and Evaluation Master Plan (TEMP) as the implementation arm for piloting events.

1.2 Document Overview

This document defines the high-level integration and piloting concepts and strategies that are used by the NECC Program to support the CPAS processes.  In addition to this CONOPS, there are three associated Standard Operating Procedures (SOPs) that provide more granular definitions of the piloting activities, artifacts and processes required to support the envisioned integration and piloting activities in the overall NECC Program.
2 Concept Overview

The following sections provide an overview of NECC concepts and processes that are supported and/or utilized by integration and technology piloting capabilities in support of the NECC Program objectives.  Additionally, a high-level overview of the NECC’s SE Process, the CPAS Process, and the I&TP Framework is also provided.  While most of the information provided in this section is available in other documents, overviews are presented here for ease of reference.

2.1 NECC Systems Engineering Process

The NECC’s SE Process identifies candidate capabilities to be evaluated as part of the CPAS Process and it provides the context for executing the CPAS elements described in this document.

Figure 1, NECC Systems Engineering Process, shows activities and artifacts required to mature a CM from its initial requirements, as documented in a Capability Definition Package (CDP) to an operational capability.  This is intended to be an iterative, highly parallel process that allows for the refinement of a CM throughout the systems engineering life cycle.  The NECC SE Process permits and encourages reassessment of CMs throughout the process.  Because CMs can enter the process with varying degrees of maturity, the NECC SE Process must also be highly adaptive to address the unique nature of many CMs.  For a more detailed description of the NECC systems engineering process, refer to the NECC Systems Engineering Plan.
[image: image5.emf]Figure 1:  NECC Systems Engineering Process
2.2 Capability Provisioning Activities 

Capability Provisioning Activities (CPAS) encompass all activities to define, develop, implement, test, evaluate, certify, and deliver net-enabled capabilities to the Global Information Grid[image: image6.emf] (GIG).  A net-enabled capability is made up of the relevant Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities and Policy (DOTMLPF-P) components fully integrated to provide operational utility to the warfighter/user.  Thus, although NECC net-enabled capabilities are primarily materiel, they must also operate in accordance with an accepted Doctrine, Organization, Training, Leadership and Education, Personnel, Facilities and Policy (DOT_LPF-P) context and be evaluated within that same context.  Net-enabled capabilities are implemented in a manner consistent with the Department of Defense Net-Centric Data Strategy put forth by the Assistant Secretary of Defense for Networks, Information, and Infrastructure.

The purpose of CPAS is to evolve a newly-conceived Capability Module (CM) or to migrate an existing CM from the initial start of NECC development through the maturation process, at which time it becomes sufficiently operational to support warfighter operations on the GIG as depicted in Figure 2, CPAS Concept.  CPAS also addresses capability improvements or modifications based on warfighter feedback after CMs are fielded.  Within NECC, all capabilities are realized and provided through a set of orchestrated CMs.
Figure 2:  CPAS Concept[image: image7.emf]
In order to be certified for GIG operations, a CM must demonstrate the ability to meet defined certification criteria that includes technical maturity, operational effectiveness, operational suitability, net-readiness, and security accreditation.

2.2.1 Capability Module

A Capability Module is a set of software and hardware that implements a set of operationally relevant, logically grouped Web services.  For the NECC Program, all CMs have the following characteristics:

· Provides services that meet Service Level Objective (SLO) requirements

· Supports one or more CDPs and EMTs

· Is the Piloting Stage’s test article (referring to the FDCE’s Developmental and Operational Piloting Stages as discussed in Section 2.2.2)

· Satisfies SLO requirements at the “exposed” service(s) point(s) on the CM boundary

· Can have internal services which support “exposed” service(s) that are not “exposed”.

2.2.2 Federated Development and Certification Environment

NECC has established a federated development and certification capability by creating a Federated Development and Certification Environment (FDCE).  The FDCE is the set of processes and supporting infrastructure that is needed to support the conduct of net-centric Capability Provisioning Activities.  The FDCE provides the processes and infrastructure required for moving a CM through the maturation process by allowing all the capability provisioning players to participate via the network.  The NECC concept for maturing CMs in the FDCE involves three maturation stages, with entrance certification criteria appropriate for the maturity needs of each stage:

· The Development Stage is the entry stage for CM development and certification.  This stage is focused on initial CM development, debugging, and technical exploration.  The entrance criteria for this stage are set as low as possible to minimize the barriers to participate.

· The Developmental Piloting Stage is the second stage of maturity for CM development and certification.  The purpose of this stage is to test and certify the net-ready status of CMs.  At this stage, operational users can begin to utilize CMs to provide early feedback on operational utility.  The entrance criteria for this stage focus on a sufficient level of technical stability and standards conformance to ensure the CM is well-behaved.

· [image: image8.emf]The Operational Piloting Stage is the final stage of maturity for CM development and certification prior to deployment of the capability.  The purpose of this stage is to evaluate and certify the operational effectiveness of CMs.  At this stage, CMs have matured sufficiently to participate in operational events/experiments and have addressed all security accreditation requirements.  The entrance criteria for this stage include net-ready compliance and satisfaction of performance standards.

By registering with the Enterprise Service Registry and participating in this certification process, CMs become part of the FDCE – also referenced to as “the Sandbox.”  The term sandbox is used to illustrate the resulting ability for the NECC stakeholders to “play” (e.g., develop and mature) CMs in an integrated, agile manner.  This construct is much less constrained than for the operational Network Operations environment.  The FDCE is discussed in detail in the NECC Capability Provisioning Activities (CPAS) Concept of Operations (CONOPS) for Utilizing the FDCE.

2.3 Integration and Technology Piloting Framework 

An important goal of CPAS is to speed up the development, integration, testing, and evaluation of new C2 capabilities through the use of defined piloting activities.  The NECC’s Integration and Technology Piloting (I&TP) Framework provides the means of exposing advanced C2 capabilities to the stakeholder communities for experimentation, testing, and assessment.  Since these capabilities will be in various stages of technical maturity, early and consistent stakeholder involvement both accelerates the process and optimizes production effectiveness.

The NECC I&TP Framework includes CM developer support.  This support includes partnering with materiel developers and assisting them with standards compliance and FDCE interaction, as well as those CM artifacts required for FDCE certifications.  The framework also supports the CPMOs and U.S. Joint Forces Command (in their Joint Combat Capability Developer role) with the integration of CMs at the interface level and ensure those CMs are integrated properly with other CMs and core services in the FDCE.  In addition, the framework ensures CM functional capability meets the needs of the warfighter and complies with CM developmental standards, interoperability, configuration management, and security requirements.

3 Integration

Integration of the net-enabled Capability Modules (CMs) into a net-centric environment is a critical core function of the NECC JPMO.  Capabilities integration is an iterative process that: i) insures that these CMs are both interoperable and are built to architecture and design specifications, ii) incorporates the CMs into an operationally-relevant environment with defined external interfaces, and iii) provides overall risk reduction to the NECC Program.  Successful capabilities integration is demonstrated through technology piloting.

3.1 Traditional Integration

Traditionally, integration activities were targeted at the three levels of: data sharing, applications (or logic-oriented), and business processes.  While each of these levels has different characteristics and challenges, they each work to achieve interoperability and reduce overall risk.  Within the Department of Defense (DoD), these efforts have appeared under various other names but are most commonly known as unit integration, component or subsystem integration, and system integration.  Each level of integration builds on previous integration efforts and has numerous feedback loops throughout the process to assure success.

3.2 NECC Integration Strategy

Within the NECC Program, integration will be managed both horizontally across Military Services as well as vertically between the Joint Program Management Office and the supplier base of Component Program Management Offices (CPMOs).  The JPMO’s I&TP Branch performs this critical function to ensure NECC products and services perform as required in mission context and with other dependent capabilities.

3.2.1 Integration Activities

Effective implementation of this strategy requires integration activities that are grouped into three major categories:

· Intra-CM Integration is also known as “CM Integration” or “service-to-service integration.”  The CPMO has the lead role in accomplishing the integration activities of this category and they are focused on the services, functions, performance, and interfaces within the CM boundary.  It can also be thought of as internal capabilities integration—integrating the NECC capability being developed or revised.

· Inter-CM Integration can also be referred to as “CM-to-CM Integration” and the JPMO’s I&TP Branch performs the lead role.  The next level up, this category focuses on external capabilities integration—integrating with other capabilities.  These activities ensure interoperable and effective interfaces between CMs as well as other external systems (i.e., NCES) and target the form, fit, and function of NECC capabilities as a critical focus.

· EMT Integration or “Context-Aware CM Integration” is also led by the JPMO’s I&TP Branch.  Activities in this category address the integration of the NECC capability being developed, revised, or adopted with operational supportability requirements.
3.2.2 System Integration Process Model

A component of the overall NECC SE Process, the system integration process model provides the context and flow for the processes and artifacts required to successfully implement the NECC Integration Strategy.  The four primary processes that comprise this process model are described in the following paragraphs.

3.2.2.1 System Integration Planning Process

During the Requirements Analysis Phase of NECC systems engineering, when operational needs from the Capability Development Document (CDD) are being analyzed and transformed into CDPs, EMTs, and Service Performance Specifications (SPSs), the I&TP Branch advises and supports the U.S. Joint Forces Command (USJFCOM) Joint Combat Capability Developer (JCCD) process and the systems engineers with the definition of mission processes, nodes, and Information Exchange Requirements, enabling integration.  Preliminary assessment objectives are developed and compiled from each CDP.  The I&TP staff also work with the systems engineers to influence EMT development to ensure integration in a relevant context.  Preliminary user threads are obtained from the resultant EMTs and initial CPE Definitions are developed.

During the Functional Analysis and Design Synthesis Phase, the I&TP Branch participates as a member of the CDP Tiger Teams and helps to refine user threads and support the development of both functional process flows and corresponding SPSs.  Concurrently, I&TP members of the Combined Test Force (CTF) are participating in the development of a draft Integrated Evaluation Plan (IEP) for each CDP.  The I&TP staff refines the CPE Definition and also produces a preliminary CDP Piloting Strategy that includes: refined piloting event definitions and integration-level Measures of Effectiveness (MOEs) and Measures of Performance (MOPs) that address multi-thread characteristics.

During the Allocated Baseline Engineering Phase, I&TP staff support the systems engineers to logically group the SPSs into CMs and identify corresponding SLOs.  At this time, the I&TP Branch designates a CPE Lead and produces an initial Piloting Plan and Schedule as input to the CTF, providing context for test and evaluation (T&E) events.  The initial Piloting Plan will also include candidate experiments and exercises.

Following CM selection, I&TP staff work with systems engineers and the CPMOs supporting Work Package development to ensure that piloting POA&M and integration requirements are incorporated.  Based on information from the Work Packages, the I&TP Branch refines the Piloting Plan and Schedule with specifics on CMs, core data sources, and critical service dependencies affecting projected integration activities.  Figure 3, System Integration Planning Process, illustrates the processes, their flows, and the artifacts being produced and consumed.
Figure 3:  System Integration Planning Process[image: image9.emf]
3.2.2.2 Integration Infrastructure Provisioning Process

During the Allocated Baseline Engineering Phase and into the CM Work Package Development Phase, the I&TP staff develops the understanding of specific core data source and critical service dependency requirements.  These artifacts are developed from the CDP Piloting Strategy and the Piloting Plan and Schedule, as well as individual Work Packages prepared for needed NECC capabilities.  This understanding is crucial to the I&TP Branch’s ability to plan for and provision the standing infrastructure capacity needed to support NECC integration activities and piloting events.

During the CM Work Package Development and Functional Transition Phases, the JPMO’s I&TP Branch prepares initial Capacity Provisioning Work Packages to ensure that CMs identified as either core data sources or critical service dependencies will be hosted and sustained to provide a standing infrastructure of integration and technology piloting capacity that can be accessed, reserved, scheduled, and used as needed.  This capacity will be provided and available as nodes of the FDCE in both the Unclassified but Sensitive Internet Protocol Router Network (NIPRNet) and Secret Internet Protocol Router Network (SIPRNet) environments.

The initial Capacity Provisioning Work Packages are released for CPMOs and other materiel providers to review and submit bid proposals to provide the requisite infrastructure capacity under the terms of the Work Package and its associated Service Level Agreement (SLA).  Negotiation of tradeoffs and cost between the I&TP Branch and interested materiel providers results in a set of final Capacity Provisioning Work Packages that effectively create the NECC’s standing infrastructure of integration and technology piloting capacity.  The I&TP staff provides ongoing oversight and coordination of this capacity and will prepare new Work Packages or revise existing ones as needed to address additional requirements as they are determined.  Figure 4, Integration Infrastructure Provisioning Process, shows this ongoing activity.
[image: image10.emf] 

Figure 4:  Integration Infrastructure Provisioning Process
3.2.2.3 Physical System Integration Process

The JPMO’s I&TP Branch provides integration oversight, coordination, and support as CMs mature and transition from the FDCE Development stage through the Developmental Piloting stage and into/through the Operational Piloting stage.  During the CM Development Phase and Assessment Phases of the SE Process, the I&TP staff provides integration guidance and support to materiel developers and CPMOs.

During the CM Development Phase, the CPMOs and materiel developers build new or revised CMs to implement the SLOs produced by the Allocated Baseline Engineering Phase.  They are supported by the I&TP staff who refine the Piloting Plan and Schedule.  I&TP also provides integration guidance and support while observing and supporting the Intra-CM Integration (“service-to-service integration” as described in Section 3.2.1, Integration Activities) and FDCE Development Stage T&E activities conducted by the materiel developer and CPMO.

User Free Play (UFP) events can be planned and executed on the FDCE to provide the CPMOs and materiel developers with alpha/beta user feedback.  The requisite UFP artifacts (Announcement, Feedback Survey, Feedback and Lessons Learned, and Assessment Report) are produced, analyzed, and added to the CM container in the FDCE.  Additionally, CPEs may be initiated by the CPE Lead under the leadership of the I&TP Branch and they result in the production of corresponding CPE artifacts.  These artifacts are created using the templates provided in the FDCE and when approved by the I&TP Branch, they are also stored in the CM container in the FDCE.

As CMs are produced, they are used as input to the Capabilities Assessment Phase along with the final Piloting Plan and Schedule and the final IEP.  During this phase, the I&TP Branch leads the system integration activities and piloting events.  Both Inter-CM Integration (“CM-to-CM integration”) and EMT Integration activities are conducted in conjunction with technology piloting events using the I&TP standing infrastructure on the FDCE.  In this phase, all three types of piloting events may be conducted (refer to Section 4, Technology Piloting, for additional information).  In all cases, the artifacts produced are stored on the FDCE in the appropriate CM containers.  It is important to note that Piloting Metrics and Results generated by any piloting event can result in an immediate feedback loop if results are less than satisfactory and CM rework by the CPMOs and materiel developers is needed.  The process continues until Piloting Metrics and Results indicate a successful integration effort.  Figure 5, Physical System Integration Process, illustrates the processes, piloting events, feedback loops, and the artifacts being produced and consumed.
Figure 5:  Physical System Integration Process[image: image11.png]Capabilities Assessment During CM Development Phase (SE Process: Box 7)
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3.2.2.4 System Integration Reporting and Review Process

Once the Piloting Metrics and Results produced for a CM during the Physical System Integration Process indicate a successful integration, the results are reviewed and assessed for form, fit, and function of the CM with other CMs and external systems.  The review and assessment processes are typically accomplished by the test team working on the specific piloting event.  In a CPE for example, this function would usually be performed by the Executing Test Team (XTT) assigned to the CPE and under the CPE Lead’s control.  In a UFP event, the function would normally be accomplished by a test team under the CPMO’s control.

In any case, the piloting event’s test team prepares the Assessment and Lessons Learned Reports.  For a UFP event, both the assessment and lessons learned are very light and may not even result in formal documents but in all cases, the results are tracked and available for review outside the CPMO (i.e., the I&TP Branch or the CTF).  In a CPE, both the Assessment Report and Lessons Learned Report are critical artifacts that are created using the templates provided in the FDCE.  When approved by the I&TP Branch, they are stored in the CM container in the FDCE.  Based on the findings and assessments found in these reports, the I&TP Branch provides a CM fielding recommendation to the Joint Program Manager (JPM) and to the CTF, as appropriate.  Figure 6, System Integration Reporting and Review Process, shows the activities and artifacts for this last system integration activity.
Figure 6:  System Integration Reporting and Review Process[image: image12.png]Capabilities
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4 Technology Piloting

A key aspect of the CPAS process model is the concept of accelerating the development, testing, and evaluation of new C2 capabilities through the use of technology piloting.  Piloting is a means of making not yet fully matured capabilities available to interested parties for experimentation, testing, and evaluation.  Unlike capability demonstrations, which are of limited and short duration, piloted capabilities are made available on an ongoing and extended basis.

4.1 NECC Piloting Strategy

Technology piloting of a CM is planned and executed during the Development, Developmental Piloting, or Operational Piloting stages of maturity in the FDCE.  During the Development stage, piloting is focused on alpha- and beta-type assessment as well as developmental testing of CMs.  During Developmental Piloting, events are focused on maturing and certifying the technical and net-ready status of CMs while during Operational Piloting, efforts focus on maturing the military utility of CMs.  Additionally, piloting events can be planned and executed in the NIPRNet or SIPRNet environments as appropriate for the maturity of the CM being evaluated and assessed.

4.1.1 Capacity-Based Piloting

In order to provide maximum flexibility and scalability, a critical function of the JPMO’s I&TP Branch is the provisioning, oversight, and coordination of the standing infrastructure used to provide capacity-based integration and technology piloting support for NECC CMs.

As described in Section 3.2.2.2, Integration Infrastructure Provisioning Process, the JPMO’s I&TP Branch performs the requisite planning and provisioning activities to provide a standing infrastructure for all NECC I&TP activities and events.  Capability Modules identified as either core data sources or critical service dependencies are hosted and sustained to provide a ready standing infrastructure of integration and technology piloting capacity.  This capacity can then be accessed, reserved, scheduled, and used as needed and is provided and available as nodes of the FDCE in both the NIPRNet and SIPRNet environments.

As shown in Figure 7, Accessing the I&TP Standing Infrastructure Concept, CPE Leads and others (e.g., materiel providers, CPMOs, OCE Leads) are able to self-schedule their CM’s piloting events.  Based on the CM’s maturity, its core data source requirements, and its critical service dependencies, the scheduled piloting event results in the commitment of some portion of available NECC piloting capacity.  As more events are scheduled, more of the available piloting capacity is reserved.  In this paradigm, it is possible that all available piloting capacity for a requested timeframe may be already committed and if so, the CPE Lead who needs to schedule a piloting event must select a different timeframe when capacity is still uncommitted.  Thus, available capacity drives the integration and technology piloting schedule.
Figure 7:  Accessing the I&TP Standing Infrastructure Concept[image: image13.png]jon from Dev to Dev Piloting
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4.1.2 New Piloting Events

While piloting has traditionally been conducted during either Operational Training Exercises or Operational Concept Experiments/Events (OCEs), each of these two types of events has limitations as a primary means of piloting.  Using an Operational Training Exercise, such as Terminal Fury or Global Lightning for technology piloting is typically at odds with evaluating new or emerging C2 capabilities; its primary goal is to increase military proficiency.  Using an OCE, such as Joint Expeditionary Force Experiment (JEFX) or Trident Warrior is more appropriate for operational piloting—provided the C2 capabilities being evaluated are sufficiently mature.  However, its limitation that makes it less than an ideal choice is the long lead time required for participation.  As such, this type of event would also be inadequate as the sole piloting activity available for NECC’s rapidly maturing C2 capabilities.

[image: image14.emf]To provide the speed and agility needed in piloting, the NECC Joint Program Management Office employs two unique types of piloting events: User Free Play (UFP) events and Capability Provisioning Events (CPEs).  Unless the CPE is purely technical or process focused, both OCEs and CPEs require an operational context for execution.  For OCEs, the appropriate context would be a scenario or a vignette.  In CPEs, the appropriate context is a mission thread or a use case.

Figure 8, NECC Piloting Strategy, illustrates the relationship between piloting events and the three stages of Capability Provisioning Activities.  Note that while OCEs are an important part of piloting for mature CMs, UFPs and CPEs are the critical core focus for NECC’s technology piloting.  The utility of a comprehensive approach for piloting is extensive and the piloting strategy supports the objectives of the various NECC stakeholders.
Figure 8:  NECC Piloting Strategy[image: image15.emf]
NECC employs UFPs, CPEs, and OCEs as part of the Program’s piloting events.  The FDCE is integral to the piloting effort as it provides the mechanisms that are necessary to support the more rapid piloting timelines for User Free Play and Capability Provisioning Events.

4.2 Piloting Activities

The following sections provide an introduction to NECC piloting events, with a general description of each type of piloting activity.  The corresponding Standard Operating Procedures (SOPs) for each type of piloting event provide the detailed set of processes, procedures, and artifacts.

4.2.1 User Free Play

UFP events are a piloting activity where individual warfighters, requirements/doctrine providers, and other stakeholders evaluate CMs through loosely-structured free play using the FDCE.  This type of event, similar to beta testing is planned, scheduled, and executed with little lead time and low overhead cost.  The duration of survey data collection defines the duration of the UFP event.  The user surveys provide the feedback mechanism and are qualitative in nature.

UFPs are implemented for a CM in any of the Development, Developmental Piloting, and Operational Piloting stages of the FDCE.  These events introduce emerging NECC capabilities to warfighters early as alpha or beta users.  UFP events are also uniquely suitable to provide CPMOs and materiel developers with user feedback on capabilities being developed.

A UFP is usually planned and conceived to obtain warfighter feedback relevant to: a) specific technical (functional) or capability performance characteristics or b) to specific suitability and performance characteristics of a service or CM.  It can also be structured to assess a set of operational test class goals/criteria, typically performance and suitability characteristics with Measures of Suitability (MOSs) and MOPs to support a CM fielding decision.  For additional details, refer to the NECC User Free Play (UFP) Standard Operating Procedure (SOP).

4.2.2 Capability Provisioning Event

CPEs are a type of piloting activity that is primarily focused on the test and evaluation of new capabilities.  The objective of CPEs is to clearly articulate assessment objectives and collect quantitative and qualitative data that address these objectives.  These events are intended to be more narrowly focused than Operational Concept Experiments/Events and to require much less lead-time to prepare.   However, this concept of a lightweight and agile process model is balanced by necessary rigor and repeatability, evidenced by a process framework supported by planning, review, and assessment artifacts.  The CPE is coordinated by a CPE Lead who is designated by the NECC JPMO’s I&TP Branch.

Since CPEs combine both flexibility and rigor, these events are uniquely suited to meet a core goal of the NECC Program – to accelerate the development, testing, evaluation, and delivery of new C2 capabilities to the warfighter.  Implementing these events within a maximum of weeks from start to finish, the CPE Process Model is divided into four phases: Pre-Planning, Planning, Execution, and Assessment.  The framework requires six specific CPE artifacts that are prepared and refined during the four phases: CPE Concept Paper, Requirements and Planning (R&P) Matrix, CPE Execution Plan, Event Readiness Review (ERR) Checklist, CPE Assessment Report, and CPE Lessons Learned Report.

Using specific CM assessment and evaluation goals developed by the CTF, a CPE is implemented in the Development, Developmental Piloting, or Operational Piloting stages of the FDCE.  Another characteristic of a CPE is the structured process can be executed for a single CM or as a multi-CM event.  Single CM events are developed to address discrete capabilities and performance objectives, while multi-CM events address integrated mission thread analyses.  Criteria and risk assessment matrices, developed by the CTF, determine the assessment objectives for a specific CPE.  There are three classes of CPEs:

1. Evaluation Class – a CPE planned and conceived to assess a set of developmental test class goals/criteria (typically, technical and performance characteristics with MOEs and MOPs) or one planned and conceived to assess a set of operational test class goals/criteria (typically, performance and suitability characteristics with MOPs and MOSs).

2. Process Class – a CPE planned and conceived to assess a set of process goals/criteria, such as JCCD, architectures, information assurance, accreditation, integration, and training.  The Process class of CPE is conducted in support of one or more Key Performance Parameters (KPPs).  This is a special class of CPE that does not require CTF input but it is expected that the CTF will observe.

3. Hybrid Class – a CPE planned and conceived to assess a mixed set of classes of goals/criteria.

For additional details, refer to the NECC Capability Provisioning Event (CPE) Standard Operating Procedure (SOP).

4.2.3 Operational Concept Experiment/Event

The Operational Concept Experiment/Event (OCE) is a piloting activity focused primarily on evaluating new operational concepts and new C2 capabilities.  These events will allow materiel providers and test teams to evaluate capabilities in relevant operational testing environments.  Results provide substantive information in the decision to graduate the capabilities to an operational status.

The OCE Process Model is divided into four phases: Pre-Planning, Planning, Execution, and Post-OCE Assessment.  Timeframes for planning, execution, and assessment vary depending on the specific experiment and associated planning cycle.  The model also specifies and requires eight specific OCE artifacts that are prepared during the four phases: OCE Concept Proposal Paper, R&P Planning Matrix, OCE Implementation Plan, Maintenance Support Plan, Training Plan, OCE Readiness Review Checklist, OCE Assessment Report, and OCE Lessons Learned Report.

For additional details, refer to the NECC Operational Concept Experiment/Event (OCE) Standard Operating Procedure (SOP).

5 Capability Maturation

As already discussed in this CONOPS, the purpose of CPAS is to evolve a newly-conceived CM or to migrate an existing CM from the initial start of NECC development through the maturation process, at which time it becomes sufficiently operational to support warfighter operations on the GIG.  Each stage of the FDCE presents a set of entrance criteria that the CM must satisfy in order to mature to the next stage and additional information on the FDCE can be found in the NECC Capability Provisioning Activities (CPAS) Concept of Operations (CONOPS) for Utilizing the FDCE.

This section provides the contextual understanding of how NECC capabilities are matured for operational usage on the GIG—in short, the path to CM assessment and release.  Everything starts with and relates to the NECC SE Process and Figure 9, Overall View of Capabilities Assessment, illustrates that top-level view.
Figure 9:  Overall View of Capabilities Assessment
In this view, the CTF develops an IEP for each JCCD-produced CDP.  As a member of the CTF, the I&TP Branch participates in that effort and also produces a CDP Piloting Strategy that is used to prepare a Piloting Plan and Schedule.  This I&TP artifact, in conjunction with the IEP and the Candidate CMs available from the Allocated Baseline are used as input to the risk assessment process.  The tailored Test, Evaluation, and Certification (TEC) Criteria Matrix is a key input used to develop CM’s Detailed Test Plan (DTP)/CPE Execution Plan.  Ideally, this is a single artifact but in any case, the content is substantially the same.
As shown in Figure 10, Capabilities Assessment and Evaluation Criteria, the CM’s tailored TEC Criteria Matrix contains the specific evaluation criteria that are used for the CM’s developmental test (DT) and operational test (OT) activities.  Assessment of these evaluation criteria is accomplished in multiple ways.  For example, DT evaluation criteria are assessed through Developmental Testing and Evaluation (DT&E), FDCE Self-Testing, and CPEs.  Each has a purpose and role to play in the CM’s overall assessment.  Likewise for the OT evaluation criteria, the NECC Program uses a combination of technology piloting events (CPEs and OCEs) and traditional Operational Test and Evaluation (OT&E).

Figure 10:  Capabilities Assessment and Evaluation Criteria
The various types of evaluation activities, the Physical System Integration (refer to Section 3.2.2.3) sub-processes they map to, and what artifacts are produced during the CM Development Phase, are highlighted below in Figure 11, CM Assessment during Development.

Figure 11:  CM Assessment during Development 
As artifacts are produced from the various integration and testing activities, they are stored in the CM Container in the FDCE and available for review and assessment throughout the CM’s maturation process.  As shown in Figure 12, CM Assessment for Fielding Decision, this process continues on into the Capabilities Assessment Phase where again, there are a number of ongoing CM evaluation activities that are both supportive and complimentary.

Figure 12:  CM Assessment for Fielding Decision
Building on the artifacts produced during the CM Development Phase, there are now additional evaluation activities applied with a much heavier emphasis on demonstrating successful integration; assessing the CM’s form, fit, and function with external systems and other CMs; and assessing military utility.  As artifacts are produced, they are stored in the CM Container in the FDCE so they are always available for both external and internal review and assessment.

The net result of these processes and activities is that the CM matures and progresses through the various stages of the FDCE.  Figure 13, Piloting Transition Decision Process, depicts how that decision process is realized.
Figure 13:  Piloting Transition Decision Process
6 Organizational Roles and Responsibilities

The sections below provide a description of organizational roles and responsibilities in the context of how they relate to NECC integration and technology piloting processes.  Figure 14 identifies the roles and responsibilities of the various organizational participants during UFPs and CPEs while Figure 15 provides the same information for both OCEs and traditional OT&E activities.
Figure 14:  Roles and Responsibilities for UFPs and CPEs
Figure 15:  Roles and Responsibilities for OCEs and OT&E
6.1 Joint Program Management Office

The roles and responsibilities of the various branches in the NECC JPMO are described in the following sections.

6.1.1 NECC Systems Engineering Branch

The Systems Engineering Branch is responsible for the NECC Program’s technical baseline development.  Key responsibilities of the SE Branch include:

· Developing and maintaining the NECC Architecture, including Information Assurance, Data, and Increment-specific architectures

· Developing and maintaining the NECC Technical Baselines, including performing capabilities needs analysis, functional analysis, and allocation

· Developing and maintaining the NECC SE Process

· Conducting SE technical reviews (i.e., Systems Requirements, Functional, and Preliminary Design Reviews)

· Achieving the requirements established in an Increment’s Performance Baseline, including resolution of performance issues at the CM-level.

6.1.2 NECC Integration and Technology Piloting Branch

The Integration and Technology Piloting (I&TP) Branch has overall responsibility for NECC capabilities integration as well as for the technology piloting events that demonstrate successful integration.  Key responsibilities of the I&TP Branch include:

· Functioning as the NECC Lead for conducting designated integration and piloting, including those called out in the NECC TEMP

· Defining integration & piloting frameworks, process models, procedures, and artifacts for the NECC Program

· Overseeing and ensuring successful CM-to-CM integration and EMT integration

· Coordinating with the CPMO’s materiel developers, systems engineers, and T&E representatives to ensure adequate planning, resourcing, execution, and reporting for integration and piloting events

· Working within the CTF, develop the CM-specific objectives for technology piloting events

· Designating a CPE Lead or OCE Lead, as needed for specific technology piloting events while retaining an oversight and coordination leadership role

· Managing, plan, and execute technology piloting events

· Overseeing and supporting piloting assessment, data collection, and lessons learned activities

· Verifying CM technical and operational maturity

· Verifying that CMs integrate with other dependent CMs and with the NECC architecture so that piloting events achieve their intended outcomes

· Serving as the primary interface to the advanced technology communities that are developing capabilities of interest in support of NECC Program objectives.

6.1.3 NECC Test and Evaluation Management Branch

The T&E Management Branch has three key responsibilities:

· Establishing and coordinating T&E WIPT activities to serve as the governance body for T&E processes

· Developing and maintaining the FDCE which is used to develop, implement, test, evaluate, certify, and deliver CMs

· Developing and maintaining the TEC Criteria Matrix which is used to establish, test, evaluate, and certify CMs.

6.1.4 NECC Operations & Integrated Logistics Support Branch

The Operations & Integrated Logistics Support (ILS) Branch is responsible for the NECC Program’s operations and support lifecycle, in coordination with the CPMOs.  Key responsibilities of the Ops & ILS Branch include:
· Providing NECC Program and Increment-level logistics support, to include developing a product support strategy and performing required logistics analyses, planning, and documentation

· Managing NECC enterprise-wide Operations including Operations Center and Help Desk functions

· Developing an NECC training strategy and training plan in addition to providing program-level support for training activities

· Developing and maintaining NECC’s Information Support Plan

· Developing and administering NECC’s configuration management policy, procedures, and governance structure across the enterprise

· Establishing and executing NECC’s configuration management activities for the Increment

· Managing FDCE operations for NECC.

6.2 United States Joint Forces Command

The USJFCOM’s JCCD organization is the execution arm for NECC operational sponsorship and capability development.  The Joint Requirements Oversight Council Memorandum 167-03 delegated approval authority, for non-KPP adjustments, to USJFCOM and this authority is exercised through the JCCD Process.  JCCD’s MCP Branch, in conjunction with the NECC Joint Program Executive Officer (JPEO), defines CDPs while JCCD’s Coordination Cell influences the prioritization of CMs for NECC’s technology piloting events.

The JCCD Coordination Cell works closely with the JPMO’s I&TP Branch in determining piloting objectives, scheduling events, and making post-event decisions on the next steps for the CM’s maturation process.  During the Planning Phase for piloting events, the JCCD reviews and validates planning artifacts from a joint context and for participant qualifications.  The JCCD is the lead organization for sourcing warfighters to participate in piloting events and assists in orienting the participants prior to participation to ensure the correct joint context is conveyed.

6.3 Component Program Management Offices

As the NECC’s materiel developers, the CPMOs report to the JPEO and support the JPMO in achieving an Increment’s required capabilities, which are certified and fielded to the Warfighter.  They are responsible for providing a CM’s materiel solutions that are defined by the NECC SE Process, approved by the JPEO, and executed by Work Packages.

The CPMOs use their Service’s contracting authority and organization to select industry partners who develop, deliver, and sustain the capabilities required to meet NECC’s requirements.  The CPMOs are responsible for providing the services that comprise the CMs that are tested and evaluated.  They ensure appropriate testing has been conducted on the services prior to entry into the FDCE and provide requisite documentation to assist in the development of the IATT/IATO/ATO.  The CPMO supports the I&TP piloting event lead, assisting in the detailed planning required for successful execution.  A key role of the CPMO is the development of any training required for the services being provided.  During piloting execution, they also provide technical support, as required.

Within the CM boundary, the CPMO’s responsibilities are similar to the JPMO’s Increment-level responsibilities.  Key responsibilities include:

· Developing, fielding, and sustaining assigned CMs that meet CDD requirements

· Achieving CM cost, schedule, and performance objectives as stated in the Acquisition Program Baseline

· Developing CMs that successfully contribute to meeting an Increment’s KPPs

· Maintaining the CM’s Technical Baselines (System Requirement, Functional, Allocated, and Product Baselines)

· Preparing proposals and responding to the JPMO’s request for proposal for designated CMs

· Collaborating with the JPMO, establishing the Work Package(s) required to develop, and deliver assigned CMs

· Within the CM boundary, integrating, testing, and certifying assigned CMs

· Fielding, operating, and sustaining assigned CMs to include configuration management and sustaining engineering.

6.4 Combined Test Force

The CTF is comprised of representatives from the DT/OT communities as well as the JCCD and JPMO and is part of the NECC Program’s tiered test team approach: Integrated Test Team (ITT), CTF, and XTT.  The teams are aligned as follows:

· The ITT, co-chaired by the NECC JPMO and the Army Test and Evaluation Command (ATEC) as Lead OTA, maintains the NECC TEMP and the TEC Criteria Matrix.  The ITT charters, stands-up and oversees CTF activities, and resolves resource issues (i.e., funding, personnel, testing environment).

· The CTF organizes and oversees T&E activities focused at the CDP/EMT level. These activities include:

· Assisting the JCCD and NECC SE Branch in decomposing CDP requirements into CMs to assure that test requirements are included in the CM Work Packages

· Tailoring the TEC Criteria Matrix and performing CM risk assessments

· Developing critical operational issues and the supporting MOEs, MOSs, and MOPs

· Developing the IEP for each CDP

· Observing CPAS results to determine the suitability of certifying a CM

· Standing up and managing XTTs.

· The XTT develops and implements detailed plans to test and evaluate CMs.
Appendix A – Definitions

	Capability
	The ability to achieve a desired effect under specified standards and conditions through combinations of means and ways to perform a set of tasks.  It is defined by an operational user and expressed in broad operational terms in the format of a Joint or Initial Capabilities Document or a joint DOTMLPF change recommendation.  In the case of materiel proposals, the definition will progressively evolve to DOTMLPF performance attributes identified in the Capability Development Document and the Capability Production Document (CJCSI 3170.01E).

	Engineered 
Mission Thread
	
A clear description of a user’s business process required to achieve a specific mission objective (NECC SEP).

	Framework
	The processes and technologies used to solve a complex issue; the skeleton upon which various objects are integrated for a given solution (Wikipedia)

	Integration
	The merger or combining of one or more components, parts, or configuration items into a higher level system for ensuring that the logical and physical interfaces can be satisfied and the integrated system satisfies its intended purpose (IEEE P1220).

	Joint 
Experimentation
	
An iterative process for developing and assessing concept-based hypotheses to identify and recommend the best value-added solutions for changes in doctrine, organization, training, materiel, leadership and education, personnel, and facilities and policy required to achieve significant advances in future joint operational capabilities (CJCSI 3170.01E).

	Militarily 
Useful Capability
	
A capability that achieves military objectives through operational effectiveness, suitability and availability, which is interoperable with related systems and processes, transportable and sustainable when and where needed, and at costs known to be affordable over the long term (CJCSI 3170.01E).

	Mission 
Thread
	
A fully-defined warfighting process that addresses the timing, sequencing, and inputs/outputs of a set of warfighting tasks.

	Operational Effectiveness
	
Measure of the overall ability to accomplish a mission when used by representative personnel in the environment planned or expected for operational employment of the system considering organization, doctrine, supportability, survivability, vulnerability and threat (CJCSI 3170.01E).

	Operational 
Suitability
	
The degree to which a system can be placed and sustained satisfactorily in field use with consideration given to availability, compatibility, transportability, interoperability, reliability, wartime usage rates, maintainability, environmental, safety, and occupational health risks, human factors, habitability, manpower, logistics, supportability, logistics supportability, natural environment effects and impacts, documentation and training requirements (CJCSI 3170.01E).

	Operational 
Training Exercise
	
An exercise focused on training current operational personnel for proficiency in their job and/or to gain experience for specific operational scenarios.

	Scenario
	An operational vignette that describes the specific activities, tasks, and attributes necessary to carry out the type of mission or employ the common capability from its beginning state to its desired end state (JCCD Management Plan).

	Service Level Agreement
	
The SLA is what the hosting organization is obligated to meet for hosted CMs (NECC SEP).

	Service Level Objective
	
An SLO is a materiel solution specification response to an SLD requirement.  SLO represents balancing of achievable performance against time to fielding along with cost.  There is traceability from a SLO up the requirements chain to a CDP (NECC SEP).

	Service Performance Specification
	
Each SPS describes a service needed to support the user's process steps as described in an EMT.  They will include non user-oriented requirements resulting from software, networking, and data architecture constraints as well as security, training, and implementation requirements (NECC SEP).

	Sustainment
	The provision of personnel, training, logistic and other support required to maintain and prolong operations or combat until successful accomplishment or revision of the mission or of the national objective (CJCSI 3170.01E).

	Systems 
Integration
	
A component of the systems engineering process that unifies the product components and the process components into a whole—ensuring that the hardware, software, and human systems components will interact to achieve the system purpose or satisfy the customer’s need

	Use Case
	An instance of a Mission Thread for a specific set of conditions, operational users, and constraints.

	Vignette
	A self-contained portion of a Scenario


Appendix B – Acronyms

	Acronym
	Definition

	ATEC
	Army Test and Evaluation Command

	ATO
	Authority to Operate

	C2
	Command & Control

	CCB
	Configuration Control Board

	CDD
	Capability Development Document

	CDP
	Capability Definition Package

	CJCSI
	Chairman of the Joint Chiefs of Staff Instruction

	CM
	Capability Module

	CONOPS
	Concept of Operations

	CPAS
	Capability Provisioning Activities

	CPE
	Capability Provisioning Event

	CPMO
	Component Program Management Office

	CTF
	Combined Test Force

	DISA
	Defense Information Systems Agency

	DoD
	Department of Defense

	DOTMLPF-P
	Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, Facilities and Policy

	DOT_LPF-P
	Doctrine, Organization, Training, Leadership and Education, Personnel, Facilities and Policy

	DT
	Developmental Test

	DTP
	Detailed Test Plan

	DT&E
	Developmental Testing and Evaluation

	EMT
	Engineered Mission Thread

	ERR
	Event Readiness Review

	FDCE
	Federated Development & Certification Environment

	GIG
	Global Information Grid

	I&TP
	Integration and Technology Piloting

	IATO
	Interim Authority to Operate

	IATT
	Interim Authority to Test

	IEEE
	Institute of Electrical and Electronic Engineers

	IEP
	Integrated Evaluation Plan

	ILS
	Integrated Logistics Support

	ITT
	Integrated Test Team

	JCCD
	Joint Combat Capability Developer

	JEFX
	Joint Expeditionary Force Experiment

	JPEO
	Joint Program Executive Officer

	JPM
	Joint Program Manager

	JPMO
	Joint Program Management Office

	KPP
	Key Performance Parameter

	MCP
	Mission Capability Package

	MOE
	Measure of Effectiveness

	MOP
	Measure of Performance

	MOS
	Measure of Suitability

	NCES
	Net-Centric Enterprise Services

	NECC
	Net-Enabled Command Capability

	NIPRNet
	Unclassified but Sensitive Internet Protocol Router Network

	OCE
	Operational Concept Experiment/Event

	OT
	Operational Test

	OT&E
	Operational Testing and Evaluation

	OTA
	Operational Test Agent

	POA&M
	Plan of Action and Milestones

	R&P
	Requirements and Planning

	SE
	Systems Engineering

	SEP
	Systems Engineering Plan

	SIPRNet
	Secret Internet Protocol Router Network

	SLA
	Service Level Agreement

	SLD
	Service Level Definition

	SLO
	Service Level Objective

	SOP
	Standard Operating Procedure

	SPS
	Service Performance Specification

	TEC
	Test, Evaluation, and Certification

	TEMP
	Test and Evaluation Master Plan

	T&E
	Test & Evaluation

	UFP
	User Free Play

	USJFCOM
	United States Joint Forces Command

	WIPT
	Working Integrated Product Team

	XTT
	Executing Test Team
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“The purpose of Capability Provisioning Activities is to take a newly conceived ECM from the initial start of development through the maturation process to where it becomes certified to operate as an OCM and can support warfighting operations on the GIG.”





“The process for supporting the evolution of an ECM through the three Capability Provisioning stages is referred to as the Federated Development and Certification Environment, aka ‘the Sandbox’.”





“To improve the speed and agility of piloting, the NECC Joint Program Management Office will establish two new recommended types of piloting events – Capability Provisioning Exercises and User Free-Play.”
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