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Date
            

DISA Field Security Operations

1 Overcash Avenue

Chambersburg, PA 17201-4122

Vendor Integrity Statement

Product Name:  Reference Software Products Contained in Schedule-B, Schedule of Supplies and Services

Version, Release, Modification:  Reference Software Inventory in Addendum-3 of Contract

Software Product Number:  Reference Software Inventory in Addendum-3 of Contract

The Vendor hereby warrants that these products were developed in accordance with and conform to the security features provided by the operating system for which the software was developed and any installed approved external security manager.  Specifically, it prevents:

(1)
Any circumvention or disabling of store or fetch protection.

(2)
Any bypass of OS Password, Network Password, or external security checking.

(3)
Any program from obtaining control/access to privileged modes of operation.

(4)
Any feature or process that would defeat or interfere with the integral security features of the operating system or an installed approved external security manager.

(5)
Any hard-coded user IDs or unencrypted passwords in application tables or files.

(6)       Any escape to any form of system command mode and/or to any privileged state.

(7)    Any backdoors that allow system level access of any kind for users or vendors.

The Vendor hereby warrants that there are no known exposures introduced within the operating system when installing this product under any operating system it is designed to run under.

[In cases where this product requires any of the above, The Vendor will provide documentation of the procedures and controls that are in place to prevent exposures to the system integrity of the operating system in this paragraph.]

The Vendor will accept and rectify problems where the proper installation of an unaltered copy of this product introduces an integrity exposure of the operating system in accordance with the criteria listed above.

Signature

Printed Name, Title

Company Address:

_______________________________

_______________________________

_______________________________

_______________________________

