
 SEQ CHAPTER \h \r 1SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS tc "SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS " \l 3
B.1
Schedule of Items and Prices - Firm Fixed-Price.

a. The Contractor shall provide all qualified personnel, logistical support and other materials and/or services necessary to perform the effort as set forth in the attached Statement of Work entitled "Information Technology Infrastructure and Common Operating Environment Support."

b. In consideration thereof, the Contractor shall be paid the respective firm-fixed-price for each exercised performance period identified below for successful performance of the Information Technology Infrastructure and Common Operating Environment Support services."

LINE       DESCRIPTION


         QTY      UNIT
TOTAL AMOUNT

ITEM

  Base Contract – Lot I

  Period of Performance: 01 July 2004 through 30 June 2005

0001       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

              Option I – Lot II

     Period of Performance: If exercised, 01 July 2005 through 30 June 2006

0002       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

              Option II - Lot III

              Period of Performance: If exercised, 01 July 2006 through 30 June 2007

0003       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

              Option III – Lot IV

     Period of Performance: If exercised, 01 July 2007 through 31 December 2007 

0004       Information Technology Infrastructure

               and Common Operating Environment               1         LOT  

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

              Option IV – Lot V

     Period of Performance: If exercised, 01January 2008 through 30 June 2008 

0005       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

              Option V – Lot VI

              Period of Performance: If exercised, 01 July 2008 through 31 December 2008

0006       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

    Option VI – Lot VII

              Period of Performance: If exercised, 01 January 2009 through 30 June 2009

0007       Information Technology Infrastructure

               and Common Operating Environment               1         LOT   

               Support in accordance with the 

               Statement of Work

               Total Estimated Price:



_________________

SECTION C - DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

C.1 - INTRODUCTION

The Federal Railroad Administration (FRA) plays a critical role in the safe operation of our Nation’s railroads.  As one of the Operating Administrations within the Department of Transportation (DOT), the FRA is responsible for:

· Promulgating and enforcing rail safety regulations;

· Administering railroad assistance programs;

· Conducting research and development in support of improved railroad safety 

      and national rail transportation policy;

· Providing for the rehabilitation of Northeast Corridor rail passenger service and;

· Consolidating government support of rail transportation activities.

The Office of Information Technology and Support Systems (IT&SS) uses an integrated Enterprise Architecture, Capital Planning, and Security governance process to design, implement, manage, and maintain the agency’s information systems in a Common Operating Environment that includes the IT Infrastructure (Local Area Network, Wide Area Network, and E-Mail System).

The Federal Railroad Administration uses a variety of information systems and technologies in support of its mission.  The FRA IT user community consists of approximately 760 Federal personnel and 150 state personnel located in the Washington, DC area and eight regional offices located in: Cambridge, MA; Lester, PA; Atlanta, GA; Chicago, IL; Hurst, TX; Kansas City, MO; Sacramento, CA; and Vancouver, WA.

A description of the operating environment within which these contracted services must be provided, along with the scope of operations, is provided in the following sections.

C. 2 – SCOPE:
The Contractor shall provide the following support services to FRA as directed by the Contracting Officer’s Technical Representative (COTR).

· Help Desk Management and Support

· End-User Desktop Support

· Network (LAN/WAN) Management

· Server Management

· E-mail Management

· Database Management

· Rapid Response Support

· Inventory and Asset Management

· Program Management

· Configuration Management

· IT Security and Continuity of Operations (COOP) Documentation

· Enterprise Architecture Documentation and DOT Liaison

· Capital Planning Documentation

· Transition Planning

Specific requirements are provided in Section 5– Requirements.

Occasional travel to selected FRA COOP, Regional, and Contractor sites may be required.  In such cases, the Contractor shall work with the FRA Program Manager to determine the number and costs of trips required.

C.3 – PERIOD OF PERFORMANCE

(SEE SECTIONS B and F of this SOLICITATION)

C.4 – PLACE OF PERFORMANCE

The work shall be performed at the FRA headquarters facility.

Occasional travel to selected FRA COOP, Regional, and Contractor sites may be required.  In such cases, the Contractor shall work with the FRA Program Manager to determine the number and costs of trips required.

C.5 – REQUIREMENTS

C.5.1 Overview

The Contractor shall provide all system administration and system programming support for the FRA IT Infrastructure and Common Operating Environment (COE), which encompasses the areas addressed within this document.

Qualified contractor personnel shall staff the FRA Headquarter network server facility and Help Desk during designated FRA business hours for hands-on tasks and support of the entire FRA IT Infrastructure and user community.  The Contractor staff shall also provide on-call/extended hours service coverage of central network servers that provide critical network services, such as electronic mail, file services, Internet-related services, database services, and central network services 24 hours per day, seven days per week, throughout the entire year.

Help Desk staff shall receive, distribute, and track the status of requests for assistance regarding all aspects of the FRA IT Infrastructure Common Operating Environment via the chosen FRA Help Desk support management tool and via telephone or e-mail as appropriate.  Routine system administration duties include, but are not limited to: placing trouble calls to contracted service vendors; creating, modifying, or deactivating user accounts; recovering disks, files, or database backup files as requested; mounting tapes as needed; and rebooting servers as scheduled, etc.

The Contractor shall also be responsible for tasks such as installing, updating, and maintaining operating system and application software for both network and client/desktop machines, as well as the associated central applications such as compilers, database management systems, web access and tools, electronic mail systems, central server management software, etc.

The Contractor shall monitor and optimize server performance, as well as ensure the security and integrity of data residing on the central network servers.  The Contractor shall provide system administration and system programming of the FRA central server facility, operating systems and utilities, and central network infrastructure.  As part of the support activity, the Contractor shall be expected to maintain state of the art expertise on the operation of all hardware contained in the FRA server facility and a wide range of associated software tools, the FRA network services and system software that are run on the servers in the FRA network facilities, and the networking hardware and software in use at FRA.  In addition to the technical functions listed above, the Contractor shall also be responsible for research of technical issues, consulting, documentation, reporting, presentations, training, and coordination with other groups.

The Contractor shall be required to procure and manage the supplies inventory, manage disk allocations if implemented, manage disaster recovery backups, enforce security policies, monitor facility equipment including power and air conditioning, and conduct tours of the facilities.  The Contractor shall maintain a complete and current inventory of all FRA hardware and software components that fall under the purview of this contract.

All work shall be performed in accordance with the FRA Configuration Management Procedures, and documentation shall be updated whenever a significant change occurs and reviewed quarterly for accuracy.  The Contractor is expected to maintain configuration management documents after review and concurrence from the FRA task manager.  All documentation shall be web accessible.

The Contractor shall deliver monthly, quarterly, and fiscal reports in accordance with the schedule set forth in Section 6 – Deliverables and Delivery Schedule.  When specific deadlines for small projects or training are defined, an amendment shall be issued to supplement this delivery order.

Additionally, the Contractor shall comply with FRA program management standards and requirements, provide support to the FRA Capital Planning and Enterprise Architecture programs, and ensure the FRA IT Infrastructure and all of its components comply with the Federal IT security standards as outlined primarily in the Clinger-Cohen Act of 1996, the E-Government Act of 2002, as well as other Federal law and guidance.  Moreover, the Contractor shall make a staff member available to serve as a technical subject matter expert and liaison to the Department of Transportation IT Consolidation Project.

C.5.2 – Help Desk Management and Support

Currently, the FRA Help Desk provides services for approximately 300 headquarter customers and each of the eight Regional Computer Specialists.  The average monthly number of tickets created is 340 (refer to Section 11.2 – Help desk Calls).  The Help Desk also provides remote backup support for all other regional personnel.  Desktop hardware for the entire FRA consists of a combination of approximately 300 desktop personal computers (PCs) and 600 laptop computers distributed across both headquarter and regional employees.

The scope of support shall include:

· User account creation and management (account administration, moves, adds, changes, deletions, password resets, etc);

· The Contractor shall provide Single Point of Contact (SPOC) Help Desk support for all headquarter users and for Regional Computer Specialists.  Under the SPOC concept, all headquarter requests for service shall be called in to the Help Desk (or sent via e-mail or web access) and a ticket shall be opened and tracked.  In addition, the Contractor shall provide ad-hoc support for regional users during times that the Regional Computer Specialists are unavailable;

· Collection of information for service requests though the FRA Help Desk support management tool (currently “Support Magic” with a planned transition to “Remedy”) and via telephone or e-mail as appropriate;

· Response to all problem calls, perform initial repair, and determine appropriate solver group within the Service Level Agreements (SLAs) as defined in Section 7 – Outcomes, Service Level Requirements, and Performance;

· Dispatch of support tickets to appropriate solver group.  Solver groups may include other functional parts of the organization as described in this document, FRA organizations, warranty service providers, and external software vendors;

· Track all open support tickets to resolution; and

· Provide monthly help desk statistics and status reports in the format directed by the COTR.

The Contractor shall ensure that adequate staffing levels are available to address any issues that may arise.  The contracting staff shall be cross-trained at various levels to ensure continued support for all FRA IT Infrastructure functions based upon FRA Standard Operating Procedures. 

Help Desk support shall be available 24 hours per day, seven days per week on the following basis:

· Fully staffed to handle call volume in accordance with Service Level Agreements (SLAs), Monday through Friday from 6:30 AM to 6:30 PM Eastern Time, excluding holidays observed by the FRA.

· On-call support for all other hours and days (auto page and callback within 30 minutes).

C.5.3 – End-User Desktop Support

The Contractor shall provide end-user desktop support to the entire FRA headquarter user community.  End-user desktop support includes support actions that cannot be resolved remotely by the Help Desk and have been dispatched to desktop support.  End-user devices requiring support area include, but are not limited to, desktop and laptop computers, personal and network printers, scanners, and personal digital assistants (PDAs).

The scope of support shall include:

· Provide end-user technical assistance on FRA-approved hardware and software;

· Provide “how to” support on FRA-approved applications (see Section C.11.3 – FRA Approved Standard and Optional Desktop Hardware and Software);

· Test, install, and configure new PCs and laptops;

· Install, upgrade, and maintain operating system and application software for all FRA furnished equipment in accordance with FRA configuration management procedures;

· Ensure that the latest virus scanning software versions and updates are installed and running on all FRA PCs and laptops;

· Troubleshoot and resolve hardware issues that can be fixed in-house, such as printer jams and hardware configuration settings.  If the scope of resolution efforts goes beyond this, refer issues that require outside repair back to the Help Desk for them to escalate the problem to an external service provider for warranty repair;

· Work with the warranty service providers as required;

· Perform hardware move and change tasks;

· Provide personal digital assistant (PDA) support.  The brands of PDAs presently supported by the FRA include Palm Pilot and Blackberry;

· Install, support, and update desktop software for device;

· Provide training to end-users as required;

· Perform basic troubleshooting; and

· Work with warranty and service providers as required.

The Contractor shall ensure that adequate staffing levels are available to address any end-user support issues that may arise.  The contracting staff shall be cross-trained at various levels to ensure continued support for all FRA IT Infrastructure functions based upon FRA Standard Operating Procedures. 

End-user support shall be available 24 hours per day, seven days per week, on the following basis:

· Fully staffed to handle call volume in accordance with Service Level Agreements (SLAs), Monday through Friday from 6:30 AM to 6:30 PM Eastern Time, excluding holidays observed by the FRA; and

· On-call support for all other hours and days (auto page and callback within 30 minutes, with onsite support as needed on a priority basis).

C.5.4 – Network (LAN/WAN) Management

The Contractor shall provide comprehensive network management services and system management and administration services.  The objective is to maximize network availability and performance, ensure the security of the FRA IT systems, and support the evolution of the network to accommodate changes in technology and FRA mission requirements.  Responsibilities shall include the full range of network management activities, from network design to implementation and operations.  Network components to be supported are listed in Section C.11.8 – Network Devices.

The scope of support shall include:

            Network monitoring

· Ensure the System Network Management Program (SNMP) is compliant with   remote network management using government provided tools;

· Establish automated network management procedures that can rapidly respond to network fault conditions;

· Inform the Help Desk of network fault conditions at time of detection;

· Respond to and resolve network problems and outage situations; and

· Provide network outage status reports within 30 minutes of outage and hourly updates until resolved.

      Performance management

· Conduct performance and operational threshold monitoring tuning, and overall network management of LAN, WAN, desktop video, and remote host connectivity; 

· Conduct monthly scans of network operations, fault conditions, and proposed changes;

· Provide monthly network statistics and status reports for bandwidth utilization, availability, response time, system uptime, and utilization for network devices in the format directed by the COTR; and

· Create ad hoc and customized queries and reports of current and historic network performance as requested.

· Operating System maintenance

· Maintain a complete and current inventory of operating system and software installed on every network component;

· Maintain current knowledge of vendor upgrades and patches to the network component operating systems and firmware;

· Evaluate vendor provided system changes and upgrades and provide recommendations to the COTR; and

· Apply all patches, upgrades, and enhancements as approved by the COTR, and in accordance with FRA configuration management procedures.

      Hardware maintenance

· Ensure all network components are fully operational and warranty and service contracts are current;

· Maintain a complete and current inventory of all network components, service provider contract numbers, and service provider contact information;

· Install and maintain network cabling, wiring, and drops;

· Activate and deactivate network ports;

· Troubleshoot and perform initial repair of hardware fault conditions; and

· Work with the maintenance provider to resolve hardware problems when necessary.

· Configuration management

· Support the FRA configuration management process;

· Follow all FRA change control policies and procedures;

· Maintain configuration management documents after review and concurrence from the FRA task manager in a web-based repository; and

· Update technical documentation (LAN/WAN diagrams, SOPs, etc.) as changes to the configuration are completed, and provide to the FRA Chief Architect in hardcopy and electronic formats, using the Popkin System Architect tool.

      Network security

· Ensure compliance with Federal, DOT, and FRA security rules and regulations;

· Develop and maintain a FRA network security plan that integrates with the FRA IT Security Plan;

· Maintain up-to-date security devices;

· Review security solution system logs to assess possible network vulnerabilities, attacks, and/or problems; and

· Conduct monthly network penetration testing (network scans) and report results to the COTR and FRA Information Systems Security Officer (ISSO).

· Provide quarterly network security incident and status information to the ISSO in the DOT FISMA reporting format (provided by FRA);

· Facilities management

· Maintain areas around network components (central server facility room and wiring closets) in a neat and orderly manner to minimize clutter; and

· Label all equipment using an industry-standard method as approved by the COTR.

· Remote connectivity

· Ensure users can remotely access the network and the resources on the network as necessary to perform their jobs.  There are currently approximately 600 employees who regularly access the network remotely.

The Contractor shall ensure that adequate staffing levels are available to address any issues that may arise.  The contracting staff shall be cross-trained at various levels to ensure continued support for all FRA IT Infrastructure functions, based upon FRA Standard Operating Procedures.

Network support shall be available 24 hours per day, seven days per week, on the following basis:

· Fully staffed to handle call volume in accordance with Service Level Agreements (SLAs), Monday through Friday from 6:30 AM to 6:30 PM Eastern Time, excluding holidays observed by the FRA.

· On-call support for all other hours and days (auto page and callback within 30 minutes, with onsite support as needed on a priority basis).

C.5.5 – Server Management

The Contractor shall provide comprehensive server management services and system management and administration support for all onsite FRA headquarter servers.  FRA currently operates 28 servers in the local environment running on Microsoft Windows 2000 Server and Novell Netware operating platforms as outlined in Section C.11.4 – FRA Server Inventory.  The intent is to maximize server availability and performance, ensure the security of the FRA IT systems; and support the evolution of the computing environment to accommodate changes in technology and changes in FRA mission requirements.  Contractor responsibilities shall include the full range of server management activities, from initial setup to ongoing operations within the following guidelines:

· Support for servers running FRA applications shall be limited to hardware and operating system support as outlined in this section, and assisting FRA employees in loading and upgrading applications on the respective system;

· E-mail server support shall be incorporated into this contract upon the expiration of the current third-party agreement, as outlined in Section C.5.6 – 

E-mail Management; and

· Database servers within the scope of this contract shall be supported in accordance with this section for physical and operating system support, and in accordance with Section 5.7 – Database Management and Support.

The scope of support shall include:

Monitoring

· Monitor the performance of FRA servers using Government provided tools;

· Establish automated server management procedures that can rapidly respond to performance fault conditions;

· Inform the Help Desk of server fault conditions at time of detection;

· Respond to and resolve server performance problems and outage situations; and

· Provide server outage status reports within 30 minutes of outage and hourly updates until resolved.

· Performance management

· Perform system optimization;

· Perform trend analysis and notify FRA of requirements for server upgrades (such as adding memory, increasing disk space, etc); and

· Provide monthly reports for processor and memory utilization, availability, response time, system uptime, and other statistics that are collected by the government provided monitoring software.

Backup, restore, and disaster recovery

· Perform and monitor all server backups;

· Restore files and directories in response to user help desk requests;

· Store backup tapes at a Contractor-accessible offsite storage area that meets Federal and DOT regulations;

· Perform tape rotation in accordance with FRA policies and procedures;

· Integrate tape backup and restore activities into the disaster recovery process; and

· Ensure data backup and transfer to the FRA designated COOP facility in accordance with the FRA COOP and disaster recovery process.

Account management

· Creation of new accounts;

· Deletion of old accounts; and

· Grant/change access to network resources.

Operating System maintenance

· Maintain current knowledge of vendor upgrades and patches to the server operating systems and firmware;

· Evaluate vendor provided system changes/upgrades and provide recommendations to the COTR; and

· Apply all patches, upgrades, and enhancements as approved by the COTR and in accordance with FRA configuration management procedures.

· Hardware maintenance

· Ensure all server components are fully operational;

· Maintain a complete and current inventory of all servers;

· Ensure warranty and service contracts are current, and maintain a current list of service provider contract numbers and contact information;

· Troubleshoot and perform initial repair of hardware fault conditions; and

· Work with the maintenance provider to resolve hardware problems when necessary.

Configuration management

· Support the FRA change management process;

· Follow all FRA change control policies and procedures;

· Maintain configuration management documents after review and concurrence from the FRA task manager in a web-based repository; and

· Update technical documentation (diagrams, SOPs, etc.) as changes to the configuration

· are completed, and provide to the FRA Chief Architect in hardcopy and electronic formats, using the Popkin System Architect tool.

Server security

· Ensure compliance with all Federal, DOT, and FRA security rules and regulations;

· Adhere to the FRA network security plan;

· Maintain up-to-date security devices;

· Ensure up-to-date virus scan software is loaded and running on all FRA servers;

· Ensure password creation and reset policies are enforced;

· Review security solution system logs to assess possible server vulnerabilities, attacks, and/or problems;

· Conduct monthly server penetration testing (server scans) and report results to the COTR and FRA Information Systems Security Officer (ISSO); and

· Provide quarterly server security incident and status information to the ISSO in the DOT FISMA reporting format (provided by FRA).

Facilities management

· Maintain areas around network components (central server facility room and wiring closets) in a neat and orderly manner to minimize clutter; and

· Label all equipment using an industry-standard method as approved by the COTR.

· Remote connectivity

· Work with the network management group to ensure users can remotely access the resources on the network necessary to perform their duties.  There are currently approximately 600 employees who regularly access the network remotely.

The Contractor shall ensure that adequate staffing levels are available to address any issues that may arise.  The contracting staff shall be cross-trained at various levels to ensure continued support for all FRA IT Infrastructure functions, based upon FRA Standard Operating Procedures.

Server management support shall be available 24 hours per day, seven days per week, on the following basis:

· Fully staffed to handle call volume in accordance with Service Level Agreements (SLAs), Monday through Friday from 6:30 AM to 6:30 PM Eastern Time, excluding holidays observed by the FRA; and

· On-call support for all other hours and days (auto page and callback within 30 minutes, with onsite support as needed on a priority basis).

C.5.6 – E-mail Management

E-mail management is currently being provided under another Contractor under a separate contract, which is due to expire in July 2004.  Until that time, the scope of e-mail support under this contract shall be limited to receiving end-user calls as outlined in Section C.3.2. Help Desk Management and Support, and transferring calls to the incumbent Contractor.  After the third-party contract expires, the e-mail servers shall be supported in accordance with Section C.3.5. Server Management for physical and operating system support, and in accordance with this section for administration and management of the Microsoft Exchange application residing on the e-mail servers.  A description of the e-mail operating environment is provided in Section C.11.6 – FRA E-mail Environment.

The scope of support shall include:

· Server and application support and maintenance

· Monitor server application for availability, latency, and gateway queuing;

· Maintain current knowledge of vendor upgrades and patches for both the server and client applications;

· Evaluate vendor provided system changes/upgrades and provide recommendations to the COTR; and

· Apply all patches, upgrades, and enhancements as approved by the COTR and in accordance with FRA configuration management procedures.

Account administration

· Creation of new user accounts;

· Deletion of old user accounts;

· Monitor user accounts for data storage use; and

· Respond to and resolve end-user e-mail problems.

Remote E-mail Access

· The Contractor shall provide both the Outlook client and Outlook Web Access (OWA) for the FRA’s remote users;

· Remote access shall support international remote users;

· User access to the e-mail server is authenticated and data traffic encrypted; 

· Ensure integration and interoperability between the Blackberry Server and the Microsoft Outlook Servers; 

· Support users with Blackberry PDA training and other support issues; and

· The Contractor shall work with the network management group to ensure users can remotely access the OWA resources located in the FRA “demilitarized zone.”

Backup, restore, and disaster recovery

· Perform and monitor all server backups;

· Restore files and directories in response to user help desk requests;

· Store backup tapes at a Contractor-accessible offsite storage area that meets Federal and DOT regulations;

· Perform tape rotation in accordance with FRA policies and procedures;

· Integrate tape backup and restore activities into the disaster recovery process; and

· Ensure data backup and transfer to the FRA designated COOP facility in accordance with the FRA COOP and disaster recovery process.

Configuration management

· Support the FRA change management process;

· Follow all FRA change control policies and procedures;

· Maintain configuration management documents after review and concurrence from the FRA task manager in a web-based repository; and

· Update technical documentation (E-mail system diagrams, SOPs, etc.) as changes to the configuration are completed, and provide to the FRA Chief Architect in hardcopy and electronic formats, using the Popkin System Architect tool.

Application Security

· Ensure compliance with Federal, DOT, and FRA security rules and regulations;

· Adhere to the FRA network security plan;

· Maintain up-to-date security devices;

· Ensure up-to-date virus scan software is loaded and running on all e-mail servers;

· Ensure password creation and reset policies are enforced;

· Review security solution system logs to assess possible server and application vulnerabilities, attacks, and/or problems;

· Conduct monthly application penetration testing and report results to the COTR and FRA Information Systems Security Officer (ISSO); and

· Provide quarterly network security incident and status information to the ISSO in the DOT FISMA reporting format (provided by FRA).

The Contractor shall ensure that adequate staffing levels are available to address any issues that may arise.  The contracting staff shall be cross-trained at various levels to ensure continued support for all FRA IT Infrastructure functions, based upon FRA Standard Operating Procedures.

E-mail support shall be available 24 hours per day, seven days per week on the following basis:

· Fully staffed to handle call volume in accordance with Service Level Agreements (SLAs), Monday through Friday from 6:30 AM to 6:30 PM Eastern Time, excluding holidays observed by the FRA; and

· On-call support for all other hours and days (auto page and callback within 30 minutes, with onsite support as needed on a priority basis).

C.5.7 – Database Management and Support

The Contractor shall provide Oracle and SQL database management support services to include both end-user support activities and technical database support activities, such as troubleshooting and configuration.  The applications to be supported are listed in Section C.11.7 – FRA Databases.  The intent is to maximize database performance, availability and security, and perform database administration tasks in a controlled fashion.

The scope of support shall include:

Database changes

· Make changes to production databases, such as creating new accounts, scheduling jobs, password changes, and modifications to server configurations;

· Make enhancements to the databases in accordance with FRA configuration management policies and procedures;

· Provide database design assistance for system enhancements and new systems development, including but not limited to logical data modeling, normalizing, de-normalizing, and physical table design; 

· Provide assistance in coding, testing, and implementing database programming capabilities, including functions, procedures, constraints, and triggers; and 

· Maintain logs of all activities.

Database reporting

· Schedule and run database jobs;

· Develop and run customized and ad-hoc reports; and

· Support of data extraction and manipulation.

Server and database support and maintenance

· Monitor databases for availability, latency, and queuing;

· Troubleshoot database problems on both the client and server sides;

· Installation of database applications on the server;

· Develop installation procedures for client installations to be performed by the desktop support staff;

· Maintain current knowledge of vendor upgrades and patches for both the server and client database applications;

· Evaluate vendor provided system changes/upgrades and provide recommendations to the COTR; and

· Apply all patches, upgrades, and enhancements as approved by the COTR and in accordance with FRA configuration management procedures.

Account administration

· Creation of new user accounts and

· Deletion of old user accounts.

Backup, restore, and disaster recovery

· Perform and monitor all server backups;

· Restore files and directories in response to user help desk requests;

· Store backup tapes at a Contractor-accessible offsite storage area that meets Federal and DOT regulations;

· Perform tape rotation in accordance with FRA policies and procedures;

· Integrate tape backup and restore activities into the disaster recovery process; and

· Ensure data backup and transfer to the FRA designated COOP facility in accordance with the FRA COOP and disaster recovery process.

Configuration management

· Develop and Maintain thorough documentation of all production databases in accordance with FRA policies and procedures;

· Maintain database dictionaries;

· Support the FRA change management process;

· Follow all FRA change control policies and procedures;

· Maintain configuration management documents after review and concurrence from the FRA task manager in a web-based repository; and

· Update documentation as changes are completed.

Application Security

· Ensure compliance with Federal, DOT, and FRA security rules and regulations;

· Adhere to the FRA network security plan;

· Maintain up-to-date security devices;

· Ensure up-to-date virus scan software is loaded and running on all servers;

· Ensure password creation and reset policies are enforced;

· Review security solution system logs to assess possible server and application vulnerabilities, attacks, and/or problems; and

· Conduct monthly application penetration testing and report results to the COTR and FRA Information Systems Security Officer (ISSO).

These services are to be provided during normal business hours; however, some tasks may require an alternate off-hours work schedule.

C.5.8 – Rapid Response and Sustained Engineering Support

In addition to the specified engineering described in the above sections, the Contractor shall provide flexible rapid response services in support of architecture upgrades and migrations.  The level of effort required on an annual basis is estimated to be 500 total hours.

Scope of support shall include:

Desktop and laptop engineering support (200 hours)

· Maintenance of desktop and laptop software installation images;

· Evaluation and testing of software and hardware upgrades; and

· Evaluation of new requirements (e.g. migration to Office 2003);

· Server and network engineering support (200 hours)

· Evaluation and testing of software and hardware upgrades; and 

· Evaluation of new network requirements; 

· Support the FRA configuration management process (100 hours)

· Analyze change requests for technical feasibility and alignment with the FRA enterprise architecture standards;

· Research alternative technical solutions for proposed changes;

· Determine costs, benefits, and risks of alternative solutions; and

· Provide technical input to the FRA configuration management and control board.

C.5.9 – Inventory and Asset Management

The Contractor shall maintain a complete and current inventory of all FRA hardware and software components that fall under the purview of this request.  Contractor shall use an FRA-provided inventory database.

The scope of services includes the following:

· Maintain a complete and current inventory of all FRA PCs, laptops, peripherals, servers, and network components that includes all information required by the FRA inventory database;

· On a yearly basis use the FRA-provided system to scan workstations, to include basic information available via electronic scan; and

· Prepare and deliver monthly and ad-hoc reports as requested.

C.5.10 – Program Management

The Contractor shall provide a qualified program manager to oversee all services delivered under this contract.  This shall be a single individual with the authority and responsibility to commit company resources in support of this contract.  The Contractor shall also designate a backup program manager in the event the program manager is unavailable.

The scope of support shall include:

· Preparation of a project management plan addressing how the Contractor intends to manage cost, schedule, and risk in accordance with FRA program management guidelines;

· Provide daily interface to the FRA network program manager;

· Perform trend analysis;

· Perform root cause analysis;

· Prepare and deliver monthly status reports to the FRA Program Manager;

· Participate in regular and ad hoc meetings regarding service delivery;

· Participate in strategic planning meetings with FRA and DOT personnel; and

· Maintain current project plans, status reports, and system documentation in support of the FRA Capital Planning and Enterprise Architecture processes.

· Provide monthly end-user desktop support statistics and status reports in the format directed by the COTR.

C.5.11 – Configuration Management

The FRA Configuration Management (CM) processes and procedures provide technical and administrative direction and surveillance over the lifecycle of the FRA IT Infrastructure and its components.  CM is a standards and technology insertion management process within the FRA Enterprise Architecture (EA) program.  The Contractor shall ensure that all software, hardware, and other infrastructure components constituting the FRA IT Infrastructure Common Operating Environment shall be developed and maintained utilizing the FRA CM processes and procedures.

 The scope of support shall include:

· Configuration planning, management, and control;

· Support the Configuration Control Board;

· Provide support to the FRA CM Program Manager;

· Assist in the review and revision the current FRA Configuration Management Plan (CMP);

· Identify tasks to be included in the configuration management process;

· Revise and maintain a change request process; and

· Implement the revised and approved FRA CMP.

· Maintain the Configuration Status Accounting (CSA) System;

· Provide access and train project personnel on use of the CSA System;

· Maintain CM documentation in a web-based repository; and

· Generate and distribute CSA reports as requested.

· Identify configurations;

· Maintain configuration control of the functional and allocated baselines;

· Place system (hardware and/or software) requirements documentation under    

· configuration control;

· Place test procedures under CM control;

· Apply CM control to all installation procedures; and

· Apply CM control to all contractual deliverables.

· Participate in management and technical reviews;

· Support the FRA Functional Configuration Audit; and 

· Support the FRA Physical Configuration Audit.

Configuration management services are to be provided during normal business hours; however, some tasks may require an alternate off-hours work schedule.

C.5.12 – IT Security and COOP Support

The Contractor shall be responsible for security of all FRA IT systems connected to a DOT network or operated by the Contractor for DOT, regardless of location.  This clause is applicable to all or any part of the resulting contract that includes information technology resources or services, in which the Contractor must have physical or electronic access to the DOT’s sensitive information that directly supports the mission of DOT.  This includes both major applications and general support systems as defined by OMB Circular A-130.  Examples of tasks that require security provisions include, but are not limited to: hosting of DOT e-Government Sites or other IT operations; acquisition, transmission or analysis of data owned by DOT with significant replacement cost should the Contractor’s copy be corrupted; and access to DOT general support systems/major applications at a level beyond that granted the general public, e.g. bypassing a firewall.

The Contractor shall designate a System Administrator / System Security Administrator that shall be responsible for those FRA systems and applications under the purview of this contract.  The System Administrator / System Security Administrator shall:

· Be a qualified System Security Administrator and maintain current skills;

· Perform day-to-day security administration on the system;

· Ensure that security controls are in place and functioning in accordance with FedCIRC and TCIRC guidelines;

· Ensure compliance with Federal, DOT, and FRA security rules and regulations;

· Adhere to the FRA network security plan;

· Maintain up-to-date security devices;

· Ensure up-to-date virus scan software is loaded and running on all FRA network components;

· Ensure password creation and reset policies are enforced;

· Review security solution system logs to assess possible server and application vulnerabilities, attacks, and/or problems;

· Conduct monthly penetration testing (scans) and report results to the COTR and FRA Information Systems Security Officer (ISSO); 

· Report all incidents to TCIRC within 2 hours of detection via the telephone, email, or the electronic reporting system to be implemented in January 2004; and

· Provide quarterly network security incident and status information to the ISSO in the DOT FISMA reporting format (provided by FRA).

· Perform weekly vulnerability scans in accordance with DOT requirements and provide vulnerability reports to the FRA Information Systems Security Officer (ISSO)

· Perform quarterly self-inspection on the system, following the guidance provided by the FRA Information Systems Security Officer (ISSO).  A log of these self-inspections should be maintained for auditing purposes;

· Grant account and system access to individuals who have had the appropriate personnel screening.  The ISSO shall provide a process for verifying that appropriate screening has been completed and that the individual is eligible to be issued an account;

· Promptly disable access to a user’s account if the user is identified as having left FRA, changed assignments, or changed contracts or completed work on a grant or other agreement or is no longer requiring system access;

· Identify personnel responsible for immediately reporting IT security incidents when the System Administrator is absent.  (The names and contact information for these individuals should be provided to their management and the ISSO);

· Report IT security incidents to the ISSO and the system owner within two hours per FedCIRC guidelines; and

· Take immediate actions in response to IT security incident to immediately contact the responsible ISSO and the incident response team and coordinate actions to mitigate further disruption or destruction to the system.

The Contractor shall support and ensure FRA compliance to all applicable security       standards and guidance by:

· Providing, implementing, and maintaining a Network Security Plan that effectively integrates with the FRA IT Security Plan.  The FRA LAN, WAN, and E-mail systems currently have separate security plans that were generated as part of the agency’s IT Security Program during fiscal year 2003-2004.  The Contractor shall integrate the LAN, WAN, and E-mail security plans into a new single comprehensive FRA Network Security Plan that integrates with the overall FRA IT Security Plan.  The Contractor shall be responsible for implementing this plan as well as providing expert knowledge on improvements and revisions to the Security Plan.  This plan describes the processes and procedures that shall be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract.  The plan shall describe those parts of the contract to which this clause applies. The Contractor’s Network Security Plan shall be compliant with Federal laws that include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.), the Clinger-Cohen Act of 1996, and the Federal Information Security Management Act (FISMA) of 2002.  The plan shall meet IT security requirements in accordance with Federal and DOT policies and procedures that include, but are not limited to: OMB Circular A-11, Federal Budget Process; OMB Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources; National Institute of Standards and Technology (NIST) Guidelines; Departmental Information Resource Management Manual (DIRMM) and associated guidelines; and DOT Order 1630.2B, Personnel Security Management.  Refer to Section 11.10 of this document for a complete listing of all applicable IT Security regulations and guidance.

· Within 30 days after contract award, the Contractor shall submit the Network Security Plan to the FRA.  This plan must be consistent with, and further detail, the approach contained in the Contractor's proposal or sealed bid that resulted in the award of this contract, and in compliance with the requirements stated in this clause.  The plan, as accepted by the COTR, shall be incorporated into the contract as a compliance document.

· Within six (6) months after contract award, the Contractor shall submit documentation for the IT Security Certification and Accreditation to the FRA ISSO, using the FRA/DOT system certification, and accreditation procedures that are contained in the DOT Information Resources Manual.  This accreditation shall include a final security plan, risk assessment, security test and evaluation, disaster recovery plan, and continuity of operations plan.  This accreditation, when accepted by the FRA COTR and ISSO, shall be incorporated into the contract as a compliance document and ensures that NIST self-assessments are conducted.

· On an annual basis, the Contractor shall submit verification to the FRA COTR and ISSO that the IT Security Plan remains valid.

The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions of this clause.

C.5.13 – Enterprise Architecture Support and DOT Liaison

The FRA Enterprise Architecture provides an integrated framework for evolving or maintaining existing information technology and acquiring new information technology to achieve the agency's strategic goals and information resources management goals, as mandated by the Clinger-Cohen Act of 1996 and in accordance with the Federal Enterprise Architecture (FEA) Reference Models and the Federal Enterprise Architecture Framework (FEAF).  The Contractor shall support the FRA in the completion and maintenance of Enterprise Architecture documentation.

The scope of support shall include:

· Provide information on the FRA IT Infrastructure and Common Operating Environment (and its components) to the FRA Enterprise Architecture team through interviews and documentation;

· When requested by the FRA Chief Architect, serve as a technical subject matter expert and liaison to the DOT Enterprise Architecture Committee; and

· When requested by the FRA Chief Architect, serve as a technical subject matter expert and liaison to the DOT IT Consolidation Committee to:

· Provide the FRA technical environment and requirements to the DOT; and

· Evaluate DOT directives and provide input on the impact of the directives on the FRA.

C.5.14 – Capital Planning Support

The FRA Capital Planning process ensures proper management of all FRA capital investments in accordance with the Clinger-Cohen Act of 1996 and OMB Circular A-11.  The FRA IT Infrastructure and Common Operating Environment is a “Major” Capital Investment and requires an OMB Exhibit 300 to be submitted as part of the annual Federal Budget process.  The Contractor shall support the FRA Program Manager and Capital Planning team in meeting all requirements of the FRA Capital Planning process and Federal and DOT capital planning guidance, as they relate to this contract and the preparation of the Exhibit 300 submission for the IT Infrastructure and COE.

The scope of support shall include:

· Maintenance of IT Infrastructure and COE program management documentation, to include:

· Financial Analysis (cost/benefit analysis, return on investment (ROI) calculations, earned value management (EVM) analysis, and budgeted and actual costs of expenditures);

· Alternative Analysis Documentation;

· System performance;

· Periodic Risk Assessments;

· Security documentation; and

· Enterprise Architecture documentation.

· Support of the FRA Program Manager

· Preparation of the OMB Exhibit 300; and

· Presentation to the FRA Capital Planning Board through the Control, Evaluation, and Selection phases of the capital planning cycle.

C.5.15 – Transition

Transition activities must commence within three (3) days of notification of contract award.  Key personnel contact information and resumes must be delivered upon acceptance of the contract.

The Contractor shall effectively and smoothly transition all support areas in this contract from the existing service delivery provider in a manner that is efficient in terms of cost, yet addresses the need to maintain existing levels of service.  In order to evaluate the transition approach, the Contractor shall provide a description of transition activities to include a proposed timeline in conjunction with the contract proposal, and shall develop and deliver a full Transition Plan to FRA within two (2) weeks of contract award.

The transition shall include an inventory verification of installed and yet to be installed network components.

C.6 – DELIVERABLES/DELIVERY SCHEDULES

The Contractor shall be responsible for providing the FRA Program Manager, or his/her designee, with two (2) hard copies and one (1) electronic copy of the reports outlined in the table below.  The Contractor shall be responsible for the technical accuracy of all reports submitted under this contract.  The Contractor shall be responsible for the grammar and punctuation accuracy as defined by the Government Printing Office (GPO) Style Manual 2000, of all reports submitted under this contract.  The FRA reserves the right to review and return any reports to the Contractor for revision.

All deliverables are due by the close of business (normally 5:00 pm Eastern Time) on the specified delivery date.

	Section -Requirement
	Deliverable
	Description
	Delivery Schedule

	C.5.2 – Help desk Management and Support
	Help Desk Statistics and Status Reports
	Details the number and types of trouble calls opened, number of trouble calls resolved/ closed, and the average time taken to resolve trouble calls.
	5th working day of the following month

	C.5.3 – End-user Desktop Support
	End-user and Desktop Support Statistics and Status Reports
	Details the number and types of trouble calls opened, number of trouble calls resolved/ closed, and the average time taken to resolve trouble calls.
	5th working day of the following month

	C.5.4 – Network (LAN/WAN) Management
	Network Statistics and Status Report
	Describes the network status, activities performed during the preceding month, and planned activities for the upcoming month.  The report shall include:

For any network outages, the date and time of the outage, the length of the outage, the reason for the outage, parties involved, and any corrective action taken;

Any network hardware or software upgrades performed and individuals who were involved;

For any changes to production network, the type of change, requested date and time, completion date and time, any problems that occurred as a result of the change, individuals who were involved, and the Change Request or other identifying information;

An analysis of security, including any breaches and vulnerabilities; and

A list of standard operating procedure changes and a schedule for updating documentation.
	5th working day of the following month

	C.5.5 – Server Management 

and

C.5.6 – E-mail Management
	Server Maintenance Report
	Describes specific maintenance tasks performed, when it was performed, and an analysis of any issued, problems, or concerns regarding the maintenance.
	5th working day of the following month

	C.5.5 – Server Management 

and

C.5.6 – E-mail Management
	System Uptime Report
	Describes the percentage rate of the server uptime.
	5th working day of the following month

	C.5.5 – Server Management, 

C.3.6 – E-mail Management, and 

C.5.12 – IT Security and COOP Support
	Penetration Test Report
	Describes the results of penetration tests, including tests performed, expected results, actual results, control weaknesses identified, corrective action taken, and suggested preventative measures.
	5th working day of the following month

	C.5.5 – Server Management 

and

C.5.6 – E-mail Management
	Server Capacity and Health Report
	Describes drive space capacity and utilization, memory, and CPU (Central Processing Unit) usage and performance.


	First and third Monday of each month

	C.5.5 – Server Management, 

C.5.6 – E-mail Management, and 

C.5.12 – IT Security and COOP Support
	Incident Report
	Describes the events leading to, the cause and corrective action taken, to address unscheduled downtime, security breaches, remote access problems, LAN performance, or application availability problems.  
	Initial report within 2 hours of incident detection.

Full report completed within 1 business day of incident and updated accordingly.

	C.5.5 – Server Management 

and

C.5.6 – E-mail Management
	Backup Report
	Describes all back-up activities performed, an inventory of available back-up files, and any issues or problems encountered with the back-up process.
	First and third Monday of each month

	C.5.7 – Database Management
	DBMS Monthly Status and Progress Report
	Describes the Oracle, SQL Server, and other database status, activities performed during the preceding month, and planned activities for the upcoming month.  The report shall include:

For any production system databases outages, the date and time of the outage, the length of the outage, the reason for the outage, and any corrective action taken;

For any scheduled database jobs that did not run according to schedule, the date and time of the outage, the length of the outage, the reason for the outage, and any corrective action taken;

Any database server software upgrades performed; and

For any changes to production databases, the type of change, requested date and time, completion date and time, any problems that occurred as a result of the change, and the Change Request or other identifying information.
	5th working day of the following month

	C.5.8 – Engineering Support
	Technical advice and reports
	Provide high-level technical advice and support regarding the technical infrastructure to the FRA management team.
	Monthly

	C.5.9 – Inventory and Asset Management
	Hardware and Software Inventory List
	Complete inventory of all hardware components and software revisions that constitute the FRA IT Infrastructure Common Operating Environment.
	Quarterly

	C.5.10 – Program Management
	Project Management Plan
	Describes the technical approach, organizational resources, and management controls to be employed to meet the cost, performance, and schedule requirements throughout the execution of this contract.
	Draft to be included with Contractor proposal.

Completed plan due to FRA COTR within 45 days of contract award.

	C.5.10 – Program Management
	Project Status Reports
	Status of ongoing and upcoming activities, and the cost, schedule, and performance of those activities.
	5th working day of the following month

	C.5.11 – Configuration Management
	Revised Configuration Management Plan
	Policies, processes and procedures to ensure all FRA systems maintain integrity.
	Within 60 days of contract award

	C.5.11 – Configuration Management
	Configuration Status Reports 
	Reports of completed, in process, and pending changes to the FRA IT Infrastructure Common Operating Environment.
	Monthly

	C.5.12 – IT Security and COOP Support
	Network Security Plan
	Processes and procedures to ensure security of IT resources.
	Within 30 days of contract award

	C.5.12 – IT Security and COOP Support
	IT Security Certification and Accreditation documentation
	Contents shall include:

Final Security Plan

Risk Assessment

Security Test and Evaluation

Disaster Recovery and COOP Plans
	Within 6 months of contract award

	C.5.12 – IT Security and COOP Support
	IT Security Certification and Accreditation
	Verification, Validation, and Updates of IT Security documentation.  Security milestone status reporting
	Quarterly and Annually, in accordance with DOT and FISMA deadlines

	C.5.13 – Enterprise Architecture and DOT Liaison
	Support
	Documentation required for the FRA EA updates and DOT requests for information.
	As required

	C.5.14 –

Enterprise Architecture Documentation
	Technical Documents and Drawings
	Physical and logical documentation of LAN, WAN, and E-Mail systems.  Standard Operating Procedures for the LAN, WAN, and E-Mail systems.
	When configuration changes are made, and as required by the Chief Architect

	C.5.15 – Capital Planning Support
	Support
	Generation of report information required for the FRA Capital Planning Reviews and OMB Exhibit 300.
	As required

	C.5.16 – Transition
	Transition Plan
	Description of transition activities required in assuming this contract.
	Within 2 weeks of contract award


C.7 – OUTCOMES, SERVICE LEVEL REQUIREMENTS, AND PERFORMANCE

This is a performance-based solicitation.  Within the scope of activities identified above, the contractor shall be accountable, at the highest level, for achieving specific outcomes, outputs, and tasks as identified below.  Achieving the desired outcomes shall require consistently high levels of performance. The incentive of successfully meeting all the performance outcomes;

outputs; and tasks will be to exercise the option period(s) (See Section I.5), if the government requires the services.
C.7.1 – High-Level Outcomes

From a top-level perspective, the expected outcome of this contract is that FRA employees have access to FRA systems, applications, networks and end-user workstations at the level of availability and performance necessary for the employees to accomplish the FRA business requirements.  Other expected high-level outcomes include:

· The FRA has access to commercial best practices in IT service delivery;

· Through outsourcing, the FRA has access to knowledge of emerging technologies that have the potential to improve service levels, more effectively support business requirements, and reduce cost;

· Security of the FRA systems is maintained as the types and frequencies of the threats increase over time;

· End users perceive the IT organization and the SPOC help desk as partners in meeting FRA business requirements; and

· Integrity and performance of the applications and databases are kept at high levels.

C.7.2 – Specific outcomes by requirement

There are more specific expected outcomes for each of the functional areas within the scope of the contract, plus several cross-functional area outcomes.  They are delineated in the following tables:

C.7.2.1 - Help Desk 

	Desired Outcomes (What do we want to accomplish as the end result of this contract?) 
	Required Service (What task must be accomplished to give us the desired result?) 
	Performance Standard (What should the standards for completeness, reliability, accuracy, timeliness, quality and/or cost be?) 
	Acceptable variance from standard (for incentives, disincentives)
	Monitoring Method (How will we determine that success has been achieved?)

	1) Time to resolve customer problem or answer question is as short as possible; the need to dispatch personnel is minimized. 
	Help Desk analysts shall have sufficient training to respond to user issues. 
	85% of Help Desk resolvable tickets are closed by help desk analysts.
	>90% incentive

<80% penalty
	Monthly Help Desk Report

	2) Help Desk personnel are courteous and efficient. 
	Personnel answering telephones shall be courteous and shall accurately and efficiently log in all incoming calls. 
	No more than 10 complaints are made per month regarding courtesy and/or lost/late messages and/or misrouted tickets.
	
	Sample/test calls will be made to the Help Desk; customer surveys; complaints shall be investigated and resolved within 1 week of filing. 


C.7.2.2 End-User Desktop Support

	Desired Outcomes 
	Required Service 
	Performance Standard 
	Acceptable variance from standard 
	Monitoring Method 

	1) Customer problems shall be resolved as quickly and efficiently as possible. 
	Customers shall be contacted regarding the desk-side visit within 2 hours of call receipt.  Problem shall be resolved by the end of the next business day. 
	90% of calls are resolved within next business day. 
	>95% incentive

<85% penalty
	Help Desk Reports 

	2) Hardware moves, adds, and changes shall be accomplished as efficiently as possible. 
	Requests for moves, adds, and/or changes shall be completed within 5 workdays after receipt of request. 
	90% of requests are completed within 5 workdays. 
	>95% incentive

<85% penalty
	Help Desk Reports

	3) Maintenance response and repair times for equipment for which the Contractor is responsible shall be met.
	Customers shall be contacted regarding the desk-side visit within 2 hours of call receipt.  Problem shall be resolved within 2 business days.
	For all customers, 90% of service equipment is restored to service within the stated times. 
	>95% incentive

<85% penalty
	Help Desk Reports


C.7.2.3 Network (WAN/LAN) Management

	Desired Outcomes 
	Required Service 
	Performance Standard 
	Acceptable variance from standard 
	Monitoring Method 

	1) Network is available to end-users during the core working hours of 6:30 a.m. EST to 6:30 p.m. EST, M-F, except for FRA-observed holidays.
	The network shall be monitored to determine availability.

Repairs and/or software / configuration issues shall be resolved in a timely manner.
	Network availability is > 99% during core support hours.

Problems are resolved within 4 hours 96% of the time.
	>99.5% – incentive

<98% – penalty

>98% – incentive

<94% – penalty
	Network monitoring logs, Help Desk reports

	2) Network performance is within established parameters.
	Baseline performance standards shall be established.  Network shall be monitored for compliance with performance against baseline.  Baseline shall be reset on a periodic basis
	Network performance is within 5% of established baseline.
	>10% better than baseline – incentive

>5% worse than baseline – penalty
	Network monitoring logs

	3) Network is under formal configuration management and change management program.
	The Contractor shall maintain cognizance of OEM-recommended patches and upgrades.  Evaluations and recommendations shall be made within 30 days of OEM publishing.  All network changes shall follow FRA policies.  Network documentation shall be maintained in accordance with FRA policies.  
	All OEM-recommended patches and upgrades are installed within 30 days following FRA approval.

Documentation is complete, accurate and up-to-date within 15 days from the date change was made.
	No variance without FRA approval.
	Periodic review of documentation

	4) The FRA network is secured from attack by intruders, hackers and viruses.
	All security devices shall be properly configured and have the latest security patches and files installed.

All security breaches shall be identified and immediately reported, and resolved within 2 hours.
	All standard updates and OEM recommendations (e.g. signature files) are updated within 48 hours of OEM release.
	No variance without FRA approval
	Penetration tests, audit reports, Help Desk reports


C.7.2.4 Server Management

	Desired Outcomes 
	Required Service 
	Performance Standard 
	Acceptable variance from standard 
	Monitoring Method 

	1) Servers are available to end-users during the hours of 6:30 a.m. EST to 6:30 p.m. EST, M-F, except for FRA-observed holidays.
	The servers shall be monitored to determine availability.

Repairs and/or software / configuration issues shall be resolved in a timely manner.
	Server availability is > 99% during core support hours.

Problems are resolved within 4 hours 96% of the time.
	>99.5% – incentive

<98% – penalty

>98% – incentive

<94% – penalty
	Server monitoring logs, Help Desk reports

	2) Server performance is within established parameters.
	Baseline performance standards shall be established.  Servers shall be monitored for compliance with performance against baseline.  Baseline shall be reset on a periodic basis.
	Server performance is within 5% of established baseline.
	>10% better than baseline – incentive

>5% worse than baseline – penalty
	Server monitoring logs

	3) Servers are under formal configuration management and change management program.
	Contractor shall maintain cognizance of OEM-recommended patches and upgrades.  Evaluations and recommendations shall be made within 30 days of OEM publishing.  All server changes shall follow FRA policies.  Server documentation shall be maintained in accordance with FRA policies.
	All OEM-recommended patches and upgrades are installed within 30 days following FRA approval.

Documentation is complete, accurate, and up-to-date within 15 days from the date change was made.
	No variance without FRA approval.
	Periodic review of documentation

	4) The FRA servers are secured from attack by intruders, hackers and viruses.
	All security devices shall be properly configured and have the latest security patches and files installed.  

All security breaches shall be identified and immediately reported, and resolved within 2 hours.
	All standard updates and OEM recommendations (e.g. signature files) are updated within 48 hours of OEM release.
	No variance without FRA approval
	Penetration tests, audit reports, Help Desk reports

	5) Data on servers is protected through regular backup and restore procedures.
	All servers shall be successfully backed up daily, with data tapes stored in accordance with FRA policies.
	Data backups occur 100% of the time.

Tape rotation occurs 100% of the time.
	No variance without FRA approval.
	Logs, physical review of tapes, periodic tests of data restorals.

	6) Requests for network account administration are completed in an expeditious manner.


	New accounts shall be set up and existing accounts shall be modified to add access to network resources after the appropriate authorization has been given.

Existing accounts shall be modified to delete access to network resources and shall be inactivated immediately upon appropriate direction.
	90% of requests are completed within 3 workdays.

97% of requests are completed within 4 hours.
	>95% – incentive

<85% – penalty

>98% – incentive

<95% – penalty
	Help Desk Reports


C7.2.5 E-Mail Management

	Desired Outcomes 
	Required Service 
	Performance Standard 
	Acceptable variance from standard 
	Monitoring Method 

	1) E-Mail system is available to end-users during the hours of 6:30 a.m. EST to 6:30 p.m. EST, M-F, except for FRA-observed holidays.
	The E-Mail application shall be monitored to determine availability. 

Software/ configuration issues shall be resolved in a timely manner.
	E-mail availability is > 99% during core support hours.

Problems are resolved within 4 hours 96% of the time.
	>99.5% – incentive

<98% – penalty

>98% – incentive

<94% – penalty
	Server monitoring logs, Help Desk reports

	2) E-Mail system performance is within established parameters.
	Baseline performance standards for mail delivery and gateway performance shall be established.  Tests shall be conducted on a periodic basis and when complaints are received concerning performance.
	Performance is within 5% of established baseline.
	>10% better than baseline – incentive

>5% worse than baseline – penalty
	Periodic testing

	3) E-Mail application is under formal configuration management and change management program.
	The Contractor shall maintain cognizance of OEM-recommended patches and upgrades.  Evaluations and recommendations shall be made within 30 days of OEM publishing.  All application changes shall follow FRA policies.  E-Mail documentation shall be maintained in accordance with FRA policies.
	All OEM-recommended patches and upgrades are installed within 30 days following FRA approval.

Documentation is complete, accurate and up-to-date within 15 days from the date change was made.
	No variance without FRA approval.
	Periodic review of documentation

	4) E-Mail messages (incoming and outgoing) are scanned and cleaned of viruses.
	All security devices shall be properly configured and have the latest security patches and files installed.

All security breaches shall be identified and immediately reported, and resolved within 2 hours.
	All standard updates and OEM recommendations (e.g. signature files) are updated within 48 hours of OEM release.
	No variance without FRA approval
	Penetration tests, audit reports, Help Desk reports

	5) Data on servers is protected through regular backup and restore procedures.
	All servers shall be successfully backed up daily, with data tapes stored in accordance with FRA policies.
	Data backups occur 100% of the time.

Tape rotation occurs 100% of the time.
	No variance without FRA approval.
	Logs, physical review of tapes, periodic tests of data restorals.

	6) Requests for e-mail account administration are completed in an expeditious manner.


	New accounts shall be set up and existing accounts shall be modified (e.g. to increase the size of the message store) after appropriate authorization has been given.

Existing accounts shall be inactivated upon appropriate direction.
	90% of requests are completed within 3 workdays.

97% of requests are completed within 4 business days.
	>95% – incentive

<85% – penalty

>98% – incentive

<95% – penalty
	Help Desk Reports


C.7.2.6 Rapid Response and Sustained Engineering Support

	Desired Outcomes 
	Required Service 
	Performance 
	Acceptable variance from standard 
	Monitoring 

	1) FRA has ready access to engineering support in the areas of desktop image management, server and network support and configuration management.
	The Contractor shall provide engineering support with a high degree of professionalism in a timely and accurate manner.
	FRA COTR rates the overall level of support at a score of at least 4.1 on a scale of 0-5.
	>4.5 – Incentive

<3.8 – penalty
	COTR evaluation of services


C.7.2.7 Inventory/Asset Management

	Desired Outcomes 
	Required Service 
	Performance 
	Acceptable variance from standard 
	Monitoring 

	1) Asset changes are updated in a timely manner.
	The Contractor shall update the FRA asset database whenever a new asset is received, or an existing asset is moved or replaced.
	Updates shall be made within one day of the change in the status of the asset.
	
	Periodic monitoring and monthly report

	2) Asset database is maintained in a high degree of accuracy.
	The Contractor shall conduct monthly electronic scans of systems that can be readily scanned by Microsoft SMS.  The contractor shall, on a monthly basis, collect asset updates from FRA regional computer specialists and enter the data in the FRA database.
	At least 95% of assets shall be recorded in the database.

Accuracy of the data shall be > 85%.
	No variance without FRA approval.

>90% – incentive

<80% – penalty
	Sample inspection on a quarterly basis


C7.2.8 Database Management

The Contractor shall provide database management services to assist the FRA database management organization in delivering support to the ultimate end-users.  The Contractor’s “customer” is the FRA database management group; subsequently, the measurement of performance shall be based upon how well the Contractor has assisted the FRA database management group in meeting their commitments to the ultimate end-users.  Under this scenario, the desired outcome is that the database management group receives a high level of service in terms of performance and knowledge from the Contractor’s Database Administrator.

In the following table, the desired outcome from the contractor is number 1-C.  Outcomes 1-F through 5-F are the desired outcomes that the Contractor is expected to assist FRA in achieving.  They are provided here to provide the Contractor a more complete understanding of the task requirements.

	Desired Outcomes 
	Required Service 
	Performance 
	Acceptable variance from standard 
	Monitoring 

	1-C) The FRA database management organization receives a high level of contractor-provided database management services.
	Contractor shall provide timely, accurate assistance in performing database changes, troubleshooting problems, maintaining all documentation, performing user account administration, and scheduling and running jobs.
	FRA Database management organization rates the overall level of support at a score of at least 4.1 on a scale of 0-5.
	>4.5 – Incentive

<3.8 – penalty
	Monthly evaluation

	1-F) Production system databases are available during normal working hours (M-F, 6:30 a.m. EST – 6:30 p.m. EST), and after hours and weekends as required for special work situations.
	Production database changes shall be designed and tested to have minimal impact to existing systems.  Databases shall be monitored on a regular basis.  Preventive maintenance shall be performed to ensure functionality and availability.
	
	
	DBMS monthly status report, availability logs

	2-F) Database jobs are run as required.
	Jobs shall be scheduled and monitored for completion; and restarted as necessary.
	
	
	DBMS monthly status report, periodic inspection of Scheduled Job, and Job Logs. Review of problem reports.

	3-F) System changes shall not adversely impact operations and production systems.  Changes are appropriately reviewed, tested, and documented.
	Changes and enhancements to the databases are made according to FRA’s Approved Configuration Management Policies and Procedures.
	
	
	DBMS monthly status reports, inspection of system change request documentation, test plans, and results.  Inspection of reduction database change logs.

	4-F) The overall operations, configuration, and setup of the WAN and production databases are thoroughly documented.
	All documentation shall be updated as changes are made to installation and configuration procedures, client software installation and configuration procedures and parameters, and problem reporting and escalation procedures. This includes all jobs that are scheduled to run automatically, scripts used, frequency of run, etc.
	
	
	Review Method: Periodic review of WAN and Database Standard Operation Procedures (SOP).

	5-F) The production systems are maintained in a current status.
	The WAN and database server software shall be kept at current versions and patch levels, especially in regard to bug fixes and security patches.

Changes to production databases shall be made in a timely manner.  This includes creating new accounts, scheduling jobs, password changes, creating and assigning roles, and modifications to server configurations.
	
	
	Review of DBMS status report, inspection of database Maintenance Logs.  Review of System Change Request and Help Desk logs.


C.7.2.9 Overall Program

	Desired Outcomes 
	Required Service 
	Performance 
	Acceptable variance from standard 
	Monitoring 

	1) FRA is continually apprised of the status of contractor support.
	Program Manager shall maintain regular contact with the FRA COR, shall escalate major issues.
	Escalations are made in accordance with FRA policies.
	No variance without FRA approval.
	Monthly Program Manager’s report which includes a monthly log of significant activities.

	2) FRA has all the information necessary to be able to measure the performance of the Contractor.
	Reports shall be provided on a basis that addresses all of the contract performance requirements.
	Weekly reports are delivered by the end of the first work day following that work week.

Monthly reports are delivered within 5 working days of the end of the month.
	No variance without FRA approval.
	COR receipt of reports

	3) FRA receives assistance in performing configuration management duties.
	Contractor shall: support the CCB by evaluating change requests; assist in updating the CMP; and maintain the CSA system.
	Support is provided in a professional and timely manner.  All configuration changes are updated in the CSA within 25 days of the date of the change.
	No variance without FRA approval.
	Monthly Program Manager’s report which addresses configuration management activities.

	4) The FRA systems are maintained in a secure state so that system availability is not adversely affected by security issues.
	The Contractor shall appoint a system security administrator; the Contractor shall assist FRA in (developing or updating) the IT Security Plan; and all Contractor personnel providing support to FRA shall follow the plan requirements in performing their duties.
	System availability SLAs listed elsewhere in this document shall not be exceeded, even if the availability is affected by a security issue.
	Per system availability outcomes listed elsewhere in the document.
	Per system monitoring methods listed elsewhere in the document

	5) FRA receives technical assistance in the areas of Enterprise Architecture support and DOT Liaison.
	The Contractor shall provide information on the FRA IT Infrastructure and its components to the FRA Enterprise Architecture team, and serve as a liaison to the DOT Enterprise Architecture Committee and the DOT IT Consolidation Committee.
	Attend meetings as directed and provide timely responses to questions.
	No variance without FRA approval.
	Monthly Program Manager’s report which includes a listing of meetings attended and deliverables provided.

	6) FRA overall satisfaction with Contractor performance on the project.
	Program manager shall ensure services are delivered so that FRA perceives the contractor as part of the FRA team.
	Contracting Officer and COTR rate the overall level of contract performance at a score of at least 4.1 on a scale of 0-5.
	>4.5 – Incentive

<3.8 – penalty
	Monthly evaluation


C.7.2.10 Transition

	Desired Outcomes 
	Required Service 
	Performance 
	Acceptable variance from standard 
	Monitoring 

	1) The transition is completed in a manner that does not disrupt normal operations.
	The Contractor shall develop and execute a transition plan that addresses all the risks associated with the transition from one contractor to another.
	Fewer than 20 transition-related complaints are received during the transition period.
	<10 – Incentive

>30 – Penalty
	Call log


C.8 – ROLES and RESPONSIBILITIES

The following table identifies the roles and responsibilities associated with the FRA IT Infrastructure Common Operating Environment Services.

	ROLES AND RESPONSIBILITIES


	Contractor (C)
	FRA

(F)

	Network Service Management
	
	

	Analyze and document network configuration
	C
	

	Accept / approve network configuration documentation
	
	F

	Conduct baseline performance testing
	C
	

	Recommend technology solution that enhances performance while best meeting the FRA business needs and expense/service level expectations
	C
	

	Authorize and approve technology solution
	 
	F

	Maintain current virus scan and security measures on all network components
	C
	

	Recommend policies, procedures, and standards
	C
	

	Authorize and approve policies, procedures, and standards
	
	F

	Define services
	
	F

	Manage requests for service to meet service level requirements
	C
	

	
	
	

	Asset Management
	
	

	Define equipment deployment/redeployment priorities and policies
	
	F

	Procure assets (Optional)
	C
	

	Configure (hardware, software) client servers and computers prior to installation
	C
	

	Install assets
	C
	

	Terminate, dispose of, relocate assets as needed (Optional)
	C
	

	Maintain asset/parts inventory
	C
	

	Report on inventory as needed
	C
	

	
	
	

	Software Management
	
	

	Establish software portfolio and management policies
	
	F

	Negotiate and procure software site or individual licenses that protect Government’s right to use the software (Optional)
	C
	

	Document and track software assets (user, location, asset id, and finances)
	C
	

	Maintain software product inventory as needed
	C
	

	Establish software migration/upgrade standards and policies
	
	F

	Develop detailed procedures to ensure low-risk migration/upgrade with minimal government effort
	C
	

	Accept/approve documentation / procedures
	
	F

	Test and install new releases of desktop supported software to ensure conformance with the FRA service level requirements
	C
	

	Test and install new releases of LAN/server supported software to ensure conformance with the FRA service level requirements
	C
	

	Initialize desktop devices, as needed, in conjunction with migration/upgrade
	C
	

	Verify desktop is fully functional following the migration/upgrade process
	C
	

	Quality Assurance Acceptance
	
	F

	Provide additional technical assistance during conversion as requested (Optional)
	C
	

	Perform data conversion (Optional)
	C
	

	
	
	

	Performance Management
	
	

	Define service level requirements
	
	F

	Establish service level objectives and agreements
	C
	

	Measure and analyze performance relative to objectives and agreements
	C
	

	Develop improvement plans
	C
	

	Authorize and approve improvement plans
	
	F

	Implement improvement plans
	C
	

	Report on service level results
	C
	

	
	
	

	Change Management
	
	

	Establish change requirements (PC, workstation, operating system, network operating system, application software, and user access)
	
	F

	Determine change logistics, cost and impact, and notify Government
	C
	

	Authorize and approve changes
	
	F

	Notify affected clients of change timing and impact, and implement change
	C
	

	Verify change met objectives and did not have other, negative impacts
	C
	

	Report results of change
	C
	

	Perform quality control
	
	F

	
	
	

	Security (Physical/logical access to systems)
	
	

	Establish security requirements
	
	F

	Maintain physical security of FRA assets
	C
	

	Conduct periodic security checks per requirements
	C
	

	Report security violations
	C
	

	Resolve security violations
	C
	

	
	
	

	Network Engineering
	
	

	Perform capacity and Help Desk monitoring and planning
	C
	

	Design hardware/LAN system layout
	C
	

	Authorize and approve hardware/LAN technology plan
	
	F

	Provide electrical wiring, wiring closets, and cabling (Optional)
	C
	

	Install/test/maintain hardware/LAN system facilities
	C
	

	
	
	

	Network Operations
	
	

	Define file record/database ownership and retention requirements
	
	F

	Operate control center consoles and monitor service
	C
	

	Identify and resolve problems
	C
	

	Perform LAN administration to include file and print sharing, logon user ID, password maintenance, and tape management/security
	C
	

	Define backup/recovery requirements
	
	F

	Manage consumables inventory for local printers
	C
	

	Receive and answer FRA calls to meet service level requirements
	C
	

	Determine appropriate response to the FRA inquiries/problems and resolve issues
	C
	

	
	
	

	Technical Services
	
	

	Test, install, and tune PC/network operating system software
	C
	

	Install application software as needed
	C
	

	Management desktop computing hardware and software to optimize service levels and minimize the FRA resource requirements
	C
	

	Troubleshoot and service peripheral devices such as printers and scanners for problems that can be fixed in-house
	C
	

	Provide funding for outside repair of peripheral devices
	
	F

	Provide technical assistance as requested
	C
	

	
	
	

	Customer / End-user Support
	
	

	Identify and document customer problems and questions
	C
	

	Resolve customer problems and questions
	C
	

	
	
	

	Email Support
	
	

	Provide size of FRA community and other pertinent information
	
	F

	Engineer and size server appropriately
	C
	

	Software licensing
	
	F

	Network connectivity
	C
	

	Email system security
	C
	

	Remote access implementation and support
	C
	

	Ensure availability of email service
	C
	

	Backup and restoration of email systems
	C
	


C.9 – SECURITY

C.9.1 – Security Level of this Solicitation
This solicitation is unclassified.

C.9.2 – Security Requirements for Unclassified Information Technology Resources

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems connected to a DOT network/major application or operated by the Contractor for DOT, regardless of location. This clause is applicable to all or any part of the contract that includes information technology resources or services in which the Contractor must have physical or electronic access to DOT’s sensitive information contained in unclassified systems that directly support the mission of the Department. This includes information technology, hardware, software, and the management, operation, maintenance, programming, and system administration of computer systems, networks, and telecommunications systems.   Examples of tasks that require security provisions include:


(1) Hosting of DOT eGovernment Sites or other IT operations;


(2) Acquisition, transmission or analysis of data owned by DOT with significant replacement    

                  cost should the contractor’s copy be corrupted; and


(3) Access to DOT networks or computers at a level beyond that granted the general public,  

                  e.g. bypassing a firewall.

(b) The Contractor shall provide, implement, and maintain an IT Security Plan.  This plan shall describe the processes and procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this contract.  The plan shall describe those parts of the contract to which this clause applies. The Contractor’s IT Security Plan shall be compliant with Federal laws that include, but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.) and the Government Information Security Reform Act of 2000. The plan shall meet IT security requirements in accordance with Federal and DOT policies and procedures that include, but are not limited to: 


(1) OMB Circular A-130, Management of Federal Information Resources, Appendix III,

                  Security of Federal Automated Information Resources;


(2) Departmental Information Resource Management Manual (DIRMM) and associated                   

                  guidelines; and


(3) DOT Order 1630.2B, Personnel Security Management   

(c)  Within 30 days after contract award, the contractor shall submit for DOT approval the  IT Security Plan.  This plan must be consistent with and further detail the approach contained in the offeror's proposal or sealed bid that resulted in the award of this contract and in compliance with the requirements stated in this clause.  The plan, as approved by the Contracting Officer, shall be incorporated into the contract as a compliance document.

(d)  Within 6 months after contract award, the contractor shall submit for DOT approval a certification of the network/major application.  This certification will include a final security plan, risk assessment, security test and evaluation, and disaster recovery plan/continuity of operations plan. This certification, when accepted by the Contracting Officer, shall be incorporated into the contract as a compliance document.

(e) On an annual basis, the contractor will submit verification to the Contracting Officer that the IT Security Plan remains valid.

(f)  The contractor will ensure that the following banners are displayed on all DOT systems (both public and private) operated by the contractor prior to allowing access:

Government Warning

**WARNING**WARNING**WARNING**

      Unauthorized access is a violation of U.S. Law and Department of Transportation policy, and may result in criminal or administrative penalties. Users shall not access other user's or system files without proper authority. Absence of access controls IS NOT authorization for access! DOT information systems and related equipment are intended for communication, transmission, processing and storage of U.S. Government information. These systems and equipment are subject to monitoring by law enforcement and authorized Department officials. Monitoring may result in  the acquisition, recording, and analysis of all data being communicated,  transmitted, processed or stored in this system by law enforcement and authorized Department officials.  Use of this system constitutes consent to such monitoring. 

       **WARNING**WARNING**WARNING**

(g)  The contractor will ensure that the following banner is displayed on all DOT systems that contain Privacy Act information operated by the contractor prior to allowing access:

This system contains information protected under the provisions of the privacy act of 1974 (public law 93-579). Any privacy information displayed on the screen or printed must be protected from unauthorized disclosure. Employees who violate privacy safeguards may be subject to disciplinary actions, a fine of up to $5,000, or both.

(h) Contractor personnel requiring privileged access or limited privileged access to systems operated by the Contractor for DOT or interconnected to a DOT network shall be screened at an appropriate level in accordance with DOT Order 1630.2B, Personnel Security Management and DOT TSAR Clause XXXX (to be determined prior to contract award).

(i) The Contractor shall ensure that its employees, in performance of the contract, receive annual IT security training in DOT IT Security policies, procedures, computer ethics, and best practices in accordance with DIRMM requirements, with a specific emphasis on rules of behavior. 

(j) The Contractor shall afford DOT, including the Office of Inspector General, access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation, databases and personnel used in performance of the contract. Access shall be provided to the extent required to carry out a program of IT inspection, investigation and audit to safeguard against threats and hazards to the integrity, availability and confidentiality of DOT data or to the function of computer systems operated on behalf of DOT, and to preserve evidence of computer crime.

(k) The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions in paragraph (a) of this clause.

C.9.3 – Protection of Information and Information Systems

It is anticipated that in performance of this contract, the Contractor may have access to, and be furnished with, Government owned source codes and data as it relates to the FRA’s information systems.  In some cases, the information may be sensitive to disclosure to the public.

In all circumstances, the Contractor shall ensure compliance with all Federal, DOT, and FRA security regulations and requirements.  The information made available to the Contractor through this contract shall not be disclosed or used for any other purpose without the prior written permission of the FRA Contracting Officer.  These restrictions shall not apply to material currently published by the FRA and available in the public domain, or material obtained by the Contractor about the FRA systems independent of government sources.

C.9.4 – Security Investigations of Contractor Employees
The Government and the Contractor recognize that certain contractor employees performing under this contract shall have access to sensitive Government information.  Therefore, the Government and the Contractor agree that the Government may conduct security investigations for any contractor employee performing under this contract, who, in the Contracting Officer’s judgment, is engaged in a function requiring public trust.  Contractor employees considered to be engaged in public trust functions include employees who may have regular access to sensitive information, and corporate officials actively engaged in making employment decisions relating to those employees engaged in public trust functions.  The Contractor may request a determination by the Contracting Officer as to whether a particular employee is engaged in a function requiring public trust.

The Government and the Contractor agree that all contractor employees engaged in public trust functions shall complete an FD-229, A FBI Finger Print Chart and an SF 85P, A Questionnaire for Public Trust Positions.  These security forms and self-addressed envelopes can be obtained through the Contracting Officer.  Due to the sensitive nature of the information provided on these forms, the Contractor shall require its affected employees to submit the forms in a sealed envelope to the Department of Transportation Office of Security.  In compliance with the Privacy Act of 1974, neither the employee’s supervisor nor other contractor personnel shall have a role in completing these forms, nor shall they have access to them.  Upon the DOT Security Officer’s receipt of the security forms, the contractor may allow its employees engaged in public trust functions to begin work under the contract.  However, the Government reserves the right to limit such employees’ access to sensitive information, pending completion of security determinations.

The Contractor agrees to allow the DOT Office of Security access to contractor employees and records in order to determine the suitability of contractor employees for contract work in public trust.  Where the DOT Security Officer has information indicating that an unfavorable security determination might result, it shall consult with the Contracting Officer on a need-to-know basis.  Before the DOT Security Officer renders an unfavorable decision, the affected employee shall be provided an opportunity to respond to the information collected.  The Contracting Officer is not required to give said employee an additional opportunity to respond to the decision rendered by the DOT Security Officer.

The Contractor agrees to remove any employee from work under this contract if the Contracting Officer (based upon the recommendation of the DOT Security Officer) determines that the employee’s involvement under this contract is inconsistent with the best security interests of the FRA.  Such decisions are not subject to equitable adjustment under the contract.

Contractor personnel requiring privileged access, or limited privileged access, to systems operated by the Contractor for DOT or interconnected to a DOT network shall be screened at an appropriate level in accordance with DOT Order 1630.2B, Personnel Security Management.

The Contractor shall ensure that its employees, in performance of the contract, receive annual IT security training in accordance with OMB A-130, FISMA, and NIST requirements, with a specific emphasis on rules of behavior.

The Contractor shall afford the Government access to the Contractor’s and Subcontractors’ facilities, installations, operations, documentation, databases, and personnel used in performance of the contract.  Access shall be provided to the extent required to carry out a program of IT inspection to include: vulnerability testing; investigation and audit to safeguard against threats and hazards to the integrity, availability, and confidentiality of FRA data or to the function of information technology systems operated on behalf of the FRA; and to preserve evidence of computer crime.

C.10 – GOVERNMENT FURNISHED EQUIPMENT and INFORMATION

C.10.1 – Asset Requirements

The FRA shall retain ownership of all IT assets covered in the scope of this contract.  The FRA retains the right to determine IT standards, including refreshed equipment.  The Contractor shall make every effort to leverage existing FRA hardware and software agreements, if it is in the best economic interest of the FRA.

C.10.2 – Data and Information Management Requirements

The FRA considers knowledge management a critical aspect of its ongoing ability to service its end-users.  The ownership of all data or other related information collected, developed, analyzed, and reported with respect to providing the services within the scope of this statement of work shall be retained by the FRA.  The Contractor shall provide documentation outlining its process for turning over the data to the FRA at the completion of the contract.  The Contractor shall also cooperate with FRA in the transition of FRA-owned data and equipment at the completion of this contract.
C.10.3 – General Information

The FRA shall provide the Contractor with additional historical information that is not found in the appendices of this document upon request, to assist with preparation of their response to this Request for Proposal:

Help Desk Call Data:

· Number of users to be supported

· Number of tickets per month (from help desk system)

· Number of calls per month

· Listing of software to be supported

End-User Desktop Support Volume Data:

· Number of moves, adds, and changes per month

· Number of new system installs (tech refresh) per month

· Description of the systems to be supported (quantity, make and model, age, OS, applications)

· Description of the peripherals (printers, scanners, modems, etc) to be supported (quantity, make and model, age)

Server Information:

· Description of the systems to be supported (quantity, make and model, age, OS), use of server (file and print, database, application, DNS, DHCP, etc)

· Location of servers (in server farm or located throughout offices)

· Account creations and deletions per month

· Backup method (dedicated backup server? Tape on each server?)

· Size of backups

E-mail Information:

· Number of servers

· Size of data store

· Number of accounts

· Account creations and deletions per month

Database Information:

· Software brand and version

· Number of database servers

· Number of database applications

· Number of database users

· Account creations and deletions per month

Network Information:

· Network diagram

· Description of the network components to be supported (quantity, make and model, age, configuration)

GFE Tools and Equipment:

· List of tools and equipment to be provided to contractor

C.10.4 – Other Requirements

If the successful contractor is not the incumbent, the Contractor shall deliver a transition plan for the end of the contract period of performance that details the following:

· A list of administrative passwords;

· Copies of all standard operating procedures (SOPs);

· Documented configuration of servers and software;

· Conversion rights to all software licenses; and An estimated transition time line.

C.11 – GENERAL INFORMATION, SPECIAL CONSIDERATIONS, and APPENDICES

C.11.1 – Financial Reports

The FRA retains the right to request and receive quarterly financial statements from the Contractor as deemed appropriate.

C.11.2 – Help Desk Calls
The FRA IT user community consists of approximately 760 Federal personnel and 150 state personnel located in the Washington, DC area and eight regional offices located in: Cambridge, MA; Lester, PA; Atlanta, GA; Chicago, IL; Hurst, TX; Kansas City, MO; Sacramento, CA; and Vancouver, WA.

Three usage scenarios for the FRA’s utilization of Help Desk Services are presented in order to assist in sizing the level of effort.  The first estimate, labeled, “Best Estimate,” represents the FRA’s most realistic projection of service requirements based on a combination of past trends, known application requirements, and overall business direction.  A “Low Estimate” and “High Estimate” forecast are also provided to represent the potential variability in actual services required over the term of the agreement.  These scenarios do not represent a commitment on the part of the FRA to purchase a given level of service.

Help Desk calls are defined as calls initiated by the user to the level one agent.  Follow-up calls or escalations are not included.  Estimate is based on annual call volume.

	Services
	Annual Calls

	Best Estimate
	4,200

	Low Estimate
	3,500

	High Estimate
	5,000


	Actual Help desk Call/Ticket Volume by Period

(November 12, 2002 to November 11, 2003)

	Month
	Number of Calls

	November 12 – December 11
	               413

	December 12 – January 11
	391

	January 12 – February 11
	467

	February 12 – March 11
	348

	March 12 – April 11
	314

	April 12 – May 11
	341

	May 12 – June 11
	286

	June 12 – July 11
	248

	July 12 – August 11
	295

	August 12 – September 11
	372

	September 12 – October 11 
	277

	October 12 – November 11
	325

	Total
	4077


C.11.3 – FRA Approved Desktop Hardware and Software

Approved and supported personal computing software for FRA personnel includes Dell Optiplex and Dimension Personal Computers; as well as Panasonic Toughbook, Compaq EVO, and Dell Latitude laptop computers.  In the preceding 12 months, the FRA Help desk has installed or refreshed 28 Compaq laptops, 46 Dell Laptops, 1 Panasonic Toughbook, and 216 Dell desktop PCs.

FRA personnel have access to approximately 150 personal and 42 network printers.  Approved and supported printers include Hewlett-Packard DeskJet and LaserJet printers and Tektronix laser printers.

Fujitsu and Hewlett-Packard scanners are also approved and supported devices.

The following is a current listing of FRA Approved Desktop Software:

	Products
	Version
	Description

	Adobe Acrobat
	5.x
	PDF Software

	Dreamweaver and Fireworks
	
	Web Page Utility

	Formflow
	2.23
	Form Filler

	Internet Explorer 128bit
	6.x
	Web Browser

	IPPS (Attachmate)
	
	

	Microsoft Windows
	2000
	Operating System

	MS Access (Office Suite)
	2000
	Database

	MS Excel (Office Suite)
	2000
	Spreadsheet

	MS Outlook
	2000
	Email

	MS PowerPoint (Office Suite)
	2000
	Presentations

	MS Word (Office Suite)
	2000
	Word Processing

	Norton Antivirus Corp. Edition
	8.x
	Virus Protection

	Novell Client
	4.83 SP1
	Networking

	Quattro Pro (Corel Suite)
	10
	Spreadsheet

	Windows Media Player
	9.x
	Media Player

	WinZip
	8.x
	File Compression

	WordPerfect (Corel Suite)
	10
	Word Processing

	Adobe Illustrator *
	
	Graphics

	Adobe Page Maker *
	
	Desktop Publishing

	Adobe Photoshop *
	
	Graphics

	AutoCAD *
	
	Drawing/Design 

	BNA Safety Library *
	
	CD Tower

	CCM
	
	Correspondence Control 

	Corel Draw *
	
	Graphics

	Delphi
	
	Accounting

	Developer *
	2000 v.2
	Web Development

	DigiInspect Data Upload *
	 
	Contractor Supplied

	DigiLocImport *
	 
	Contractor Supplied

	Discover *
	3.1.44
	

	DOTPIMS/RDVMIS *
	 
	

	ECS *
	 
	Enforcement Case System

	FOIA database 
	 
	Microsoft Access

	GeoEdit *
	 
	 

	Lexis/Nexus *
	 
	Legal Resources

	Markview Imaging 
	 
	Invoice Approval

	Metrosonic ms-3100 *
	 
	Contractor Supplied

	MS Photodraw *
	 
	Graphics

	MS Project *
	2000
	Project Management

	Oracle App. Desktop Intergrator *
	7.x
	 

	Oracle Reports *
	2.5
	 

	Palm Desktop Software *
	 
	Personal Digital Assistant

	Paradox 
	9
	 

	Premise *
	 
	CD Tower

	Prism 
	 
	Procurement

	Quaark Express*
	 
	Graphics

	Real Player
	 
	Media Player

	Reg-Trieve Library *
	 
	 

	RISPC, PITS, Form 39, PCAPS, GX32, AIRG and IAR *
	 
	Indus (Contractor) Supplied Software

	SAS *
	 
	Database

	Products
	Version
	Description

	Smart Label Desktop Software 
	 
	Label Printer

	SQL Flow Reports *
	2.3.4
	 

	Ulead PhotoImpact *
	 
	Graphics

	Win Fax Pro *
	 
	Fax Software


* Indicates that the Program Offices are responsible for maintaining the licensing of the software.

C.11.4 – FRA Server Inventory:

All servers are located in the Secure Central Server Facility on the 6th Floor of the FRA Headquarter. 

The FRA Local Area Network consists of a total of 28 Dell and Compaq servers operating on Novell Netware and Microsoft Windows 2000 Server platforms as defined by the table below.

	Total
	Manufacturer
	Model
	Processor (MHz)
	OS
	Version
	Rev./SPK

	13
	Compaq
	Proliant 5500
	500
	Novell Netware
	5.1
	k

	1
	Compaq
	Proliant 570
	700
	Novell Netware
	5.1
	k

	5
	Compaq
	ML370
	500
	MS Windows Server
	2000
	SP3

	1
	Compaq
	ML370
	700
	MS Windows Server
	2000
	SP3

	5
	Compaq
	ML570
	700
	MS Windows Server
	2000
	SP3

	1
	Dell 
	PowerEdge 4200
	400
	MS Windows Server
	2000
	SP3

	1
	Dell 
	PowerEdge 1400
	700
	MS Windows Server
	2000
	SP3

	1
	Dell 
	PowerEdge 8450
	900
	MS Windows Server
	2000
	SP3


There is a dedicated backup server that is currently backing up 1.6 TB of data.

C.11.6 – FRA E-mail Environment

The following section described the RFA E-mail operating environment.  All operating servers are located at the FRA Headquarter in Washington, DC.  The Disaster Recovery site is located in Cambridge, MA.

Production Environment

3 Compaq Proliant ML 570 – 2 Clustered Backend Servers, OWA server

4 Compaq Proliant DL 320 – 2 mail relays, 1 active directory, 1 email monitor

1 Compaq Proliant DL360 G3 - Blackberry server 

1 Compaq RA 4100 external storage

Exabyte M215 Tape Library

QA Testing Environment

2 Compaq Proliant ML 570 clustered backend servers

1 Compaq RA 4100 external storage

Other miscellaneous test boxes

Disaster Recovery Site


2 Compaq Proliant ML 570 – Clustered Backend, AD, OWA (exchange data is dynamically replicated from production site)

1 Compaq RA 4100 external storage

Exabyte M2 Tape Drive

OS

Linux Operating System - Email monitor and mail relays 

Windows 2000 Advanced Server Sp3 – Rest of the servers in email system including the Blackberry server.

Email

Exchange 2000 Sp3

Blackberry Enterprise Server v3.6

Information Store – 52 GB

Number of Accounts – 1073

C.11.7 – FRA Databases

The two main database applications that fall under the purview of this contract are PRISM and Correspondence Control Manager (CCM).  Presently there are approximately 60 PRISM users and 182 CCM users within the FRA.  The number of users is expected to increase in the coming years.  For example, CCM shall have enough licenses to support all employees in FRA by 2005.  All database servers run on Microsoft Windows 2000 Server or Advanced Server.  There are three Oracle servers and two SQL servers that support the databases.

C.11.8 – Network Devices

The FRA network is connected with the use of Cisco Routers and switches spread across the FRA Headquarter and Regional Offices as detailed in the list below.  It is noted that although switches are technically not WAN equipments, they are listed for reference.  A diagram of the FRA network follows in Section 11.9.

FRA Headquarter

1 7500 Core ATM Router

1 2600 Router to DOT

1 3600 Router to Internet

1 2600 Router to Indus

1 Pix 520 firewall

1 Pix 525 firewall

1 Pix 525 firewall

1 Pix 525 firewall for ISS 


IDS Realsecure

1 VPN 3030 Concentrator

1 Enterasys ER16 Core switch

4 Enterasys Matrix E7 switch 

1 TACAS+ for WAN authentication
Lester

1 3640 ATM router

3 Cabletron switches

Atlanta

1 3640 ATM router

3 Cabletron switches

Chicago

1 3640 ATM router

3 Cabletron switches

Texas

1 3640 ATM router

3 Cabletron switches

Cambridge 

1 3640 ATM Router

1 Pix 525 Firewall

1 2500 Series perimeter router

3 Cabletron switches

Sacramento

1 3640 ATM router

3 Cabletron switches

Vancouver

1 3640 ATM Router

1 Pix 520 Firewall

1 2500 Series perimeter router

3 Cabletron switches 

Council Bluff

1 506e Pix Firewall

1 3com switch

Pocatello

1 506e Pix Firewall

1 3com switch

St. Louis

1 506e Pix Firewall

1 3com switch 

Kansas City

1 3640 ATM router

3 Cabletron switches

The FRA shall provide the Contractor with the following Network Monitoring Tools:

· Solarwinds Orion edition, Engineer edition

· Concord Network Health

· Ciscoworks 2000

· HPOpenview 

· Opnet IT Guru

· Sensaphone IMS 4000

· Telamon Telalert

· ISS IDS host sensors

· Nokia IP 530

· Network Associates sniffers
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C.11.10 – Information Systems Security Policies and Governance

The contractor shall be knowledgeable of and ensure compliance with the following Federal policies and governance, as related to IT systems operations, security, and management.

Legislative Guidance

Legislative guidance establishes statutory requirements that agencies must meet to protect the privacy of personal information resident within their agencies, improve the productivity, efficiency, and effectiveness of Federal programs through the improved acquisition, use, and disposal of IT resources.  The guidance also sets requirements that agencies establish, and are accountable for, IT security programs.  This Legislation includes:

· Privacy Act of 1974, Public Law (Pub. L.) 93-579;

· Freedom of Information Act of 1980, Pub P.L. 93-502 (FOIA);

· Federal Manager’s Financial Integrity Act of 1982, Pub. L. 97-255;

· Computer Fraud and Abuse Act of 1986, P.L. 99-474; 

· Electronic Communications Privacy Act of 1986, Pub. L. 99-508;

· Computer Security Act of 1987, P.L. 100-235 (as amended by the CCA);

· Government Performance and Results Act of 1993, Pub. L. 103-62 (GPRA);

· Paperwork Reduction Act of 1995, Pub. L.104-13 (PRA ‘95);

· Clinger-Cohen Act of 1996, Pub. L. 104-106 (CCA);

· Government Paperwork Elimination Act of 1998, P.L. 105-277 (GPEA);

· E-Government Act of 2002, Pub. L. 107-398;

· Federal Information Security Management Act of 2002, Pub. L. 107-398 (FISMA); and

· Network Security Act of 2003.

Executive Guidance

Executive guidance establishes policy for the management of Federal information resources and critical infrastructures.  This guidance includes:

· Presidential Decision Directive 63 (PDD-63), EO 13010, Critical Infrastructure Protection, May 22, 1998;

· Presidential Decision Directive 67 (PDD-67), Enduring Constitutional Government and Continuity of Government, October 21, 1998;

· EO 10450, Security Requirements for Government Employment; April 27, 1953;

· EO 12958, Classified National Security Information, April 17, 1995;

· EO 12968, Access to Classified Information, August 4, 1995;

· EO 13011, Federal Information Technology, July 17, 1996;

· OMB Circular A-127, Financial Management Systems, July 30, 1993;

· OMB Circular A-123, Management Accountability and Control, June 29, 1995;

· OMB Circular M-00-07, Incorporating and Funding Security in Information Systems Investments, February 28, 2000;

· OMB Circular A-130, Appendix III: Security of Federal Automated Information Systems, November 30, 2000; 

· OMB Circular A-11, Preparation and Submission of Budget Estimates, July 18, 2002;

· OMB Bulletin No. 90-08, Guidance for Preparation of Security Plans for Federal Computer Systems that Contain Sensitive Information, July 9, 1990; and

· OPM, 5 CFR, Part 930.302 OPM Training Requirements, January 1, 1997.

Technical Guidance
Various technical documents provide guidance for IT security programs, offering guidance on developing security plans, auditing general controls, establishing criteria by which to determine the current status of security programs relative to existing policy, and conducting a self-assessment based on those criteria. 
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Technical guidance used in the development of the FRA IT Security Program includes:

· NIST, Special Publication (SP) 800-12, An Introduction to Computer Security: The NIST Handbook, October 1995;                                                      

· NIST, SP 800-14, Generally Accepted Principles and Practices for Security Information Technology Systems, September, 1996;

· NIST, SP 800-18, Guide for Developing Security Plans for IT Systems, December 1998;

· NIST, SP 800-26, Self-Assessment Guide for Information Technology Systems, August, 2001;

· NIST, SP-30, Risk Management Guide for Information Technology Systems, January 2002;

· NIST, SP 800-34, IT Contingency Planning Guide, January 2002;

· NIST, Guide for Interconnection Information Systems, November 2001;

· U.S. General Accounting Office (GAO), Federal Information System Controls Audit Manual (FISCAM), AIMD-12.19.6, June 1, 2001;

· OMB Memorandum 01-24, Reporting Instructions for the Government Information Security Reform Act, June 22, 2001; and 

· OMB Memorandum 02-01, Guidance for Preparing and Submitting Security Plans of Action and Milestones, October 17, 2001.

Department and Administration Guidance

As an Operating Agency within the DOT, the FRA is required to follow the Department of Transportation’s IT security guidance.  In order to ensure compliance with executive, technical, and legislative guidance, as well as consistency with over-arching Department-wide policies and guidelines, the FRA IT Security Program is developed and implemented in accordance with the following:

· DOT, H 1350.250: Departmental Information Protection Planning;

· DOT, H 1350.260: Departmental Guide to Protecting Information Technology;

· DOT, H 1350.270: Departmental Guide for Information Protection Training;

· DOT, Information Technology Security Program, May 1, 2001; 

· DOT, Guide to Information Technology Security Performance Measurement, May 1, 2001;

· FRA, Information Technology Capital Planning Order, November, 2002; and

· FRA, Information Technology Project Management Guide, October 2002 (Draft).

SECTION D - PACKAGING AND MARKING
D.1
Reports and other deliverable data shall be packaged and packed to assure arrival at destination in an undamaged condition.

SECTION E - INSPECTION AND ACCEPTANCE

E.1 CLAUSES INCORPORATED BY REFERENCE   (FAR 52.252-2, FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request the Contracting Officer will make their full text available.  Also, the full text of a clause may be accessed electronically at this/these address(es):

www.arnet.gov/far/

Notice -- The following contract clause(s) pertaining to this section are hereby incorporated by reference:
Clause

Number           Title                       





Date
52.246-4 
       INSPECTION OF SERVICES - FIXED-PRICE 

            AUG 1996
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E.2  INSPECTION AND ACCEPTANCE - SERVICES
Inspection, acceptance, and rejection will be based upon compliance with the contract statement of work and requirements.  Payment constitutes acceptance and will be made in accordance with FAR 52.232-25, Prompt Payment.

Inspection of services to be furnished hereunder shall be performed by the COTR in accordance with Clause 52.246-4 above, and any other provisions specified in this contract.  The Government reserves the right to conduct any inspection and tests it deems reasonably necessary to assure that the services provided conform to all aspects of the statement of work and the contract requirements.

Rejection.  When services do not conform with the contract requirements, written notification of the rejection will be furnished by the Contracting Officer or his duly authorized representative within seven (7) days after inspection has been completed.  The notification shall include an explanation of the deficiencies noted during inspection, the reason for the rejection, and the Government's terms as to what remedies will be made by the Contractor.

(a)  Inspection

Inspection of the work called for by the contract shall be performed by the designated Contracting Officer's Technical Representative (COTR). 

(b)  Acceptance

Acceptance of all work called for by the contract shall be performed by the Contracting Officer.

SECTION F - DELIVERIES OR PERFORMANCE

F.1  CLAUSES INCORPORATED BY REFERENCE   (FAR 52.252-2, FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request the Contracting Officer will make their full text available.  Also, the full text of a clause may be accessed electronically at this/these address(es):

www.arnet.gov/far/

Notice -- The following contract clause(s) pertaining to this section are hereby incorporated by reference:
Clause

Number
Title
Date
52.242-15
STOP WORK ORDER
AUG 1989

52.242-17
GOVERNMENT DELAY OF WORK
APR 1984

F.2
REPORTS
The contractor shall provide the reports as described in the attached Statement Work, Section 4.13, Report Requirements.
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F.3  PLACES OF DELIVERY

All COTR copies of reports, documentation, and/or other deliverables required under the contract shall be delivered F.O.B. Destination, under transmittal letter to:


Federal Railroad Administration



Office of Information Technology 


1120 Vermont Ave., N.W.

             Washington, D.C.  20590


Attn:  To be determined 

All Contracting Officer copies of invoices, reports, documentation, and/or other deliverables required under the contract shall be delivered F.O.B. Destination, under transmittal letter to:


Federal Railroad Administration



Office of Acquisition & Grants Services, RAD-30


1120 Vermont Ave., N.W., 6th Floor


Washington, D.C.  20590

F.4  PERIOD OF PERFORMANCE

(a)  The effective periods of performance under this contract are as follows:

Contract Period
        Effective Period

                Base Contract                     01 July 2004 through 30 June 2005

               Option I                                 If exercised, one year from the end of the base year period of performance

               Option II                                If exercised, one year from the end of the first option period of performance

               Option III                               If exercised, six months from the end of the second option period of performance

               Option IV                              If exercised, six months from the end of the third option period of performance

               Option V                               If exercised, six months from the end of the fourth option period of performance

               Option VI                              If exercised, six months from the end of the fifth option period of performance

(b) Options under this contract shall be exercised in accordance with FAR 52.217-9, Option to Extend the Term of the Contract (see Section I). 

	SECTION G - CONTRACT ADMINISTRATION DATA tc "SECTION G - CONTRACT ADMINISTRATION DATA " \l 4



SECTION G - CONTRACT ADMINISTRATION DATA " \l 5

G.1
TAR 1252.242-73 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (OCT 1994)

(a) The Contracting Officer may designate Government personnel to act as the Contracting Officer's Technical Representative (COTR) to perform functions under the contract such as review and/or inspection and acceptance of supplies, services, including construction, and other functions of a technical nature.  The Contracting Officer will provide a written notice of such designation to the Contractor within five working days after contract award or for construction, not less than five working days prior to giving the contractor the notice to proceed.  The designation letter will set forth the authorities and limitations of the COTR under the contract.

(b) The Contracting Officer cannot authorize the COTR or any other representative to sign documents (i.e., contracts, contract modifications, etc.) that require the signature of the Contracting Officer.
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G.2
BILLING INSTRUCTIONS tc "G.3
BILLING INSTRUCTIONS " \l 4
The contractor shall submit invoices for payment utilizing Standard Form 1034, submitted in an original and four (4) copies, in accordance with “Instructions for Preparation and Submission of Public Vouchers” (available from the Contracting Officer).  Invoices shall be submitted to:

U. S. Department of Transportation

Federal Railroad Administration

Post Office Box 268943

Oklahoma City, OK 73126

G.3
TAR 1252.215-70 KEY PERSONNEL AND/OR FACILITIES (OCT 1994)

(a) The personnel and/or facilities as specified in paragraph (c) are considered essential to the work being performed hereunder and may, with the consent of the contracting parties, be changed from time to time during the course of the contract by adding or deleting personnel and/or facilities, as appropriate.

(b) Prior to removing, replacing, or diverting any of the specified individuals or facilities, the Contractor shall notify, in writing, and receive consent from, the Contracting Officer reasonably in advance of the action and shall submit justification (including proposed substitutions) in sufficient detail to permit evaluation of the impact on this contract.

(c) No diversion shall be made by the Contractor without the written consent of the Contracting Officer.  The Contracting Officer may ratify, in writing, the change and such ratification shall constitute the consent of the Contracting Officer required by this clause.

The Key Personnel under this Contract will be determined at the time of contract award.


Name                                     Title
 

G.4
ACCEPTANCE OF KEY PERSONNEL SUBSTITUTIONS/REPLACEMENTS tc "G.6
ACCEPTANCE OF KEY PERSONNEL SUBSTITUTIONS/REPLACEMENTS " \l 4
In evaluating the justification and proposed substitution(s) of key personnel throughout the period of performance of this contract, the Contracting Officer reserves the right to make an assessment on the technical and/or professional qualifications of the proposed substituting individual(s).  The Contracting Officer further reserves the right to disallow the utilization of the proposed substituting individual(s) for performance on the subject contract, when the technical and/or professional qualifications of the proposed individuals are determined, by the Contracting Officer, (1) not to be substantially equivalent to the technical and/or professional qualifications of the key personnel they are to substitute, or (2) not sufficient to reasonably insure successful performance or otherwise endanger project performance, progression, or completion.  

G.5
COTR ASSIGNMENT tc "G.8
COTR ASSIGNMENT " \l 4
      TBD                       is hereby designated as the Contracting Officer’s Technical Representative (COTR) for this contract.  The COTR can be reached by telephone at TBD.

The COTR has the authority to monitor the technical progress of the services that are required to be delivered under the contract.  This includes visits to the contractor’s place of performance,

meetings, and telephone conversations with the contractor’s personnel, inspection, acceptance, or rejection of the contracted items and other duties that may be authorized by the contracting officer.

The COTR cannot authorize or order the cessation of contract work nor delete, change, or waive any of the technical requirements or other terms and conditions of the contract.  If a change (monetary or otherwise) to the contract is desired, the contractor must submit a written request to the contracting officer for consideration.  If appropriate, the change will be effected by a contract modification, after discussions and/or 

negotiations.  Whenever a difference of opinion between the contractor and the COTR occurs, the contracting officer or contract specialist should be contacted immediately for resolution.  
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The contractor should also contact the contracting officer or contract specialist when the COTR cannot be contacted on a technical matter and for assistance on all other matters pertaining to this contract.  
SECTION H - SPECIAL CONTRACT REQUIREMENTS 
SECTION H - SPECIAL CONTRACT REQUIREMENTS " \l 5

H.1
ACCESSIBILITY OF MEETINGS AND CONFERENCES TO PERSONS WITH DISABILITIES  tc "H.1
ACCESSIBILITY OF MEETINGS AND CONFERENCES TO PERSONS WITH DISABILITIES  " \l 4
The contractor shall assure that any meeting or conference held pursuant to the contract will meet all applicable standards for accessibility to persons with disabilities in accordance with Section 504 of the Rehabilitation Act of 1973, as amended (29 U.S.C. 794) and any implementing regulations. 

H.2
GENERAL PURPOSE EQUIPMENT  tc "H.2
GENERAL PURPOSE EQUIPMENT  " \l 4
The contractor shall not fabricate, purchase, rent or otherwise acquire any general purpose equipment, the acquisition cost of which is to be charged directly to the performance of this contract unless prior written approval to do so is obtained from the Contracting Officer.  For the purposes of this clause, general purpose equipment is defined as any property with a useful life of more than one (1) year which can be used in the production, administration, research or test of a product or services outside of this contract or an order issued thereunder. 

H.3    
EXCLUDED FUNCTIONS AND RESPONSIBILITIES 

(a) Functions and responsibilities directly involved or associated with the management of any FRA Office are expressly excluded from this contract or order issued thereunder.  The parties hereby agree that any instructions, directives, or orders issued under this contract involving such management functions and responsibilities shall be null and void.  The following activities are representative of the excluded functions and responsibilities that cannot be provided by the contractor under this contract or order issued thereunder: 


(1)
Policy making or management of FRA operations; 


(2)
Program or project management; 

 
(3)
Technical management of Government contracts; 


(4)
Government purchasing, contracting, contract administration, acceptance of materials and/or performance, and pay and accounting therefor; 


(5)
Direction or supervision of other Government contracts or Government agencies, or otherwise acting as an agent to obligate or commit in any capacity; 


(6)
Clerical and other administrative type functions required to be performed by civil service personnel; and

(7) Supervision of Government employees.

H.4    REPRODUCTION OF REPORTS tc "H.4
REPRODUCTION OF REPORTS " \l 4
Federal printing and binding regulations require that printing or reproduction of reports, data, or other written materials produced under contracts or grants which exceed 5,000 production units of any page, or 25,000 production units in the aggregate, must be processed through the U.S. Government Printing Office (GPO).  Accordingly, unless otherwise specifically approved in advance by the Contracting Officer, any project report or other written materials produced under an order on this contract that is expected to exceed these limits must be submitted to the COTR in one camera-ready original.  The required number of copies exceeding the above limits will be reproduced by the Government. Any use of color in the final report that would result in color printing (black plus one or more colors) must have prior approval of the Contracting Officer. All printing funded by this contract or order thereunder must be done in conformance with Joint Committee on Printing regulations as prescribed in Title 44, U.S.C., and Section 308 of Public Law 101-163, and all applicable Government Printing Office and Department of Transportation regulations.
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H.5    NOTICE OF INCORPORATION IN CONTRACT AWARD tc "H.8
NOTICE OF INCORPORATION IN CONTRACT AWARD " \l 4
(a) Section K, Representations, Certifications, and Other Statements of Offerors, of the original solicitation document, will not be provided with the contract award document.

(b)  Section K, however, is fully incorporated herein by reference.

(c) In addition to the special provisions of this request for proposal, any resultant contract shall include the general provisions applicable to the offeror’s organization and type of contract award.  Any additional clauses required by Public Law, Executive Order, or procurement regulations, in effect at the time of execution of the proposed contract, will be included.

H.6    NETWORK ACCESS AND UTILIZATION CONTROL

(a) In accordance with the provisions of the Privacy Act, contractors shall warrant that their network facilities and procedures provide the required protection features on a continuous basis.

(b) Contractor controlled networks must provide a hierarchical system for administrative control of access to and utilization of network facilities.  Such control may include enforcement of who may use the network, what facilities each authorized terminal user may access and how much of the resources he may consume.  In addition, the system shall be required to provide centralized control by the contractor and/or Contracting Officer over establishment, modification and deletion of Government account and user identifiers.

(1) If required by the government, administration of passwords and project identifiers shall be the responsibility of the contractor.

(2) Contracts shall require that contracting officer and/or owners of programs/data files, as appropriate, be able to define for each valid user or class of users which data files (including programs) may be accessed.  Government users can, at their option, restrict Government owned data files (including programs) to their own use.  The Contracting Officer shall negotiate a contract provision which permits the contractor’s commercial customers to use Government owned data files with appropriate credit on the monthly billing account.

(c)  Protection against unauthorized use, modification or disclosure shall be required for files containing                           

      either computer programs or data.  This protective role will be twofold:  one role is in the performance    

      of authorization tests that relate user privilege with file restrictions levied by the file owner as to who   

      may access the file and what he may do with the file contents; the other role is in the performance of      

      validating  tests that identify valid users.

H.7    DISSEMINATION OF CONTRACT PERFORMANCE INFORMATION  

         The contractor shall not publish, permit to be published, or distribute for public consumption or use, any   

          information, oral or written, concerning usage of the results of conclusions made or generated pursuant  

          to performance of the contract without prior written consent of the Contracting Officer.

H.8    LIMITED USE OF DATA AND INFORMATION

(a) Performance of this contract may require the contractor to access and use information proprietary to the Government or a Government contractor.  This information may be of such nature that its dissemination or use, other than in performance of this contract, would be adverse to the interests of the Government and/or others.
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(b) The contractor and/or contractor personnel shall not divulge or release information developed or obtained in performance of this contract, until made public by the Government, except to authorized Government personnel or upon written approval of the cognizant Contracting Officer.  The contractor shall not use, disclose or reproduce proprietary data which bears a restrictive legend, other than as required in the performance of this contract.  Nothing herein shall preclude the use of any data independently acquired by the contractor without such limitations or prohibit an agreement at no cost to the Government between the contractor and the data owner which provides for greater rights to the contractor.

H.9    GOVERNMENT RIGHTS IN SOFTWARE, DATA AND INFORMATION

The Government, for itself and such others as it deems appropriate, will have unlimited rights in computer software specifically developed, designed or generated under this contract, and to all source data, information and materials furnished to the Government, together with all plans, systems analysis and design specifications and drawings, completed programs, and documentation thereof, reports and listings, all punched cards, test data and  test procedures and all other items pertaining to the work and services to be performed pursuant to this agreement including any copyright.  These rights do not apply to software or data proprietary to the contractor or a third party.  Unlimited rights under this contract are rights to use, duplicate, or disclose software, data and information, in any manner without compensation to or approval of the contractor.  The Government shall at all reasonable times have the right to inspect the work and to access and make copies of the above mentioned items.

H.10    DISPOSITION OF GOVERNMENT DATA FILES

At the conclusion of performance of the contract, or upon expiration or termination of such a contract, data/software/application program files belonging to Government users shall be disposed of in accordance with specific written instructions from the cognizant contracting officer and the following:

(a) All data files residing on the contractor’s disks shall be transferred to magnetic tapes in the code and format specified by the cognizant Contracting Officer.  The cost of this transfer shall be borne by the Government.  All costs associated with the transfer must be clearly reflected in the contract.  Files may not be converted and stored in a proprietary mode unless specifically agreed to by the user.

(b) All data files residing on Government owned magnetic tapes shall be returned to the activity as specified by the cognizant contracting officer.  All costs associated with packaging and transportation of Government owned magnetic tape files shall be borne by the Government.

(c) Data files residing on contractor owned magnetic tapes shall be returned to the Government in the manner specified by the cognizant contracting officer.  The cost of the magnetic tape and all costs associated with packaging and transporting such tapes to the appropriate location shall be borne by the Government.

(d) Back-up files needed to maintain data integrity shall be retained pending notice from the cognizant contracting officer transfer of data files has been successfully completed.  The back-up files shall be erased following receipt of such notice.

H.11    ORGANIZATIONAL CONFLICTS OF INTEREST

a. The Contractor warrants that, except as otherwise set forth herein, it does not have any organizational conflicts of interest as defined in paragraph b. below.

b. The term “organizational conflict of interest” means a situation where a Contractor has interest, either due to its other activities or its relationships with other organizations, which place it in a position that may be unsatisfactory or unfavorable (i) from the Government’s standpoint in being able to secure impartial, technically sound, objective assistance and advice from the Contractor, or in securing the advantages of adequate competition in its procurement; or (ii) from industry’s standpoint in that unfair competitive advantages may accrue to the Contractor in question.
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c. The Contractor agrees that, if after award he discovers an organizational conflict of interest with respect to this contract, he shall make an immediate and full disclosure in writing to the Contracting Officer which shall include a description of the action which the Contractor has taken or proposed to take to avoid, eliminate or neutralize the conflict.

d. In the event that the Contractor was aware of the organizational conflict of interest prior to the award of this contract and intentionally did not disclose the conflict to the Contracting Officer, the Government may terminate the contract at no cost to the Government.  

H.12    CONTRACTOR CONDUCT

Personnel assigned by the contractor to the performance of work hereunder must be acceptable to the Government in terms of personal and professional conduct.  Should the continued assignment to this contract of any person in the contractor’s organization be deemed by the cognizant Contracting Officer to conflict with the interests of the Government, that person shall be immediately removed from the assignment, and the reason for removal shall be fully documented in writing by the cognizant Contracting Officer.

 SEQ CHAPTER \h \r 1H.13    ELECTRONIC AND INFORMATION TECHNOLOGY ACCESSIBILITY STANDARDS

a.
FAR Subpart 39.2 -Electronic and Information Technology implements section 508 of the Rehabilitation Act of 1973 (29 U.S.C.794d), and the Architectural and Transportation Barriers Compliance Board Electronic and Information Technology (EIT) Accessibility Standards (36 CFR part 1194).  


b.
When acquiring EIT, as defined in FAR Part 2 Definitions, agencies must ensure that --

             (1) Federal employees with disabilities have access to and use of information and data that

                  is comparable to the access and use by Federal employees who are not individuals with    

                  disabilities; and

            (2)  Members of the public with disabilities seeking information or services from an agency 

                  have access to and use of information and data that is comparable to the access to and    

                  use of information and data by members of the public who are not individuals with   

                  disabilities.


c.
Unless an exception at FAR 39.204 applies, as determined by the Contracting Officer, any supplies or services that are to be acquired under the subject contract that meet the definition of EIT, must meet the applicable accessibility standards at 36 CFR part 1194.


d.
Further information on Section 508 is available via the Internet at  http://www.section508.gov 
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	SECTION I - CONTRACT CLAUSES tc "SECTION I - CONTRACT CLAUSES " \l 4


I.1  CLAUSES INCORPORATED BY REFERENCE (FAR 52.252-2, FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request, the Contracting Officer will make its full text available.  Also, the full text of a clause may be accessed electronically at this/these address(es):  

www.arnet.gov/far/

and

www.treas.gov/procurement/dtar.html

Notice -- The following contract clause(s) pertinent to this section are hereby incorporated by reference:

Clause

Number       
Title                              





Date
52.202-1        
DEFINITIONS                         




OCT 1995

52.203-3        
GRATUITIES                          




APR 1984

52.203-5        
COVENANT AGAINST CONTINGENT FEES    


APR 1984

52.203-6       
RESTRICTIONS ON SUBCONTRACTOR SALES 

JUL 1995

                

TO THE GOVERNMENT 

52.203-7        
ANTI-KICKBACK PROCEDURES          



JUL 1995

52.203-8

CANCELLATION, RECISSION, AND RECOVERY OF

JAN 1997




FUNDS FOR ILLEGAL OR IMPROPER ACTIVITY

52.203-10      
PRICE OR FEE ADJUSTMENT FOR ILLEGAL 


JAN 1997

                

OR IMPROPER ACTIVITY

52.203-12
LIMITATION ON PAYMENTS TO INFLUENCE 


JUN 1997




CERTAIN FEDERAL TRANSACTIONS 

52.204-4       
PRINTING/COPYING DOUBLE-SIDED ON    


AUG 2000

                

RECYCLED PAPER                             

52.209-6        
PROTECTING THE GOVERNMENT'S         


JUL 1995

                

INTEREST WHEN SUBCONTRACTING WITH 

                

CONTRACTORS DEBARRED, SUSPENDED, 

                

OR PROPOSED FOR DEBARMENT

52.215-2        
AUDIT AND RECORDS--NEGOTIATION      


JUN 1999

52.215-8      
ORDER OF PRECEDENCE--UNIFORM



OCT 1997




CONTRACT FORMAT

52.217-5            EVALUATION OF OPTIONS




MAR 2000

52.217-8            OPTION TO EXTEND SERVICES



NOV 1999

52.217-9        
 OPTION TO EXTEND THE TERM OF THE    


MAR 2000

                

 CONTRACT 

(a) The Government may extend the term of this contract by written notice to the Contractor within thirty (30) days, provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 days before the contract expires.  The preliminary notice does not commit the Government to an extension.

(b) The total duration of this contract, including the exercise of any options under this clause, shall not exceed thirty-six (36) months.

*****

52.219-14       
LIMITATIONS ON SUBCONTRACTING       


DEC 1996

52.222-26       
EQUAL OPPORTUNITY                   



FEB 1999

52.222-35       
AFFIRMATIVE ACTION FOR DISABLED VETERANS

APR 1998

                

AND VETERANS OF THE VIETNAM ERA
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52.222-36       
AFFIRMATIVE ACTION FOR WORKERS WITH


JUN 1998

                

DISABILITIES

52.222-37       
EMPLOYMENT REPORTS ON DISABLED VETERANS

JAN 1999

                

AND VETERANS OF THE VIETNAM ERA

52.223-6        
DRUG-FREE WORKPLACE                 



JAN 1997

52.225-13       
RESTRICTIONS ON CERTAIN FOREIGN     


FEB 2000

                

PURCHASES

52.227-1        
AUTHORIZATION & CONSENT             



JUL 1995

52.227-2        
NOTICE AND ASSISTANCE REGARDING     


AUG 1996

                

PATENT AND COPYRIGHT INFRINGEMENT

52.227-3        
PATENT INDEMNITY                




APR 1984

52.227-14       
RIGHTS IN DATA - GENERAL            



JUN 1987

52.228-5        
INSURANCE - WORK ON A GOVERNMENT    


JAN 1997

                

INSTALLATION

52.229-3        
FEDERAL, STATE, AND LOCAL TAXES     


JAN 1991

52.232-1        
PAYMENTS                            




APR 1984

52.232-8

DISCOUNTS FOR PROMPT PAYMENT



MAY 1997

52.232-17       
INTEREST                     





JUN 1996

52.232-23       
ASSIGNMENT OF CLAIMS                



JAN 1986

52.232-25       
PROMPT PAYMENT                  




JUN 1997

52.232-33         PAYMENT BY ELECTRONIC FUNDS TRANSFER--





                         CENTRAL CONTRACTOR REGISTRATION


MAY 1999

52.232-34       
PAYMENT BY ELECTRONIC FUNDS TRANSFER--

MAY 1999

                

OTHER THAN CENTRAL CONTRACTOR REGISTRATION

52.233-1        
DISPUTES - ALTERNATE I (DEC 1991)



DEC 1998

52.233-3        
PROTEST AFTER AWARD                 



AUG 1996

52.237-2        
PROTECTION OF GOVERNMENT BUILDINGS, 

APR 1984

                

EQUIPMENT, AND VEGETATION.

52.237-3        
CONTINUITY OF SERVICES              



JAN 1991

52.239-1        
PRIVACY OR SECURITY SAFEGUARDS      


AUG 1996

52.242-13       
BANKRUPTCY                          




JUL 1995

52.243-1        
CHANGES - FIXED-PRICE -- ALTERNATE III (APR 1984)
AUG 1987

52.245-2        
GOVERNMENT PROPERTY (FIXED PRICE    


DEC 1989

                

CONTRACTS)

52.246-20
WARRANTY OF SERVICES




APR 1984

52.249-4        
TERMINATION FOR CONVENIENCE OF THE  


APR 1984

                

GOVERNMENT (SERVICES) (SHORT FORM)

52.249-8        
DEFAULT (FIXED-PRICE SUPPLY AND     


APR 1984

                

SERVICE)

52.253-1        
COMPUTER GENERATED FORMS            


JAN 1991

I.2  APPROVAL OF CONTRACT (DEC 1989)

This contract is subject to the written approval of the Contracting Officer, and shall not be binding until so approved.

I.3 SEQ CHAPTER \h \r 1
52.219-17
SECTION 8(a) AWARD (DEC 1996) (DEVIATION)

(a) By execution of a contract, the Small Business Administration (SBA) agrees to the following: 

(1) (DELETED)
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(2) Except for novation agreements and advance payments, delegates to the Department of Transportation, Federal Railroad Administration, Office of Acquisition and Grants Services, RAD-30 ("Federal Railroad Administration") the responsibility for administering the contract with complete authority to take any action on behalf of the Government under the terms and conditions of the contract; provided, however that the contracting agency shall give advance notice to the SBA before it 

issues a final notice terminating the right of the subcontractor to proceed with further performance, either in whole or in part, under the contract. 

(3) That payments to be made under the contract will be made directly to the subcontractor by the contracting activity. 

(4) To notify the Federal Railroad Administration Contracting Officer immediately upon notification by the subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownership or control of the concern. 

(5) That the subcontractor awarded a subcontract hereunder shall have a right of appeal from decisions of the cognizant Contracting Officer under the “Disputes” clause of the subcontract.

(a)  The offeror/subcontractor agrees and acknowledges that it will, for and on behalf of the SBA, fulfill and perform all of the requirements of the contract.

(b)  The offeror/subcontractor agrees that it will not subcontract the performance of any of the requirements of this subcontract to any lower tier subcontract without the prior written approval of the cognizant Contracting Officer of the Federal Railroad Administration.

(End of clause)

The following clause is applicable at the end of any contract performance period:

I.4  52.217-8 OPTION TO EXTEND SERVICES (NOV 1999)

The Government may require continued performance of any services within the limits and at the rates specified in the contract.  These rates may be adjusted only as a result of revisions to prevailing labor rates provided by the Secretary of Labor.  The option provision may be exercised more than once, but the total extension of performance hereunder shall not exceed 6 months.  The Contracting Officer may exercise the option by written notice to the Contractor within five (5) calendar days.  

I.5
FAR 52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written notice to the Contractor within 30 calendar days prior to the expiration of the basic contract, or as it relates to the exercise of subsequent option years within 30 days of expiration of the previous option year; provided, that the Government gives the Contractor a preliminary written notice of its intent to extend at least 60 days before the contract expires.  

(b) The preliminary notice does not commit the Government to an extension.

(c) If the Government exercises this option, the extended contract shall be considered to include this    

      option clause.

(d) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 36 months (3) years from the effective date of the contract. [End of Clause]
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I.6    FAR 52.219-11 Special 8(a) Contract Conditions. (Feb 1990)

The Small Business Administration (SBA) agrees to the following: 

(a) To furnish the supplies or services set forth in this contract according to the specifications and the terms andconditions hereof by subcontracting with an eligible concern pursuant to the provisions of section 8(a) of the Small Business Act, as amended (15 U.S.C. 637(a)). 

(b) That in the event SBA does not award a subcontract for all or a part of the work hereunder, this contract may be terminated either in whole or in part without cost to either party. 

(c) Except for novation agreements and advance payments, delegate to the Federal Railroad Administration the responsibility for administering the subcontract to be awarded hereunder with complete authority to takeany action on behalf of the Government under the terms and conditions of the subcontract; provided, however, that the Federal Railroad Administration shall give advance notice to the SBA before it issues a final notice terminating the right of a subcontractor to proceed with further performance, either in whole or in part, under the subcontract for default or for the convenience of the Government. 

(d) That payments to be made under any subcontract awarded under this contract will be made directly to thesubcontractor by the Federal Railroad Administration. 

(e) That the subcontractor awarded a subcontract hereunder shall have the right of appeal from decisions of the Contracting Officer cognizable under the "Disputes" clause of said subcontract. 

(f) To notify the Federal Railroad Administration’s Contracting Officer immediately upon notification by the subcontractor that the owner or owners upon whom 8(a) eligibility was based plan to relinquish ownership or control

of the concern. 

                                             (End of clause) 

I.7    FAR 52.219-12 Special 8(a) Subcontract Conditions (Feb 1990). 

(a) The Small Business Administration (SBA) has entered into Contract No. DTFR53-02-C-00090 with the Federal Railroad Administration to furnish the supplies or services as described therein. A copy of the contract is attached hereto and made a part hereof. 

(b) Adeptech Systems, Inc., hereafter referred to as the subcontractor, agrees and acknowledges as follows: 

     (1) That it will, for and on behalf of the SBA, fulfill and perform all of the requirements of Contract No. DTFR53-02-C-00090 for the consideration stated therein and that it has read and is familiar with each and  every part of the contract. 

     (2) That the SBA has delegated responsibility, except for novation agreements and advance payments, for the administration of this subcontract to the Federal Railroad Administration with complete authority to  take any action on behalf of the Government under the terms and conditions of this subcontract. 

     (3) That it will not subcontract the performance of any of the requirements of this subcontract to any lower tier subcontractor without the prior written approval of the SBA and the designated Contracting Officer of the Federal Railroad Administration.  

     (4) That it will notify the Federal Railroad Administration’s Contracting Officer in writing immediately upon entering an agreement (either oral or written) to transfer all or part of its stock or other ownership interest to any other party. 

(c) Payments, including any progress payments under this subcontract, will be made directly to the subcontractor by the Federal Railroad Administration. 

                                             (End of clause)
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I.8  TRANSPORTATION ACQUISITION REGULATION (TAR) (48 CFR CHAPTER 12) CLAUSES

     1252.209-70  Disclosure of Conflicts of Interest (Oct 1994)

1252.242-71 Dissemination of Contract Information (Oct 1994)
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	SECTION J - LIST OF ATTACHMENTS tc "SECTION J - LIST OF ATTACHMENTS " \l 4


No.                


              Title                            



No. of Pages
A



Performance-Based Quality Assurance Plan
                                   9

B



Sample Spreadsheet 





         1
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SECTION K - REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS OF OFFERORS OR   

                      QUOTERS tc " SECTION K - REPRESENTATIONS, CERTIFICATIONS, AND OTHER STATEMENTS OF OFFERORS OR QUOTERS "
K.1 52.203-11 CERTIFICATION AND DISCLOSURE REGARDING PAYMENTS TO INFLUENCE 

                        CERTAIN FEDERAL TRANSACTIONS. (APR 1991)
(a) The definitions and prohibitions contained in the clause, at FAR 52.203-12, Limitation on Payments to Influence Certain Federal Transactions, included in this solicitation, are hereby incorporated by reference in paragraph (b) of this certification.

(b) The offeror, by signing its offer, hereby certifies to the best of his or her knowledge and belief that on or after December 23, 1989 - 

               (1) No Federal appropriated funds have been paid or will be paid to      

                    any person for influencing or attempting to influence an officer or 

                    employee of any agency, a Member of Congress, an officer or 

                    employee of Congress, or an employee of a Member of Congress on his 

                    or her behalf in connection with the awarding of any Federal 

                    contract, the making of any Federal grant, the making of any 

                    Federal loan, the entering into of any cooperative agreement, and 

                    the extension, continuation, renewal, amendment or modification of 

                    any Federal contract, grant, loan, or cooperative agreement;

               (2) If any funds other than Federal appropriated funds (including 

                    profit or fee received under a covered Federal transaction) have 

                    been paid, or will be paid, to any person for influencing or 

                    attempting to influence an officer or employee of any agency, a  

                    Member of Congress, an officer or employee of Congress, or an 

                    employee of a Member of Congress on his or her behalf in 

                    connection with this solicitation, the offeror shall complete and 

                    submit, with its offer, OMB standard form LLL, Disclosure of 

                    Lobbying Activities, to the Contracting Officer; and
 (3)  He or she will include the language of this certification in  

 all subcontract awards at any tier and require that all recipients   

 of subcontract awards in excess of $100,000 shall certify and 

 disclose accordingly.

(b) Submission of this certification and disclosure is a prerequisite for making or entering into this   

contract imposed by section 1352, title 31, United States Code. Any person who makes an expenditure prohibited under this provision or who fails to file or amend the disclosure form to be filed or amended by this provision, shall be subject to a civil penalty of not less than $10,000, and not more than $100,000, for each such failure. [End of provision]
K.2 52.204-3 TAXPAYER IDENTIFICATION. (OCT 1998)
(a) Definitions.

“Common parent,” as used in this provision, means that corporate entity that owns or controls an affiliated group of corporations that files its Federal income tax returns on a consolidated basis, and of which the offeror is a member.

“Taxpayer Identification Number (TIN),” as used in this provision, means the number required by the Internal Revenue Service (IRS) to be used by the offeror in reporting income tax and other returns. The TIN may be either a Social Security Number or an Employer Identification Number.
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(b) All offerors must submit the information required in paragraphs (d) through (f) of this provision to comply with debt collection requirements of 31 U.S.C. 7701(c) and 3325(d), reporting requirements of 26 U.S.C. 6041, 6041A, and 6050M, and implementing regulations issued by the IRS. If the resulting contract is subject to the payment reporting requirements described in Federal Acquisition Regulation (FAR) 4.904, the failure or refusal by the offeror to furnish the information may result in a 31 percent reduction of payments otherwise due under the contract.

(c) The TIN may be used by the Government to collect and report on any 

delinquent amounts arising out of the offeror's relationship with the    

Governnment (31 U.S.C. 7701(c)(3)). If the resulting contract is  subject 

to the payment reporting requirements described in FAR 4.904, the TIN 

provided hereunder may be matched with IRS records to verify the 

accuracy of the offeror's TIN.

(d) Taxpayer Identification Number (TIN).

[ ] TIN: _____________________.

[ ] TIN has been applied for.

[ ] TIN is not required because:

[ ] Offeror is a nonresident alien, foreign corporation, or foreign partnership that does not have income effectively connected with the conduct of a trade or business in the United States and does not have an office or place of business or a fiscal paying agent in the United States;

[ ] Offeror is an agency or instrumentality of a foreign government;

[ ] Offeror is an agency or instrumentality of the Federal Government.

(e) Type of organization.

[ ] Sole proprietorship;

[ ] Partnership;

[ ] Corporate entity (not tax-exempt);

[ ] Corporate entity (tax-exempt);

[ ] Government entity (Federal, State, or local);

[ ] Foreign government;

[ ] International organization per 26 CFR 1.6049-4;

[ ] Other _________________________.

(f) Common parent.

[ ] Offeror is not owned or controlled by a common parent as defined in paragraph (a) of this provision.

[ ] Name and TIN of common parent:

Name _____________________________

TIN ______________________________

[End of Provision] 

K.3 52.204-5 WOMEN-OWNED BUSINESS (OTHER THAN SMALL BUSINESS) (MAY 1999)
(a) Definition. “ Women-owned business concern,”  as used in this provision, means a concern that is at least 51 percent owned by one or more women; or in the case of any publicly owned business, at least 51 percent of its stock is owned by one or more women; and whose management and daily business operations are controlled by one or more women.
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(b) Representation. [Complete only if the offeror is a women-owned business concern and has not represented itself as a small business concern in paragraph (b)(1) of FAR 52.219-1, Small Business Program Representations, of this solicitation.] The offeror represents that it  it [ ] is, [ ] is not a women-owned business concern.

K.4 52.204-6 DATA UNIVERSAL NUMBERING SYSTEM (DUNS) NUMBER (JUN 1999)
(a) The offeror shall enter, in the block with its name and address on the cover page of its offer, the annotation “DUNS”  followed by the DUNS number that identifies the offeror's name and address exactly as stated in the offer. The DUNS number is a nine-digit number assigned by Dun and Bradstreet Information Services.

(b) If the offeror does not have a DUNS number, it should contact Dun and Bradstreet directly to obtain one. A DUNS number will be provided immediately by telephone at no charge to the offeror. For information on obtaining a DUNS number, the offeror, if located within the United States, should call Dun and Bradstreet at 1-800-333-0505. The offeror should be prepared to provide the following information:

(1) Company name.

(2) Company address.

(3) Company telephone number.

(4) Line of business.

(5) Chief executive officer/key manager.

(6) Date the company was started.

(7) Number of people employed by the company.

(8) Company affiliation.

             (c) Offerors located outside the United States may obtain the location 

             and phone number of the local Dun and Bradstreet Information Services 

             office from the Internet home page at    

                                                                http://www.customerservice@dnb.com 

     If an offeror is unable to locate a local service center, it may send an 

     e-mail to Dun and Bradstreet at 

globalinfo@mail.dnb.com
K.5 52.209-5 CERTIFICATION REGARDING DEBARMENT, SUSPENSION, PROPOSED DEBARMENT,    

                     AND OTHER RESPONSIBILITY MATTERS (DEC 2001)
(a)(1) The Offeror certifies, to the best of its knowledge and belief, that - 

(i) The Offeror and/or any of its Principals - 

(A) Are [ ] are not [ ]presently debarred, suspended, proposed for debarment, or declared ineligible for the award of contracts by any Federal agency;

(B) Have [ ] have not [ ], within a three-year period preceding this offer, been convicted of or had a civil judgment rendered against them for: commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (Federal, state, or local) contract or subcontract; violation of Federal or state antitrust statutes relating to the submission of offers; or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, tax evasion, or receiving stolen property; and
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(C) Are [ ] are not [ ] presently indicted for, or otherwise criminally or civilly charged by a governmental entity with, commission of any of the offenses enumerated in paragraph (a)(1)(i)(B)of this provision.

(ii) The Offeror has [ ] has not [ ], within a three-year period preceding this offer, had one or more contracts terminated for default by any Federal agency.

(2) “Principals,” for the purposes of this certification, means officers; directors; owners; partners; and, persons having primary management or supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a subsidiary, division, or business segment, and similar positions).

THIS CERTIFICATION CONCERNS A MATTER WITHIN THE JURISDICTION OF AN AGENCY OF THE UNITED STATES AND THE MAKING OF A FALSE, FICTITIOUS, OR FRADULENT CERTIFICATION MAY RENDER THE MAKER SUBJECT TO PROSECUTION UNDER SECTION 1001, TITLE 18, UNITED STATES CODE. 

(a) The offeror shall provide immediate written notice to the Contracting Officer if, at any time prior to contract award, the offeror learns that its certification was erroneous when submitted or has become erroneous by reason of changed circumstances. 

(b) A certification that any of the items in paragraph (a) of this provision exists will not necessarily result in withholding of an award under this solicitation. However, the certification will be considered in connection with a determination of the offeror's responsibility. Failure of the offeror to furnish a certification or provide such additional information as requested by the Contracting Officer may render the offeror nonresponsible.

(c) Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to render, in good faith, the certification required by paragraph (a) of this provision. The knowledge and information of an offeror is not required to exceed that which is normally possessed by a prudent person in the ordinary course of business dealings.

            (d) The certification in paragraph (a) of this provision is a material 

            representation of fact upon which reliance was placed when making 

            award. If it is later determined that the offeror knowingly rendered an 

            erroneous certification, in addition to other remedies available to the 

            Government, the Contracting Officer may terminate the contract                                       

            resulting from this solicitation for default. [End of Provision]

K.6 52.215-6 PLACE OF PERFORMANCE (OCT 1997)
(a) The offeror or respondent, in the performance of any contract resulting from this solicitation, [ ] intends, [ ] does not intend [check applicable block] to use one or more plants or facilities located at a different address from the address of the offeror or respondent as indicated in this proposal or response to request for information.

(b) If the offeror or respondent checks “intends” in paragraph (a) of this provision, it shall insert in the following spaces the required information:

Place of Performance
    Name and Address of Owner

                                          (Street Address, City,
        and Operator of the Plant

                                          State, County, Zip Code)    or Facility if Other than

                                Offeror or Respondent

____________________
    _______________________

____________________
    _______________________

[End of Provision]
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K.7 52.219-1 SMALL BUSINESS PROGRAM REPRESENTATIONS (APR 2002) - Alternate I 

                     (APR 2002)
            (a) (1) The North American Industry Classification System (NAICS)   

                       code for this acquisition is 61151.

                  (2) The small business size standard is $6,000,000[not-to 

                      exceed].

                  (3) The small business size standard for a concern which submits 

                       an offer in its own name, other than on a construction or 

                       service contract, but which proposes to furnish a product which 

                       it did not itself manufacture, is 500 employees.

              (b) Representations. 

     (1) The offeror represents as part of its offer that it [ ] is,      

      [ ] is not a small business concern.

       (2) [Complete only if the offeror represented itself as a small 

       business concern in paragraph (b)(1) of this provision.] The 

       offeror represents, for general statistical purposes, that it 

       [ ] is, [ ] is not, a small disadvantaged business concern as 

       defined in 13 CFR 124.1002.

(3) [Complete only if the offeror represented itself as a small   

business concern in paragraph (b)(1) of this provision.] The  

                  offeror represents as part of its offer that it [ ] is, [ ] is 

                  not a women-owned small business concern.

     (4) [Complete only if the offeror represented itself as a small  

                  business concern in paragraph (b)(1) of this provision.] The 

                  offeror represents as part of its offer that it [ ] is, [ ] is 

                  not a veteran-owned small business concern. 

                  (5) [Complete only if the offeror represented itself as a 

                  veteran-owned small business concern in paragraph (b)(4) of this 

                  provision.] The offeror represents as part of its offer that it 

                  [ ] is, [ ] is not a service-disabled veteran-owned small 

                  business concern.

(6) [Complete only if the offeror represented itself as a small business concern in paragraph (b)(1) of this provision.] The offeror represents, as part of its offer, that-

(i) It [ ] is, [ ] is not a HUBZone small business concern listed, on the date of this representation, on the List of Qualified HUBZone Small Business Concerns maintained by the Small Business Administration, and no material change in ownership and control, principal office, or HUBZone employee percentage has occurred since it was certified by the Small Business Administration in accordance with 13 CFR part 126; and
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(ii) It [ ] is, [ ] is not a joint venture that complies with the requirements of 13 CFR part 126, and the representation in paragraph (b)(6)(i) of this provision is accurate for the HUBZone small business concern or concerns that are participating in the joint venture. [The offeror shall enter the name or names of the HUBZone small business concern or concerns that are participating in the joint venture:____________.] Each HUBZone small business concern participating in the joint venture shall submit a separate signed copy of the HUBZone representation. 

(7) [Complete if offeror represented itself as disadvantaged in paragraph (b)(2) of this provision.] The offeror shall check the category in which its ownership falls:

                _____ Black American.

                _____ Hispanic American.

                _____ Native American (American Indians, Eskimos, Aleuts, or 

                           Native Hawaiian).

                 _____ Asian-Pacific American (persons with origins from Burma, 

                           Thailand, Malaysia, Indonesia, Singapore, Brunei, Japan, China, 

                           Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, The 

                           Philippines, U.S. Trust Territory  of the Pacific Islands 

                           (Republic of Palau), Republic of the Marshall Islands, 

                           Federated States of Micronesia, the Commonwealth of the 

                           Northern Mariana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, 

                           Tonga, Kiribati, Tuvalu, or Nauru).

                 _____Subcontinent Asian (Asian-Indian) American (persons with 

                           origins from India, Pakistan, Bangladesh, Sri Lanka, Bhutan, 

                           the Maldives Islands, or Nepal).

                _____ Individual/concern, other than one of the preceding.

(c) Definitions. As used in this provision - 

    “Service-disabled veteran-owned small business concern” - 

(1) Means a small business concern - 

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or more service-disabled veterans; and

(ii) The management and daily business operations of which are controlled by one or more service-disabled veterans or, in the case of a veteran with permanent and severe disability, the spouse or permanent caregiver of such veteran.

(2) Service-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is service-connected, as defined in 38 U.S.C. 101(16).

    “Small business concern” means a concern, including its affiliates, that   

    is independently owned and operated, not dominant in the field of 

    operation in which it is bidding on Government contracts, and qualified 

    as a small business under the criteria in 13 CFR Part 121 and the size 

    standard in paragraph (a) of this provision.
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    “Veteran-owned small business concern” means a small business concern - 

            (1) Not less than 51 percent of which is owned by one or more 

            veterans (as defined at 38 U.S.C. 101(2)) or, in the case of any 

            publicly owned business, not less than 51 percent of the stock of 

            which is owned by one or more veterans; and

            (2) The management and daily business operations of which are 

            controlled by one or more veterans.

    “Women-owned small business concern” means a small business concern - 

(1) That is at least 51 percent owned by one or more women; or in the case of any publicly owned business, at least 51 percent of the stock of which is owned by one or more women; and

(2) Whose management and daily business operations are controlled   

by one or more women.

 (d) Notice. 

    (1) If this solicitation is for supplies and has been set aside, 

     in whole or in part, for small business concerns, then the clause 

     in this solicitation providing notice of the set-aside contains 

     restrictions on the source of the end items to be furnished.

                  (2) Under 15 U.S.C. 645(d), any person who misrepresents a firm's        

                  status as a small, HUBZone small, small disadvantaged, or women-

                  owned small business concern in order to obtain a contract to be 

                  awarded under the preference programs established pursuant to 

                  section 8(a), 8(d), 9, or 15 of the Small Business Act or any 

                  other provision of Federal law that specifically references 

                  section 8(d) for a definition of program eligibility, shall -
                 (i)  Be punished by imposition of fine, imprisonment, or 

                 both;

                 (ii) Be subject to administrative remedies, including 

                 suspension and debarment; and

                (iii) Be ineligible for participation in programs conducted 

                under the authority of the Act.
                [End of Clause]

K.8 52.219-22 SMALL DISADVANTAGED BUSINESS STATUS (OCT 1999)
(a) General. This provision is used to assess an offeror's small disadvantaged business status for the purpose of obtaining a benefit on this solicitation. Status as a small business and status as a small disadvantaged business for general statistical purposes is covered by the provision at FAR 52.219-1, Small Business Program Representation.
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(b) Representations. 

   (1) General. The offeror represents, as part of its offer, that it is a 

   small business under the size standard applicable to this acquisition; and 

   either - 

     [ ] (i) It has received certification by the Small Business 

     Administration as a small disadvantaged business concern consistent with   

     13 CFR 124, Subpart B; and

        (A) No material change in disadvantaged ownership and control has 

        occurred since its certification;

        (B) Where the concern is owned by one or more disadvantaged 

        individuals, the net worth of each individual upon whom the

certification is based does not exceed $750,000 after taking into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and

        (C) It is identified, on the date of its representation, as a 

        certified small disadvantaged business concern in the database   

        maintained by the Small Business Administration (PRO-Net); or

     [ ] (ii) It has submitted a completed application to the Small Business 

     Administration or a Private Certifier to be certified as a small  

     disadvantaged business concern in accordance with 13 CFR 124, Subpart B, 

     and a decision on that application is pending, and that no material 

     change in disadvantaged ownership and control has occurred since its 

     application was submitted.

   (2) [ ] For Joint Ventures. The offeror represents, as part of its offer, 

   that it is a joint venture that complies with the requirements at 13 CFR 

   124.1002(f) and that the representation in paragraph (b)(1) of this 

   provision is accurate for the small disadvantaged business concern that is 

   participating in the joint venture. [The offeror shall enter the name of 

   the small disadvantaged business concern that is participating in the 

   joint venture:_________________________.]

(c) Penalties and Remedies. Anyone who misrepresents any aspects of the disadvantaged status of a concern for the purposes of securing a contract or subcontract shall - 

(1) Be punished by imposition of a fine, imprisonment, or both;

(2) Be subject to administrative remedies, including suspension  

     and debarment; and

(3) Be ineligible for participation in programs conducted under 

     the authority of the Small Business Act. [End of Provision]

K.9 52.222-22 PREVIOUS CONTRACTS AND COMPLIANCE REPORTS. (FEB 1999)
The offeror represents that - 

(a) It [ ] has, [ ] has not participated in a previous contract or subcontract subject the Equal Opportunity clause of this solicitation;
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(b) It [ ] has, [ ] has not filed all required compliance reports; and

(c) Representations indicating submission of required compliance reports, signed by proposed subcontractors, will be obtained before subcontract awards. [End of Provision]

K.10 52.222-25 AFFIRMATIVE ACTION COMPLIANCE. (APR 1984)
The offeror represents that - 

(a) It [ ] has developed and has on file, [ ] has not developed and does not have on file, at each establishment, affirmative action programs required by the rules and regulations of the Secretary of Labor (41 CFR 60-1 and 60-2); or

             (b) It [ ] has not previously had contracts subject to the written 

             affirmative action programs requirement of the rules and regulations of 

              the Secretary of Labor.

K.11 52.223-13 Certification of Toxic Chemical Release Reporting. (JUN 2003) tc "K.1 52.223-13 Certification of Toxic Chemical Release Reporting. (JUN 2003) " \l 2
(a) Submission of this certification is a prerequisite for making or entering into this contract imposed by Executive Order 12969, August 8, 1995.

(b) By signing this offer, the offeror certifies that - 

(1) As the owner or operator of facilities that will be used in the performance of this contract that are subject to the filing and reporting requirements described in section 313 of the Emergency Planning and Community Right-to-Know Act of 1986 (EPCRA) (42 U.S.C. 11023) and section 6607 of the Pollution Prevention Act of 1990 (PPA) (42 U.S.C. 13106), the offeror will file and continue to file for such facilities for the life of the contract the Toxic Chemical Release Inventory Form (Form R) as described in sections 313(a) and (g) of EPCRA and section 6607 of PPA; or

(2) None of its owned or operated facilities to be used in the performance of this contract is subject to the Form R filing and reporting requirements because each such facility is exempt for at least one of the following reasons: [Check each block that is applicable.]

[ ] (i) The facility does not manufacture, process, or otherwise use any toxic chemicals listed under section 313(c) of EPCRA, 42 U.S.C. 11023(c);

[ ] (ii) The facility does not have 10 or more full-time employees as specified in section 313(b)(1)(A) of EPCRA, 42 U.S.C. 11023(b)(1)(A);

[ ] (iii) The facility does not meet the reporting thresholds of toxic chemicals established under section 313(f) of EPCRA, 42 U.S.C. 11023(f) (including the alternate thresholds at 40 CFR 372.27, provided an appropriate certification form has been filed with EPA);

[ ] (iv) The facility does not fall within Standard Industrial Classification Code (SIC) major groups 20 through 39 or their corresponding North American Industry Classification System (NAICS) sectors 31 through 33; or

 [ ] (v) The facility is not located in the United States or its outlying areas.
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K.12 52.226-2 HISTORICALLY BLACK COLLEGES OR UNIVERSITY AND MINORITY 

                        INSTITUTION REPRESENTATION. (MAY 2001)
(a) Definitions. As used in this provision--

  “Historically black college or university” means an institution determined 

  by the Secretary of Education to meet the requirements of 34 CFR 608.2. For   

  the Department of Defense, the National Aeronautics and Space 

  Administration, and the Coast Guard, the term also includes any nonprofit 

  research institution that was an integral part of such a college or 

  university before November 14, 1986.

  “Minority institution” means an institution of higher education meeting the  

  requirements of Section 1046(3) of the Higher Education Act of 1965 (20 

  U.S.C. 1067k, including a Hispanic-serving institution of higher education, 

  as defined in Section 316(b)(1) of the Act (20 U.S.C. 1101a)).

(b) Representation. The offeror represents that it--

    [ ] is [ ] is not a historically black college or university;

    [ ] is [ ] is not a minority institution.

                                                                                                   73

SECTION L - INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS 
L.1 52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1995)

This solicitation incorporates one or more clauses by reference, with the same force and effect as if they were given in full text. Upon request, the Contracting Officer will make their full text available. The offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer.  Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):

http://www.arnet.gov/far.
L.2 FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER) PROVISIONS
NUMBER       TITLE                                                                                                    DATE            
52.215-1        Instructions to Offerors - Competitive Acquisition                                 MAY 2001 

52.215-16      Facilities Capital Cost of Money                                                           JUN 2003 

L.3 52.216-1 TYPE OF CONTRACT (APR 1984)
The Government contemplates award of a Firm Fixed Price type contract resulting from this solicitation.

L.4 52.233-2 SERVICE OF PROTEST (AUG 1996) tc "L.1 52.233-2 Service of Protest. (AUG 1996) " \l 2
(a) Protests, as defined in section 33.101 of the Federal Acquisition Regulation, that are filed directly with an agency, and copies of any protests that are filed with the General Accounting Office (GAO), shall be served on the Contracting Officer (addressed as follows) by obtaining written and dated acknowledgment of receipt from 

U.S. Department of Transportation

Federal Railroad Administration

Office of Acquisition and Grants Services (RAD-30)

Attention: Illona Williams, Contracting Officer RAD-30

1120 Vermont Avenue, NW, Mail Stop 50

Washington, D.C. 20590

(b) The copy of any protest shall be received in the office designated above within one day of filing a protest with the GAO.

L.5 KEY PERSONNEL (JAN 1994)

(a) All proposed key personnel require written, signed (by employee/contingency hire), and dated letters of commitment.  The Offeror shall provide letters of commitment from current employees that state they: (1) will remain employed by the Offeror; and (2) will work on the resultant contract if awarded to the Offeror.

      (b) Letters of commitment must be submitted for contingency hires, defined as persons not currently       

      employed but who have executed a binding letter of commitment for employment with the Offeror, if    

      the Offeror receives award under subject solicitation.  The letter of commitment must reflect   

      agreement on salary, benefits and position.  New hires may not be proposed for Key Personnel. (A  

      new hire is defined as specified or unspecified persons to fill an empty billet who are neither identified 

      as a current employee of the Offeror (or proposed subcontractor) nor a contingency hire.)
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L.6 CONFIRMATION OF PROPOSED KEY PERSONNEL (SEP 1994)

The following certificate shall be provided upon request by the Contracting Officer should discussions be required and revised and/or if final proposal revisions are requested.

“I certify that the proposed key personnel are still available for performance under any contract resulting from this solicitation, and that the letters of commitment are still valid.  I base this certification on written or oral confirmation which I received, within the past 30 days, from each individual, and/or a memorandum to the file documenting oral confirmation of that individual’s availability.

Date of Certification

By: (Name and signature of company president)

L.7 ORAL PRESENTATION 

NOTE:  The Government anticipates Oral Presentations, however, the Government reserves the right not to conduct Oral Presentations if determined to be in the best interest of the Government.  If Oral Presentations are not conducted, the following provisions are not applicable.

(a) After initial review and evaluation of the written proposals, the Government shall schedule Oral Presentations with a limited number of offerors identified by the government in the Competitive Range.  Immediately after the oral presentation, the offeror’s team shall submit to an interview conducted by the Government representatives.  The sole purpose of the oral presentation and the interview is to permit the Government to evaluate the management team’s relative 

technical knowledge and competence with regard to the Government’s requirements 

             and program objectives. Cost issues will not be discussed during the Oral

             Presentations.

(b) The offeror’s oral presentation and interview answers, including all slides, are a part of its technical proposal. Based on the presentation and the interview answers, the government may request clarifications or revisions to the offerors’ oral presentation.

(c)        The Contracting Officer will schedule the oral presentation for all offerors determined to be within the competitive range. The offerors determined to be within the competitive range will be notified of the date, time, and location of their oral presentation.  The Contracting Officer will select the order of contractor presentations by conducting a lottery. The Government reserves the right to reschedule an offeror’s oral presentation at the discretion of the Contracting Officer.  The oral presentations shall be made at the Federal Railroad Administration headquarters located at:

1120 Vermont Avenue

7th Floor, Conference Room 1

Washington, DC 20590.

The offeror must submit an electronic copy (CD format) of its PowerPoint presentation and four (4) paper copies to the Government in a sealed package along with its technical and cost proposal. 
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(d)        Two (2) hours will be allotted for the oral presentation.  A question and answer period will follow  

             the oral presentation.  The offeror must be prepared to address the following topics during the   

             two (2) hour time frame.

i. Technical Approach

ii. Key Personnel

iii. Management Plan (Staffing Plan)

The two (2) hour time limit will be strictly enforced by the Contracting Officer.

(e)        A maximum of five (5) contractor personnel may attend the Oral Presentations. Four (4) of the   

five may participate in the oral presentation.  The proposed Program Manager must be one of the four presenters.  The Fifth (5) contractor personnel is there in an observer capacity only.  With the exception of the fifth (5) contractor personnel no other officers, employees, consultants, agents, or other representatives of the offeror may attend.  All of the participants shall be proposed key personnel. 

(f)         The Government will provide the following equipment for the oral presentations:

(1) Computer

             (2) PowerPoint 9.0 

             (3) One flip chart pad/stand

             (4) Marker pens 

 L.8 INQUIRIES/QUESTIONS REGARDING THIS SOLICITATION

Inquiries concerning the solicitation requirements shall be submitted by March 12, 2004 to Royal.Rucker@fra.dot.gov.  Written answers to questions will be provided to all participants of the Pre-proposal conference, and via FEDBIZOPPS as an amendment to the solicitation after the Pre-Proposal conference on or about March 17, 2004.

L.9 PRE-PROPOSAL CONFERENCE

(a) A pre-proposal conference for all prospective offerors will be held on March 19, 2004 at the Federal Railroad Administration headquarters located at:

1120 Vermont Avenue

7th Floor, Conference Room 1,

Washington, DC 20590.

Attendance is limited to three (3) persons from each 8(a) firm eligible to participate in this procurement.  The Pre-proposal conference will commence promptly at 8:30 a.m.  Failure of a prospective offeror to submit questions or to attend the conference will be construed to mean the offeror fully understands all the requirements of the solicitation.  In no event will failure to attend the pre-proposal constitute grounds for a claim after award of the contract.

(b) Remarks and explanations made at this conference shall not qualify the terms and conditions of the solicitation, nor are they to be construed as changes to the solicitation or statement of work.  Changes to the terms and conditions, if any, shall be made in the form of a formal written amendment to the solicitation.  Questions and answers from the conference will be provided to all potential offerors for informational purposes only.

(c) Offerors shall submit the name(s) of the offeror representative(s) who will attend the conference via e-mail only to Royal.Rucker@fra.dot.gov.
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L.10 CONTENT OF PROPOSALS 

(a)  GENERAL. Offerors must submit: one (1) original and four (4) paper copies of the written technical proposal, oral presentation slides, past performance information, and cost proposal.  The proposal will not be considered responsive if it does not include the aforementioned section.  The technical proposal, oral presentation slides, past performance information, and cost proposal must be submitted by the closing date of the solicitation.  The offeror’s technical proposal will be evaluated in accordance with those factors set forth in Section M.  The cost proposal should provide a detailed breakdown of all proposed costs to accomplish the work requirements.  

             ELECTRONICALLY SUBMITTED OR FAXED PROPOSALS WILL NOT BE ACCEPTED.

(1) A proposal submitted in response to the solicitation must consist of a Technical Proposal, with    

sections for Technical Approach, Key Personnel, Management Plan (Staffing Plan), a separate volume with Past Performance information, oral presentation slides, and a separate Cost Proposal.  The Technical proposal must not contain any contract price or cost information. 

(2)  Any data previously submitted in response to another solicitation will be assumed unavailable to      

              the Contracting Officer; and this data may not be incorporated into the technical proposal by   

              reference. 

(3)  Clarity and completeness of the proposal are the utmost importance. The proposal must be written in a practical, clear and concise manner. It must use quantitative terms whenever possible and must avoid qualitative adjectives to the maximum extent possible. Proposal volumes must be internally consistent or the proposal will be considered unrealistic and may be considered unacceptable. 

(4) Proposals must be legible, double spaced (personnel résumés may be single spaced), typewritten  (on one side only), in a type size not smaller than 12 point proportional, on paper not larger than eight and a half by eleven inches and to exceed the page limits established herein. Pages in excess of the individual limitations shall not be read, and the proposal shall be evaluated as if the excess pages did not exist. Some foldout charts or diagrams may be used within the aforementioned restrictions/page limitations. Each 8½" x 11" page foldout will be counted as one page (i.e., one fold-out with two pages will be counted as two 8½" x 11" pages). 

(5) The Technical Proposal, Past Performance information Oral Presentation, and the Cost/Price Proposal Volumes must be submitted in separately sealed envelopes within a sealed package and be clearly marked with the solicitation number.  The proposal may have a cover letter (maximum 2 pages).  Each volume and section must have a table of contents.  The tables of contents and blank section dividers are not included in the page limitations cited for each section. Proposals submitted in response to this solicitation must contain the information as outlined below. 

(a) TECHNICAL PROPOSAL

(1)  Technical Approach - This section requires the offeror to provide a concise summary of its understanding and general approach to each requirement in the Statement of Work.  A simple restatement of the Statement of Work is not acceptable.  The offeror will also provide a high level milestone chart that shows a transition plan which provides the sequence and timing for transition of services from the current contractor to successful offeror.  The technical approach is limited to 25 pages. 

(2)  Key Personnel - This section requires the offeror to provide an introductory summary (1 page maximum) on key personnel including their full time availability.  The offeror shall submit resumes for all key personnel being proposed.  The offeror shall determine and provide labor categories it deems as key personnel.  Resumes are limited to 2 pages each.  To be considered, all key personnel must have written letters of commitment in the proposal, and available full-time, and otherwise comply with the requirements in Section L for Key Personnel.
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(3)  Management Plan (Staffing Plan) - The offeror must provide a detailed management plan that will be followed during contract execution.  The offeror shall provide a spreadsheet demonstrating the labor categories and number of labor hours for the tasking areas assigned (see sample spreadsheet in Section J of the solicitation).  The offeror's management plan must include the proposed lines of responsibility, authority, and communication through which the contract will be managed, and the procedure to be taken to ensure quality control and cost control.  The offeror must define the proposed organizational structure (including responsibilities, and reporting structure) for the project/contract, how personnel will be assigned throughout the contractual period, and how the proposed project team will interface with both the offeror's corporate structure and with the Federal Railroad Administration command structure.  The offeror must propose policies, procedures for managing and directing the effort for productivity, quality, cost control, and early identification and resolution of problems. The management plan shall include a staffing plan, which describes how the non-key personnel portion of the contract will be staffed. In the plan the offeror must describe the extent to which the offeror proposes to staff the non-key portion (by labor category) with current employees or with those for whom the offeror has binding contingency hire agreements.  Also the plan must describe the offeror's proposed recruiting/hiring program for staffing the contract with qualified personnel over the life of the contract, with examples of previous successful recruiting/staffing efforts on contract(s) of similar magnitude. (Resumes shall not be submitted on non-key personnel nor shall contingency agreements be submitted). The Management Plan shall not exceed 10 pages.

(4)  Past Performance Information - The offeror shall describe its past performance on directly related or similar contracts and subcontracts it has held within the last five years (but not older than three years after completion of contract performance) and all contracts and subcontracts currently in progress which are of similar scope, magnitude and complexity to that which is detailed in this RFP (the information must be clear whether the contract was performed as a prime contractor or subcontractor).  Offerors who describe similar contracts and subcontracts shall provide a detailed explanation demonstrating the similarity of the contracts to the requirements of this RFP.

The offeror shall provide the following information regarding its past performance:

(1)  Contract number(s) and type of contract (e.g. firm-fixed price, cost-plus-award-fee, etc.);

(2)  Procuring agency and name of reference point(s) of contact (not to exceed three per contract), telephone and fax numbers at the procuring agency for which the contract was performed (offerors are reminded to make sure the information provided is current);

(3)  Dollar value of the contract (including options);

(4)  Period of Performance;

(5)  Detailed description of the work performed;

(6)  Relevancy of the contract to this proposed RFP;  

(7)  Clear statements describing whether the contract was completed on time, with a quality product conforming to the contract, without any degradation in performance or customer satisfaction. Discuss any cost growth if the contract was not completed for the original contract amount; and 

(8)  The number, type, frequency, duration and impact of any quality delivery or cost problem in performing the contract, the corrective action taken if any and the effectiveness of the corrective action. 
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Offerors shall submit similar past performance information on proposed significant or critical subcontractors but subcontractor past performance must be relevant to that required under this RFP and to the work to be subcontracted.  The proposal must describe the amount of work and criticality of the work to be subcontracted.  Such subcontractor work must clearly indicate the 

extent of involvement subcontractor(s)in the proposed effort (such as 40% of the total labor hours) and why such subcontractor experience is relevant considering the subcontractor effort proposed.

Offerors must either provide the above information or affirmatively state that it possesses no relevant directly related or similar past performance.

L.11 COST/PRICE PROPOSAL(S) 

Offerors shall provide the cost/price information required by the provision, "Cost/Price Proposal(s)".

The offeror shall provide one complete signed copy of the solicitation document, including 

representations and certifications, and pricing related to its approach to accomplishing the 

Statement of Work set forth in this solicitation.

(a) Each Offeror shall submit the following as part of its cost/price proposal relating to the Statement

     of Work: 

(1) Direct labor rate(s) for Prime and Subcontractors; 

(2) Overhead rate(s) for Prime and Subcontractors (include fringe if separate pool); 

(3) General and Administrative (G&A) rate for Prime and Subcontractors; 

(4) Burdened labor rates for Prime and Subcontractors; 

(5) Number of hours per week of uncompensated overtime by labor category (if proposed); 

(6) Distribution of effort by hours between Prime and Subcontractors; 

(7) Name, address and telephone number of the Offeror's cognizant DCAA office or other 

     auditor cognizant of the contractor’s financial records; 

(8) A Summary total of the following: 

Direct Labor $ 

Fringe $ % 

Overhead $ % 

Subcontractor $ 

G & A $ % 

Profit $ 

ODC $ 

G&A on ODC $ % 

Indirect on ODC $ 

Total $ 

(b) Profit will not be analyzed under a competitive requirement. In this instance, it is included solely for verification of correct computations/totals. 

SECTION M - EVALUATION FACTORS FOR AWARD tc " SECTION M - EVALUATION FACTORS FOR AWARD "
M.1  52.252-1  SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)

This solicitation incorporates one or more clauses by reference, with the same force and effect as if they were given in full text.  Upon request, the Contracting Officer will make their full text available. The offeror is cautioned that the listed provisions may include blocks that must be completed by the offeror and submitted with its quotation or offer.  In lieu of submitting the full text of those provisions, the offeror may identify the provision by paragraph identifier and provide the appropriate information with its quotation or offer.  Also, the full text of a solicitation provision may be accessed electronically at this/these address(es):          

http://www.arnet.gov/far.
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M.2 FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1) PROVISIONS

       NUMBER       DATE       TITLE
       52.217-5       JUL 1990   EVALUATION OF OPTIONS

M.3  TECHNICAL PROPOSAL EVALUATION

NOTE: FRA will conduct a preliminary competitive range determination based upon review of the technical approach and price.  FRA will then conduct a full review of those proposals retained within the preliminary competitive range.

The primary technical evaluation factors are listed below in descending order of importance, unless otherwise indicated.

Technical Proposal

1) Technical Approach - Evaluation of Technical Approach will be based upon the extent to which the offeror clearly demonstrates an understanding of and meets or exceeds all of the requirements as stated in Section C of the solicitation.  An evaluation of the offerors high-level milestone chart that shows the sequence and timing for the transition will be based upon the offers demonstrated knowledge of the transition process.

2) Key Personnel - Evaluation will be based on the extent to which personnel resumes submitted by the offeror clearly demonstrate education, experience, and/or technical expertise to perform the requirements expressed in the Statement of Work, and L.5 and L.6 of the solicitation.

3) Management Plan (Staffing Plan) - Evaluation of the management plan (staffing plan) will be based on the extent to which the plan demonstrates sound business practices in response to the requirements in Section L.  In terms of the staffing portion of the plan, the evaluation will be based on the extent to which the offeror clearly demonstrates an ability to staff the non-key personnel portion of the contract with personnel who meet the minimum personnel qualifications, both initially and over the life of the contract. Primary preference for initial staffing of non-key personnel at time of contract award is for current employees of with personnel for whom the offeror has binding contingency hiring agreements vice recruiting.)

4) Past Performance 

a. The Government will evaluate the quality of the offeror's past performance.  This evaluation is separate and distinct from the Contracting Officer's responsibility determination. The assessment of the offeror's past performance will be used to evaluate the relative capability of the offeror and other competitors to successfully meet the requirements of the RFP. Past performance of significant and/or critical subcontractors will be considered to the extent warranted by the subcontractor's involvement in the proposed effort.  Past performance of "key personnel," if any, shall not be considered.

b. The Government reserves the right to obtain information for use in the evaluation of past performance from any and all sources including sources outside of the Government. Offerors lacking relevant past performance history will receive a neutral rating in this area. However, the proposal of an offeror with no relevant past performance history, may not represent the most advantageous proposal to the government and thus, may be an unsuccessful proposal when compared to the proposals of other offerors.  The offeror must provide the information requested about for past performance evaluation or affirmatively state that it possesses no relevant directly related or  similar past performance experience.  The Government reserves the right not to evaluate or consider for award the entire proposal from an offeror which fails to provide the past performance information or which fails to assert that it has no relevant directly related or similar past performance experience.
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c. The Government will use the following adjectival definitions as guidelines in evaluating past performance:

Neutral - No knowledge or relevant past performance available for this category.

Exceptional - No risk involved with delivering a quality product, on time, without any degradation of performance or lack of customer satisfaction (or cost growth if applicable) based on the above named company's past performance. 

Very Good - Very little risk involved with delivering a quality product, on time, without any degradation of performance or lack of customer satisfaction (or cost growth if applicable) based on the above named company's past performance.

Satisfactory - Some potential risk can be anticipated with delivery of a quality product, on time, and degradation of performance or  lack of customer satisfaction (or cost growth if applicable) based on the above named company's past performance.

Marginal - Significant potential risk can be anticipated with delivery of quality product, on time, and degradation of performance or lack of customer satisfaction (or cost growth if applicable) based on the above named company's past performance.

Unsatisfactory - Significant potential risk of anticipated failure of performance based upon the company's past performance.

d. In relation to the evaluation of other non-cost factors, the evaluation of past performance will be considered equal to cost/price, but slightly less than all technical factors.
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M.4  EVALUATION OF PRICE

(a)  The importance of Cost/Price is equal to past performance, but slightly less important than the combined technical factors.  The total evaluated price will be derived by the sum of the following (if applicable):

(1) The total proposed burdened labor costs.

             (2) Other Direct Costs (ODC's) including General and Administrative Costs (G&A). Offerors must   

   clearly state the proposed rate of G&A, which is applied to ODC's (such as Travel, materials, etc.)

(3) Proposed profit. 

M.5 CONTRACT AWARD - BEST VALUE
(a) The Government intends to evaluate proposals and award a contract without discussions with offerors.  However, the Government reserves the right to conduct discussions if later determined by the Contracting Officer to be necessary.  Therefore, each initial offer should contain the offeror's best term from a cost, price and technical standpoint.

(b) Proposals received in response to this solicitation will be evaluated by the Federal Railroad Administration pursuant to the Federal Acquisition Regulations (FAR) and Transportation Acquisition Regulations (TAR).  One contractor will be selected for award on the basis of their proposal being the most advantageous to the Government, price and other factors considered.

(c) Each technical proposal will be evaluated qualitatively and categorized as Outstanding, Better, Acceptable, Marginal or Unacceptable as specified:

OUTSTANDING  Significantly exceeds most or all of the requirements.  

                            Response exceeds a better rating. The offeror has clearly 

                            demonstrated an understanding of all aspects of the 

                            requirements to the extent that timely and quality performance 

                            is anticipated.

BETTER              Fully meets all solicitation requirements and significantly 

                            exceeds many of the solicitation requirements. Response 

                            exceeds an "Acceptable" rating. The areas in which the offeror      

                            exceeds the requirements are anticipated to result in a high 

                            level of efficiency, productivity or quality.

ACCEPTABLE    Meets all solicitation requirements. Complete, comprehensive 

                            and exemplifies an understanding of the scope and depth of the 

                            task requirements as well as the offeror's understanding of 

                            the Government's requirements.

MARGINAL         Less than "Acceptable". There are some deficiencies in the 

                            technical proposal; however given the opportunity for 

                            discussions, the technical proposal has a reasonable chance of 

                            becoming at least "Acceptable". (Areas of a technical 

                            proposal which remain to be "Marginal" after revised offers 

                            have been evaluated shall not be subject to further discussion 

                            or revision.)
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UNACCEPTABLE   Technical proposal has many deficiencies and/or gross 

                                 omissions: Failure to understand much of the scope of work 

                                 necessary to perform the required tasks; failure to provide a 

                                 reasonable, logical approach to fulfilling much of the 

                                 Government's requirements; failure to meet many personnel 

                                 requirements of the solicitation. (When applying this 

                                 adjective to the technical proposal as a whole, the technical 

                                 proposal must be so unacceptable in one or more areas that it 

                                 would have to be significantly revised to attempt to make it 

                                other than unacceptable).   

A finding of unacceptable in one technical factor may result in the entire technical proposal being found Unacceptable. The Past Performance factor will be evaluated qualitatively and categorized as Neutral, Exceptional, Very Good, Satisfactory, Marginal or Unsatisfactory as set forth in the Section M provision entitled "Evaluation of Past Performance."

(d) When combined, all evaluation factors other than cost or price are more important than cost or price.

(d) Prospective offerors are forewarned that an acceptable technical proposal and marginal past performance with the lowest price may not be selected if award to a higher-priced proposal affords the Government a greater overall benefit. The Government may elect to pay a price premium to select an offeror whose non cost/price evaluation factors (e.g. technical and past performance) are superior.
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ATTACHMENT A

FEDERAL RAILROAD ADMINISTRATION

INFORMATION TECHNOLOGY INFRSTRUCTURE AND COMMON OPERATING ENVIRONMENT SUPPORT 

PERFORMANCE-BASED QUALITY ASSURANCE SURVEILLANCE PLAN

I.   
INTRODUCTION
This Performance-Based Quality Assurance Surveillance Plan (QASP) has been developed pursuant to the requirements of the Performance-Based Statement of Work. This plan sets forth procedures and guidelines that the Federal Railroad Administration will use in evaluating the technical performance of the contractor. A copy of this plan will be furnished to the contractor so that the contractor will be aware of the methods that the Government will employ in evaluating performance on this contract and address any concerns that the contractor may have prior to initiating work.

II.
PURPOSE OF THE QASP
The QASP is intended to accomplish the following:

· Define the roles and responsibilities of participating Government officials,

· Define the types of work to be performed with required end results,

· Describe the evaluation methods that will be employed by the Government in assessing the contractor’s performance,

· Provide copies of the quality assurance monitoring forms that will be used by the Government in documenting and evaluating the contractor’s performance, and

· Describe the process of performance documentation.

III.
ROLES AND RESPONSIBILITIES OF GOVERNMENT OFFICIALS
The Contracting Officer’s Technical Representative (COTR) will participate in assessing the quality of the contractor’s performance.  His/Her roles and responsibilities are described as follows:

The COTR will be responsible for monitoring, assessing, recording, and reporting on the technical performance of the contractor on a day-to-day basis. S/he will have the primary responsibility for completing “Quality Assurance Monitoring Forms” which s/he will use to document the inspection and evaluation of the contractor’s work performance. It is extremely important for the COTR to establish and maintain a team-oriented line of communication with the contractor’s project manager (PM) and the PM’s office staff in order to perform her/his monitoring functions. The COTR, Contracting Officer (CO), and PM must work together as a team to ensure that required work is accomplished in an efficient and proper manner.  Meetings will be held on a regular basis in order to resolve serious problems. Less serious problems will be discussed and resolved on an impromptu basis.

The Contracting Officer (CO) has overall responsibility for overseeing the contractor’s performance. S/he will also be responsible for the day-to-day monitoring of the contractor’s performance in the areas of contract compliance, contract administration, cost control and property control; reviewing the COTR’s assessment of the contractor’s performance; and resolving all differences between the COTR’s version and the contractor’s version. The CO may call upon the expertise of other Government individuals as required. The Contracting Officer’s procurement authorities include the following:
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· FINAL authority for any decisions which produce an increase or decrease in the scope of the contract,      

· FINAL authority for any actions subject to the “Changes” clause,

· FINAL authority for any decision to be rendered under the “Disputes” clause,

· FINAL authority for negotiation and determination of indirect rates to be applied to the contract,

· FINAL authority to approve the substitution or replacement of the Project Manager and other key personnel,

· FINAL authority to approve the contractor’s invoices for payment, subject to the Limitation of Costs clause and the Limitation of Funds clause,

· FINAL authority to monitor and enforce Department of Labor promulgated labor requirements,

· Authority to arrange for and supervise Quality Assurance activities under this contract,

· FINAL authority to approve the contractor’s Quality Control Program, and

· Signatory authority for the issuance of all modifications to the contract.

IV.
IDENTIFICATION OF THE TYPES OF WORK TO BE PERFORMED
This contract calls for the contractor to provide Information Technology Infrastructure and Common Operating Environment Support for the U.S. Department of Transportation, Federal Railroad Administration.  Specific outcomes related to this contract are provided in Section 7 of the Statement of Work.  
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METHODOLOGIES TO BE USED TO MONITOR THE CONTRACTOR’S PERFORMANCE
Even though the Government, through its COTR, will be monitoring the contractor’s performance on a continuing basis, the volume of tasks performed by the contractor makes technical inspections of every task and step impractical. Accordingly, the Federal Railroad Administration will use a quality-assurance review process to monitor the contractor’s performance under this contract. The contractor’s performance will be evaluated by the COTR in several ways:

· Reviewing and evaluating performance information provided as part of the contractor deliverables described in the Statement of Work,

· Conducting and analyzing results of a periodic user survey, and

· Documenting reported complaints of unresolved problems, network outages, or other performance-related issues and periodically reviewing problem logs and other resources to determine the associated conditions and causes.

Ratings will be performed on a quarterly basis.  Collected performance information will be used to rate contractor performance based on the criteria presented later in this Plan.  Results will be discussed with the contract project manager and performance issues will be identified and consequences discussed.  The objective of the dialog is to ensure optimal contractor performance.  If the COTR determines that contractor performance is unacceptable, discussions regarding corrective actions will ensure.  Contractor performance will periodically be reported to the General Services Administration (GSA) for inclusion in its “past performance” database.  

In general, the work will be evaluated in terms of how well the requirements of the contract are satisfied, the extent to which the work performed follows the approach found in the contractor’s technical proposal, clarity of documentation, and timeliness of scheduled task accomplishment. At the discretion of the COTR or the CO, other approved government officials may be asked to evaluate a particular deliverable or set of deliverables.

I.
QUALITY ASSURANCE REPORTING FORM
The COTR will use a quality assurance monitoring form to document and evaluate the contractor’s performance under this contract. The form, when completed, will document the COTR’s understanding of contractor requirements, what was actually completed, and the impact or consequences of what was not completed.

The COTR will forward copies of the completed QA monitoring form to the CO and contractor by the close of business on the days the forms are prepared. The contractor is required to respond in writing to any negative QA monitoring form(s) within 5 working days after receipt of the form(s).

II.
ANALYSIS OF SURVEILLANCE RESULTS
The CO will review each QA monitoring form prepared by the COTR. When appropriate, the CO may investigate events further to determine if all the facts and circumstances surrounding the events were considered in the COTR opinions outlined on the form. The CO will immediately discuss every event receiving a substandard rating with the contractor to assure that corrective action is promptly initiated.

At the end of each quarter during the contract performance period the COTR will prepare a written report for the CO summarizing the overall results of his/her surveillance of the contractor’s performance during the previous months. This report will become part of the formal QA documentation.
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III.
QUALITY ASSURANCE SURVEILLANCE PLAN
The Quality Assurance Monitoring Form (Form 1) included on the next page will be used on a quarterly basis by the COTR to evaluate contractor performance.  A Quality Assurance Rating Form (Form 2) will be attached.  The scores on the Rating Form will be determined using the criteria included later in this document.
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FORM 1 - QUALITY ASSURANCE MONITORING FORM
WORK TASK: 
Information technology infrastructure and common operating environment support
SURVEY PERIOD:
_______________________________________

METHOD OF SURVEILLANCE: 
COTR REVIEW

OVERALL EVALUATION OF CONTRACTOR’S PERFORMANCE: _______

NARRATIVE DISCUSSION OF CONTRACTOR’S PERFORMANCE DURING

SURVEY PERIOD:

PREPARED BY: _______________________________ 
DATE:  _________________

                            Contracting Officer’s Technical Representative

REVIEWED BY: ________________________________   DATE: _________________

       Contracting Officer
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	FORM 2 -INFORMATION TECHNOLOGY INFRSTRUCTURE AND COMMON OPERATING ENVIRONMENT SUPPORT RATING FORM


	Performance Element
	Scale
	Score


	Comments  

	7.2.1 Helpdesk

	    Customer Problems - 85% of Help Desk resolvable tickets are closed by helpdesk analyst


	>95% = 5

90-95% = 4

85% = 3

80% = 2

<80% = 1
	
	

	7.2.2 End User Support

	     90% of calls are resolved within next business day
	>95% = 5

95% = 4

90% = 3

85% = 2

<85% = 1
	
	

	    Hardware moves, adds, and changes – 90% of requests are completed within 5 workdays.             


	>95% = 5

95% = 4

90% = 3

85% = 2

<85% = 1
	
	

	    Equipment Contractor is responsible for - 90% of service equipment is restored to service within 2 business days
	>95% = 5

95% = 4

90% = 3

85% = 2

<85% = 1
	
	

	7.2.3 Network (WAN/LAN) Management

	 Network availability is >99% during core support hours.


	>99.5% = 5

99.5% = 4

99% = 3

98% = 1
	
	

	Problem are resolved within 4 hours 96% of the time


	>98% = 5

98% = 4

96% = 3

95% = 2

<94% = 1


	
	

	Network Performance is within 5% of established baseline.

                                                                                                                               
	>10% better = 5

5% within = 3

>5% worse = 1
	
	


	7.2.4 Server Management & 7.2.5 Email Management

	Server availability is >99% during core support hours.


	>99.5% = 5

99.5% = 4

99% = 3

98% = 1
	
	

	Problems are resolved within 4 hours 96% of the time.
	>98% = 5

98% = 4

96% = 3

95% = 2

<94% = 1
	
	

	Server Performance is within 5% of established baseline.


	>10% better= 5

5% within= 3

>5% worse= 1
	
	

	Data Backups occur 100% of the time. Tape rotation occurs 100% of the time. 
	100% = 3

<100% = 1
	
	

	New & existing network account administration – 90% of requests are completed within 3 workdays.
	>95% = 5

95% = 4

90% = 3

85% = 2

<85% = 1
	
	

	Existing account deleted access to network resources – 97% of requests are completed within 4 hours of direction.
	>98% = 5

98% = 4

97% = 3

96% = 2

<95% = 1
	
	

	7.2.6 Rapid Response and Sustained Engineering Support

	FRA COTR rates the overall level of support at a least 4.1 on a scale of 1-5
	
	
	

	7.2.7 Inventory/Asset Management

	Updates shall be made within one day of the change in status of the asset.
	
	
	

	Assets – 95% shall be recorded in database
	>98% = 5

96-98% = 4

95% = 3

<95% = 1
	
	

	Accuracy of the data shall be >85%
	95% = 5

90% = 4

85% = 3

80-84% = 2

<80% = 1
	
	


	7.2.8 Database Management

	FRA Database Mangement rates the overall level of support at a least 4.1 on a scale of 1-5
	
	
	

	
	
	
	

	Average Score


	
	
	Note: Average score of 3 or higher reflects acceptable performance level.


METHODS AND CRITERIA FOR ASSESSING CONTACTOR PERFORMANCE

Performance Assessment Approach tc "Performance Assessment Approach " \l 2

Given the heterogeneous nature of the tasks under the FRA Information Technology Infrastructure and Common Operating Environment Support task order and need for maximum flexibility, performance will be assessed for the desired outcomes, outputs, and activities on a quarterly basis using a rating scale ranging from 1 (unacceptable) to 5 (exceptional).  For any element not performed during the period a “not rated” score will be included.  An average score will be computed based on the rated elements. FRA expects the contractor to meet or exceed a quarterly average score of 3.0 with no individual score below a 2.0.

FRA reserves the right to modify the performance metrics at any time throughout the life of the contract.  However, contractor performance will only be measured against metrics that were in place at the beginning of the quarter being measured.  
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ATTACHMENT B
SAMPLE SPREADSHEET
	End-User Desktop Support

	Title LaboryCategory
	 Annual Hours

	LAN Administrator
	1872

	Helpdesk Technician
	1872

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	Database Management

	Title Labor Category
	Annual Hours

	Database Administrator
	1872 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	Network LAN\WAN Management

	Title Labor Category
	Annual Hours

	Network Engineer III
	1872 

	Network Engineer/Config Mgt
	1872 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	Email Management

	Title Labor Category
	Annual Hours

	Exchange Administrator
	1872 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	 
	 

	
	


 5 	  Exceptional


Superior


Acceptable


 Below  Standard


 1	Unacceptable
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