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1.0 INTRODUCTION
1.1 PURPOSE
IT Asset Management - provides for policies, procedures, and guidelines for the lifecycle management of DISA IT assets from the request and approval process to procurement management to integration/installation practices to operational management to disposal management. It includes the strategic decision making and operational practices that affect all elements of software and hardware that are found in the DISANet environment.

Software asset management - applies to the practices specific to software management, including software license management, configuration settings, standardization of images and compliance to regulatory and legal restrictions—such as copyright law, and software publisher contractual compliance. 

Hardware asset management - Hardware asset management entails the management of the physical components of computers and computer networks, from acquisition through disposal. 

1.2 SCOPE
The Asset Management Plan applies to the hardware and software components, network diagrams, and system configurations that comprise DISANet.  This includes lifecycle decisions, configuration management, integration controls, and operational management.  Each asset is managed in the acquisition, integration, implementation, operations stages of the lifecycle.

2.0 ASSET POLICIES

2.1 GENERAL POLICY

1. Information Technology (IT) is used to support DISA in performing its mission.

2. DISC is responsible for the management of IT assets and lifecycle processes, including standards, acquisition, management, surplus, and long-range planning.

3. Consistency in technology allows the development of efficient and cost-effective methods for supporting and managing the technology environment and in planning for upgrades, migrations, staff training, and future technology installations. 

4. Long-range planning for information technology changes shall include business as well as technical input. 

5. IT assets acquired for or on behalf of DISANet are owned by DISC.  The asset may be located in and managed by various sites that DISANet supports. 

6. IT equipment is provided to an individual based on their position. Consequently, the equipment remains with the position if the individual terminates employment or is transferred to another position. 

7. IT equipment will be used within DISANet as long as practicable.

8. DISANet will control its IT assets to comply with DOD policies and regulations, as well as applicable licensing and copyright laws.

2.2 ACQUISITION POLICY 

1. Acquisition of all information technology for DISANet is the responsibility of the DISC. Authority to acquire DISANet IT assets will not be delegated. 

2. Acquisition of IT shall follow a central purchasing method. Purchases, contracts, amendments, and renewals will be processed through the acquisition department after it’s has been approved by an authorized manager. 
3. Approvals for acquisition are based on availability of funds, conformance to IT standards, and operational needs. 

4. Follows DISANet business and technical criteria in providing new or replacement assets. 

5. Software inventory records and reports shall be available in accordance with Altiris permissions. All software licenses (or copies of the licenses, purchase orders, or copies of VISA statements with software purchases highlighted) will be sent to the responsible operational manager tracking and control. 

2.3 OPERATIONAL POLICY

1. A standard, basic technical infrastructure will be maintained in accordance with DISA Standard Technical Implementation Guides (STIG). It will be defined and managed by DISC and will include the network, servers and desktops. 

2. Desktop Integration (DD-523B) is responsible for desktop operations by establishing and maintaining standard hardware and software configurations and images (excluding test computers). 

3. Server Operations (DD-522B) is responsible for maintaining servers that are owned or managed by DISANet or are located in DISANet spaces with an MOU/MOA. This includes all servers (Windows, UNIX, LINUX or other operating system) regardless of function (Domain Controller, DNS, File & Print, E-mail, Database, Web server, or other). 

4. Network Operations (DD-523A) is responsible for network devices, includes router, switches, firewalls, and VPN devices that service DISANet operations and are owned, managed or located within DISANet spaces.

5. New assets shall have formal plans for implementation.  Replacement or lifecycle assets shall follow existing plans, which must be amended for hardware or software changes.

6. Desktop Integration, Server Implementation and Network Operations are responsible for tracking their respective DISA-owned software and hardware, including licenses, asset inventory, configurations and system support (administration).

7. The host site manager is responsible for environmental support (power, HVAC, security) and support agreements (MOU/MOA/SLA).

2.4 OPERATIONAL SUPPORT POLICY

1. Only the Requirements Board can approve of new software or hardware in support of the enterprise architecture. 

2. Integration will track IT hardware and software purchases from asset request to purchase to software configuration.  The configuration will conform to the operational manager's requirements and standards.  The Implementation Team maintains asset responsibility until it is transferred to the associated operations team.
3. User-supplied software shall not be installed or executed on DISANet desktops. 

4. Non-DISANet hardware will not be connected to a DISANet network, except through an authorized VPN or Citrix connection, or as authorized in an MOU/MOA.

5. Unauthorized duplication of licensed software is a violation of this policy and a violation of copyright laws. 

6. All excess DISANet assets shall be the responsibility of DISC to reuse or surplus.  If an asset is to be reused or surplused, Operations shall delete all data and applications prior to re-deployment or placing in spare inventory, loans, or surplus

7. Installation new software (i.e. Adobe Acrobat Reader or browser-required applications) shall be approved through the Requirements Board. All new software shall be evaluated and recommended by Operations prior to approval.
8. The site Property Custodian will take possession of the software and hardware (with licenses) and ensure the appropriate site manager receives the asset and the asset is logged into DPAS and hand-receipted as necessary.
3.0 ASSET MANAGEMENT PRACTICES

3.1 ALTIRIS INVENTORY SOLUTION 

Altiris is the DISA authorized asset management software, which (1) dynamically collects and stores data that is obtained through periodic scans, (2) collects and maintains static data that users manually enter into the system – lifecycle information that uniquely tracks a particular computer, and (3) runs periodic reports for managing the overall enterprise configuration.

The Altiris scans are used to gather comprehensive software and hardware data from any computer running a Windows 32-bit Operating System, UNIX, Palm, Pocket PC or Apple Macintosh that has the Altiris Agent installed and configured. The inventory information collected includes serial number, hardware inventory, software inventory (includes operating system identification), system configuration settings, registry settings, virtual machine and end user information.  Network asset data (i.e. routers, switches, etc.) will entered into the Altiris inventory.
Lifecycle information tracks the computer through its useful life.  The cradle-to-grave data provides information relating to purchase date, costs, contract, vendor, ship date, warranty expiration, configuration date, configuration details, operational date, retired date and final disposition.

Altiris will maintain data for the following fields:

	FIELD
	SEARCHABLE
	TRIGGERS

	Order sequence number
	 No
	PROCUREMENT status

	Make
	No
	N/A

	Model
	No
	N/A

	Project name
	No
	N/A

	DO523A Tech POC
	No
	N/A

	DO523B Tech POC
	No
	N/A

	Date ordered
	No
	N/A

	Purchase Request number
	Yes
	N/A

	Purchase processed date
	Yes
	N/A

	Contract number
	Yes
	UNDER CONTRACT status

	Vendor
	No
	N/A

	COR
	Yes
	N/A

	Estimated cost
	No
	N/A

	Actual cost
	No
	N/A

	Property custodian
	Yes
	N/A

	Estimated delivery date
	 No
	N/A

	Warehouse receiving date
	Yes
	RECEIVED status

	Service tag
	Yes
	N/A

	Barcode
	Yes
	N/A

	Comment:  Asset "bought for"
	Yes
	N/A

	Comment: Asset "used for"
	Yes
	N/A

	Comment: General
	No
	N/A

	BOM (added as an attachment)
	No
	N/A

	OPSEC (Asset name)
	Yes
	STAGING status

	Asset Owner
	Yes
	N/A

	Site
	Yes
	N/A

	Fully Qualified Domain Name (FQDN)
	Yes
	N/A

	Active Directory Domain
	Yes
	N/A

	# Processors
	No
	N/A

	CPU Speed
	No
	N/A

	NIC Type
	No
	N/A

	Memory size
	No
	N/A

	Hard drive size
	No
	N/A

	C: Partition size
	No
	N/A

	D: Partition size
	No
	N/A

	E: Partition size
	No
	N/A

	F: Partition size
	No
	N/A

	G: Partition size
	No
	N/A

	H: Partition size
	No
	N/A

	PERC type
	No
	N/A

	OS
	Yes
	N/A

	SP
	Yes
	N/A

	Function
	Yes
	N/A

	MAC address
	Yes
	N/A

	IP address
	Yes
	N/A

	Subnet mask
	No
	N/A

	Default gateway
	No
	N/A

	Warranty expiration date
	Yes
	N/A

	DTSN SCR number
	Yes
	N/A

	Pre-Build Complete
	Yes
	BUILD status

	Classified Network
	Yes
	N/A

	Post-Build Complete
	Yes
	OPERATIONAL status

	Last scan date
	Yes
	N/A

	Retired date
	Yes
	RETIRED status

	DTSN SCR number
	Yes
	N/A

	Disposition
	Yes
	N/A


Table 1: Altiris Minimum Data Fields

The data fields provided in Table 1 stipulate which fields must be searchable for specific entries, and which fields trigger a change of the asset lifecycle status.

The DISANet Enterprise Management InfoBase (DEMI) system will continue to be used to submit and track DISA Technical Staff Notification, System Change Requests (DTSN SCR).  The SCR must be submitted prior to adding, modifying or removing an asset to the operational network.

3.2 ACQUISITION PROCESSES

3.2.1 REQUESTS

The only persons authorized to request new inventory, whether it is for lifecycle replacement or for new projects, are the following:

	ASSET AUTHORITY
	POSITION

	All Assets
	Chief, Information Management Division

	Network Devices
	Chief,  Implementation Branch

	Servers
	Team Leader, Server/Applications Team

	Servers
	Chief, DISANET Control Center

	Servers
	Chief, DISANET Operations Division

	Servers
	Chief, DISANET Operations Branch


Table 2: Authorized Requesters for new assets

3.2.2 ACQUISITION PROJECT LEADER

The Acquisition Project Leader is responsible for receiving requests for new assets.  These requests are only permitted from persons serving in the above named positions.  These requests are submitted in writing, usually by e-mail, and will include the following information:

· Order sequence number – Altiris generated code that identifies the asset ordered.
· Make – Manufacturer of the device (if known).
· Model – Manufacturers product model (if known) or other identifying information.
· Project name – The program or project the asset is bought for.

· DO523A Tech POC – Server/application team contact point
· DO523B Tech POC – Server implementation team contact point or network infrastructure team contact point.
· Date ordered – The date the Acquisition Project Leader submits the order.
· Estimated cost – The estimated cost of the asset, which funding has been verified.
· Asset "bought for" – For lifecycle purchases, identify the asset to be replaced.
· Build of Material – The list of components and/or requirements document.
The Acquisition Project Leader will ensure adequate funds are available for the purchase, followed by entering the above information into Altiris.  After the asset has been entered into Altiris, the Acquisition Project Leader sends a written notification, usually by e-mail, to the Acquisition Support Team Manager.  This notification will identify the Altiris order sequence number as the subject, and will include:
· Use justification – Statement explaining the intended use of the asset.  This should amplify the “Project name” information.
· Sole source justification – If a specific make/model of hardware or software is requested, a short, concise statement explaining the reasons that other hardware or software that meet the requirement should not be procured.
· Impact statement – A short statement on the mission implication of not buying the hardware/software.
All subsequent correspondence between the Acquisition Project Leader and the Acquisition Support Team must contain the Altiris order sequence number as the subject.

3.2.3 ACQUISITION SUPPORT DIVISION

Once the Acquisition Support Team Manager receives the purchase request notification from the Acquisition Project Leader, a procurement package is prepared.  A Purchase Request (PR) package is developed by a contract specialist in the Acquisition Support Branch (SI13), in compliance with all federal contracting laws and with DISA guidelines.  At an absolute minimum, the contracts specialist assigns a Purchase Request Number, a Statement of Work (SOW) or a requirements document, and, if needed, a Sole Source Justification statement.  

Once the Purchase Request (PR) package is completed, the contract specialist will submit it to PLD / Contracts office, where the contract will be reviewed for funding and legalities, and then awarded.
Once the contract has been awarded, the Acquisition Support Team contracts specialist will ensure the following Altiris fields are entered:

· Purchase Request number – Internal Acquisition Support Team tracking number.

· Purchase processed date – The date the Purchase Request is submitted to PLD.

· Contract number – The contract number that was awarded that included the Purchase Request Package.

· Vendor – The vendor awarded the contract.

· COR – Contract Officer Representative.

· Actual cost – Final award cost.

· Property custodian – Name of the property custodian that will receive the shipment.

· Estimated delivery date – Expected delivery date of the shipment.

· BOM – Final Build of Materials

3.2.4 RESOURCE MANAGEMENT BRANCH
The DISC Resource Advisor tracks and monitors contract information on any new purchase for DISC or DISANet Infrastructure and coordinates with the DISC Shipping and Receiving Property Custodian.  The Acquisition Support Team contract specialist works closely with the DISC Resource Advisor.

3.2.5 PLD / CONTRACTS

Assigns funds to the purchase and awards the associated contracts in accordance with all federal contracting laws and with DISA guidelines.

3.2.5 MPS

The vendor ships the product to the address specified by the contract specialist. Normally, the shipping address is the DISA warehouse, but sometimes the shipment may be sent directly to one of the DISA Field Sites.

For those shipments that arrive at the main DISA warehouse, MPS personnel process the shipment and enter the asset into the Defense Property Accountability System (DPAS).  MPS then contacts the contract specialist and informs them that the shipment has arrived. In response, the Acquisition Support Team contract specialist informs MPS who the appropriate Property Custodian is so that they can sign for the property.

3.2.6 PROPERTY CUSTODIAN

Once notified of the shipment, the NCR Property Custodian inspects the shipment to ensure all items are undamaged, are the correct products and is complete.  In cases of multiple shipments for one contract, the Property Custodian tracks all shipments until all the ordered products are received.  The Property Custodian will follow DISANet SOP for DISC Property Accountability (RM-SOP401) and Processing New DISC Assets (RM-SOP402).  However, the Property Custodian’s Altiris responsibilities will entail 
entering the following information into Altiris after the contracted shipment(s) has been received and he has signed the Form 3161:
· Warehouse receiving date – The date the vendor shipped the products.

· Service tag – Manufacturers, or vendors, product service number.

· Barcode – DISANet property tracking number found on the appropriate sticker.
Lastly, the property Custodian notifies the site and the Implementation Team (Server) or the Network Infrastructure Team (Network devices) that the product was received, the MPS shipping arrangements and any related information.  
For Remote Site Property Custodians at field agencies located throughout the world, they are responsible for maintaining accountability for DISANet Infrastructure assets. These assets are often sent to them by the DISC Shipping and Receiving Property Custodian. The Remote Site Property Custodian will provide updates of the status of any new assets received to the DISC Shipping and Receiving Property Custodian at the time of receipt.  This is done by signing the appropriate Form 3161 and returning it directly to the DISC Shipping and Receiving Property Custodian.  The Remote Site Property Custodian is responsible to track and maintain all configuration changes in coordination with the DISC.  
3.3 IMPLEMENTATION TEAM
The Implementation Team (DO253B) is responsible for installing the Operating system and major applications and for configuring software settings to new server assets prior to its installation during the "pre-build" phase. Afterwards, the asset is sent to its final destination, where the Implementation Team completes their on-site install, called the "post-build" phase.  During these build phases, the team assigns the asset's OPSEC name, IP settings, installs the Altiris agent. Once the build is complete, the Installation Team turns the asset over to the site administrator and the asset is considered "operational."

Once the asset is operational, the Implementation Team runs an Altiris scan and enters the following data into Altiris database:

· OPSEC (Asset name) – The operational name of the server.
· Asset Owner – The server owner, who is responsible for maintaining the software and for all data on the server.
· Site – The physical site that the asset resides.
· Fully Qualified Domain Name (FQDN) – OPSEC name followed by the DNS name.
· Active Directory Domain – The domain OU that the asset is registered.
· # Processors – Number of processors
· CPU Speed – Speed of the CPU
· NIC Type – Type of network card
· Memory size – Amount of memory
· Hard drive size – Size of the hard drive
· C: Partition size – Size of partition C:
· D: Partition size – Size of partition D: (if created)
· E: Partition size – Size of partition E: (if created)
· F: Partition size – Size of partition F: (if created)
· G: Partition size – Size of partition G: (if created)
· H: Partition size – Size of partition H: (if created)
· PERC type - 
· OS – Operating System
· SP – Current Service Pack
· Function – Use/purpose of the server (i.e. e-mail, database, web server, file, print etc.)
· MAC address – The Media Access Control (MAC) address
· IP address – The IP address
· Subnet mask – The subnet mask
· Default gateway – The subnet gateway router
· Warranty expiration date – The expiration date of the warranty
· DTSN SCR number – The System Change Request number assigned for the Change Control process to document the server entering service.
· Pre-Build Complete – Check box, noting the pre-build is completed
· Classified Network – For classified servers only; Altiris automatically erases and blanks the IP address and the site entries.
· Post-Build Complete – Check box, noting the post-build is completed and signally the server is operational.
The Implementation team will submit SCRs through DEMI before making any system or network changes.

3.4 NETWORK INFRASTRUCTURE TEAM
The Network Infrastructure Team (DO254A) performs the same function as the Implementation team, but manages all network devices to include routers, switches, firewalls, IDS, etc. The same responsibilities and Altiris duties apply.
3.5 SERVER/APPLICATIONS INTEGRATION TEAM 
The Server/Application Integration Team (DO523B), also referred to as the Integration Team, is responsible for tracking a server/application asset through its lifecycle.  The team determines when an asset needs to be upgraded or replaced, submits requests for asset replacement with the necessary requirements documentation, and manages software licenses and warranty services.

The team is the primary point for ordering new assets and for retiring existing assets.

3.6 NETWORK MANAGEMENT TEAM

The Network Management Team, a component of the Integration Team (DO523B), is responsible for maintaining the Altiris and the DEMI systems.  These systems are databases with web interfaces, and provide a comprehensive collection of data for each asset.  This data is a complete history from the original request to the operational use to the asset’s retirement from service.  The team ensures the database is regularly backed up and directly interfaces with the Configuration Management team to ensure data integrity, confidentiality and availability.  Additionally, the Network Management Team must ensure only those persons authorized by the various team leads have the proper permissions.
3.7 CONFIGURATION MANAGEMENT TEAM
The Configuration Management Team (DO521) is responsible for ensuring the accuracy and completeness of the Altiris inventory, maintaining up-to-date logical system diagrams and for administering the change control process.  

The Configuration Management Team is an integral part of the Requirements Board, which is responsible for reviewing and authorizing new projects, initiatives or programs that on the DISANet operational or test networks.  It has the added responsibility of reviewing and approving new hardware and/or software assets that will be connected to the operational networks.  In effect, the Requirements Board is the change control process that controls the network configuration.
While new projects, initiatives or programs are authorized through the senior DISC Managers, the Requirements Board will review and approve the project schedule, technical configurations and operational plans before any equipment is added or modified.
Similarly, software or hardware must be submitted to the Requirements Board prior to connecting to the network.  The exception is for lifecycle replacement of existing hardware or software that does not alter or impact system configurations or network operations.  Lifecycle replacements are authorized by the Information Action Officers (IAO) through their review and approval in the Remedy Inventory Documentation System (RIDS).

For all changes that require the Requirements Board approval, a DTSN SCR is submitted by a DEMI authorized Requestor.  This request is reviewed, and then approved by the cognizant Information Action Officer (IAO) in DEMI.  Those SCRs routed to the Configuration Management Team are presented at the Requirements Board meeting presently held each Thursday morning in the T-5 Building Conference Room at the HQS DISA compound in Arlington, VA.  

