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	#
	Date
	Question
	Answer

	1
	6/30/08
	Sagem Morpho Inc. (SMI) welcomes the change to Active Card Authentication mode (2), which doesn’t require reading anything from the TWIC applet and minimizes card reads on the PIV applet. However, when updates for this mode were merged with the requirements for mode 4 (CHUID Signing Certificate + Active Card Authentication + Biometric User Authentication), we think some of the requirements may be overstated.

Page 50 of the May 30, 2008 TWIC specification says about mode 4: “The FASC-N and expiration shall be obtained during Active Card Authentication. The FASC-N obtained from Active Card Authentication shall be used to match the FASC-N found in the biometric data.” Why does this say “shall”? We are guessing that the FASC-N in the PIV Card Authentication certificate is the same as that in the TWIC CHUID, TWIC CBEFF, PIV CHUID, and anywhere else it might be used on the TWIC card. If for some reason the TWIC FASC-N was different from the PIV FASC-N, why would the CBEFF record on the TWIC side use the FASC-N from the PIV side?

Also, in mode 4, why would the FASC-N and expiration date on the Card Authentication certificate have to supersede the values on the TWIC side if the TWIC CHUID has to be read anyway?

For our development it’s extra work (and if the FASC-Ns are always the same, useless work) to copy data from the Card Authentication Certificate and replace the data read from the TWIC CHUID. It seems that the sentences quoted above from page 50 should use the word “may” instead of “shall.” 
	Authentication Mode 4 (CHUID signing certificate + Active card authentication + Biometric user Authentication) is detailed in Appendix A sub-section A.4.

In the spirit of Mode 2 (Active card authentication), it is possible the signing certificate may be cached in which case only the Card authentication certificate and the biometric template would be required to be read from the TWIC card.

Such caching is not explicitly stated in this normative section as Section A.4 attempts to balance, on the one hand the caching of the signing certificate with, on the other hand, implementations that want to retrieve the signed CHUID in all cases.

TWIC has attempted to harmonize the FASC-N and expiration dates across all data objects and card applications. 

The ICE scenarios are high-level and would not be able to detect these subtle differences.

Your observations will be passed on to the TWIC Reader Hardware and Card Application specification Project Editor for consideration and possible action to further clarify Section A.4. 



	2
	6/30/2008
	Page 30 of the May 30, 2008 TWIC specification says: “If two or more contactless smart cards are presented at the same time in a TWIC reader's contactless field, the TWIC reader shall reject all of the presented cards.”  We have several points about this requirement:

a. This contradicts the FIPS201 specification, which requires FIPS201 cards to meet standards defined in the ISO/IEC 14443 specification for contactless readers. It also contradicts the standard anti-collision mechanisms as defined in ISO/IEC 14443-3:2001. Having a contradicting requirement will make multi-mode (e.g., PIV + TWIC) readers impossible.

b. It’s not clear what the term “reject” means. Does it mean that an error is displayed/logged, or can the card presentation just be ignored?

c. This requirement is difficult or impossible to meet on some platforms with drivers that automatically perform anti-collision detection. The driver may serialize the card presentations to the terminal as though they were presented one after the other. The reader is not even aware of the multiple-card presentation, so it can’t reject the cards.

d. This requirement is difficult or impossible to meet on some platforms if a Type A and Type B card are presented at the same time. For example, a reader workflow may go like this at a low level:

· Check for Type A card(s). If found, attempt TWIC processing.

· Check for Type B card(s). If found, attempt TWIC processing

· Etc.

This requirement means that the reader will have to “remember” whether either a Type A or B card is found, and switch to the right card mode if and only if one card is found. Low-level drivers may not allow for such a workflow.

This requirement is cumbersome for those with more than one card.  Can’t the specification just allow the reader to attempt to process any cards in its field as it detects them? My understanding is that no one should ever have more than one TWIC card, so the reader can attempt TWIC processing on each card. If a card doesn’t have a TWIC applet, the reader can give an audio/visual signal to the cardholder or just ignore the card altogether.  Removing this requirement lines TWIC up better with PIV (FIPS201), makes programming the reader simpler, and is better for the cardholder.
	a. Noted.  Resolving anti-collision may or may not be supported by a reader (PCD). The ISO/IEC 14443-3:2001 standard limits requirements on the reader (PCD) to requiring “detection” of multiple cards (PICC) in the operating field.  There is no language in this standard mandating a reader resolves a collision.

b. The TWIC PMO interprets ISO/IEC 14443-3:2001 for use in the TWIC solution as follows:

When a reader (PCD) detects multiple cards (PICC) in the operating field it shall ignore all cards (as if there were no cards present).  

The TWIC PMO, at this time, does not envision an error event to be logged for such an event.

c. Noted.  Respondents are encouraged to create new (or modify existing) drivers to support the required behavior detailed in bullet “b” above.

d. Noted.  TWIC cards currently only support one contactless communication Type.  ISO/IEC 14443-3:2001 provides no guidance in the case of mixed Types (one “A” and one “B” in the operating field) as mixed card Types in a field is not technically a collision.  That said, the reader may experience problems as the operating field strength may be negatively impacted.

This “detect and reject” requirement has remained unchanged from the 11 September 2007 release.  Said requirement was originally included in the TWIC Reader Hardware and Card Application specification based on early 2007 industry recommendations.

Your observations are noted.

	3
	6/30/08
	Regarding Appendix B (TWIC Privacy Key Network Processing): Do you have any recommendations as to how to handle FASC-Ns that aren’t in the system or are for credentials that have been revoked?

I know that this section is informative rather than normative, but it might be helpful to give some more guidance.  Some possibilities:

a. Have a special XML response indicating the problem.

b. Return an empty TPK, which will cause an error on the reader.
	The format of the TPK data returned is not mandated.

The TWIC PMO guidance, for interoperability, is to provide a response as described in Appendix B but with a value of zero for each byte of the TPK. (i.e.16 or 32 zeroes in the field) in the case no TPK is found at the Host. A reader should check for an all zero value TPK returned and when detected, generate an error signifying the TPK was not found by the Host.

Note that the enciphered biometric template should never decipher correctly given an all zero value TPK.

	4
	6/30/08
	Page 32 of the May 30, 2008 TWIC specification says: “TWIC readers shall provide an automated alert or lockout after a configurable number of consecutive failed biometric matching attempts (i.e. the facility chooses the number of attempts).” Does this refer to consecutive attempts for the same card or can multiple cards be part of the consecutive failed biometric matching attempts?
	This requirement refers to a consecutive number of failed biometric matching attempts for the same card.

	5
	6/30/08
	The TWIC Biometric Reader Capabilities Statement says: “When comparing the CHUID of a presented TWIC against the most recently downloaded Hot List the system determines and displays either “VALID TWIC” or “REVOKED TWIC” results”. I believe that a fixed reader should not actually display why an individual transaction failed, so as not to give a prospective intruder too much information. (It makes sense for a portable reader to indicate that a credential has been revoked, since it’s running in an attended mode.) Merely saying something like “Access granted” or “Access denied” is better for security. Systems may and should log the actual reason for failures for auditing purposes.

Additionally, this section of the Statement in which this capability is mentioned refers to “all readers—Fixed Outdoor; Fixed Indoor; and Handheld).” However, the TWIC specification only requires that portable readers be able to read the hotlist.

Please indicate whether a fixed reader must support hotlist reading. If so, please indicate whether the fixed reader must display to the cardholder that the credential has been revoked.
	Respondents should detail what is displayed, if anything, after a check against the Hotlist.  The display values are meant to be illustrative and not a requirement.

The Hotlist processing is not mandatory for fixed readers but the question is asked for all readers as the system level functional partitioning may support such a check in the reader.  Respondents can simply indicate “Not Applicable” if the Hotlist is not managed in any way for a fixed reader.

	6
	6/30/08
	In the Test Cast Scenarios/Apparatus it states:

“Unless otherwise specified, the scenario environment shall be provided by the candidate TWIC reader vendor inclusive of a PACS implementation (or PC laptop emulation) with connectivity to said TWIC reader”

Is a PC laptop capable of displaying data read from a TWIC card and displaying on the screen of the PC the ID sent by wiegand output acceptable?

This procedure shall exercise the referenced scenario environment with a particular combination of PACS registered TWIC cards.

Vendor will provide a biometric reader capable of communicating to PC/Laptop via TCP/IP. Will TSA provide software on this laptop and the contact reader or magnetic stripe reader that harvests the TPK and FASC-N from the TWIC cards to test  the registration of the TPK with FASC-N so that the biometric reader is able to access the TPK via TCP/IP from the PC/Laptop for biometric authentication?


	Respondents are free to implement a PACS implementation in any manner they choose.

Respondents are encouraged to provide a PACS implementation that conveys information to scenario operators in a manner that permits the scenario operators to validate the expected results for those scenarios involving a PACS.

As stated in each ICE scenario under Apparatus: “Unless otherwise specified, the scenario environment shall be provided by the candidate TWIC reader vendor inclusive of a PACS implementation…”  The TWIC PMO will not be providing any software for registration, or operation of, any PACS implementation.

	7
	6/30/08
	a. In the Test Cast Scenario CHUID With Biometrics Using Network Retrieval of the TWIC Privacy Key, under Pre-Conditions you state in #6 TPK values for all registered cards are held by the PACS/Host and retrieved during a transaction. Is your intent here to test the retrieval of the TPK in real time over Ethernet from a server side database? Will TSA provide the PC/Laptop, contact or magnetic stripe reader and software to collect the TPK from the TWIC cards that will be used in the test or is this the vendor's responsibility?

b. In the Test Cast Scenario  CHUID With Biometrics Verification Scenario,  under Pre-Conditions where you state in # 4 Person Alpha and Person Beta registered in the PACS which may include capturing the TPK, is your intent here to test the retrieval of the TPK from a database stored on the PACS  panel or on the Biometric Reader? 

c. Will TSA provide the PC/Laptop, software, magnetic strip reader or contact reader to collect the TPKs from the TWIC cards or is this the vendor's responsibility?
	a. As stated in each ICE scenario under Apparatus: “Unless otherwise specified, the scenario environment shall be provided by the candidate TWIC reader vendor inclusive of a PACS implementation…”

b. The PACS side capture of the TPK is optional and dependent on the reader / PACS configuration (e.g. networked reader).  There is no intention to test the TPK retrieval in this particular scenario.  Rather it is to test the use of the TPK to decipher the fingerprint biometric as part of the 1:1 match process.

c. As stated in each ICE scenario under Apparatus: “Unless otherwise specified, the scenario environment shall be provided by the candidate TWIC reader vendor inclusive of a PACS implementation…”

	8
	6/27/2008
	a. Current TSA policy does not allow for alternate biometric templates to be written to the TWIC card.   Therefore, would it be acceptable for the ports to store an alternate (non-fingerprint) biometric in a database, for use in day-to-day access control, using the TWIC CHUID for addressing, after confirmation of the validity of the TWIC and the associated port worker during enrolment of that alternate biometric to ensure a continuum of trust?   And would such an arrangement qualify as an ICE compliant solution?

b.  Secondly, we feel we comply with most items in attachment 2 ICE Version 1 5, but we can only confirm this by the section headers.  As after page two in this document the sections are all identical.  My guess is that this was a clerical error.  Is it possible to get an updated copy with the detail that describes the header sections?  Once we have the updated Attachment number 2 ICE 1 5, we may have a few further questions.
	a. Operational biometrics (i.e. a biometric obtained from a database instead of from the TWIC card) is possible using the CHUID (or FASC-N field of the CHUID) as a means to address said operational biometrics.  As written, the ICE scenarios that talk to biometric match (or fail) cases were crafted with the TWIC card fingerprint biometric template in mind.  That said, respondents may propose alternate solutions provided respondents detail how they would accomplish the expected results of these scenarios using operational biometrics.

b. Please refer to the ICE Scenarios under AMENDMENT 1 of the BAA.  The attachment to Amendment 1 is the latest version of the ICE Scenarios document.  Also, note that although many of the scenarios appear to be identical, the expected results sections differ from scenario to scenario.

	9
	6/27/08
	Since the TPK for the fingerprint templates on the cards will not be used if an alternate biometric database is employed, is it acceptable that another 128 bit encryption key be defined for the stored alternate biometric templates in the database?
	As written, the ICE scenarios that talk to biometric match (or fail) cases were crafted with the TWIC card fingerprint biometric template in mind.  That said, respondents may propose alternate solutions provided respondents detail how they would accomplish the expected results of these scenarios using operational biometrics.

The level of security used by any alternate solution is considered beyond the scope of ICE and TWIC though it would likely be of interest to ports implementing any alternate solution.

	10
	6/27/08
	Does the government have a timeline in mind after the 7/21 submission date as to when the tests will take place?  The government has indicated the location is TBD but has given no indication on the possible date/time of the test.
	We anticipate beginning ICE demonstrations approximately three weeks after the close of the BAA.  However, this timeline is subject to change.  The actual timeline will be described in an update to the BAA.

ICE demonstrations will be held in Charleston, SC.

	11
	6/27/08
	Will the Handheld equipment on the ICE list be all inclusive (HW/SW) or just list the OEM or SI?
	Respondents invited to participate in ICE and completing the ICE process will be listed by the entity name given in the response to this BAA.

	12
	6/27/08
	Will the government be providing a test PACS or do they have a preferred PACS head-end vendor for the test lab and scenarios?
	The government has no plans at this time to supply a PACS.  PC emulation of a PACS is acceptable for ICE.

	13
	6/27/08
	Will the 4 readers for the F-SCT be the same 4 as the E-SCT?
	Readers for the F-SCT may be the same or different than the readers for the E-SCT.

	14
	6/27/08
	Are there 4 readers per category (i.e. 4 Handheld readers (Section 4.2.2), 4 fixed readers (4.2.1)) or 4 readers in totality tested?
	The government plans to select 4 readers for F-SCT and 4 readers for E-SCT in a manner that represents a cross-section of configurations.

	15
	6/27/08
	Can a standalone system per Section 4.2.2 (one that does only card validation and cardholder identity validation) be submitted?
	Respondents are encouraged to respond to this BAA based on their understanding of meeting the requirements of the TWIC Reader Hardware and Card Application specification and the respondent’s assessment of successfully completing the ICE process.

	16
	6/27/08
	Do the readers need to be on the FIPS 201 APL prior to submission for the ICE?
	For the ICE, there are no FIPS 201 certifications required, though such certifications should be declared by the respondent.  

	17
	6/27/08
	Portable readers are only covered in Section 4.2.2 of the TWIC Reader Spec.  Are tests for portable readers for all ICE scenarios or just the ones listed for Section 4.2.2?  Meaning, are portable readings for ICE scenarios supposed to act as readers for any/all in Section 4.2.2, 4.2.1.2 or 4.2.1.3?
	Section 4.2.2, Section 6 and Section 7 detail requirements for portable readers.

The TWIC PMO encourages respondents, in their submission to this BAA, to identify what ICE scenarios cannot be supported. 



	
	
	
	

	18
	6/27/08
	For ICE scenarios for portable readers, is an interface to a PACS mandatory or can an alternative mechanism be provided?
	A connection to a PACS is not mandated.  The respondent should be prepared to describe the process being used to provide alternate means of identity verification.

	19
	6/27/08
	In ICE scenario #1, the procedure calls for CHUID read and verification within 2 seconds.  Can you clarify what you mean by verification of CHUID?
	ICE Scenario #1 presumes Person Alpha and Person Beta are registered with the PACS.   It further presumes the CHUID digital signature was verified during registration (though respondents are free to verify this signature on each TWIC card presentation).

Verification of the CHUID within 2 seconds means the reader performs a read of the CHUID (signed or unsigned), performs any internal data validation tasks (for this mode), sends information to the PACS and the PACS  subsequently “approves” or “declines” access based on the information received from the reader.

The expected result is heavily weighted to producing the correct expected result of “approved” or “declined” as appropriate; the time to accomplish this expected result is a TSA expectation given signature validation was NOT being performed.  Respondents performing signature validation on each TWIC card presentation should provide to TSA a range of transaction times anticipated should it be longer than the stated 2 seconds.

	20
	6/27/08
	There are no ICE scenarios for section 4.2.2 whereby someone has a valid TWIC but is not in a “PACS”- i.e, the alternative means of Identity verification from Section 4.2.2.  Is there a thought to have this added as an ICE scenario whereby the Handheld would validate the card’s validity and the identity of the bearer of the TWIC to address the alternative means of Identity verification?
	There are no plans at present to add this particular case to the ICE scenarios.

Respondents are encouraged to detail their alternate identification verification means in their response to this BAA.

	21
	6/27/08
	Who is the Government Independent Test Agent observing the tests under NAVAIR?
	The Space and Naval Warfare Systems Center (SPAWAR), Charleston, SC.

	22
	6/27/08
	In the Handheld reader section, there is a category that starts with “Displays information stored on TWIC ICC”. Can you clarify if the information for the FASC-N elements to be displayed must be accessed from the TWIC ICC via the contact interface or contactless interface or it does not matter which interface?
	Per the 30 May 2008 specification the FASC-N information is preferred to originate from the TWIC card application.  However, if one is using Card Authentication the FASC-N would be retrieved from the Card Authentication certificate using the PIV card application. [See Section 4.1 Note on Page 19].

In either case, the FASC-N information may be obtained from the contact or contactless interface (i.e. the interface used is not relevant in this instance).

	23
	6/27/08
	Can you clarify how you expect a portable handheld reader (that may not be connected) to do a 3 second or less transaction time from presentation of contactless card to completion of bio match if the user has to either swipe their mag stripe or insert their card into the contact slot to decrypt the TPK?  It seems as if this is a requirement solely for Fixed indoor and Fixed outdoor readers.  In the ICE scenarios, 30 seconds is given for any bio matching scenarios for HH readers.
	The 3 second transaction time as stated in Section 8, Performance Requirements of the TWIC Reader Hardware and Card Application Specification (all versions) excludes the time necessary to acquire the TPK value from the magnetic stripe.

If a reader is using the contact interface for a transaction, there is no need to begin the transaction as a contactless session and then switch “in the middle” to a contact session; all the information required to perform a biometric match should be retrieved over the contact interface in a single session.   [See Table 4.3 on Page 23] 

	24
	6/27/08
	Does the mobile algorithm need to be already listed on the FIPS 201 government website?
	For the Initial Capability Evaluation, there are no FIPS 201 certifications required, though such certifications should be declared by the respondent.  

	25
	6/27/08
	Based on the requirements of our internal testing procedures, can we have access to a TWIC card to confirm operational capability?
	Respondents are encouraged to enroll for a TWIC card, as this is the only authorized means available for obtaining a TWIC card at this time.

	26
	6/26/08
	Regarding the BAA TWIC ICE, What software-specific FIPS 201 certifications are required prior to evaluation (e.g. FIPS 201 for algorithms)? Or will DHS review all FIPS complaint hardware with software combinations that meet the requirements detailed in the BAA TWIC submissions instructions?
	For the Initial Capability Evaluation, there are no FIPS 201 certifications required, though such certifications should be declared by the respondent.  The ability to perform RSA 2048 signature verification and AES 128 (ECB Mode) decipher operations is necessary per the TWIC Reader Hardware and Card Application Specification (all versions).

	27
	6/25/08
	Is the above RFI Broad Agency Announcement related to the RFI Motorola responded to regarding US Coast Guard TWIC RFI or is this a different opportunity?
	These two announcements represent different requirements, as documented in the body of each announcement.  Among other differences, the US Coast Guard's RFI is solely related to handheld readers, while the TSA BAA is related to both handheld and fixed readers.  Interested parties should read both announcements and their corresponding instructions carefully to ascertain the differences between the announcements.

	28
	6/25/08
	Is this a new initiative or is this work already underway?   If so, could I get the contractor name, contract number, and contract value?  Can I also have the program officer and contact info?
	The work in the subject Broad Agency Announcement is a new action.  Since this is an ongoing acquisition, further details cannot be provided.  For further details on the BAA, please refer to the announcement on the FedBizOpps website.


