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Date:

October 5, 2005 
To:

All Prospective Offerors

From:

GSA Headquarters Contracting Division

Subject:
Request for Proposals -- Office of Government Policy Forms and Printing Policy Division (Modification to RFP# GS00V05PDC0021) (New FY06 RFP# GS00V06PDC0001)
The General Services Administration (GSA) is issuing this Request for Proposals (RFP) to solicit 100% Small Business Set-Aside for the Office of Government Policy Forms and Printing Policy Division. The requirement is to acquire the services of an automated, electronic system development and support contractor to assist GSA’s in offering a cost-effective, Section 508 compliant and usable electronic forms operational solution for its customers, delineated in the attached Statement of Work (SOW).

TYPE OF CONTRACT

The Government anticipates the award of a firm fixed price IDIQ type contract to one contractor.  Prices for each component or service will be set at fixed unit prices for the Government to acquire multiple units of those components or services.

ORGANIZATIONAL CONFLICT OF INTEREST

The Contractor’s attention is directed to FAR Subpart 9.5, Organizational Conflicts of Interest.

GENERAL PROPOSAL FORMAT 

The due date for submittal of the Technical and Price Proposals will be 10:00 am, EST, October 25, 2005 to the Contracting Officer via email using Microsoft Word or PDF attachments.   

The written proposal shall include only the information described below.  No pricing information shall be included in any portion of the written technical proposal.  All pricing information will be contained in the Cost Proposal (35 page limit) shall be clear, concise, specific and complete, and shall demonstrate the offeror’s understanding of and ability to, successfully accomplish the Government’s requirements.  The offeror's Technical Proposal shall have a 50 page maximum limit.  

Electronic copies shall be submitted on a Compact Disk (CD).  Expensive, elaborate submittals are not required or encouraged.  Only brochures and literature pertinent to the nature of the work under this solicitation should be submitted if they are logically incorporated into the body of this technical proposal.  

FORMAT FOR TECHNICAL PROPOSAL

ORGANIZATIONAL EXPERIENCE AND PAST PERFORMANCE

Describe the experience and capability of your organization in conducting similar work.   “Similar” is meant to convey experience with electronic forms system development and a total processing of forms to end users and how this experience qualifies you for GSA’s project.  Include specific system implementations within any Government organization and include dollar value, duration, and complexity.  Provide a summary of at least three (3) similar contracts performed by your organization for the last three years for the development and implementation of an operations electronic forms system from the point of adding forms to the system to the point of final transactions to the end users.  Include a brief description of the project, project title, contract number, period of performance, contract amount, client identification including agency or company name, and point-of-contract with e-mail and telephone number.  Contact information must be current. 

 NOTE:  Evaluation of an offeror’s past performance may not be strictly limited to the information provided by the offeror in response to this factor.  The Government may obtain additional information on past performance from other governmental and nongovernmental sources.  An offeror will be given the opportunity of responding to information obtained which adversely affects the technical rating on this factor, if the proposal as a whole is acceptable.  This opportunity to respond will be considered a “clarification” only and will not be considered as “negotiation” or “discussion” within the meaning of FAR Part 15.
COMPANY INFORMATION

It is anticipated the selected product will be used and maintained over a multi-year period of time.  With this in mind, there are general questions of product stability as it relates to corporate and financial stability.  Each offeror shall provide the following information:


Year incorporated:

DUNS Number:


Number of Years in Business:


Current Business Partners:


Recent Business acquisitions:


Is this a public company:

If yes, please provide copies of financial information from Shareholders reports for last three years.

Non-Public Company – Please provide copies of Pro Forma Statements for last three years.

GENERAL PRODUCT INFORMATION (for each component)


Number of Product Installs:


Number of minor releases annually:


Number and frequency of major releases:

Typical downtime, expressed as a percentage, for a production install on annual basis:


Upper limit of concurrent users (ability to scale) for a production install:


Limitations/conditions placed on the use of the product:

KEY PERSONNEL

The offeror shall demonstrate how it will staff and manage this effort and must provide resumes of key proposed personnel.  The offeror shall ensure staff continuity from task to task in accordance with a proposed method to maximize progress and minimize the impact of any staff fluctuation.  The offeror shall propose the procedures to staff and replace personnel from task to task.  Proposed technical project personnel must have experience in using the proposed methodologies and tools.  The Government will not impose specific requirements for proposed staff.  Offerors have the responsibility to propose qualified personnel who have the necessary credentials to complete the requirements contained in this SOW/RFP.  

The Government will evaluate the qualifications of the proposed key personnel.  During the contract’s base term and each option year as awarded, the Contractor shall be required to do what it can to ensure key staff continuity.  If for any reason a key person has to be replaced, the Contractor is required to submit a resume of an equally qualified person to the Government within 24 hours of learning that the key individual will no longer be available for the project.  The Government may reject any proposed replacement if the replacement, in the opinion of the Government based on the presented resume, does not have the necessary qualifications to accomplish this effort.

The offeror shall present resumes for the proposed key personnel.  Resumes must be signed and dated by the proposed individuals and countersigned by the offeror.  The offeror must certify that its understanding of the qualifications of the individuals demonstrated on the resumes shall be the standard for all personnel in the same job category under the resultant contract.  Each resume shall be no more than two (2) pages in length.  Each resume shall contain:

· Proposed individual’s name and the function the person will perform;

· Education level, including specific education that directly relates to the individual’s ability to perform the proposed function under this contract;
· A summary statement outlining the reasons that the individual can perform the task that he/she is proposed to accomplish;
· Work experience, showing dates and experience that relates to electronic forms system development, implementation and support.  The resume should present the work experience in reverse chronological order, starting with the current experience and going back to the oldest experience.  It is the responsibility of the offeror to relate the experience to electronic forms systems.  The resume must include relevant experience within the past two (2) years; and
· The offeror shall provide a name, title, telephone number, and e-mail address, if available, of a reference for each experience that is similar to the requirements of this SOW in size and scope in each resume.
TECHNICAL APPROACH

The technical approach shall be simple, easy to read, and shall clearly and concisely describe project responsibilities and personnel, any proposed subcontracting or teaming arrangements, communication and coordination, scheduling of all tasks and subtasks, meetings, and deliverables.  In meeting deliverables, offerors shall elaborate on how they plan to measure their efforts to ensure the highest quality of performance.  The proposal shall detail the approach and methodologies that the offeror will use to perform the tasks and electronic forms system requirements by responding to each of the system requirements contained in Section 3 and indicate your organizations capabilities to accomplish these objectives.  The proposal shall include how the proposed project team will work together and how they will work with the Government program staff in a coordinated, organized manner to ensure successful accomplishment of the contract requirements and to ensure that problem resolution occurs at the earliest possible time, thereby limiting potential impact.  The proposal shall detail the approach for providing products and services that comply with 36 CFR Part 1194 – Section 508 of the Rehabilitation Act (29 U.S.C. 794d).  The approach shall include the standards that the products and services are compliant with, and the degree of compliance.  The offeror must demonstrate compliance with Section 508 prior to award.  In addition, the technical proposal must provide information on the following: 

OPERATING SYSTEMS

Vendors will indicate ALL the various operating systems their system components require (or can use) including all of the features and components being offered.  To the extent that the server environment requirements are different than the Government’s current available hosting environment (Windows) that will be taken into consideration in the evaluations.

The user form-filler tool (client,  plug-in or software) shall  operate in a Windows operating system (specified in proposal which versions) and it is desirable to support other users such as LINUX and MAC as well (please specify which versions or none).  A wider range of user form-filler operating systems supported is more desirable.   It must be compatible with multiple browsers Internet Explorer and Netscape browsers at a minimum, but others are desirable.  (Please specify which browsers and which versions of those browsers in proposals).
OFFEROR HOSTED FORMS PROCESSING WEBSITE

The Government desires to have a hosting choice in addition to the Government facilities.  It is desirable for the  vendor to offer a vendor hosted forms processing solution, the proposal shall include a detailed description of the offeror’s proposed hosting approach, equipment, partner/suppliers, help desk, etc. A Security C&A will be required for the Forms Processing Capability regardless of where hosted.  This requires third party access to hosting facilities and external and internal penetration testing.  Total downtime, including  maintenance shall not be more than 8 hours per month.   Vendor must specify any and all software components (desktop/server) and hardware requirements to provide forms processing with the features offerored.  
SOFTWARE INTEGRATION 

Describe your company’s integration capabilities of the software system offered.

 FUTURE PLANNED TECHNOLOGY

 Describe your company’s future planned technology changes to the software offered.

 PLANNED IMPLEMENTATION TECHNOLOGY NARRATIVE
Describe how the customer should implement the system offered.

MAINTENANCE, UPGRADES, SUPPORT, AND CUSTOMIZATION

Your company must provide evidence of an ability to handle system      maintenance, software upgrades, maintenance renewals, system customization, and system support. 

DELIVERY, IMPLEMENTATION, CONVERSION AND TRAINING   TIMELINE  

Describe how you company will handle the delivery of software, implementation of modules, data and/or form conversion, and training.

PHASE-IN AND PHASE-OUT PLANS

The offeror shall provide Phase-In and Phase-Out plans that describe how the offeror proposes to transition from the current electronic forms system to an alternative electronic forms system in a way that ensures success with little or no disruption to the services provided and with no adverse effect on customer support.  Organizational experience in the smooth and efficient transitioning process will be evaluated.  Phase-In and Phase-Out Plans shall demonstrate a thorough and clear approach for transitions to new operational systems with little or no disruption of products and services for customers.  The Government will evaluate the extent to which these plans ensure continuity of operations during transitions.  This includes minimizing disruption to the existing operations and maintaining or improving customer satisfaction through the transition.  The Government will also evaluate how the Contractor assesses and adjusts its plans to meet customer satisfaction objectives, and facilitates and enhances coordination and cooperation (including integration requirements) with any and all affected parties. 

FORMAT FOR COST PROPOSAL

The cost proposal shall be submitted as a separate item from the technical proposal and shall include the following costing information:

ITEM 1:  LICENSES

The Government anticipates utilizing the following licensing options.  The offeror shall propose one or multiple pricing modules in accordance with the following:

OPTION 1:  
a.  ENTERPRISE LICENSES:  Provide a system to electronically access forms by issuing required enterprise licenses.  A license will be issued for each software component.  The fee for this license will be a one-time expense and may be a perpetual license with software maintenance, and at minimum last the term of the contract.   The Government will not except a price for individual downloads of the Form-Filler Tool.  It is to be openly available, without charge to the end user and without registration.

There may be unit charges for the Forms Creation Tool and the Forms Processing Capability, but not for the forms-filler capability which is covered by the enterprise license cost.  No click charges or other download fees will be permitted for filling or submitting forms.
Estimated number of forms:

Under an enterprise licensing system, the estimated number of users to access the system is unlimited.  The estimated number of public facing forms that are contained in the current GSA library is approximately 700, but we expected that to increase and not to be limited by the licenses of this contract.  The average number of pages per form is two.  
b.  Provide a price for annual maintenance per license under the enterprise licensing concept:

OPTION 2:
The offeror may propose other licensing arrangements; however, all costing under this option must include all hardware or software components such as creation package, filler package, and server items required for back-end processing and any associated transactions fees.  Prices submitted must include the base year and annual maintenance.

ITEM 2. HOSTING THE ELECTRONIC FORMS PROCESSING WEBSITE

The offeror shall provide costs (if offerred) for operating as a service offering the maintaining/hosting the electronic forms processing on a website that accomplishes all the requirements for forms processing for this solicitation.

ITEM 3:  CREATING AND POSTING FORMS SERVICE
Forms Creation  Service  The offeror shall offer a Forms Creation Service that permit a Section 508 and XML compliant forms to be developed from rough input and hand drawn forms layout including field checks and other features offered.  

The vendor will implement a quality assurance plan that verifies the accuracy, completeness, and correctness of forms and assures the GSA system’s manager and othe agency users satisfaction with the eForms system.
Normal Service Level – provide  a complete functioning form availability in not more than 4 days after receipt of the form.  

Priority Service Level – In low volumes emergencies, provide complete functioning form within 8 hours after receipt of the form information when directed by the COTR.

Provide a price for converting and / developing forms from paper forms and / or from existing web based forms.  The price shall include the two levels of service, regular 

Price per page, per form or an hourly rate is acceptable.  If an hourly rate is provided, the contract must provide an estimate of time required to complete the average form. 

The contractor shall be required to provide support for placing forms on the electronic forms website thereby allowing web access to agencies and the public

Provide a price for transaction fees (if any) or click charges (if any) to process completed forms through an agency back end or back officer server(s) when required, to include any software or hardware requirements.

ITEM 4  CONVERSION OF EXISTING FORMS 
The Contractor shall convert (or develop) all of the existing forms in the GSA library (http://.www.GSA.gov/forms) to the new forms software.  For the initial conversion, the Contractor will have access to the GSA-FORMS web site and the form, in one to three software formats, Accessible FormNet, FormFlow and/or Adobe PDF.  The vendor shall convert or develop each form, from one of the above sources to their form format, and provide a finished functional form to the Government for use for by the operational date within 90 calendar days after award.  The initial conversion requires the new form be at the same level of functionality as the current forms, which are downloadable, fillable, Section 508 compliant accessible,  with XML tags, mandatory field indicators, with field range checks, and submittable and helps or information pop-ups where already existing.  The forms will be mounted by the contractor in the hosted environment. The offerors have access to http://www.gsa.gov/forms to assess the conversion issues.  The price for conversion shall be for converting the entire library of existing forms.
ITEM 5:  SECTION 508 COMPLIANCE VALIDATION
Provide a price for providing a service of checking Government developed forms for Section 508 compliance and usability mapping, tagging, as well as digital signature capability and scripting forms.  The contractor will provide a price for completing this process.  Price per page, per form or an hourly rate is acceptable.  If an hourly rate is provided, the contract must provide an estimate of time required to complete the average form.  The offeror shall have in place, and/or demonstrated a process to provide a service for validation of electronic forms for accessibility and usability, in accordance with Section 508.  It is desirable for the validation process and/or service be provided checked by individuals with blindness and screen reader capability.

The offeror shall  provide a price for completing this process.  Price per page, per form or an hourly rate is acceptable.  If an hourly rate is provided, the contract must provide an estimate of time required to complete the average form. 

ITEM 6:  CONVERSION OF USER DATA (Desirable)

The offeror shall price if offerred, data conversion services.  It is desirable that within 90 days after award, the vendor shall a a method (a tool or services) to  convert form-filler data from Accessible FormNet formatted forms to the new form environment.  The use-case is that users may have a library of completed forms that they reuse such as Personnel Forms or Contract Cover sheets.  As we migrate forms tools, the users otherwise would be stuck – re-keystroking all of their data into the new forms.  The contractor shall provide a conversion tool or service to perform this function within 8 hours of request. If proposed, the offerer shall include pricing and details of approach.

ITEM 7  TRAINING 

The offeror shall price training and associated resource materials shall be provided for  20 Government Forms Managers as follows:

(a) Provide on-site training at a facility located in the Washington, DC metropolitan area.

(b) Provide on site software installation training and installation guide.

(c) Provide form conversion software documentation.

(d) Provide documentation for all training topics.

(e) Provide basic training on new forms conversions.

(f) Must provide maintenance and telephone support.

(g) Must provide documentation on installing and maintaining software.

(h) Provide training for the creation of forms.

(i) Provide training on the conversion of forms data tool and/or service.

ITEM 8:  TRAVEL AND OTHER DIRECT COSTS

The offeror shall include approximately $20,000 per year for Other Direct Costs (ODC) for travel and other direct costs items in the cost proposal to be used as directed by the COR.

OPERATIONAL DEMONSTRATION 

Formal presentations shall be required from offerors in the competitive range.  The offeror shall be required to demonstrate the ease of forms creation (ease of mapping, tagging, programming, form fill and application of a digital signature) with features specified above, from scanned image as well as a variety of design formats, in order to arrive at accurate time requirements and potential for burden reduction.  Prior to this demonstration, the Government shall provide up to three (3) forms with a range of requirements such as extra instructions for screen reader, tables, etc. and ask the vendor to provide their “best accessible format” for testing.  This will allow each vendor an equal opportunity to demonstrate compliance with Section 508.  Vendors must note any extra software requirements for accessibility.  

Scheduling of each offeror’s presentation time and date will be established by lottery, and offeror’s will be informed accordingly by e-mail or telephone.  Please provide the name of the person to be notified, the telephone number and e-mail address

The time allowed for each offeror’s presentation may not exceed 2 hours in length.  A twenty-minute question and answer session will follow the oral presentation.  All necessary equipment is the responsibility of the contractor. 

Only the offeror’s key project personnel will be allowed to participate in the oral presentation.  Key project personnel are those personnel who will be assigned to the contract.  Two additional people (i.e., chief executive officer, company president, legal representative, etc.) may attend, but will not be allowed to present except in a brief company introduction under five minutes that will not be evaluated.  It is anticipated that the key project personnel will answer the majority of the questions posed during the question and answer session.  

The oral presentation should reflect the offeror’s reasoning and approach to solving the program objectives.  During the oral presentation, the offeror’s key project personnel should address the following topics:

Background, objectives, and work requirements of the SOW, as analyzed by the offeror;

Proposed methods and techniques for completing proposed tasks;

How each proposed task will be evaluated for full performance and acceptability of work form the Offeror’s viewpoint; and 

Anticipated major difficulties and problem areas, along with recommended approaches for their resolution.

PROPOSAL VALIDATION AND EVALUATION
This procurement is being conducted in accordance with FAR Part 12, Acquisition of Commercial Items, with other FAR Parts such as 15, being used.  A team of Government personnel will validate and evaluate offerors’ proposals submitted in response to this Request for Proposal (RFP).  Proposals will be validated to ensure:  

(1) Preparation in accordance with instructions of this RFP, 

(2) Compliance with all contractual requirements specified in this RFP, and 

(3) Accuracy of cost proposal.

All proposals will be evaluated by a team of Government personnel to determine the extent to which the offeror demonstrates a clear understanding of the requirements of the RFP.  The evaluation team will rate each proposal in accordance with its content and will not assume adequacy of performance in areas not specified in the offeror’s written proposal.

Proposals that are unrealistic in terms of technical capabilities, or unrealistically low in cost may be deemed reflective of an inherent lack of technical competence or indicative of a failure to comprehend the complexity and risks of the proposed contractual requirements.  These flaws may be grounds for a determination of technical unacceptability.

All proposals will be evaluated for acceptability.  Proposals that do not conform to the requirements of the solicitation may be rejected without further evaluation, deliberation, or discussion.  

EVALUATION FACTORS LISTED

The Offeror’s proposal must give clear, detailed information sufficient to enable evaluation based on the best value criteria listed below.  There are three technical factors on which the proposals will be evaluated:

FACTOR 1:  Technical Approach 

FACTOR 2:  Organizational Experience and Past performance

FACTOR 3:  Key Personnel 

Factor 1 (Technical Approach) is of greater importance than Factors 2 (Organizational Experience and Past Performance) or 3 (Key Personnel) which are of equal importance.  

FACTOR 1:  TECHNICAL APPROACH

The offeror’s responses to each element in the systems requirements (Section 3) of the RFP will be evaluated to determine the offeror’s capability in performing the system development and maintenance tasks.  The government will evaluate responses to determine if the offeror understands the scope of the work required and the processes necessary for responding to the task orders.  The offeror’s response shall include a detailed explanation of how they will accomplish each of the listed system requirements  which are of equal importance.  

Understanding of the work, including creativity and thoroughness and innovation shown in planned execution of the program support;

Discussion of specific methods and techniques for completing each required task;

Anticipation of potential problem areas, and creativity and feasibility of solutions to problems; and discussion of schedule and any other issues about which the Government should be aware. 

FACTOR 2:  ORGANIZATIONAL EXPERIENCE AND PAST PERFORMANCE
The evaluation of organizational experience and past performance includes an assessment of the relevancy of the experience as well as the quality of past performance.  Relevancy includes similarity of the experience to the size and scope of the requirements under this RFP.  Additionally, the more recent the experience, the greater its relevancy.  Government contracts and private industry contracts wherein the offeror performed as a prime contractor will be evaluated.  An offeror with no past experience as a prime is precluded from being considered for award.  The Government will use data provided by the offeror and may use data obtained from other sources.

The contractor shall provide evidence of past performance from at least three (3) previous projects in accomplishing work the same as, or substantially similar to, that required by this solicitation, including quality of products and services, cost control, timeliness of performance, business relations, and customer satisfaction.

The contractor shall provide references, including names, and current telephone numbers of contact persons, to substantiate past performance.  Include the dollar amount and length of contract for each contract referenced.  The contractor shall also describe its capabilities, and those of its major subcontractors and/or joint venture partners, if any, to perform this work.  Information on the contractor’s size, experience, and resources available to enable the contractor to fulfill the requirements shall be provided.  It shall include information on corporate facilities and equipment currently available for use.  

When discussing previous Government and/or private sector projects similar to that proposed, the offeror shall provide sufficient detail to convince evaluators of the relevance of the skills and objectives involved. 

Provide information on problems encountered on the identified contracts and the corrective actions taken. 

Evaluation of past experience is a subjective assessment based on consideration of all relevant facts and circumstances.  It will not be based on absolute standards of acceptability.  When assessing the quality of the offeror’s past performance, the Government will seek to determine whether the Offeror has consistently demonstrated a business-like concern for customer satisfaction.  This is a matter of judgment.  The Government will evaluate the first three contractual references listed by the offeror.  If the Government cannot contact a reference for one or two of the first three contracts listed, the Government will evaluate the fourth and fifth contract until a total of three have been evaluated. 

FACTOR 3:  KEY PERSONNEL
The offeror’s responses contained in this factor shall reflect an in-depth and mature understanding of the requirement scope.  This will be evidenced in the offeror’s ability to demonstrate an awareness of the managerial challenges, risks, and responsibilities involved in performing a contract of this type and scope.  Offerors should also note that the Government is interested in the stability of the employment of key personnel as well as their quality.  This factor shall be evaluated on the following elements which are of equal importance:

Recruitment, retention and workforce 

Organizational structure and lines of authority

Availability and qualifications of the proposed staff, their experience in similar           projects and their capability to fully and professionally accomplish the objectives stated herein.

Ability of proposed staff to develop proposals and plans, including goals,  justifications, objectives, milestones, and progress charts; develop time frame projections and resource requirements; establish budgets and coordinate projects to ensure their timely completion; 

Ability to communicate both orally and in writing with both technical staff and project managers; and

Consideration of the required knowledge, skills and abilities as specified in the RFP.  

CONTRACT AWARD

Contract award shall be made to the responsible Offeror whose offer, in conforming to this RFP, provides an overall best value to the Government, technical evaluation factors, and price considered.  The Government's objective is to obtain the highest technical quality considered necessary to achieve the program objectives at a realistic and reasonable price.  Technical evaluation factors are more important than cost; however, between proposals that are evaluated as technically equal in quality, price will become a major consideration in selecting the successful Offeror.  The Government reserves the right to choose not to accept any of the proposals.

Contract award is anticipated on or about November 15, 2005.  Contract award shall be made to the responsible Offeror whose offer, in conforming to this RFP, provides an overall best value to the Government, technical evaluation factors, and price (including the actual cost of this contract and the proposed cost of the conference) considered.  The Government's objective is to obtain the highest technical quality considered necessary to achieve the program objectives at a realistic and reasonable price.  Technical evaluation factors are more important than price; however, between proposals that are evaluated as technically equal in quality, price will become a major consideration in selecting the successful Offeror.   The Government may award without discussions.  The Government reserves the right to choose not to accept any of the proposals.

QUESTIONS REGARDING THIS RFP
All questions must be submitted in writing via email to the Contracting Officer no later than, October 13, 2005, EST, noon, to ensure a response.  All questions must be in writing and no questions will be accepted by telephone.  The Government reserves the right to edit any questions as needed to protect the identity of the source, but absent this consideration, the Government intends to quote each submitted question verbatim in its response. The Government has targeted, but cannot guarantee a consolidated response to 

all bidders on or about October 18, 2005.
GSA CONTRACTING OFFICER

Renee Ballard

Contracting Officer

GSA Headquarters Contracting Division

1800 F Street, NW – Room 4020

Washington, DC  20405-2002

Renee.Ballard@gsa.gov

APPENDIX 1

CERTIFICATION AND ACCREDIATION (C&A) PLANNING DOCUMENT 

The GSA eForms Processing System (not the current website, Forms Creation and form filler) will be a Major Application that requires Certification and Accreditation (C&A) consistent with the provisions of the Office of Management and Budget (OMB) Circular A-130 and National Institute of Standards and Technology (NIST) Special Publications 800-37, and GSA Security Policies.
Certification and Accreditation of the GSA eForms Processing System

The independent certifying authority will conduct the C&A in coordination with the GSA eForms Program Manager and the contractor.

To ensure that the C&A process is optimized and economical; it is in the best interest of the contractor and Government that security requirements are appropriately integrated into the Software Development Life Cycle (SDLC) from project initialization.  Detailed information on the C&A guidelines including server hardening guidelines are available from the Office of the CIO website located at http://insite.gsa.gov/cio/itsecurity.  The ISSO assigned to the GSA eForms project will work closely with the contractor and certifying agent to help facilitate the C&A process.

The Contractor will be required to develop SDLC documentation to support the smooth operations of the GSA eForms system.  This documentation will be used to support the C&A process.

The Security Accreditation Package consists of the following three documents:

1. The System Security Plan (SSP) provides an overview of the security requirements, the agreed upon security controls, and supporting security-related documents.  The contractor will prepare the SSP in coordination with the GSA eForms  Program Manager.  For information regarding the System Security Plan, see SP 800-18 Guide for Developing Security Plans for Information Technology Systems from NIST.

2. The Security Assessment Report (SAR) provides an overview of the security assessment results and recommended corrective actions. The SAR is prepared by the independent certification agent and will be part of the Security Test and Evaluation.  One of the certification agents for Chief Information Office (CIO) is Telos Corporation.

3. The Plan of Action and Milestones (POAM) measures implemented or planned to correct deficiencies and to reduce or eliminate known vulnerabilities.  The certification agent will prepare the POAM in coordination with the contractor and the GSA eForms Program Manager.

The certification agent will conduct a Risk Assessment and Analysis and a Security Test and Evaluation.  The contractor is required to prepare a Contingency Plan (CP) and a Configuration Management Plan (CMP).  These plans are not a part of the C&A Package; however, they are required for implementing good security posture. 

The certifying agent will also interview the Contractor and the GSA eForms Program Manager to obtain additional background information.  In addition, the certifying agent will review and assess the hosting environment through personal visit(s), and may review security access control at the hosting site including physical access control and other hosting infrastructure concerns including but not limited to power, HVAC, hosting provider security profile.

The GSA eForms system should be fully certified and accredited before going into production.  This means that the C&A time window are limited to about 90 days.  The contractor shall therefore develop the required documentation starting at contract award and project initialization in order to meet this deadline.

It is recommended that the System Security Plan, Contingency Plan, and Configuration Management Plan be submitted to the government Information Systems Security Officer (ISSO) in draft format no later than 90 days after project award and in final form no later than 120 days after project award.  The contractor shall also program time for responding to other background questions from the certifying agent. 

The CIO Office will administer the C&A process.  The procedure is:

1. The GSA eForms Program Manager submits a request to the CIO Office for the services of the independent certification agent to assess the GSA eForms system for C&A.

2. The CIO’s Office develops a Task Order against the Telos BPA and sends the requests to Telos. The CIO’s Office also develops an independent Government cost estimate in consultation with the ISSO.

3. Telos submits a proposal that include time schedule, technical resource allocation, and associated costs.

4. The Telos proposal is reviewed by the ISSO/ISSM and subsequently accepted after Telos, ISSO/ISSM and the GSA eForms Program Manager reaches consensus.

5. The GSA eForms Program Manager identifies funding source for the CIO’s Office to implement the C&A process.
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