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This document lays out the present DISA Information Systems Center (DISC) organization, and identifies the missions of the component organizations and the functions they carry out in providing DISANet IT Services.  The intent of this document is to:

1. Present a snapshot of the existing organization and concept of service

2. Act as a primary source of information on contractor tasks to be performed on the CORENet task, along with Attachments J.8, “CORENet SMF Responsibilities” and J.12, “Prjects List and Projects Review SOP”. 
These missions and functions are valid for the future CORENet IT Services task.  This document presents a task-centric view of the CORENet services, as against the process-centric view of the Microsoft Operations Framework (MOF) Service Management Functions (SMFs), which is summarized in Attachment J-8, “CORENet SMF Responsibilities”.  The functions have been identified as being either Government or contractor functions under the CORENet service tasks thusly:

· GOVERNMENT – Function statement is highlighted in yellow.
· CONTRACTOR –  Function statement is not highlighted.
DISC is presently organized as follows:
1. DO5 – DISC Chief


2. DO521 – MANAGEMENT DIVISION

a. DO521A - Resource Management Branch

b. DO521B - Configuration Management Branch

3. DO522 – OPERATIONS DIVISION

a. DO522A - DISANet Control Center Mission and Functions

b. DO522B - DISC Operations Branch Mission and Functions

4. DO523 – ENGINEERING SERVICES DIVISION

a. DO523A - DISC Integration Branch Mission and Functions

b. DO523B - DISC Implementation Branch Mission and Functions

5. DO524 – Information Assurance Office

DO521 - DISANet Management Division

Mission:

Provide configuration control, documentation control and customer relations management for the DISANet.  Define the enterprise architecture of the DISANet, providing the overall strategic planning and vision of the DISANet “way ahead.” Manage the DISC financial resources, to include infrastructure, support, maintenance, and telecommunications planning and execution.

DO521A - Resource Management Branch
Functions and Team Breakout:
a) Asset Management Team

· Altiris ITAM Administration

1) Orchestrate multi-functional efforts to maintain the ITAMS

2) Facilitate data exchange between ITAMS and DPAS

3) Create and run ITAM Reports and ad hoc queries

· Inventory & Warehouse Operations

1) DISC/Warehouse Liaison

2) Tracking and distributing in-coming DISC equipment 

3) Coordinating out-bound shipping and returns

4) DISC Interim Property Custodian 
· Database/SAT

1) Enter wireless assets into the TMS

2) Enter DISC Infrastructure Acquisitions into the SAT

b) Budget Management Team

· Track Accounts Receivable

1) Spillages

2) Contractor Sites

3) Shipping

4) DISA org and ISSA Reimbursements 

5) Cellular overages 

· Manage DISC Infrastructure and Telecom Budget & Spending

1) Plan and manage Infrastructure & Telecom spending for the NCR

2) POM Inputs

3) UFR – Creation and Updates

4) Monitor DISC Credit Card Usage/Spending

5) Review and certify DTSW and GSA TOPS billing

· Contract Support

1) Perform Contract Modifications and Amendments

2) Review Quarterly RM Reports

3) Review Overtime Reports

4) Review Vacancy Reports

5) Validate Contractor Travel Funding Requests

6) Oversee Trusted Agent – Contract Verification System

7) Certify and approve CAC requirements

c) Telecom Management Team

· Manage telephone services in the NCR

1) Process Adds/Moves/Changes

2) Troubleshoot & resolve desktop phone problems

· Manage the VTC studio

1) Maintain Director’s VTC Schedule

2) Budget for & manage VTC Equipment Maintenance

· Manage the Red Switch

1) Provide QAE functions for Red Switch contract personnel

2) Maintain the DRSN IAW applicable JTF-GNO guidnance

3) Liaise with the DISN as necessary

· Manage DISANet circuits

1) Provision circuits as required

2) Process disconnection requests

3) Budget for the MAN-TLS Circuits within the NCR

· Manage Wireless Devices in the NCR

1) Procure and Distribute Wireless Devices and accessories

2) Prepare annual wireless validation notifications

3) Monitor overages and minimum usage

4) Troubleshoot wireless devices

· Manage Telecom Database

1) Wireless Device accountability

2) Enter & track telecom expenditures

3) Generate usage and budget reports

DO521B - Configuration Management Branch

Functions and Team Breakout:
a) Requirements Management & Liaison Team

· Administer Requirements

1) Authoritative source for the DISC Requirements Process

2) Facilitate meetings of the DISC Requirements Board
3) Manage the Requirements Identification and Tracking System (RITS) Inbox

4) Respond to RID Inquiries

5) Ensure the smooth and effective operation of the Requirements Process

· Manage Customer Relations

1) Liaison for Field Sites

2) Liaison for Special Customers
3) Survey customer base for satisfaction levels

4) Orchestrate annual System Administrators’ Meeting

· Publish & Maintain Customer Relations Documentation

1) DISANet Site Administrators SOP

2) Service Level Agreements

3) DISC Memorandums of Agreement

b) Configuration Management & Documentation Team

· Facilitate the development of CM processes and procedures for the DISANet

1) Coordinate and facilitate the DCCB meetings
2) Conduct Configuration Management Audits

3) Conduct Quality Assurance Reviews

4) Track configuration changes on the DISANet

5) Develop, publish, and maintain Network Diagrams (Physical and Logical)

· Facilitate Communications about the DISANet to Stake Holders

1) DISANet Customer Notices

2) System Change Requests (SCRs)

3) DISANet Technical Staff Notifications (DTSNs)

4) DISANet Rollout Notices (DRNs)

· Standardize DISC Documentation Efforts

1) Facilitate SOP Publishing

2) Maintain the DISANet User’s Guide
3) Assists in develop internal process Policy documents

4) Maintain Policy documents
5) Maintain the DEW (Organization and Content)


c) Strategic Planning/Policy & Network Architecture Team
· Administer the DISC Continuity of Operations Plan

1) Liaise with the DISA COOP Office

2) Orchestrate DISC participation in all COOP Exercises

3) Maintain the DISC COOP Emergency Relocation Roster

4) Develop exercise scenarios for inclusion into DISA COOP exercise plans

5) Monitor mandatory annual COOP training requirements for DISC personnel

6) Coordinate for proper security clearances, site badges, and GETS cards

7) Liaise with the DISC Engineering Division for COOP infrastructure POM requirements

8) Liaise with the SI3 Policy Branch on COOP Life Cycle Replacement of laptops

· Define the DISANet Enterprise Architecture

1) Provide strategic planning, vision, and the DISANet “way ahead”

2) Direct the testing, evaluation and implementation of new technologies

3) Evaluate all network change requests and provide guidance

· Serve as the DISC Technical Advisor for all Strategic Planning Initiatives

1) Interface with DISA management and staff to leverage corporate knowledge

2) Conduct external agency research as required

3) Utilize internal and external technical resources (government and corporate)

4) Advise DISC and DISA Management

· Develop strategic policy documents
DO522 – OPERATIONS DIVISION

DO522A - DISANet Control Center Mission and Functions

Mission:

The DISANet Control Center (DCC) provides 24x7 fault and performance management of DISA’s world class, enterprise-wide local and wide area classified and unclassified networks at more than forty sites worldwide.  The DCC provides centralized, aggressive troubleshooting and coordination to ensure maximum network and service uptime.  Additionally, the DCC mans the DISANet Helpdesk Call Center to provide professional first-level support to DISANet customers.  The DCC also professionally maintains command and control telecommunications and COMSEC operations in direct support of DISA Headquarters and operates major DISN nodes, to include the NIPRNET, SIPRNET, DATMS-U, DATMS-C, IDNX, and RED SWITCH. 
Functions and Team Breakout:

a) Watch Office
· Provides 24x7 network control and operational direction of the DISANet and all telecommunications connectivity serviced by the DISANet Control Center. 
· Monitors DCC controlled network resources to ensure all components operate within approved standards of performance, reliability and availability.  Provides daily operational status reports, statistics and performance data. 
· Measures network performance to establish baseline quality assessment data for evaluating new or changed configurations, operational component tests, or modifications to DCC controlled resources.
· Exercises operational direction of maintenance activities for all DCC controlled resources.  Assesses network anomalies, directs and coordinates fault isolation efforts to resolve problems affecting the network.
· Establishes and updates standard operating procedures for network control functions. 
· Provides after hour tech control support for the node site coordinator.  Performs all circuit actions and COMSEC duties associated with circuits terminating in the DCC.
· Functions as the DISANet Emergency Helpdesk after normal business hours, including all day on weekends and holidays.

b) Call Center
· Provides Tier One Help Desk Support to DISANet users

· Provides Tier One/Two Help Desk Support to DISA Field Office DISANet system administrators

· Manages DISANet Knowledgebase self-help service

DO522B - DISC Operations Branch Mission and Functions

Mission:

The Operations Branch operates and maintains the DISANet LAN, ensuring all servers and workstations operate within the identified baseline architecture.  The Operations Branch maintains DISANet servers, firewalls, routers, and switches, phone systems, and other telecommunication devices within the National Capital Region and provides technical support to DISANet locations worldwide.  In addition, the Branch manages, operates, and maintains DVS-G video teleconferencing studio services at DISA Headquarters.

Functions and Team Breakout:

a) Converged Infrastructure Team 
· Conducts preventive maintenance and performs network security scans on infrastructure devices.
· Ensures firewall operations (Tier II), maintains the firewall baseline, addresses and troubleshoots port issues.
· Performs router/switch operations Tier II troubleshooting
· Performs VOIP operations and troubleshooting.

b) Server/Applications Team
· Provides centralized administration for all DISANet servers worldwide.
· Ensures that all DISANet servers are maintained at the baseline architecture. 
·  Provides Tier 2 support to the NCR sites and to the Tier 1 non-NCR sites.

c) Desktop/Applications Operations Team
· Provides Tier 2 desktop support for the National Capitol Region.
· Supports 7 sites in the NCR and provides telephone, remote control and desk side trouble shooting and resolution for the standard DISANet desktop architecture.
· Provides Tier 2 support to the Tier 1 non-NCR sites.

d) Accounts Team
· Creates all DISANet accounts, establishes mailboxes for Exchange 2000 and creates and maintains group directories and permissions for the NCR.
· Manages and maintains the Voice over IP (VOIP) user database.

· Assigns IP’s and server names as part of its DNS management function.  

e) Telecommunications Operations Team
· Supports the crypto circuits/databases/OTARs.

· Manages the DVS-G, legacy phone system, to include STUs/STEs, and Red Switch.


f) Security Team
· Manages security incidents and enforces security policy.
· Ensures compliancy with all security regulations and policies.

· Manages access to B3700 NOC, T5 Exterior doors, T5 CAW, T5 wiring closets

· Investigates incidents reported from GNSC, document findings, and report results

· Investigates incidents reported from NSA NTOC, document findings, and report results

· Investigates, clean ups, and reports results of classified spillages

· Investigates HBSS abnormalities
· Investigates NetIQ Security Manager discrepancies

· Investigates virus breakouts
· Monitors Bluecoat web filtering

· Monitors BlueCoat Logs 
· Provides forensics investigation support

· Runs Altiris reports to ensure compliancy with local computer administration restrictions

· Runs Altiris reports to ensure that banned software is not loaded or ran on computers

· Determines if changes to firewalls are allowed within the PPS CAL, and ensure that all vulnerabilities for port changes are mitigated

· Interfaces with CTO’s office on new requirements

· Monitors the system against security threats.

· Monitors local IDS and WIDS activity 

· Monitors NAC 

· Monitors NetIQ Security Manager activity

· Monitors Retina SCCVI outputs and import into VMS

· Monitors HBSS daily activity for abnormalities

DO523 – ENGINEERING SERVICES DIVISION

The Engineering Services Division provides testing, integration and deployment services for the CORENet.  Along with the specified services listed for each branch/team, the Division also performs the following:

· Develops internal process policies.

· Performs Tier III incident and problem management support

· Provides virus and malware threat support as required 

· Provides support for investigation of HBSS, IDS, WIDS, NAC, NetIQ Security Monitor activity or other IA abnormal activity as required

· Provides IA forensic investigation support as required

· Provides input for development of security policy

· Provides system accreditation data as required for the SSAA
DO523A - DISC Implementation Branch Mission and Functions

Mission:

The Implementation Branch (SI263A) installs and upgrades classified and unclassified network devices, communication circuits and cable plants for DISANet sites within the NCR and at remote sites worldwide.  The Implementation Branch provides professional training and tier III technical support on all network devices, both hardware and software, to DISANet site administrators and customers.  The Branch also serves as the Certified TEMPEST Technical Authority (CTTA) and provides TEMPEST support for the agency.

Functions:

a) Installs and configures all network devices, which include routers, switches, firewalls, servers, and personal computers to the DISANet approved standard. Performs hardware and software upgrades and applies IAVA patches to all network devices as directed by Network Security. 

b) Prepares the Bill of Materials (BOM) for classified and unclassified cable plants and installs Protected Distribution Systems (PDS) as specifiedy by NSTISSI 7003. Coordinates with facility engineer to meet power, Heating Ventilation Air Conditioning (HVAC), and space requirement for equipment installations. 

c) As the DISN node site coordinator for DISA HQS and SKY 7, installs communication devices, which include Data Service Unit/Channel Service Unit (DSU/CSU), multiplexers and crypto devices as directed by the DISN office.

d) Provides local and wide area networks support to JSSC and OSD in the Pentagon. Orders installation material and maintains a government purchase card funded by JSSC.  

e) Implements approved changes of Access Control List (ACL), registry settings, name/IP resolutions, rules, and filters on all DISANet network devices.

f) Installs and deploys network management capability on the DISANet. Provides network management documentation and training to site administrators.

g) Conducts training classes for site administrators and provides tier III technical support for all DISANet network devices. Interfaces with vendors’ technical support and opens trouble ticket to resolve hardware and software issues on deployed network devices.

h) As the DISA CTTA, conducts TEMPEST field tests, performs RED/BLACK inspections, and RFI/EMI/TEMPEST evaluations for equipment processing classified information. Verifies isolations, groundings, attenuations, and shielding requirements for shielded enclosure as specify by NSA.

Team Breakout:

a) Infrastructure Team

· Install and configure routers, switches, and firewalls

· Maintain and upgrade routers, switches, and firewalls

· Modify Access Control Lists (ACL) on routers and rules/filter son firewalls

· Prepare Bill of Material (BOM) for routine routers and switches upgrade for LCM

· Provide tools and installation materials via purchase cards (DISC & JSSC)

· Provide TEMPEST support to FSO, JSSC, and MPS

· Provide tier III technical support for DISANet routers, switches and firewalls

· Provide Hardware maintenance contract support

b) Server/Applications Team

· Install and configure DISANet servers, which include AMHS, DMS, E-mail, DNS server

· Maintain and upgrade DISANet servers

· Implement IAVA patches and software fixes on DISANet servers

· Provide tier III technical support for DISANet servers

· Provides daily Altiris report on patching status on servers & workstations

c) Desktop/Applications Team

· Install new DISANet desktop and laptop

· Replace and upgrade existing PCs

· Implement IAVA patches and fixes on desktop/laptop

· Upgrade operating system and install software application

· Resolve trouble tickets on PC hardware and software

· Conduct DISANet PC survey and weekly Altiris reports

· Provide support for IT Centralization Office’s PC buys

d) Network Management Team

· Install network management software and hardware (Remedy & DEMI)

· Maintain and upgrade network management software and hardware

· Provide network management training to site administrators

· Implement IAVA patches and software fixes on network management servers

· Provide tier III technical support for DISANet network management servers

e) Telecommunications Team

· Install fiber and copper cable plants for LAN, CCTV and phone

· Install patch panel and terminate cable with SC/ST/MTRJ and RJ45 connectors

· Install rack and cabinet to house network equipment

· Install crypto and communication equipment (DSU/CSU) for data circuit

· Install Protective Distribution System (PDS) for classified systems

· Prepare BOM for PDS and cable plant installation

· DISN Node Site Coordinator for SSP and HQS
DO523B - DISC Integration Branch Mission and Functions

Mission:

The DISC Integration Branch plans, designs, and develops solutions for the DISANet.  The Integration Branch maintains the baseline architecture for the DISANet, evaluates and analyzes changes to DISANet baseline systems, including life cycle upgrades and new technology integration. 

Functions:

a) Provides integration support for DISANet server hardware and software.  Defines and maintains the server and active directory architecture, security settings, build documents. Integrates messaging software and hardware.  Defines the DNS architecture for DISA.

b) Provides integration support for DISANet workstations and desktop applications.  Packages desktop applications and provides initial installation support.  Defines and maintains the workstation baseline image and integrates new PC hardware into the image.

c) Provides integration support for DISANet network infrastructure.  Defines and maintains the infrastructure baseline for DISANet switches, routers, firewalls, remote access servers, VoIP suite, remote access VPN, Help Desk IP Contact Center, and network security products.

d) Provides integration support for DISANet network management systems.  Defines and maintains the network management software baseline, including security scanning and patching software, desktop and server management software, reporting software.

e) Provides Tier 3 support for all DISANet servers, workstations, network infrastructure, and network management software.
f) Plans and designs the DISANet architecture, to include local and wide area networks, file and print services, messaging,  network and systems management, remote access, expansion of the network to additional sites, and connectivity to other LANs, WANs, and mainframes.  

g) Performs technical feasibility analyses of systems level network requirements.  Develops plans and schedules for satisfying those requirements.
h) Defines standards for DISANet hardware and operating system software configurations, based on approved architectures. Serves as technical experts in LAN hardware, gateways, premise equipment, and systems software of the DISANet.  
i) Tests, evaluates, integrates and deploys proposed hardware and systems software.  Configures and integrates application software on the DISANet.  Operates and maintains a test facility for the staging of network enhancements prior to acquisition and implementation.

j) Coordinates planning and expansion efforts with network operations personnel and other DISC elements.  Provides procedures/documentation for network operations personnel.  Trains operations personnel in new infrastructure and network products.

k) Develops and writes user and technical documentation for all DISANet systems, including user guides, logon banners, announcements, technical procedures, and diagrams.  Communicates with DISANet site administrators outside the National Capital Region on DISC efforts.

l) Manages the DISANet infrastructure budget.  Plans for life cycle replacement and upgrade to DISANet infrastructure, at locations worldwide.
m) Prepares BOM - Work with vendors for accurate quotes and technology enhancements or limitations
n) Develops initial engineering Project Plans for turnover to Implementation Branch for deployment.

o) Technology Insertion

· Research and test new technology for insertion into the DISANet architecture

· Develop design and implementation documentation for new solutions or products

· Provide input to draft SOPs

· Draft Project Plan

· Brief CCB on proposed change to the architecture

· Work with Implementation Branch on initial deployments

p) Maintain security baselines in VMS

· Address new vulnerabilities from the JTF-GNO IAVM

· Test applicable patches or configuration changes

· Provide guidance to the Implementation Branch
· Develop POA&Ms as necessary and track status

Team Breakout:

a) Network Infrastructure Team

· Firewall product integration

· Determine Router Build / Configuration

· Determine Switch Build / Configuration

· VoIP Design

· Wireless Integration Testing

· Router ACL design and testing

· Switch Design

· Router Design

· Network Infrastructure Integration

· Develop and maintain Life Cycle Management plans for Routers, Switches, firewalls, and other network devices.

· Survey - Site visit/Coordination with site POC for inventory accuracy, power requirements, rack space, and equipment delivery

b) Server Integration Team

· Server Design

· Blackberry Enterprise Server test and integration

· Exchange 2003 System migration

· Windows 2003 Server design

· Develop and Test Server Build Documents

· Active Directory Design

· E-Mail Design

· DMS Design

· Develop and maintain Life Cycle Management plan for 300+ servers

· DISANet Sites

· Maintain Server staging area

· Provide Tier 3 support for DISANet servers

· Patch testing for servers, including file, print, DMS, Blackberry servers

· IAVA test and implementation development for desktops

· IAVA test and integration for E-Mail Servers

· FEN test and integration for DMS Servers

· Develop IAVA integration plans

· Test and integrate IAVA patches in standard DISANet server configuration

· Test and integration of data replication

· Test and integration of disaster recovery solutions

· Review DMS FEN(s)

· Provides Tier 2 Unix Support

· Provides Tier 3 Unix server Support
· Performs DNS management

· Performs IP address management

c) Desktop/Applications Team

· Desktop application integration

· Develop installation packages for desktop applications

· Maintain Database of DISA standard applications

· Test and initial implementation of patches, IAVAs, O/S, application upgrades

· Design and maintain standard desktop image

· Blackberry Client test and integration

d) Network Management Team

· Performance management integration

· Network Management Design

· Integrate Systems Management Software

DO524 – Information Assurance Office

Mission:

DISC IAO’s primary mission is to enhance the security and integrity of information systems, technologies, and content. This mission will be facilitated with the use of quality information assurance security management practices enterprise wide. This security management practice will address threats or events that may have actual or potential adverse outcome.  The IA Team will accomplish this by: 1) Advise the DISC Commander on all Information Assurance issues, 2) Ensure all DISC Divisions are provided with Information Assurance services, training, support, and assistance, 3) Coordinate and integrate an information assurance architecture that embraces the concepts of Defense in Depth, and 4) Provide guidance and support to all assigned staff and operational elements.
Functions:

a) Provide oversight and control of security of the DISANet worldwide

b) Maintain accreditations for DISANet and DISANet systems

c) Develop and maintain DISANet Security policies and procedures

d) Document compromised systems (i.e. spillages, hacks, etc.)

e) Document findings and alerts

f) Manage overall DISANet compliance, including Security Readiness Reviews (SRR), Information Assurance Vulnerability Alerts (IAVAs), and Security Technical Implementation Guidelines (STIGs). 

g) Function as the ISSM/ISSO (overall DISC Security Manager) 

h) Maintain the SSAA for DISANet.

i) Process requests for site visits, Pentagon and courier badges, clearance verifications and updates.

j) Register circuits
k) Perform DISC Security training and awareness

l) Act as Connection approval authority (CAP)
m) Perform DISANet Ports and protocols management (i.e. firewall exemptions, etc.)
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