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Risk Management

	What is risk?
	Risk is an uncertain event or condition that if occurs, has a positive or negative effect on the successful completion of a project.

All risks are not problems, but all problems were at one time a risk.


	What is risk management?
	Risk management is the systematic process of identifying, analyzing, and responding to project risk.  It provides a disciplined environment for pro-active decision-making to

· Continuously assess risks,

· Determine which risks are important to deal with, and

· Implement strategies to deal with those risks.


	What are the benefits of risk management?
	Risk management provides a number of benefits:

· Prevents problems before they occur:  identifies problems and deals with them when it is cheaper to do so

· Improves product quality:  focuses on the project’s objectives and consciously looks for things that may effect quality

· Leverages opportunities:  allows the project team to identify ways to maximize events that may improve project success

· Promotes teamwork:  involves personnel at all levels of the project and focuses their attention on shared vision


	What is OMB’s requirement regarding risk management?
	In budgeting and planning for capital assets, OMB Circular A-11 requires projects to contain a comprehensive risk management plan.  

To comply with this requirement, the project must perform a risk assessment and demonstrate active management of risks throughout the life of the project.


The Risk Management Process

	Basic activities in the process
	The project team must perform four basic activities in the risk management process:

1. Risk management planning

2. Risk assessment (figuring out what the risks are and what to focus on)

3. Risk response planning (what to do if a risk occurs)

4. Risk monitoring and control (doing something about the risks) and adjust your project plan as necessary.


	Risk management planning
	The risk management plan describes how risks will be managed on your project.  It should contain the components in the table below.

Component

Description

Risk management strategy

Define the risk rating and scoring techniques the team will use.  Each identified risk should be rated based on the likelihood that the risk event will occur and the impact to the project.  In addition, risk thresholds should be explained (e.g., the project team will establish risk responses for events with a rating of “high”).

Roles and responsibility assignments

On a large project, you may have one team member dedicated to risk management.  In all cases, every project team member has the responsibility to be on the lookout for risks and report them.  Determine who will be involved in the risk management process and their responsibilities.

Timing

Describe how often risks will be reviewed and in what context (e.g., project status meetings, monthly risk meeting), and establish what risk management activities should be included in the project schedule.

Tools

Identify any tools that will be used to support the risk management process.  

Risk assessment

Complete a risk assessment to identify known risks to the project and assign priorities.

 


Continued on next page

The Risk Management Process, Continued

	Risk Assessment
	Risk assessment is the process of identifying known risks to the project and assign priorities.  It should contain the components in the table below.

Component

Description

Gather information

Use knowledge of team members, project documentation (e.g., WBS, project plan, schedule, scope statement, lessons learned), and OMB identified risks (see appendix A) to identify risks that may occur.  

Develop risk event statements

The statements should be forward-looking and include information about when the risk event might occur and its impact.  For example:  Significant defects may occur during testing, thereby causing schedule and cost impacts.

Analyze the risks

Quantify or qualify each identified risk for probability and impact.  

Rank the risks

High probability/high impact risks receive special attention throughout the project lifecycle.

 


	Risk response planning
	Develop specific risk mitigation strategies to maximize the results of positive events and minimize the consequences of negative events.  

At a minimum all risks with a “high” rating should have a mitigation strategy.

A risk response plan should include the components in the table below.

Component

Description

Trigger

Determine what event(s) will trigger the occurrence of a risk – for example, use cost or schedule variances to identify that a risk is likely to occur.

Date of Likely Occurrence

Determine the date the risk is likely to occur – while project teams continuously monitor risk, the risk of more defects than expected would occur at some point in the testing phase of a project.
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The Risk Management Process, Continued

	Risk response planning (continued)
	Component

Description

Owner

Identify the person responsible for the risk mitigation plan for that event.

Mitigation strategy

Each mitigation strategy must:

· Be relevant to the identified risk and represent a concrete and specific strategy that will enable the risk to be managed and its negative impact to be diminished

· Be specific to the project or initiative in question

· Address how it will affect and minimize the probability that the risk will fully materialize

· Address how the impact of the risk will be affected 




	Risk monitoring and control
	Risk monitoring and control is putting the risk management plan into practice.  Remember, risk management is an iterative process that occurs continuously throughout the project lifecycle.  It should contain the components in the table below. 
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The Risk Management Process, Continued

	Risk monitoring and control (continued)
	Component

Description

Mitigation

Implement mitigation strategies as determined in risk response planning.  Ensure the effectiveness of the response and adjust accordingly.

Review 

Review identified risks to ensure the risk response plan is update to date.

Identify

Identify new risks.  Perform risk assessment and response planning tasks for these new or revised risks.

Monitor

Monitor the identified risks and triggers.

Contractors should be actively encouraged to participate in this process as often they will notice a risk trigger before it becomes evident to the federal project team (e.g., schedule slips).

Communicate

Update the risk management plan, and project management plan.  Be sure all parties involved are aware of any changes made to the scope, budge, or schedule.




Risk Management Best Practices

	Keys to successful risk management
	Managing risks successfully requires the project management team to:

· Continuously identify new risks

· Proactively respond to identified risks

· Communicate effectively between each other and project stakeholders


	Continuously identify new risks
	The project management team continuously identifies new risks by:

· Reviewing the project continuously for emerging risks

· Using the work breakdown structure (WBS) to look for obvious risks

· Reviewing lessons learned and Independent Verification and Validation (IV&V) reports to look for possible triggers or risks

· Using the Integrated Baseline Review to identify and document risks


	Proactively respond to identified risks
	The project management team plans to proactively respond to identified risks by:

· Training the entire project team on risk management 

· Reviewing the project continuously for emerging triggers

· Outlining a mitigation strategy for all high exposure risks and map to available resources

· Grouping and sequencing similar mitigation activities together for efficient implementation.

· Ensuring risk mitigation plans are integrated with project plans when those plans affect project schedules, budgets, and deliverables


	Communicate effectively
	The project management team communicates effectively by:

· Encouraging free-flowing information at and between all project levels

· Encouraging project team members active participation in identifying and mitigating risks

· Enabling both formal and informal communication

· Including risk identification and timing, risk review, and risk mitigation as standing agenda items at regularly scheduled project meetings

· Communicating to stakeholders and sponsors when a risk impact could change the project scope or impact project resources


OMB Risk Management Categories

	Project Risks
	The following risks identified by OMB are associated with the project itself:

· Schedule:  Risk associated with the adequacy of the time estimated and allocated for the development, production, fielding, operations, maintenance, and disposal of the system. Two risk areas bearing on schedule risk are (1) the risk that the schedule estimates and objectives are realistic and reasonable and (2) the risk that program execution will fall short of the schedule objectives as a result of failure to mitigate technical risk and external constraints.

· Initial Cost:  Risk associated with an incomplete or inaccurate cost estimate at the start up of the project and including planning and/or sunk costs associated with the change of direction of a project.  

· Life-Cycle Costs:  Risk associated with the ability of the system to achieve the program’s life-cycle cost objectives. This includes the effects of budget and affordability decisions and the effects of inherent errors in the cost estimating technique(s) used (given that the technical requirements were properly defined).  This includes planning, development, operations, and retirement costs.

· Overall Risk of Project Failure:  Risk associated with the negative impact resulting from the occurrence of one or more identified or unidentified risks, leading to catastrophic results for the project.  It refers to the aggregation of identified risks associated with this initiative and the likelihood (probability and impact) that one or more occurrences of risk will cause this initiative to fail.  It also includes the risk that unidentified risks (i.e., change in strategic direction) occur leading to the project becoming obsolete.

· Project Resources:  Risk associated with “cost creep,” misestimating of lifecycle costs, reliance on a small number of vendors without cost controls, (poor) acquisition planning.  Addresses the adequacy of people, funds, schedule, and tools as necessary ingredients for successfully implementing the project.




Continued on next page

OMB Risk Management Categories, Continued

	Technical Risks
	The following risks identified by OMB are related to the technical aspects of the project:

· Technical Obsolescence:  Risk that strategies for avoiding the use of outdated technical resources over the system life are not planned for and implemented.  A plan for regular technology upgrade or refresh is one way to avoid obsolescence by ensuring the use of advanced versions of equipment or software when they become available.

· Feasibility:  Risk of insufficient ability to successfully develop and implement the project within defined technical, scope, cost, schedule parameters to successfully meet the performance goals due to unrealistic goals, unavailable, unproven or immature technology, lack of expertise, underdeveloped concepts, changes in the external environment, or other related factors.

· Reliability of Systems:  Risk of technical problems or failures with applications and associated product support and their ability to provide planned and desired technical functionality as needed and expected.

· Technology:  Risk associated with immaturity of commercially available technology; reliance on a small number of vendors; risk of technical problems or failures with applications and their ability to provide planned and desired technical functionality.  Technical risk addresses the possibility that the application of software engineering theories, principles, and techniques will fail to yield the appropriate software product. Technical risk is comprised of the underlying technological factors that may cause the final product to be:  overly expensive, delivered late, or otherwise unacceptable to the customer.
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OMB Risk Management Categories, Continued

	Technical Risks (continued)
	· Security:  Risk associated with the security or vulnerability of systems, websites, information and networks; risk of intrusions and connectivity to other (vulnerable) systems; risk associated with the misuse (criminal or fraudulent) of information. [Note: This area must include level of risk (high, medium, basic or low) and what aspect of security determines the level of risk, e.g. need for confidentiality of information associated with the project/system, availability of the information or system, or reliability of the information or system.] 

· Privacy:  Risk associated with the vulnerability of information collected on individuals, or the risk of vulnerability of proprietary information on businesses. (Note: It is important to note the distinction between Security risk and Privacy risk. Security risk applies to a system’s vulnerabilities, both from a technical standpoint and from a business or operational standpoint (based on the protocols and procedures put in place). Privacy risk applies to the risk of misuse, theft or unauthorized access to personal information/ information on individuals contained or processed by a system. Security risk covers vulnerabilities of the information processed by a system and more broadly, the technical vulnerabilities of the system itself and the potential for misuse of the system, regardless of the nature of the data it contains or processes.)


	Business Risks
	The following risks identified by OMB are related to the business aspects of the project and the resulting new functionality:
· Dependencies and Interoperability Between this System and Others:  Risk associated with the reliance on technical interfaces with other systems (existing or in development) within the Agency and across the Federal Government.  Risk is increased if the success of a project is directly linked to the success or implementation or on-going maintenance of other systems.
· Surety (Asset Protection) Considerations:  Risk associated with the impact of loss, damage, or theft and the adequacy of physical protection, continuity of operations, and disaster recovery plans, and operations for the system.
· Risk of Creating a Monopoly for Future Procurements:  Risk associated with the use of closed or proprietary software or source code, as well the dependence on a single vendor or product.
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OMB Risk Management Categories, Continued

	Business Risks (continued)
	· Capability of Agency to Manage the Investment:  Risk associated with the existence of an experienced project management team, appropriate project management structures, executive management support, governance, clear and defined responsibilities, as well as demonstrated experience in managing projects of similar size and scope.  Also relates to the degree to which program plans and strategies exist and are realistic and consistent. 

· Organizational and Change Management:  Risk associated with organizational, agency or government-wide cultural resistance to change and standardization; risk associated with bypassing, lack of use or improper use or adherence to new systems and processes due to organizational structure and culture; inadequate training planning.

· Business:  Risk associated with business goals; risk that the proposed alternative fails to result in process efficiencies and streamlining; risk that business goals of the program or initiative will not be achieved; risk that the program effectiveness targeted by the project will not be achieved. 

· Data/Information:  Risk associated with the loss or misuse of data or information, risk of increased burdens on citizens and businesses due to data collection requirements if the associated business processes or the project require access to data from other sources (federal, state and/or local agencies).

· Strategic:  Risk associated with strategic or government-wide goals (e.g., President's Management Agenda and e-Gov initiative goals) - risk that the proposed alternative fails to result in the achievement of those goals or in making contributions to them. Risk that the objectives of the project are not clearly linked to program needs, to the agency’s overall strategies, and to government-wide policies and standards.  Risk that the initiative is not based on clearly understood needs or opportunities and is inconsistent with the overall strategies and architectures used by the agency and the federal government (e.g., Federal Enterprise Architecture).




Risk Management Tools

	Recommended tools
	There are many tools available to help you identify and management risk on your project.  The Enterprise Project Management Office have found the tools listed below especially useful.

· Project Situation Risk Analysis

· Risk Heat Map

· Project Risk Identification and Assessment Template

· Risk Analysis and Response Development


	Project Situation Risk Analysis
	The Project Situation Risk Analysis template found in the PM Toolkit, provides a list of typical critical mission factors that will affect the outcome of your project.  The template is simply a starting point that you can build off of as you identify potential risk situations.

Use this template to guide you through determining the status of each critical mission factor, it’s impact on your project, and any additional information or sources needed to better define any risk.  


	Risk Heat Map
	The heat map will help you analyze the risk, and determine it’s total impact on your project.  Follow the steps below to create a risk heat map.  

Step

Action

1

Assign a numerical rating to the risk impact.  Impact should be rated as:

Score

Description

1

Low

2

Moderate

3

Significant

4

Major

5

Extreme
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Risk Management Tools, Continued

	Risk Heat Map (continued)
	Step

Action

2

Assign a numerical rating to the risk probability.  Probability should be rated as:

Score

Description

1

Very remote

2

Unlikely

3

Possible

4

Probable

5

Very likely
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Risk Management Tools, Continued

	Risk Heat Map (continued)
	Step

Action

3

Find the probability and impact scores on the grid for the heat map below.  Where the scores cross on the map, is the aggregate risk exposure.  For example, the aggregate risk exposure for a risk with an impact of 4 and probability of 2 would be 8.

Risk Heat Map
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Risk Management Tools, Continued

	Project Risk Identification and Assessment Template
	Use this template to track all of the identified risks, triggers, and mitigation plans for your project.  You will revisit this list on a regular basis to ensure all known risks are listed accordingly.

To complete this template you will need the following information.

Item

Description

ID #

A unique number to aid in tracking risk events, triggers, and mitigation.

Date Identified

Date the risk became known as a possibility.

Identified by

Who identified the risk?  This person is a resource for determining trigger events, risk exposure, and mitigation.

Date of Likely Occurrence

The date the risk event is most likely to occur.

Risk Event Statement

The statement should include information about when the risk event might occur and its impact.

Owner

The person responsible for the risk mitigation plan for that event.

Categories

Notes the part of the project likely to be impacted.

Ranking

Notes the probability the event will occur, the level of impact if it does occur, and the aggregate risk exposure.  Use this field to determine where to focus your mitigation planning.

Risk Trigger

Notes what event(s) will trigger the occurrence of a risk.

Mitigation

The plan to maximize positive outcomes, and minimize negative outcomes.
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Risk Management Tools, Continued

	Risk Analysis and Response Development
	This template allows for a more detailed analysis of each individual risk, as well as a more thorough analysis of possible responses to the risk.  

The template guides you in developing strategies to:

· Avoid risk

· Transfer risk

· Minimize the probability the risk will occur

· Minimize the impact of the risk

· Accept the risk.

Likewise the template guides you in developing strategies to:

· Exploit opportunities

· Share opportunities

· Maximize the probability an opportunity will occur

· Maximize the impact an opportunity will have

· Accept the opportunity.


Probability








