SOLICITATION NUMBER:


267-08-008
ISSUANCE DATE:



April 22, 2008
CLOSING DATE/TIME:
May 13, 2008, 5:00 pm Iraq local time

POSITION TITLE:                     Information Systems Manager
MARKET VALUE:



GS-14 ($81,093 - $105,420)
PERIOD OF PERFORMANCE:

One year with possible extension
PLACE OF PERFORMANCE:


Baghdad, Iraq

SECURITY ACCESS:



Secret Clearance is required
AREA OF CONSIDERATION:


US Personal Services Contractor 

POSITION DESCRIPTION:
Information Systems Manager at USAID/Iraq, Executive Office
EXPECTED START DATE:
Late August 2008
I. INTRODUCTION AND OVERVIEW
The position of Information Systems Manger is located at the USAID Mission in Baghdad, Iraq.  The USAID/Iraq program consists of emergency relief, humanitarian assistance, and reconstruction activities currently valued at $3.7 billion, which are implemented through large, complex contracts and grants.  
The information systems team is located within the Executive Office and is responsible for providing data and telecommunication services to the USAID/Iraq Mission.  The information technology equipment and systems in the mission run on Windows 2000 platform and include Windows 2000 File and Print Servers, Exchange 2000 Servers, SQL Server 2000, IIS WEB Server as well as laser printers and scanners.  The Mission is the process of upgrading the server infrastructure to the Windows 2003/MS Exchange 2003 platforms.
As the Information Systems Manager for USAID/Iraq, the incumbent, under the general direction of the Supervisory Executive Officer (S/EXO), provides overall management of USAID/Iraq's computer systems as well as the organization and integration of the Mission's digital information.  This position is responsible for the full range of management, technical administration, and direction of information technology functions within the Mission.  These services include, but are not limited to, the following; general systems administration, information security and organization of all data and vital records, computer advisory services, and system integration between USAID systems and programmatic information with other sister agencies, implementing partners, and the Government of Iraq (GOI).
Considering the security situation in Iraq, there is an increased risk of hackers seeking to gain access to government information systems. The USID/Iraq Mission has placed a high priority on the identification and resolution of vulnerabilities within its information systems.  As the in-house information technology technical expert, the incumbent provides the technical expertise and knowledge necessary to preserve the integrity of the Mission's information systems. 
The Information Systems Manager manages the activities of the information technology staff and directly supervises third party technical contractors who provide training, engineering enhancements, technical support, and systems development for the Mission.  The incumbent provides expertise in the areas of information resources management and administration, research, design, development, and implementation.  The Information Systems Manager provides information systems management assistance to a diverse constituency, comprised of 200 users in Baghdad, and two regional offices.

The Information Systems Manager develops the Mission's long-term information technology strategy and provides the necessary training to the information technology staff.  The sensitive but rapidly changing field of information technology requires the Information Systems Manager to be cognizant of the latest technology advances and their potential applications within the Mission as well as potential threats. In addition, the Information Systems Manager serves as an advisor on the Local Area Network (LAN), open systems, and new automation directions. 
While the USAID Mission in Iraq is headquartered in Baghdad, the Mission supports USAID/IRAQ field offices and embedded Provincial Reconstruction Team (PRT) members.  The Mission’s electronic infrastructure is a complex collection of equipment/systems: VSAT systems, microwave links, wi-fi internet, digital PBX telephone systems, CISCO routers, Motorola 2-way radios, as well as other cutting edge technologies.  The system architecture, which is constantly evolving runs on MS Windows platform and consists of the following basic elements: Domain Controllers, SMS Servers, Exchange 2000 Servers, SUS Servers, Firewalls, Intrusion Detection Systems, File and Print Servers, SQL Server 2000, Oracle Database Server, IIS WEB Servers as well as numerous laser printers and scanners, etc. 
The Mission will be moving to the New Embassy Compound in the International Zone.  The Information Systems Manager will be responsible for the planning and the execution of this move as it relates to the Mission’s information technology infrastructure.  This responsibility will involve collaboration with the embassy’s Information Management Officer (IMO) and other offices of the State Department to ensure a smooth and successful transition.

The location of the Mission and the constant exposure of personnel and equipment to various threats have prompted the mission to develop a foolproof and realizable disaster recovery policy.  As a result, the Information Systems Manager is also responsible for completing the Mission Disaster Recovery and Contingency Plan.

The Information Systems Manager interacts on a daily basis with internal Mission personnel, including USDH office directors and subordinate staff, and with the Information Management Officer (IMO) and the Regional Security Office (RSO) at the American Embassy.  The Information Systems Manager also works with suppliers of information technology software and equipment on an "as needed" basis.  In addition, the Information Systems Manager provides substantive and expert technical input to the Mission’s technical offices.  The Information Systems Manager will work in conjunction with IRM personnel in Washington and in other Missions worldwide to resolve identified information technology problems.

III.
Duties and Responsibilities

A. Information Resources Management & Administration (50 %)
Serve as the Mission's Information Systems Manager responsible for developing the Mission's overall comprehensive automation policy and long-range information technology strategy.  Ensure that computer hardware systems and peripheral equipment are operated in accordance with Agency computer security policies, standards, and guidelines.
Plan and implement procedures for controlling the physical security of the Mission's information technology services and all related equipment in accordance with directives from USAID/Washington and the Mission's Supervisory Executive Officer (S/EXO).  Implement and monitor security controls in coordination with IRM to prevent data loss or unauthorized access.
Complete and implement the Mission’s computer system disaster recovery/contingency plan procedures, which minimize loss of data and/or systems and ensure quick recovery from such disasters by implementing workable contingent system operation plan(s).
Work with S/EXO on information technology procurement actions.  May perform and/or direct record keeping for receipt and verification against purchase orders of new hardware, software, and documentation, and enter into Agency automated ADP inventory system.
Directly supervise a small staff as well as third party technical contractors who provide training, engineering enhancements, technical support, and systems development for the Mission.
Supervise the Deputy Systems Manager and the local staff in the information technology office.  Approve time and attendance reports, as well as sick leave and annual leave requests.  Initiate personnel actions, conduct performance evaluations, and provide overall human resource management for the information technology Office.  Prepare and direct individual information technology staff career development and training plans.
Serve as the deputy ISSO and oversees all areas of data, software and equipment security; alert designated S/EXO to problem areas; and take corrective actions to minimize the chances of malicious or inadvertent destruction of information or equipment. 

B. Computer/System Engineering (20%)
Supervise the research of subordinates in assessing highly complex information and data requirements and in devising computer hardware and software configurations to support specified requirements; improve systems capacity through hardware and/or software changes and through operating systems configuration; oversee all areas of information processing and equipment security, alerting senior management to problem areas; and take corrective action to improve system productivity and to minimize chances of misuse or destruction of information and equipment. 
Oversee the telecommunications system such as Microsoft Exchange server networks, Agency WAN Link (VSAT), on site PBX, Internet Access through ISP VSAT, and troubleshoot highly complex and the most difficult data and voice communications problems with AID/W.  Manage the large information technology infrastructure for USAID/Iraq.  The Information Systems Manager is responsible for the day-to-day management of the LAN/WAN installations at the New Office Annex (NOX) at the New Embassy Compound, the residences, and the Palace.
In collaboration with Mission management and information technology staff, establish Mission policies including, but not limited to, those governing computer maintenance and acquisition, installation of software, and integration of proper power protection equipment for all the Mission's systems. 

Install and maintain network software to servers and clients (PCs), upgrade of new software releases, optimize network performance, and upgrade client software.  Maintain backed up copies of server data to prevent accidental loss.

Perform the analysis, testing and evaluation of computer operating systems and utilities to determine their effectiveness relative to systems in use and their support capability and compatibility with program applications being run.  
Recommend as necessary equipment and software upgrades and/or new information technology equipment procurement to the S/EXO.
Keep servers, LAN equipment and PCs in high availability status.  This includes troubleshooting of PCs, LAN equipment and servers, replacing parts that need replacement and preventive maintenance as requested by the equipment vendors.  Maintain system images and antivirus software on both servers and users' side.
Control access to Mission devices by maintaining port security on over 30 switches connecting the equipment in Baghdad and the regional PRTs.

C. Application Support (15%)
Work in collaboration with the information technology staff to support the day-to-day computer needs of Mission employees.  This includes support for word processing, spreadsheet, graphics and all other software that are in use in USAID/Iraq.  With the upcoming upgrade to Windows 2003 Server, MS Exchange/Outlook 2003 email platform and Windows 2000/XP Professional desktop environment, will coordinate the training of users on the new platform. 
Manage and support the implementation and use of the Iraq Mission database.  Manage the implementation of an Electronic Archiving and Document Management System. 
Coordinate with IRM Washington and the Mission offices in the implementation of the Agency Secure Image and Storage Tracking System (ASIST) when ASSIST is deployed.

Manage and oversee the entire applications portfolio for the Mission, including but not limited to, the most complex and sophisticated applications developed by USAID/W and the Mission for financial management, project administration, communications, and operations management.  These applications include, but are not limited to: Phoenix, PhoenixViewer and MACVIEWER, Time and Attendance for FSN employees (Win TA), Travel Manager, ProDoc, and WEBPASS.  
D. Software development/User Training and WARP Telecommunication Equipment Operation and Monitoring (15%)
1. Software development/User Training 

Adapt modify, or integrate existing systems; analyze program applications developed by AID/W or other sources to determine impact on overall system workload, compatibility with other program applications being run, and with computer operating systems being used. 
Carry out feasibility studies of potential applications to automate work.
Develop, implement and administer in-house training courses on computer operations and use in the mission.  Conduct in-house training courses for Mission users on the use of Agency-wide and other commercial corporate applications.  Supervise or conduct end-user training in the operation of core applications such as the WebPASS, ASIST, Travel Manager, MS Office, and other software.  Keep abreast of training opportunities for users/customers as well as the IT team taking into consideration the associated cost(s) of recommended training to the Mission.

2. WARP Telecommunication Equipment Operation and Monitoring

Monitor everyday WARP equipment operation in Baghdad and the Regional Offices [direct link to AID/W, Voice Over IP (VOIP), modem connection and broadband link to the Palace office, Cisco Router, Nokia Firewall] and intervene on site by calling vendor support to enable smooth and reliable WARP equipment operation.  If needed, with vendor's help, monitor parameters of WARP equipment operation using vendor's monitoring programs for WARP data and voice equipment.

IV. 
MINIMUM Qualifications: 

A. Education 

The completion of a 4-year baccalaureate education diploma or degree (preferably in a technical field of study such as computer science or information systems management) is required. Industry accepted computer certification such as Microsoft (MCSA/MCSE) and Cisco (CCNA/CCNP/CCSP) are preferred as is a master’s degree in business administration or technical management.

B. Experience 

At least eight years of experience performing progressively more responsible work of a primarily technical and administrative nature is required. Additionally two years of management experience (preferably experience during periods of significant change) is a must.  This experience should include significant analytical and judgmental responsibilities and the overall management and logistical operation support of the most complex computer systems and data-centers.  The candidate needs to be comfortable working in an environment with constantly shifting priorities and tight deadlines.

C. Language

Level IV (native fluent) English ability is required due to the highly technical nature of the position.  Knowledge of other languages and/or the proven ability to learn quickly foreign languages (at a conversational level) is a plus. 

D. Knowledge

Successful candidate is expected to have comprehensive and expert knowledge or experience of the following:  the latest information technology industry concepts and practices (a thorough background in information security is highly desirably); the most complex and highly technical computer hardware; operating systems software and applications (experience with enterprise Document Management Systems (DMS) is extremely desirable); operations management and logistics in high-pressure situations; telecommunications (experience with Digital PBX Telephone Systems and Satellite communications is extremely desirable); advanced systems analysis, reporting and design techniques; and executive management advisory services.   Extensive knowledge of the principles, techniques, and methodologies involving computer systems (and information security) analysis, programming, operations, and related aspects of telecommunications is essential along with the ability to communicate, explain and to some extent instruct the application of these concepts to Mission personnel. Must have knowledge of the principles of personnel, financial, and information resource management with proven track record of successful implementation.

E. Abilities 

The incumbent must have excellent technical, organizational, administrative and communication skills to effectively supervise a subordinate work force and coordinate support services of vendor representatives and contractors.  Exceptional interpersonal skills to achieve user acceptance of findings, recommendations, and decisions pertinent to computer systems management and support as well as the confidence, diplomatic and bureaucratic understanding required to be able to support and defend those decisions when necessary. 

F. Security & Medical Clearance

The candidate must be a U.S. citizen and eligible to obtain a secret security clearance issued by USAID’s Office of Security.  The selected candidate must obtain required medical clearances.

V. TERM OF PERFORMANCE / Compensation:  
 
Within two weeks after written notice from the Contracting Officer that all clearances, including medical and security clearances, have been received, or unless another date is specified by the Contracting Officer in writing, the contractor shall proceed to the Washington, D.C. area for mandatory pre-deployment training and orientation, and then directly to Baghdad, Iraq, where s/he shall promptly commence performance of the duties specified above.  The term of the contract will be for approximately thirteen months (including the mandatory training period in Washington, D.C.), with a period of service of one year at post.

The position has been classified at a GS-14 level.  The actual salary of the successful candidate will be negotiated within the GS-14 pay band, depending on qualifications and previous salary history.  It is unlikely that an individual will be selected who does not already have the prior training and experience to fully perform at the GS-14 level, or who in some other way does not fully meet all requirements for the position.  However, should such an individual be offered a position, the offered salary may be at less than the minimum salary in the GS-14 pay band.  

In addition to the basic salary, differentials and other benefits in effect at the time, and which are applicable and subject to change on a similar basis as for direct-hire USG employees, will be added.  Illustratively, these may include 35% Post Differential, 35% Danger Pay, 5% Sunday Differential, and a Separate Maintenance Allowance, if applicable (Iraq is a no-dependent post).

The employees serving in Iraq are authorized three short regional rest breaks and two Rest and Recuperation (R&R) breaks per year, or, alternatively, three R&R breaks and no regional rest breaks.  Twenty days of administrative leave are provided per year in addition to annual leave and may be taken during these rest breaks.

USAID will provide furnished housing and three meals per day within the guarded and fortified International Zone in Baghdad. 
VI. MEDICAL AND SECURITY CLEARANCES
The selected candidate must be able to obtain both a background security clearance and a worldwide available medical clearance. The security clearance involves a comprehensive investigation performed by the appropriate U.S. Government agency.  Details on how to obtain US Department of State Medical Unit clearance will be provided once a job offer is made and accepted. 

VII. BENEFITS/ALLOWANCES/TAXES:

As a matter of policy, and as appropriate, a PSC is normally authorized the benefits and allowances listed in this section.

A. BENEFITS:

Employee's FICA Contribution

Contribution toward Health & Life Insurance

Pay Comparability Adjustment

Eligibility for Worker’s Compensation

Annual and Sick leave

Access to Embassy medical facilities, commissary and pouch mail service

B. ALLOWANCES (If Applicable):

Temporary Lodging Allowance (Section 120)

Living Quarters Allowance (Section 130)

Post Allowance (Section 220)

Supplemental Post Allowance (Section 230)

Post Differential (Chapter 500) 

Payments during Evacuation/Authorized Departure (Section 600) 

Danger Pay (Section 650) 

Educational Allowance (Section 270)

Separate Maintenance Allowance (Section 260)

Educational Travel (Section 280)


 

C. FEDERAL TAXES: USPSCs are not exempt from payment of Federal Income taxes under the foreign earned income exclusion.
ANTICIPATED START DATE:  The incumbent is expected to start work in the latter part of August 2008.
APPLYING:
Qualified individuals are requested to submit a U.S. government Optional Form 612 which is available at the USAID websites http://www.usaid.gov/procurement_bus_opp/procurement/psc_solicit/forms.html, http://www.usajobs.opm.gov/forms.asp, or at Federal offices. Resumes may be attached to the OF-612 and applicants are encouraged to write a brief appendix to demonstrate how prior experience and/or training address the minimum qualifications and selection criteria. 

All applications should be submitted electronically to: 

 

E-mail: iraquspscjobs@usaid.gov
 

All applications should be received by the closing date and time previously specified.  To ensure consideration of applications for the intended position, please reference the solicitation number on your application and as the subject line in any cover letter. The selection will be based on the panel evaluation of the applicants vis-à-vis selection criteria mentioned previously. The highest ranking candidate may be selected for the position without interview. Applicants should also note that the salary history for the purpose of the OF-612 is the salary paid, excluding benefits and allowances such as housing, travel, educational support, vehicle use, etc.  

  
Point of Contact

For any further questions, please contact:

Ms. Maka Beradze, Human Resources Manager, Phone (in Iraq) - (+1) 202-216-6276, xt1013; Email: mberadzetdy@usaid.gov, Fax (+1) 202-216-9276, xt1209 or Ms. Alzubaidy, HR Office, Phone (in Iraq)-(+1) 202-216-6276 1298; Email:aalzubaidy@usaid.gov.

LIST OF REQUIRED FORMS FOR PSCs:
Forms outlined below can be found at: http://www.usaid.gov/procurement_bus_opp/procurement/psc_solicit/
1. Standard Form 171 or Optional Form 612.

2. Contractor Physical Examination (AID Form 1420-62).**

3. AID6-1(Request for Security Action)**   

4. SF-86 (Questionnaire for National Security Positions)**           

5. FD-258 (Fingerprint Cards) 2 each**                           

6. AID 610-14 (Authority for Release of Information)**  

7. AID 6-85 (Foreign Residence Data)**                         

8. Fair Credit Reporting Act of 1970, As Amended**

9. Notice Required by the Privacy Act of 1974**

** Forms 2 through 9 shall be completed only upon the advice of the Contracting Officer that an applicant is the successful candidate for the job.   Note: The selected individual shall be required to obtain a secret security clearance.  
CONTRACT INFORMATION BULLETINS (CIBS) AND ACQUISITION AND ASSISTANCE POLICY DOCUMENTS (AAPDS) PERTAINING TO PSCs:
CIBs and AAPDs contain changes to USAID policy and General Provisions in USAID regulations and contracts.  Please refer to this website http://www.usaid.gov/procurement_bus_opp/procurement/psc_solicit/ to determine which CIBS apply to this contract. Additionally, AIDAR Appendixes D or J also applies to PSCs, which can be found at: http://www.usaid.gov/policy/ads/300/aidar.pdf
 

