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Code CC33
Purchase Request Number DCCMC80068
JUSTIFICATION AND APPROVAL

FOR OTHER THAN FULL AND OPEN COMPETITION

Upon the basis of the following justification, I, as Agency Competition Advocate, hereby approve the contractual action described below using other than full and open competition, pursuant to the authority of 10 U.S.C. 2304(c)(1).

1.  Agency and Contracting Activity:  Defense Information Systems Agency, DITCO-NCR
2.  Nature/Description of Action(s):  A firm fixed price contract for $--- using FY08 PROC funding.
3.  Description of Supplies/Services:  Sun Secure Global Desktop software is needed to provide secure remote access to Sun systems for users using a web browser without a client install to support development, testing, and fielding of the JOPES Solaris application capabilities.
4.  Identification of Statutory Authority:  10 U.S.C. 2304(c)(1).  Cited authority allows for other than full and open competition when “the property or services needed by the agency are available from only one responsible source or only from a limited number of responsible sources and no other type of property or services will satisfy the needs of the agency”. 
5.  Demonstration of Brand Name Products Unique Attributes:  The Sun Secure Global Desktop Software selected for this requirement is an expansion of the existing GCCS-J hardware and software baselines.  The product itself is a software extension of the Sun Solaris operating system, which is a central component of the GCCS-J baseline and runs the legacy applications this software will provide users access. This brand and version meet the requirements for minimum acceptable performance and capability as determined through our functional and performance testing processes.
GCCS-J’s extensive integration, testing, and security accreditation efforts, as detailed below, includes everything from GOTS and COTS software to the hardware specific drivers loaded on each system.  GCCS-J has spent years and has invested a significant amount of funding in developing, integrating, and deploying releases of this integrated solution on the established baseline of systems.  The releases scheduled for these next two years are incrementally built upon the work of these previous releases.  A failure to maintain the configuration, which includes the listed software product, by introducing new technologies or environments untested with the exact infrastructure will automatically move the program risk of the software release from low or moderate to high as defined by our risk management methodology.

6.  FEDBIZOPPS Announcement/Potential Sources:   Market research performed indicates that all of the items in the product list may be competitively purchased using GSA E-Buy.  A summary of the justification to support using the brand name requirements will be included in the request for quote.
7.  Determination of Fair and Reasonable Cost:  The Contracting Officer will determine that the estimated cost for this acquisition is fair and reasonable, pursuant to FAR Part 13.106-3, using market research and a comparison of the estimated cost with that found reasonable for the same or similar services.  Estimated costs are based on historical data and published price lists. GSA costing is already based on a competitive analysis.  DISA intends to award using a GSA Federal Supply Schedule.
8.  Description of Market Research:   Market research of other name brand products was conducted by MSgt Jeffrey Hiatt, the contracting officer's technical representative, who is knowledgeable about networked desktop and server systems, information security, and systems maintenance.  He has a degree in Business Information Systems, and has worked in the industry for 16 years, including the last 2 years with the DISA GCCS-J program. 

MSgt Hiatt utilized computer industry and government sites on the Internet.  MSgt Hiatt’s informed research demonstrates there is no other product or model currently available in the marketplace to meet this requirement at the same or less value than current research has produced.
Published prices for Sun products were reviewed via internet and GSA Schedule in preparation of the attached Government estimate.  Pricing and availability of the products were reviewed under such vendors as GTSI, Dynamic Systems, AC Technology, and Paragon Systems which were found as Sun resellers that are GSA vendors.  Market research indicates that more than one vendor (source) can supply the products required.
9.  Any Other Supporting Facts:   GCCS-J is a Command, Control, Communications, Computer, and Intelligence (C4I) system, consisting of hardware, software, procedures, standards, and interfaces that provide a robust, seamless C2 capability. The system uses the Defense Information Systems Network (DISN) and must work over tactical communication systems to ensure connectivity with deployed forces in the tactical environment.  It is the DoD joint C2 system of record for achieving full spectrum dominance.  GCCS-J offers vital connectivity to the systems the joint warfighter uses to plan, execute, and manage military operations.
The GCCS-J operational environment consists of multiple strategic server and local enclaves operating separate technical baselines (strategic server and global baselines) as a single virtual system. Fielded under the Joint Staff Strategic Server Policy, dated 6 December 2001, Strategic

Servers enable timelier fielding of enhanced capabilities to the user community.  All technical baselines are subject to the same rigorous development, testing, and accreditation processes.

Each item identified for this requirement is a continuation of existing hardware baselines. GCCS-J’s extensive integration, testing, and security accreditation efforts, as detailed below, includes everything from GOTS and COTS software to the hardware specific drivers loaded on each system.  GCCS-J has spent years and has invested a significant amount of funding in developing, integrating, and deploying releases of this integrated solution on an already established baseline of systems.  The releases scheduled for the next two years are incrementally built upon the work of these previous releases.  The initial hardware configuration for the program was competitively selected and this configuration needs to be preserved to reduce program risk.

Exact configuration control is maintained throughout the software development lifecycle by installing each system from development to deployment using disk imaging techniques.  These system images need to be loaded on equipment that matches makes and models of the equipment it was developed on to ensure system functionality and performance.  The software requested for this requirement matches the makes and models we currently use throughout our software development lifecycle and serves to expand our programs capacity.

Selecting alternative makes or models will have unpredictable impacts on system functionality and performance and will negate efforts performed to-date to integrate and secure previous releases of GCCS-J.  Future releases are incremental changes of existing capabilities that do not provide the opportunity to move to alternative hardware choices.  A failure to purchase the attached makes and models will cause the government unacceptable additional costs and time to rework integration, testing, and security accreditation efforts to accommodate new vendors being added to our existing hardware baselines.  
The sunk cost for securing the current architecture alone is $4.6M per year of security software engineering for these products and this environment that would have to be reworked to accommodate different or additional products.  The program has extensive application software development contracts dependent upon this mature and long-standing environment. The program does not have the budget or resources to accommodate major shifts in the architecture or a larger variety of brands than what we currently utilize.  It would also increase the costs and number of support contracts that would be needed to maintain a wider variety of hardware vendors.  Finally, it would introduce additional integration complexity and interoperability risk to the program if we do not maintain a consistent architecture as has been defined by our risk management methodology.
GCCS-J integrates Service and Agency developed mission applications/functional capabilities that are delivered to the joint community. It is the mission applications/functional capabilities, integrated together with the core infrastructure that provides a joint C2 capability supporting the following mission areas: Force Employment, Force Readiness, Force Sustainment, Force Projection (Planning and Deployment/ Redeployment), Force Protection, Situational Awareness, Intelligence, and Cross-Functional/Infrastructure.

The Joint Operational Test Command (JITC) serves as the Operational Test Agency (OTA) evaluates the operational effectiveness and suitability of systems and products acquired by DoD.

JITC conducts interoperability certification testing to ensure that GCCS-J meets the interoperability requirements in accordance with CJCSI 6212.01C, Interoperability and Supportability of Information Technology and National Security Systems. JITC certifies that the GCCS-J Net-Ready Key Performance Parameters (NR-KPPs) for interoperability is met and provides a system interoperability test certification memorandum to the Director for C4 Systems, JS J6, throughout the GCCS-J system acquisition life cycle.
JITC conducts Information Assurance (IA) Assessments in concert with OT&E events. The objective of the assessment is to ensure programmatic controls exist and demonstrate the suitability and effectiveness of IA implementation in the operational environment. The assessment includes a programmatic review of the IA documentation and the implementation of policies and procedures at operational sites on the SIPRNET.

The Defense Intelligence Agency (DIA) serves as the GCCS-J Certification Authority (CA). 

In accordance with DoDI 5200.40, the CA conducts a CT&E event consistent with the level of operational risk associated with the release and provides a recommendation to GCCS-J DAA.

The Security Assessment or CT&E verifies, by investigation and analysis, that the SSAA security requirements have been met and that critical IT security components function properly. The CA evaluates the security design to ascertain that security features affecting confidentiality, integrity, availability, authentication, and non-repudiation have been implemented in accordance with the Appendix F of SSAA and that best security practices have been applied. After test, evaluation, and analysis, the CA provides an accreditation recommendation to the GCCS-J DAA.

Throughout the development and testing of a release, the GCCS-J PMO coordinates and obtains approval to proceed from a variety of decision makers. The level of approval is commensurate to the operational and technical complexity of the release. The DAA makes an accreditation decision based upon the recommendation of the CA. The MDA approves the fielding of the operational release, unless delegated to the DISA CAE. A release message announces the approval of the new GCCS-J versions and provides instructions to the operational community. Standardized processes are used for physical distribution of the software, documentation, and any special instructions to individual sites.

The GCCS-J PMO uses a risk management methodology based on industry best practices in order to identify and manage the risks encountered throughout the GCCS-J release process, promoting the development of risk mitigation actions for each program area. Using a probability of failure and consequences/impacts analysis, risk is identified, analyzed, handled, and monitored throughout the systems lifecycle to address impact to cost, schedule, development, technology, complexity, or security. 
10.  Listing of Interested Sources:   
11.  Actions Taken to Allow Consideration of Other Brand Name products:      None required. The final release for GCCS-J is schedule for FY09.  DoD anticipates that the requirements for the follow-on program will be procured using full and open competition procedures in the establishment of a new system baseline.

12.  Statement of Period of Performance and/or Delivery Schedule

The vendor must deliver the software and licenses to the following location within 30 days of contract award:
DISA/CC33
Attn: MSgt Jeffrey Hiatt

PO Box 4502

Arlington VA 22204-4502

13.  Reference to the Approved Acquisition Plan (AP):  A Program Wide Acquisition Plan has been approved and includes this procurement.  The work is described in Section R – GCCS-J Operations Hardware / Software Purchase and Support.
TECHNICAL AND REQUIREMENTS CERTIFICATION (FAR 6.303-1(b), 6.303-2(b) DFARS 201.303-1 and DARS 6.303-1(b)

I certify that the facts and representations under my cognizance which are included in this justification and which form a basis for this justification are complete and accurate.

Technical Cognizance:
Signature: _____”Signature on Record”_________________________
_         ________                                                                                          Systems Engineer
                      Code 


Phone 


Date 

Requirements Cognizance:

Signature: _____” Signature on Record”_______________________
__                                             GCCS-J Chief Engineer

Code 


Phone


Date 

CONTRACTING OFFICER CERTIFICATION (FAR 6.303-1(a) 6.303-2(a)(12))

I certify that this justification is accurate and complete to the best of my knowledge and belief. 

Signature: _______ Signature on Record _______________
___________________  _______  _______  _______  _______  ________________

Contracting Officer

 
Code 


Phone


Date 
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