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DESCRIPTION:
THIS IS A REQUEST FOR INFORMATION (RFI) FOR A WEB CONTENT FILTERING WCF) SOLUTION FOR THE DEPARTMENT OF DEFENSE TO MAINTAIN POSITIVE CONTROL OF ALL WEB CONTENT THAT TRAVERSES THE INTERNET/NIPRNET BOUNDARY.

1.0

SUBJECT
The purpose of this Request for Information (RFI) is to characterize the availability of an off-the-shelf Web Content Filtering (WCF) solution that could be deployed at the boundary between the Internet and the Non-Classified Internet Protocol Router Network (NIPRNet).  The goal of this solution is to maintain positive control of all web content that traverses the Internet/NIPRNet boundary.
The Defense Information Systems Agency (DISA) is seeking information from industry, academia, and Government on the availability and functionality of a NIPRNet WCF solution. Ultimately, it is DISA’s goal to acquire a WCF capability.
1.1 HIGH-LEVEL CAPABILITIES

Ideally, the WCF solution will meet the following operational requirements: 
1.1.1. Establish a defensive perimeter for protecting NIPRNet web traffic by ensuring that all web traffic that traverses the Internet/NIPRNet boundary is inspected by an enterprise-wide capability
1.1.2. Give network defenders the capability to control what web traffic and content are allowed to traverse the Internet/NIPRNet boundary

1.1.3. Block known malicious inbound traffic and outbound requests at the Internet/NIPRNet gateways

1.1.4. Mitigate web-based threats in a timely manner
1.1.5. Should be easy to deploy and capable of remote, central management

1.1.6. Have no noticeable effect on network performance

1.2
CAPABILITY REQUIREMENTS
Vendors are asked to recommend a NIPRNet WCF solution.  Advice and commentary should be provided on, but not limited to, the recommended solution and the information requested in paragraphs 1.3 through 1.6.  Include any test results, independent data, references, and other documentation that support your claims.  Address the questions posed below with one (1) appendix that consists of a typical WCF implementation schedule.  
1.3

TECHNICAL
1.3.1. Describe the proxy modes supported by your solution and the differences between these modes.  Examples of proxy modes may include, but are not limited to “transparent”, “explicit”, and “traditional” modes. 
1.3.2. Describe how your solution could support transparent proxies at Internet Access Points (IAPs) where asymmetric routing occurs.  This description should include a discussion of how source and destination IP addresses change on traffic traversing the solution. 
1.3.3. Describe the malware scanning and mitigation features of your solution.  Include the available responses for mitigating malware and describe how these responses are chosen by the solution.  These responses may include, but are not limited to: block, quarantine, and warn.
1.3.4. Describe the authentication options and requirements for your solution.  In particular, what processes, if any, require end-user authentication?
1.3.5. Describe the SSL termination and inspection features of your solution.  

1.3.6. Describe any URL filter list service that you would include in your recommended solution.  Include any data that supports that service’s claims of effectiveness.

1.3.7. Describe the standard and optional tools available to create and manage custom URL filters.

1.3.8. Provide the available policy management options for managers of the recommended solution.  These options may include, but are not limited to:  blacklists, whitelists, time, quota, locations, and other restrictions.

1.3.9. Describe the issues of implementing your recommended solution in a carrier-class network with a stateless boundary.

1.3.10. Describe the potential issues of proxying at the Internet/NIPRNet boundary both end user connections and other proxy server connections.

1.3.11. Describe the available error messages and other responses that your solution can provide to both end users and other proxy servers.

1.3.12. Describe the solution’s ability to respond to web-based threats in a timely manner.  In particular, estimate the time required to implement new policies and other updates throughout the recommended solution.

1.3.13. Describe the TCP/IP ports and protocols used in the recommended solution.

1.3.14. Describe how the recommended solution (including SSL support) supports the DoD PKI.
1.3.15. Describe any standard or optional caching capabilities of the recommended solution.  This discussion should include the potential issues of caching and how and when these caching capabilities should be disabled.

1.3.16. Describe the recommended solution’s standard and optional capabilities to manage web applications traffic (other than HTTP and HTTPS).  This should include a list of the types of traffic that can be managed (e.g. IM, RTP, FTP, etc.) and the specific capabilities within the solution to manage that traffic.

1.3.17. Describe your solution’s support for SNMP v3 and IPv6.

1.3.18. Describe the solution’s capabilities to integrate with existing NIPRNet Situational Awareness tools such as ArcSight and HP OpenView.  Describe any other standard and optional situational awareness capabilities of the recommended solution.

1.4

SCALABILITY & AVAILABILITY
1.4.1. Describe your recommended configuration to support 4.5 million users that exhibit the following traffic behavior:

· Users are distributed among geographically dispersed Internet Access Points (IAPs).

· There are six IAPs with OC-48 connections supporting ~ 643,000 total users (max) and ~ 30,000 simultaneous connections (peak).

· There are four with OC-12 connections supporting ~ 161,000 total users (max) and ~ 8,000 simultaneous connections (peak).
· Web traffic (as a percentage of total Internet bandwidth) is distributed as follows:  ~ 81% HTTP, ~6% HTTPS, ~2% (Adobe) Real Time Messaging Protocol.
1.4.2. Describe how the recommended solution could scale to support IAP upgrades to multiple OC-48 connections up to OC-192.

1.4.3. Describe and estimate the size, power, and cooling requirements for your recommended configuration.

1.4.4. Describe your recommended high-availability configuration and features for this solution.
1.4.5. Describe the load balancing, failover, and backup features of the recommended solution.

1.4.6. Describe the standard and optional network management capabilities of the recommended solution.  Describe the solution’s capability to centrally manage the recommended configuration.  Describe any other recommendations you might have for managing the recommended solution.
1.4.7. Describe the amount and types of logging data generated by the recommended solution.  Estimate the amount log data that would be generated by the recommended solution.
1.4.8. Describe the standard and optional reporting capabilities of the recommended solution.  Include a description of any external interfaces to other logging and analysis tools or solutions.

1.4.9. Estimate the expected latency that the recommended solution would impose on web (and any other network) traffic.

1.5

OPTIONAL CAPABILITIES
1.5.1. Describe the available data leak protection capabilities of your solution.  Provide cost estimates to implement this capability.
1.5.2. Describe the standard and optional content bandwidth management capabilities of your solution. Provide cost estimates to implement this capability
1.6

PROGRAMMATIC AND COST
1.6.1. Provide a life-cycle cost analysis for the recommended solution.  The recommended WCF solution must serve 4.5 million users and provide the following capabilities:  high availability; SSL inspection; URL filtering with update service; and malware scanning with mitigation.  Include the initial costs, recurring costs, and your recommendations for the staff required to manage the recommended solution.  All costs should be projected through Government Fiscal Year 2013. 
1.6.2. Describe any third-party hardware, software, and services required to support your recommended configuration.
1.6.3. Indicate the approximate differential costs for deploying SSL termination and inspection features in your recommended solution.

1.6.4. Describe your past efforts if any to accredit the recommended solution (or one like it) under the DITSCAP and provide its ability to be accredited under DIACAP.  Provide information on the ability to successfully run the Security Technical Implementation Guides.
1.6.5.  Describe the recommended solution’s compliance with and conformance to FIPS 140-2 and Common Criteria profiles EAL-2 or higher.

1.6.6.  Provide one or more references of your recommended product’s installations of similar size and complexity of the recommended solution.
1.6.7.  Describe your capabilities to support the recommended solution in the NIPRNet environment.  Capabilities may include, but are not limited to having cleared service personnel, an international presence, etc. 

2.0

DISCLAIMER
THE GOVERNMENT DOES NOT INTEND TO AWARD A CONTRACT ON THE BASIS OF THIS RFI OR OTHERWISE PAY FOR INFORMATION RECEIVED IN RESPONSE TO THE RFI.

This RFI is issued for information and planning purposes only and does not constitute a solicitation.  All information received in response to the RFI that is marked Proprietary will be handled accordingly.  The Government shall not be liable for or suffer any consequential damages for any proprietary information not properly identified.  Proprietary information will be safeguarded in accordance with the applicable Government regulations.  Responses to the RFI will not be returned nor will the Government confirmed receipt of the RFI response.  Whatever information is provided in response to this RFI will be used to access tradeoffs and alternatives available for determining how to proceed in the acquisition process.  In accordance with FAR 15.201(e), responses to this RFI are not offers and cannot be accepted by the Government to form a binding contract.

The anticipated North American Industry Classification System Code (NAICS) for this requirement is 511210 (size standard $23M).   Other consideration NAICS 541519 (size standards $23M).

Small businesses are strongly encouraged to provide responses to this RFI, in order to assist DISA in determining the potential levels of interest, competition and technical capability to provide the required services within the Small Business community.  In addition, this information will also be used to assist DISA in establishing a basis for developing any subsequent potential subcontract plan small business goal percentages.


3.0

SUBMISSION INSTRUCTIONS
Responses should include the (1) business name and address; (2) name of company representative and their business title; (3) contract vehicles available that would be available to the Government for the procurement of the product and service, to include General Service Administration (GSA) Federal Supply Schedules (FSS), or any other Government Agency contract vehicle.

The responses should be in a white paper format, no longer than fifteen (15) pages in length. Address the questions posed in Section 2, with one (1) appendix that consists of a typical WCF implementation schedule.  Responses to this RFI are due NLT Friday, 14 April 2008, at 5:00PM Eastern Daylight Time (EDT).  Email any applicable questions to Clifton Best at Clifton.Best@disa.mil , telephone number 703-882-1657.
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