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USDA Forest Service Microwave Relocation Engineering Project

Statement of Objectives (SOO)

August 18, 2008
1.0 OBJECTIVE. The purpose of this Statement of Objectives (SOO) is to obtain microwave relocation transition planning and implementation support to ensure USDA Forest Service (FS) compliance with the Commercial Spectrum Enhancement Act (CSEA).  In order to comply with the federally mandated requirements of CSEA, the Government is in need of contract support to perform detailed site surveys on as many as seventy-six (76) microwave sites located across nine (9) National Forests.  Upon completion of the site surveys (Task 1), the contractor will submit a Transition Implementation Plan (TIP) that will identify all steps needed to bring each site in compliance with CSEA. Individual Task Orders will be negotiated for the implementation of Government approved TIPs for each site. 

2.0 BACKGROUND
2.1 Advanced Wireless Services. The US Government conducted an auction of radio frequencies (RF) in the 1.7-2.1GigaHertz range.  The purpose of the auction was to provide additional RF spectrums to commercial carriers.  As a result of the auction, commercial carriers will be able to offer expanded, advanced wireless services to consumers. These frequencies were previously assigned in large part to Federal Government agencies.
2.2 Frequency and Network Transition. The FS is required to vacate the auctioned spectrums and transition its radio networks to other bands by March, 2010.   In the case of the FS, this will require the migration of microwave networks on impacted National Forests to either leased carrier services or to capitalize on new microwave systems operating in the 7GHz and 2.2 GHz band. The FS has converted a substantial amount of their communications requirements to carriers.  The FS has also obtained frequency licenses in the 7GHz and 2.2GHz band to support network transition of their capitalized microwave networks where conversion to common carrier is infeasible, or not cost-effective.
 
3.0 TASK REQUIREMENTS. 
3.1 General. The FS has a requirement to transition its microwave radio capital assets to an approved band on a total of nine National Forests.  Six (6) National Forests require installation of new equipment and removal of old equipment.  Three (3) National Forests require removal of old equipment only.  This task shall be broken into two component parts: 
· Task Order 1:  Microwave Network Transition Engineering and site surveys.  Conduct site surveys and provide a detailed Transition Implementation Plan (TIP).  TIP shall include at a minimum, Work Breakdown Structure (WBS) and an implementation timeline for each impacted site.  
· Subsequent Task Orders: Provide all equipment, labor, tools, supplies, supervision, and other items necessary to implement any or all parts of the Project Plan provided by the contractor under Phase I.  Implementation is subject to approval and funding availability.  The Government reserves the right to implement all or part of the work identified in the deliverables provided under Task Order 1.  The FS requires brand name Harris microwave equipment be installed on all but five National Forests as outlined in Attachment A.  Alcatel equipment will be installed on one National Forest.  Some of the Alcatel equipment has already been procured by the Government.  A detailed listing of the purchased equipment will be provided to the Contractor prior to the start of Phase 1.  Contractor will need to identify any additional equipment necessary for installation.  Contractor will be responsible for the purchase and installation of any new equipment at each site and the installation of any government furnished equipment.    Contractor will be required to obtain all building permits, when required.  
3.2 Microwave Network Transition Engineering. For the assessment task requirements, contractor shall analyze and validate technical, operational, maintenance and infrastructure repair and/or improvement requirements for microwave networks at six (6) National Forests.  The contractor may be required to perform site survey on three (3) additional National Forests requiring equipment removal and disposal only.  Any technical, operational, equipment or infrastructure improvements or modifications identified in the TIP shall include a corresponding cost estimate and timeframe by site for implementation.  The contractor shall furnish subject matter experts (SME) in RF and network engineering to accomplish a fully documented TIP for each site.  The TIP and site assessment surveys shall be the deliverables from the transition engineering phase of the work. The contractor shall demonstrate “best practice” in engineering planning, as well as demonstrate that their TIP is superior in completeness (in particular its resource accountability [budget and financial analysis], technical sustainability [life-cycle], and structure) as well as its ease of use. To promote quality, the contractor shall be ISO9001 or CMMI Level V certified. Contractor will provide proof of current certification.
3.3 Site Surveys. As part of the transition engineering function the contractor shall conduct site surveys for as many as 76 microwave sites at up to 9 National Forests. Three of the National Forests are removal of equipment only and may not require site surveys. This would bring the number down to approximately 63 sites. A sample format for the site survey is included as Attachment 3.  The final format for the site surveys shall be submitted for comment and approved by the FS Contracting Officer Representative (COR) prior to the site surveys proceeding.      
3.3.1 Conduct of Site Surveys. The contractor shall conduct a detailed site survey for all sites identified in Attachment 2.  Contractor shall  provide detailed information to include site maps (if necessary regarding condition of the facilities at each site), shelters and towers, microwave RF systems, ancillary equipment, multiplex equipment, grounding systems, physical and electrical interface equipment (e.g. connecting blocks, patch panels), earthquake protection, physical security, power (A/C, solar and UPS), and environmental systems (HVAC). The government has identified a need for backup generators to be provided at the sites listed in Attachment A.  The contractor shall provide a formal detailed site survey assessment report including findings of deficiencies, infrastructure, and equipment improvement/upgrade needs for a complete and functional network for each needed improvement or repair. Site survey assessment reports shall include the site inventory of equipment, pictures, sketches, measurements, and notes; signed by the engineer who conducted the survey and the date and time the survey was conducted. All scanned survey documentation, digital photographs, drawings and findings associated with the assessment survey report shall be placed on a dedicated Sharepoint Web-based database furnished by the contractor.  At the conclusion of each site survey, the Contractor will provide the assessment survey report and all supporting documentation to the Government in both a hardcopy and electronic format. 
3.3.2 Equipment Installation. The installation of new equipment shall be in compliance with frequencies assigned by NTIA for the Forest Service and shall not interfere with any other cooperators or vendors.  

3.3.3 Channelization Plan.  The contractor will be required to provide a system channelization plan, system drawing, path profile and DC power requirements.  Channelization Plan shall be included in the survey assessment report for each site.    
3.3.4 Use of Global Positioning System (GPS). GPS - longitude and latitude - readings for all location determination on National Forest microwave sites shall be required as part of site surveys (NAD 83).   GPS readings will be included in the survey assessment report for each site.

3.4 Microwave Network Facilities Engineering (Site Development/Preparation). 
3.4.1 On the basis of site surveys, the contractor shall identify facility engineering requirements and installations from the site surveys.  
3.4.2 As a minimum, the facility engineering requirements shall identify repair, maintenance, and capital improvement construction activities needed to meet applicable building codes and best business practices for all infrastructures on the site to include pads, shelters, towers, earthquake protection, power, grounding (R56), and HVAC systems and any other constructed improvement on the site. Guidelines from National Electrical code (NFPA 70) and Standards for the installation of lighting protection systems (NFPA 780) shall apply.  Facility engineering requirements will be included in the survey assessment report for each site.
3.4.3 The contractor shall fully demonstrate the quality of their Microwave Field Engineer (M/W FE) systems engineering expertise in similar US civil agency microwave network transitions.  Contractor shall provide current applicable licensing certification.
3.4.4 All elements of the facilities engineering/site preparation and corresponding cost estimates shall be entered into the TIP as Work Breakdown elements.  Tasks shall be identified by major work activity.  
3.4.5 The FS will provide contractor with a list of equipment at each site to be removed.   During the site survey, Contractor shall validate the list of equipment.   The contractor shall provide to the FS a final list of equipment to be removed at each site (i.e. radio equipment, old batteries, feed line, antennas, etc).  The Contractor shall also provide to the FS a list of equipment to be installed at each site.   The contractor may be required to dispose of equipment/property as identified on a task order basis.  

Contractor shall provide all services related to hazardous material, hazardous waste, and toxic waste disposal.  Services shall include pick-up, transportation, labeling, analyses, fate determination, documentation, manifesting, and audit trails until ultimate treatment, recycling, or disposal of waste.  All work performed by the contractor shall comply with all applicable Federal, state and local laws and regulations, including, but not limited to, those promulgated under the Resource Conservation and Recovery Act, the Toxic Substances Control Act, the Occupational Safety and Health Act, the Hazardous Materials Transportation Act, and applicable Department of Transportation regulations. The contractor is to be responsible for proper packaging, labeling, manifesting (Uniform Hazardous Waste Manifest Form 8700-22), and transportation of all waste. The contractor is to ensure all waste goes to a properly permitted site and that signed manifests, inventories, certificates of disposal, any other required documentation are provided to the Forest Service. The contractor is to ensure all hazardous waste is disposed of properly to avoid the possibility of a fine or penalty being assessed by the state or EPA. The contractor will be held responsible for any fines/penalties assessed due to state, local or federal laws being violated by the contractor.


 
3.5 Microwave Network RF Systems. 

3.5.1 Using the available site and licensing data, the contractor shall furnish expert RF engineering validation of the location, path analysis, and antenna sizing of all sites and forest networks proposed for transition to the 7GHz or 2.2GHz band.      Government will provide all required documentation to the contractor prior to start of assessment.  Government will provide any required data that it currently has available on a site to the contractor prior to start of assessment.
  
3.5.2 The contractor shall provide a complete RF system design for each link from the transmitter site to receiver site in each National Forest proposed for transition in the TIP.  At a minimum, contractor shall provide an option for hot standby radios at multi-hop sites as an option.  RF system design will be included in the survey assessment report for each site. 
3.5.3 The contractor shall fully demonstrate the quality of their M/W RF systems engineering expertise in similar US civil agency microwave network transitions.
3.5.4 All elements of the M/W RF Systems shall be entered into the TIP as Work Breakdown elements.  Tasks shall be identified by major work activity.  

3.5.5 The FS will provide contractor with a list of equipment at each site to be removed.   During the site survey, Contractor shall validate the list of equipment.   The contractor shall provide to the FS a final list of equipment to be removed at each site (i.e. radio equipment, old batteries, feed line, antennas, etc).  The Contractor shall also provide to the FS a list of equipment to be installed at each site. The contractor may be required to dispose of equipment/property as identified on a task order basis. 

Contractor shall provide all services related to hazardous material, hazardous waste, and toxic waste disposal.  Services shall include pick-up, transportation, labeling, analyses, fate determination, documentation, manifesting, and audit trails until ultimate treatment, recycling, or disposal of waste.  All work performed by the contractor shall comply with all applicable Federal, state and local laws and regulations, including, but not limited to, those promulgated under the Resource Conservation and Recovery Act, the Toxic Substances Control Act, the Occupational Safety and Health Act, the Hazardous Materials Transportation Act, and applicable Department of Transportation regulations. The contractor is to be responsible for proper packaging, labeling, manifesting (Uniform Hazardous Waste Manifest Form 8700-22), and transportation of all waste. The contractor is to ensure all waste goes to a properly permitted site and that signed manifests, inventories, certificates of disposal, any other required documentation are provided to the Forest Service. The contractor is to ensure all hazardous waste is disposed of properly to avoid the possibility of a fine or penalty being assessed by the state or EPA. The contractor will be held responsible for any fines/penalties assessed due to state, local or federal laws being violated by the contractor.

3.5.6 The contractor shall provide in the acquisition portions of the Transition Implementation Plan (TIP), as well as in the Implementation Option, the following documentation for the specified microwave system:
3.5.6.1 factory testing and burn in results,
3.5.6.2 FCC Compliance,
3.5.6.3 Reliability system design provide 10^-6 BER for 99.9995% availability, 
3.5.6.4 System support SNMP management.
3.5.6.5 Warranty Information
3.5.6.6 User Manuals and other system documentation
3.5.6.7 Pricing for a Five (5)Year Maintenance Plan 

3.6 Microwave Network RF Ancillary Equipment
3.6.1 On the basis of the available site, licensing, and primary RF systems design, the contractor shall furnish expert engineering services to deliver a complete design for all ancillary equipment to support the RF system for each site/link in each National Forest proposed for transition in the TIP; e.g. including, but not limited to, power, redundant power, R56 standards, tower structural engineering, adequate facilities, multiplex, RF system status monitoring and alarm, interfaces to other existing GFE communications systems (for example; landline audio, sensors, surveillance, or mobile radio).    Government will provide any required data that it currently has available on a site to the contractor prior to start of assessment.   The design for all ancillary equipment to support the RF will be included in the survey assessment report.
3.6.2 The contractor shall fully demonstrate the quality of their RF ancillary systems engineering expertise in similar US civil agency microwave network transitions.
3.6.3 All elements of the RF ancillary equipment and corresponding cost estimates shall be entered into the TIP as Work Breakdown elements.  Tasks shall be identified by major work activity.  Detailed cost estimates for each major work activity shall be developed per site (lump sum estimates are not acceptable).
3.6.4 The FS will provide contractor with a list of equipment at each site to be removed.   During the site survey, Contractor shall validate the list of equipment.   The contractor shall provide to the FS a final list of equipment to be removed at each site (i.e. radio equipment, old batteries, feed line, antennas, etc).  The Contractor shall also provide to the FS a list of equipment to be installed at each site.  The contractor may be required to dispose of equipment/property as identified on a task order basis. 

Contractor shall provide all services related to hazardous material, hazardous waste, and toxic waste disposal.  Services shall include pick-up, transportation, labeling, analyses, fate determination, documentation, manifesting, and audit trails until ultimate treatment, recycling, or disposal of waste.  All work performed by the contractor shall comply with all applicable Federal, state and local laws and regulations, including, but not limited to, those promulgated under the Resource Conservation and Recovery Act, the Toxic Substances Control Act, the Occupational Safety and Health Act, the Hazardous Materials Transportation Act, and applicable Department of Transportation regulations. The contractor is to be responsible for proper packaging, labeling, manifesting (Uniform Hazardous Waste Manifest Form 8700-22), and transportation of all waste. The contractor is to ensure all waste goes to a properly permitted site and that signed manifests, inventories, certificates of disposal, any other required documentation are provided to the Forest Service. The contractor is to ensure all hazardous waste is disposed of properly to avoid the possibility of a fine or penalty being assessed by the state or EPA. The contractor will be held responsible for any fines/penalties assessed due to state, local or federal laws being violated by the contractor.

3.7 Microwave Environmental Support Systems
3.7.1 On the basis of site surveys, the contractor shall identify/validate site environmental engineering requirements.   The environmental engineering requirements will be included in the survey assessment report.
3.7.2 As a minimum, the M/W environmental engineering requirements shall address primary and backup (UPS) power and backup generators (Attachment A) as identified.  Forest Service requirements for backup power are a minimum 8 hours for an AC power site and 14 days for a solar site.  
3.7.3 The contractor shall fully demonstrate the quality of their M/W environmental systems engineering expertise in similar US civil agency microwave network transitions.
3.7.4 The FS will provide contractor with a list of equipment at each site to be removed.   During the site survey, Contractor shall validate the list of equipment.   The contractor shall provide to the FS a final list of equipment to be removed at each site (i.e. radio equipment, old batteries, feed line, antennas, etc).  The Contractor shall also provide to the FS a list of equipment to be installed at each site.  The contractor may be required to dispose of equipment/property as identified on a task order basis. 

Contractor shall provide all services related to hazardous material, hazardous waste, and toxic waste disposal.  Services shall include pick-up, transportation, labeling, analyses, fate determination, documentation, manifesting, and audit trails until ultimate treatment, recycling, or disposal of waste.  All work performed by the contractor shall comply with all applicable Federal, state and local laws and regulations, including, but not limited to, those promulgated under the Resource Conservation and Recovery Act, the Toxic Substances Control Act, the Occupational Safety and Health Act, the Hazardous Materials Transportation Act, and applicable Department of Transportation regulations. The contractor is to be responsible for proper packaging, labeling, manifesting (Uniform Hazardous Waste Manifest Form 8700-22), and transportation of all waste. The contractor is to ensure all waste goes to a properly permitted site and that signed manifests, inventories, certificates of disposal, any other required documentation are provided to the Forest Service. The contractor is to ensure all hazardous waste is disposed of properly to avoid the possibility of a fine or penalty being assessed by the state or EPA. The contractor will be held responsible for any fines/penalties assessed due to state, local or federal laws being violated by the contractor.


4.0 Contractor shall propose any and all labor categories that will potentially be proposed by the Contractor to execute work identified in the SOO.   In addition, Contractor shall provide labor rate pricing for each labor category identified.    Proposed Labor rate pricing for the contract will be evaluated based on current market prices for same or similar labor categories in order to be determined fair and reasonable. In addition the Contractor shall provide proposed pricing for any potentially necessary Harris and Alcatel equipment.  

5.0 CONTRACT DELIVERABLES. The contractor shall provide all services specified in previous sections of the SOO.  In the event the Government deems it in their interest to negotiate and award the Implementation Tasks, the contractor shall be able to perform all work identified in the TIP to ensure immediate performance.  
5.1 Acceptable Deliverables. The principal deliverable for Task 1 of this SOO is the completed site surveys and Transition Implementation Plan for each site. The Contractor will submit the TIP and the site survey data within 5 business days at the completion of each site survey. Any products delivered to the Government during the performance of this contract shall become the sole property of the Government.  
5.2 Project Plan.  
5.2.1 The contractor shall develop a project plan using Microsoft Project software (or other software that can read/write or import/export Microsoft Project files). The project plan will document the tasks that will be completed over the course of the project, including task duration, key milestones, estimated number of hours for completion and assigned resources. The project plan will mutually be agreed upon by the government and contractor prior to the start of Phase I.  
5.2.2 The contractor will provide monthly electronic status reports from Microsoft Project (or equivalent) software. The project plan is a “living document” that will be modified based on changes in the project (but no less than monthly). Any changes to the project schedule will be submitted to the Government for review and approval. This document will be the mechanism using for project planning and tracking progress.

5.3 Minimally Essential Report Requirements

5.3.1 Contractor shall provide a Monthly Technical Summary (MTS). The MTS shall at a minimum contain the following information:
5.3.1.1 Summary of Performance Milestones
5.3.1.2 Summary of accomplishments during the reporting period and significant events regarding the contract.
5.3.1.3 Progress on on-going deliverables
5.3.1.4 Current or anticipated problems
5.3.1.5 Summary of activity planned for the next reporting period

5.3.2 Other Reports. Other related reports may be required, as directed by the Contracting Officer (COR) Representative. 

5.4 Contractor shall provide signed manifests, inventories, and certificates of disposal for all hazardous material, hazardous waste, toxic waste, removed from site.

5.5 Contractor shall provide a dedicated Sharepoint Web-based database in which to post the assessment survey and all related documentation at the end of each site survey.

5.6 In addition to posting the data in the dedicated Sharepoint Web-based database, the Contractor shall provide four (4) complete copies of all deliverables.   Deliverables will be provided to the Forest service in hardcopy and electronic format and will be due to the government upon completion of each site survey. 
5.6.1 Hardcopy material will be bound in a 3-ring binder that will include a table of contents.
5.6.2 Electronic copies will be provided to the government via CD.
5.6.3 At a minimum, submitted documents should include design calculations, path analysis profiles, maps, RF engineering documents, engineering plans for the towers, building/equipment footprint, equipment rack layout site survey assessment reports and TIP for each site in Attachment A.  
5.6.4 Copies of all deliverables to be distributed to the Contracting Officer, Contracting Officer’s Representative, Program Manager, and Technical Expert. Names and addresses to be provide at time of award.


6.0 Quality Assurance Surveillance Plan.  The contractor shall provide Quality Assurance Surveillance Plan that details how and when performance will be surveyed, observed, tested, sampled, evaluated, and documented.  The plan must address a baseline for the “satisfactory” level of performance.  The plan shall detail what reporting will be made available to the Government, how the Government will be afforded situational awareness, and the manner in which the contractor  will establish transparency in  performance and visibility provided to the Government. 


7.0 IT Security Policy Statement
By accepting this contract, purchase order, task order, work order, or blanket purchase agreement, the contractors and other external organizations providing outsourced Information Technology (IT) services to any component of the USDA Forest Service agrees to comply with the applicable IT security policy as outlined in the Statement of Work.  The Contractors and other external organizations will be responsible for IT security for all systems connected to a USDA Forest Service network or operated by the Contractors and other external organizations for USDA Forest Service, regardless of location.  This clause is applicable to all or any part of the contract, purchase order, task order, work order, or blanket purchase agreement that includes IT resources or services in which the Contractors and other external organizations must have physical or electronic access to USDA Forest Service sensitive information that directly support the mission of USDA Forest Service. 


In addition all new IT equipment acquired be the contractor must be made and installed in accordance with FS requirements including being brand-specific. 
The term 'information technology', as used in this clause, means any equipment or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.  This includes both major applications and general support systems as defined by OMB Circular A-130.  Examples of tasks that require security provisions include:

· Hosting of USDA Forest Service eGovernment Sites or other IT operations;

· Acquisition, transmission or analysis of data owned by USDA Forest Service with significant replacement cost should the contractors and other external organization’s copy be corrupted; and

· Access to USDA Forest Service general support systems/major applications at a level beyond that granted the general public, e.g. bypassing a firewall.

The Contractor or other external organization will not publish or disclose in any manner, without the USDA Forest Service Contracting Officer's written consent, the details of any safeguards either designed or developed by the Contractor or other external organization under this Contract or otherwise provided by the Government.

To the extent required to carry out a program of inspection to safeguard against threats and hazards to the security, integrity, and confidentiality of Government data, the Contractor or other external organization will afford the Government access to the Contractor's or other external organization’s facilities, installations, technical capabilities, operations, documentation, records, and databases.

The Contractor will cooperate with Federal agencies and their officially credentialed representatives during official inspections or investigations concerning the protection of USDA Forest Service information.  Cooperation may include providing relevant documentation showing proof of compliance with federal and agency requirements, and rendering other assistance as deemed necessary.

Contractors will evaluate their IT systems and facilities that store or transmit Government furnished information on a continuing basis and will conduct a formal self-inspection at intervals consistent with USDA Forest Service policy and procedures.

If new or unanticipated threats or hazards are discovered by either the Government or the Contractor or other external organization, or if existing safeguards have ceased to function, the discoverer will immediately bring the situation to the attention of the other party.

The Contractor or other external organizations will include these requirement in any subcontract awarded under the prime contract.  Failure to comply with said requirements will constitute cause for termination.

A written agreement between USDA Forest Service and any contractors and other external organizations will be entered into before data and information otherwise exempt from public disclosure may be disclosed to the contractors and other external organizations.  The contractors and other external organizations will agree to establish and follow security precautions considered by USDA Forest Service to be necessary to ensure proper handling of data and information.

Contractors and other external organizations personnel requiring privileged access or limited privileged access to systems operated by the Contractors and other external organizations for USDA Forest Service or interconnected to a USDA Forest Service network will be screened at an appropriate level in accordance with USDA Forest Service, Personnel Security Management.  Contractors and other external organizations employees in IT-related positions will comply with the USDA Forest Service criteria for assigning position sensitivity designations.  These designations will be determined by the USDA Forest Service Program Manager/IT System Owner.

Contractors and other external organizations employees assigned to certain IT-related positions are subject to different levels of background screening checks based upon the assigned position sensitivity designations.  If contractors and other external organizations employees will have access to classified national security information, more intensive investigations will be required.  Contractors and other external organizations employees who have previously met investigative requirements within the past five years may only need to be subject to an updated investigation.  Prior to contract award, verification of previous investigations; e.g., copies of certificates of investigation or security clearances must be submitted to the USDA Forest Serviced personnel security representative.

The Contractors and other external organizations will ensure that its employees performing under this contract receive annual IT security training in accordance with OMB Circular A-130, FISMA, and NIST requirements, with a specific emphasis on rules of behavior.

The contractors and other external organizations will ensure that the following banners are displayed on all USDA Forest Service (both public and private) operated by the contractors and other external organizations prior to allowing anyone access to the system:

Government Warning

**WARNING**WARNING**WARNING**

Unauthorized access is a violation of U.S. Law and Department of Interior policy, and may result in criminal or administrative penalties. Users will not access other user's or system files without proper authority. Absence of access controls IS NOT authorization for access! USDA Forest Service information systems and related equipment are intended for communication, transmission, processing and storage of U.S. Government information. These systems and equipment are subject to monitoring by law enforcement and authorized Department officials. Monitoring may result in the acquisition, recording, and analysis of all data being communicated, transmitted, processed or stored in this system by law enforcement and authorized Department officials.  Use of this system constitutes consent to such monitoring.

       **WARNING**WARNING**WARNING**

The contractors and other external organizations will ensure that the following banner is displayed on all USDA Forest Service systems that contain Privacy Act information operated by the contractors and other external organizations prior to allowing anyone access to the system:

This system contains information protected under the provisions of the privacy act of 1974 (public law 93-579). Any privacy information displayed on the screen or printed must be protected from unauthorized disclosure. Employees who violate privacy safeguards may be subject to disciplinary actions, a fine of up to $5,000, or both.

The Contractors and other external organizations will afford the Government access to the Contractors and other external organizations and subcontractors and other external organizations’ facilities, installations, operations, documentation, databases and personnel used in performance of the contract. Access will be provided to the extent required to carry out a program of IT inspection (to include vulnerability testing), investigation and audit to safeguard against threats and hazards to the availability, integrity, and confidentiality of USDA Forest Service data or to the function of IT systems operated on behalf of USDA Forest Service, and to preserve evidence of computer crime.

The Contractors and other external organizations will incorporate the substance of this clause in all subcontracts that meet the conditions of this clause.
8.0 Travel
Contractor may be required to travel to face-to-face meetings.  Any travel expenses will be approved by the Contracting Officer Representative (COR) and will be reimbursed consistent with Government policies as specified in the Federal Travel Regulations. A separate line item will be added to the contract based on an estimated number of meetings.   The COR will approve selection of sites and travel dates.  Contractor personnel will not be paid for local travel.  
9.0 Points of Contact 
Ramona Romo-Garza

Contract Specialist

Office:  (505) 842-3457

SOO – Microwave Relocation                                                                                                             Page 1 of 11

