MCC-08-0137-RFQ-45
ATTACHMENT A


A.  CELLULAR/PERSONAL COMMUNICATIONS SERVICE (CPCS)

Cellular/Personal Communications Service (CPCS) provides Agency users with wireless services for their mobile terminals, such as cellular phones, notebook computers, and personal digital assistants (PDAs).  This service will be used for applications, such as voice, data, short messaging services (SMS), multimedia messaging servicers (MMS), and internet services.

1.  Service Description

(a) Functional Definition

CPCS is a wireless transmission service for mobile terminals.  The contractor will provide the wireless network.

The services and bandwidth provided depends on the characteristics of the mobile terminals and the technology used in the contractor’s wireless network and service platforms, ranging from 2nd generation (2G) to 2.5G/3G wireless.  The 2.5G/3G networks (and beyond) support IP packet-mode transmission.

SMS, a feature of CPCS, provides the capability to send and receive text messages.  The text can comprise of any alphanumeric characters; each short message must support at least  160 characters in length.  Additionally, SMS supports interconnection with different message sources and public destinations including e-mail, paging, and instant messaging (IM).

MMS, a feature of CPCS, provides the capability to send and receive multimedia, such as pictures, steaming video, sound, and graphics.

(b) Standards
CPCS shall comply with at least one of the following or equivalent 2.5G/3G Cellular Wireless standards:

(1) 2.5G (based on General Packet Radio Service (GPRS) or Code Division Multiple Access (CDMA-2000 – 1xRTT)):
- ESTI GSM-MAP; or
- TIA IS-41 

(2) 3G (based on CDMA) ITU-RTT IMT-2000:
- European ETSI/GSM Wideband CDMA (WCDMA) (also known as Universal Mobile Telecommunications System – UMTS); or
- US CDMA Development Group (CDG) CDMA-2000 Evolution Data Optimized (EV-DO).
CPCS shall comply with the following security standards or equivalent industry practices:

(1) 3G Security: Security Threats and Requirements, 3GPP TS 21.133;

(2) 3G Security: Cryptographic Algorithm Requirements, 3GPP TS 33.105;

(3) 3G Security: Security Principles and Objectives, 3GPP TS 33.120; and

(4) NIST FIPS Publication 140-2.

CPCS shall comply with the following mobile data-related standards as applicable:

(1) WAP Forum (Wireless Application Protocol WAP 1.1 and 2.0) via WAP Gateway; and

(2) IP Mobility Support, IETF RFC 2002 

SMS shall comply with the following standards as applicable:

(1) ITU-T Q.700 – Q.774 Signaling System No. 7;

(2) AMSI T1.114 Signaling System No. 7 – Transaction Capabilities Application Part;

(3) 3GPP TS 03.40: “Digital cellular telecommunications system (Phase 2+) technical realization of the Short Message Service (SMS) Point-to-Point (PP)”;

(4) GSM 03.41: “Digital cellular telecommunications system (Phase 2+); Technical realization of Short Message Service Cell Broadcast (SMSCB)”;

(5) Mobile Application Part (MAP):

- GSM MAP 3.04, 9.4;
- ANSI-41 MAP Rev. B.
(6) Simple Message Transfer Protocol (SMTP);
(7) Short Message Peer to Peer (SMPP);

(8) Computer Access Protocol Number II (CAP II); and

(9) Telocator Alphanumeric Protocol (TAP).

MMS shall comply with the following standards as applicable:

(1) Multimedia Messaging Service (MMS), 3GPP Technical Specification 23.140;
(2) Open Mobile Alliance; and
(3) Wireless Application Protocol (WAP) Forum.

The contractor shall comply with new versions, amendments, and modifications made to the above listed documents/standards, including beyond 3G, when offered commercially.

(c) Connectivity
CPCS shall connect Agency mobile terminals (such as, but not limited to cellular phones, wireless-enabled Notebook and Laptop PCs, and PDAs) to the contractor’s wireless network.
The contractor’s wireless network shall interoperate with:

(1) The Public Switched Telephony Network (PSTN) and the worldwide dialing plan per ITU Recommendation E.164;
(2) Originate and terminate calls to users of satellite-based services;
(3) The internet;
(4) Contractor’s network providing Network-Based IP-VPN services; and
(5) Contractor’s network providing Premises-Based IP-VPN services.
(d) Technical Capabilities

The following CPCS capabilities are mandatory unless indicated otherwise:

(1) CPCS shall have the capability to originate and receive voice calls from mobile phones, fixed wireline networks, and satellite-based networks.

(2) CPCS shall allow the user to roam between compatible wireless (e.g., CDMA, GSM, etc.) networks.

(3) Packet-mode data transfer shall support a data rate in the range of 128 Kbps to 384 Kbps or higher while indoors or traveling at up to 65 miles per hour.  This category of service shall provide “always on” connections.  Offering may include data optimized capabilities including EvDO, High-Speed Downlink Packet Access (HSDPA) or equivalent standards.

(4) The contractor shall comply with Wireless Enhanced 911 (E911) Rules including Phases I and II, as stipulated by the Federal Communications Commission.  Refer to http://www.fcc.gov/911/enhanced/.
(5) The contractor shall provide wireless modem cards for mobile terminals if required.  The cards provided shall support the mobile terminals needed by the Agency, and shall include but not be limited to Type II PCMCIA and those required for PDAs.

(6) The contractor shall provide and support commercially available mobile terminals with the characteristics and features needed.

(7) The contractor shall provide commercially available mobile terminals that support device access control and data protection, including but not limited to:

-
Integrated authentication;

-
Authorization;

-
Virus scanning; and

-
Encryption capabilities (resident on terminal device).

2.  Features

The following CPCS features are mandatory unless indicated otherwise:

Caller ID
Caller ID shall display the name and number (when available) of the person calling.  It may also display the name of the person if stored a priori in the wireless terminal memory.  Call can usually be returned by pressing one button.
Caller ID Blocking
Caller ID Blocking shall prevent the subscriber’s wireless phone number from being transmitted.  This shall be supported in two ways:

- Block on a per-call basis; or

- Block all calls (with the option to de-activate on a per-call basis).

Call Forwarding - Busy or No Answer Condition
This feature shall forward incoming calls to another phone number whenever the subscriber is busy or no answer occurs after a specified time.  

Call Forwarding – Unconditional
This feature shall automatically forward incoming calls to another phone number until deactivated.  

Call Waiting
This feature shall alert the subscriber of another incoming call while currently engaged with an active call.  The subscriber shall hear a short tone indicating that a call is waiting.

In-Building Repeaters
The contractor shall provide in-building repeaters (or other solutions) as required to improve wireless capacity and coverage in in-door facilities.

Information Services
The contractor shall provide information services, including but not limited to:

· Directory assistance (optional); and

· Web browsing.

International Wireless Voice Service Roaming
The contractor shall support voice service roaming internationally between different service provider wireless networks to include GSM, and CDMA
networks.  The contractor shall specify the necessary mobile terminals needed.

International Wireless Data Service Roaming
The contractor shall support data service roaming internationally between different service provider wireless networks to include GSM, and CDMA network.  The contractor shall specify the necessary mobile terminals needed.

Multimedia Messaging Service (MMS) - Optional

MMS shall provide mobile terminal-originated and mobile terminal-terminated point-to-point multimedia messaging:

MMS shall support content types, including but not limited to:

· Text in Unicode format;

· Speech in Adaptive Multirate format;

· Pictures in Joint Photographic Experts Group (JPEG);

· Pictures in Graphics Interchange Format (GIF);

· Video Streaming in ITU Recommendation.

Short Messaging Services (SMS) – Basic Functionality

SMS shall provide:

· Mobile terminal-originated and mobile terminal-terminated point-to-point short messaging;
· Group Messaging to allow a subscriber to specify as many as 25 members comprising a SMS mailing list.  Furthermore, a subscriber can specify up to 10 different Group Messaging lists.
· Support for broadcast services.

SMS shall support the following capabilities relevant to the reception and submission of short messages:

· Message Expiration – message delivery re-attempts and storage for unavailable recipients shall be supported.  A message expiration time will govern how many re-attempts will be made.  The expiration time shall be set on a per-message or per-account basis.

· Priority – A priority scheme allowing urgent messages to be differentiated from normal messages shall be supported.  Urgent messages shall take priority over normal messages, regardless of the arrival time at the SMS Center (SMSC).
· Message Escalation – The SMSC stores the message for a period no longer that the expiration time (it is assumed that the escalation time is smaller than the expiration time associated with the message), and after said escalation time expires, the message will be sent to an alternate message system, such as a paging network or e-mail server.
· Message Acknowledgement/Delivery Confirmation.
SMS shall:

· Support an Interworking and Interoperability Function (IIF) to allow the sending/receiving of short messages between subscribers served by ANSI-41 (e.g., TDMA and CDMA) and GSM networks.
· Interwork with internet e-mail (SMTP/MIME) to allow SMS subscribers to send and receive posting from any internet mail address, e.g., Subscriber@abc.gov.
· Interwork with paging services to allow SMS subscribers to be accessible via existing paging interfaces.

SMS shall support notification services.  

[Examples of notification services include:
· E-mail notification, which indicates that e-mail messages are present in an e-mail mailbox;
· Reminder/calendar services, which enable reminders for meetings and scheduled appointments; and
· Voice notification, which indicates that voice mail and/or facsimile messages are present in a voice mailbox.]

SMS – Interworking with Instant Messaging (IM)
The contractor shall provide interworking with Instant Messaging (IM).  This capability entitles using a current instant messaging screen name and sending instant messages with a 2-way text messaging device.  This feature supports the portability of a “buddy list” permitting the subscriber to see who is online and then getting alerts when other colleagues or associates sign on.

This feature is an add-on to SMS-Basic Functionality.

Three-Way Calling
Three-way calling shall enable a subscriber to conduct a three-way conversation using the wireless terminal.

Voice Mail
Voice mail features shall include – but not limited to:

1. Personal voice mail greeting – in the recorded words of the subscriber;

2. Security features including an access code required to retrieve messages;

3. Recorded message can be up to three (3) minutes in length;

4. New and not-yet-retrieved messages are stored for a minimum of 72 hours;

5. Stores up to 20 saved messages for up to 14 calendar days;

6. Toll-free access to voice mail system for subscribers; and

7. A notification is sent to wireless terminal as soon as a message is left in subscriber’s mailbox.

3.  Interfaces

The contractor shall support the following interfaces at the SDP, as defined in this chart for the provisioning of CPCS (specific to 2.5G and 3G):
	UNI

Type
	Interface Type and Standard

	Payload Data Rate or 

Bandwidth
	Protocol Type


	1
	Air Link for mobile phone:

(Std: GSM and IS-136 TDMA)
	Up to 116 Kbps
	1. Transparent;

2. IP v4;

3. IP v6 when offered commercially by the contractor

	2
	Air Link:
(Std: CDMA 1xRTT)
	Up to 144 Kbps
	1. Transparent;
2. IP v4;
3. IP v6 when offered commercially by the contractor

	3
	Air Link: 1.8-2.5 GHz

(Std: 3G WCDMA)
	Up to 384 Kbps
	1. Transparent;
2. IP v4;
3. IP v6 when offered commercially by the contractor

	4


	Air Link:
(Std: CDMA EVDO)
	Up to 500 Kbps
	1. Transparent;
2. IP v4;
3. IP v6 when offered commercially by the contractor

	5


	Air Link:

(Std: WCDMA-High Speed Downlink Packet Access (HSDPA)) - Optional
	Up to 14.4 Mbps
	1. Transparent;

2. IP v4;

3. IP v6 when offered commercially by the contractor


4.  Performance Metrics

MCC recognizes that the radio access network performance is likely to vary depending on location (e.g., urban, suburban, or rural), as well as the technical specifications and capabilities of the deployed infrastructure (such as the radio access equipment).

The contractor shall comply with the requisite geographic coverage for CPCS, as specified.  The contractor shall provide the Key Performance Indicators (KPIs) which shall govern the service offered.  The KPIs shall include (but not be limited to) service availability.

	Key Performance Indicator (KPI)


	Service Level


	Performance Standard (Threshold)


	Acceptable Quality Level (AQL)



	Availability

(Voice Service)
	Routine
	99.5%
	Not less than 99.5%

	Time to Restore (TTR)
	Without Dispatch
	4 hours
	No more than 4 hours

	Time to Restore (TTR)
	With Dispatch
	8 hours
	No more than 8 hours


B.  CELLULAR DIGITAL PACKET DATA (CDPD)
CDPD provides wireless access to the internet and other packet-switched networks over the AMPS and TDMA cellular network systems, CDPD was the first wireless packet data standard; it was specified in 1992 and initial commercial service was launched in 1995.

1.  Service Description

(a) Functional Definition
CDPD provides an “always on” wireless connection to the internet.  It is secure to support of encryption and channel hopping, which makes it difficult to intercept and interpret.  CDPD packets also use forward error correction to reduce the effects of noise and radio frequency interference.  CDPD service supports a data rate of 19.2 Kps; however, some of this capacity is used for error correction and other overhead.  The user’s effective data throughput will vary in the range of 10 to 156 Kps.

(b) Standards

CDPD services shall comply with the following standards as applicable.  After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.
- CDPD System Specification, Release 1.1 1995 CDPD Forum;

- IP Mobility Support, IETF RFC No. 2002;

- The contractor shall comply with new versions, amendments, and modifications made to the above listed documents and standards when offered commercially.

(c) Connectivity

CDPD Systems shall connect and interoperate with:

- Public Switch Telephone Network (PSTN); and

- Internet.

CDPD subscribers shall be accessible via e-mail and the telephone.

(d) Technical Capabilities

The following CDPD capabilities are mandatory:
(1) Radio Channel Data Rate at 19.2 Kps;

(2) Full duplex radio link;

(3) Connectionless, “always on” access;

(4) Security including:

- User authentication; and

- Air-link encryption using RSA 128-bit RC4 Symmetric Stream Cipher.

(5) Host connectivity, including:

- Internet Protocol; and

- Direct 56 Kbps access.

(6) The contractor shall provide CDPD-compliant modems to meet Agency needs.  The modems shall include Type II PCMCIA, such as for laptop computers, and also those compatible with Personal Digital Assistants (PDAs).

2.  Features

None
3.  Interfaces

The principal interface for CDPD is a laptop computer or PDA equipped with a CDPD modem.  Other interfaces include point-of-sales terminal or telemetry sensors.

4.  Performance Metrics

The performance levels and Acceptable Quality Level (AQL) of KPIs for CDPD:
	Key Performance Indicator (KPI)


	Service Level


	Performance Standard (Threshold)


	Acceptable Quality Level (AQL)



	Time to Restore (TTR)
	Without Dispatch
	4 hours
	No more than 4 hours

	Time to Restore (TTR)
	With Dispatch
	8 hours
	No more than 8 hours


C.  MULTIMODE/WIRELESS LAN SERVICE (MWLANS)

MWLANS enables Agency users to securely access Agency networks from outside the Agency firewall.  Such Agency users are increasingly accessing the internet and Government intranets via Wireless Fidelity (Wi-Fi) hotspots rather than traditional dial-up connections.
1.  Service Description

(a) Functional Definition
MWLANS provides Agency users with wireless access points, i.e., Wi-Fi hotspots with connections to the internet to the contractor’s IP network.  These wireless access points are at locations such as hotels, airports, convention/conference centers, or other public establishments.  In addition, Agency may need contractor-provided wireless access points dedicated for Agency use at various Agency locations.

MWLANS is a wireless transmission service for mobile terminals.  Agency personnel using Wi-Fi-enabled notebook computers or PDAs, when they are located within the Wi-Fi coverage areas or hotspots of the service, can access e-mail, Government intranets, and the internet.

MWLANS supports IP packet-mode transmission.

(b) Standards

MWLANS shall comply with the following standards, as applicable.  After award, the contractor may propose alternatives at no additional cost to the Government that meet or exceed the provisions of the standards listed below.
(1) IEEE 802.11b (Wi-Fi at 2.4 GHz with data rates of up to 11 Mbps);

(2) IEEE 802.11g (Wi-Fi at 2.4 GHz with data rates of up to 54 Mbps);

(3) IEEE 802.11g (Wi-Fi at 2.4 GHz with data rates of up to 54 Mbps) – applicable only to dedicated Agency “hot spots”;

(4) IEEE 802.1 x Extensible Authentication Protocol (EAP) for authentication;

(5) IEEE 802.11i with Advanced Encryption Standard (AES) for encryption between the mobile terminal and the access point, when available;

(6) IEEE 802.11e Media Access Control Enhancements for Quality of Service (QoS), when available; and

(7) The contractor shall comply with new versions, amendments, and modifications made to the above listed documents/standards, when offered commercially.

(c) Connectivity

MWLANS shall interoperate with:

(1) Agency mobile terminals (that include but are not limited to wireless-enabled Notebook and Laptop PCs, and PDAs) to the wireless access points; and

(2) The contractor’s wireless access points to the internet and to the contractor’s network providing IP-VPN services.

The SDP shall be at the mobile terminal.

(d) Technical Capabilities

The following MWLANS capabilities are mandatory unless indicated otherwise:

(1)  Wireless access in packet-mode to mobile terminals shall be supported.  Mobile terminals shall include but not be limited to wireless-enabled Notebooks, Laptops and PDAs.  Access coverage shall include wireless LAN “hot spots”, such as hotels, airports, convention/conference centers, or other public establishments.
(2) Access shall only be provided after authentication by user-ID and password by the contractor.  The user shall be able to change password as often as deemed necessary.

(3) The contractor shall support dynamic IP address as well as single or multiple static IP address(es) – applicable only to dedicated Agency “hot spots”.

(4) The contractor shall provide a public Domain Name Service (DNS) for users to access the internet.

(5) The contractor shall have established roaming agreements with public hotspot providers and aggregators, so that users can roam globally.

(6) The contractor shall provide private hotspots (i.e., dedicated network infrastructure) at Government locations, as required by an Agency.

(7) The contractor shall provide commercially available Wireless Network Interface Cards (NICs) for mobile terminals, as required by an Agency.

2.  Features

None
3.  Interfaces

The following User-to-Network Interfaces (UNIs) at the SDP, as defined in this Section are mandatory:
	UNI

Type
	Interface Type and Standard

	Payload Data Rate or 

Bandwidth
	Protocol Type


	1
	Air Link: 2.4 GHz 

(Physical interface is Type II PCMCIA card of handheld computers and card/chip in PDA)
	Up to 11 Mbps for IEEE 802.11b
	1. IP v4;
2. IP v6 when offered commercially by the contractor

	2
	Air Link: 2.4 GHz 
(Physical interface is Type II PCMCIA card of handled computers and card/chip in PDA)
	Up to 54 Mbps for IEEE 802.11g
	1. IP v4;
2. IP v6 when offered commercially by the contractor

	3
	Air Link: 5GHz
(Physical interface is Type II PCMCIA card of handled computers and card/chip in PDA)
	Up to 54 Mbps for IEEE 802.11a
	1.  IP v4;
2. IP v6 when offered commercially by the contractor


4.  Performance Metrics

The following performance levels and Acceptable Quality Level (AQL) of KPIs for MWLANS are mandatory for contractor-provided wireless access points dedicated for Agency use:
	Key Performance Indicator (KPI)


	Service Level


	Performance Standard (Threshold)


	Acceptable Quality Level (AQL)



	Time to Restore (TTR)
	Without Dispatch
	4 hours
	No more than 4 hours

	Time to Restore (TTR)
	With Dispatch
	8 hours
	No more than 8 hours
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