DARPA TFIMS
 Registration & Proposal Submission Tips

________________________________________________________________________

This document is provided solely as a means by which to communicate items of importance that offerors should take into consideration when submitting Broad Agency Announcement (BAA) proposals through TFIMS.  This document is not intended to serve as a TFIMS Users Guide/Instructions Document. Official TFIMS Users Guides/Instructions can be found on the TFIMS website, https://www.tfims.darpa.mil/baa/,  and should be reviewed by offerors new to the TFMIS proposal submission process.  Currently, the following instrucction documents can be found on the TFIMS website: 
· Encyption Password Form

· Instructions on How to Zip and Encrypt Files

· Instructions on How to Submit Your Proposal

_______________________________________________________________________

Do NOT wait until the day the proposal is due to create your account in T-FIMS or submit your proposal; heavy traffic on the web server may cause delays.  The proposal submission date will not be extended to allow offerors additional time to submit simply because of their mismanagement of the proposal submission process.   
REQUEST AN ACCOUNT IN TFIMS
Please note that you MUST register for each proposal you wish to submit against an open BAA (i.e., a single offeror wishing to submit two proposals against the same open BAA must register separately for each proposal/submission).  
STEP 1: Go to https://www.tfims.darpa.mil/baa/   

STEP 2: Click on the “Request an Account” tab and read the next screen thoroughly!  
You are required to install the DOD PKI Certificate.  You will not receive your account information until this step has been completed and the respective BAA inbox has received an email.  Continue reading for more detailed instructions.  
STEP 3: Scroll down and press “Click to Continue” after reading the “Request an Account” screen thoroughly.    
STEP 4: Populate the web page that requests information about you, the proposer and then click on “Submit” at the bottom of the screen.  Make sure that the phone numbers, fax numbers, and e-mail addresses entered on this screen are accessed regularly by you and your team to ensure quick turn around during this solicitation process. 

STEP 5: You will receive the following e-mail once you have completed the request for an account section.  Read it carefully and follow all of the directions!

EMAIL SUBJECT: Access to BAA XX-XX

Your request for access to BAA XX-XX has been received.   Please read the directions below for installation of the PKI certificate.  The request will be processed within 48 hours of receipt of your email confirming installation of the PKI security certificate.  Your login information will be sent to the email address that you provided at the time of the registration. 

---------------------------------------------------------

DOD PKI Information-NEW REQUIREMENT: 

---------------------------------------------------------

Per DoD Instruction 8520.aa, DARPA is directed to implement the Public Key Infrastructure (PKI) security certificates to all web servers.  PKI refers to a framework for a wide variety of components, applications, policies and practices to combine and achieve four principal security functions:Confidentiality – to keep exchanged information private 

Integrity – to prove that exchanged information has not been manipulated in transit Authentication – to prove the identity of an entity engaged in a transaction Non repudiation – to ensure that an entity can not deny participation in a transaction. This implementation will be done in phases.  Phase one is now complete. 

During phase one, the PKI certificate was installed (NOT enabled) on the T-FIMS production web server.  What this means is the certificate has assumed the role of our Secure Socket Layer (SSL) certificate, which encrypts data over the communication line (internet).  Because of this change, we must be able to establish trusted relationships with all users connecting to https://www.tfims.darpa.mil/baa.  To do this, every computer used to connect to T-FIMS must load a client-side certificate (there is no fee for this certificate).  The certificate and instructions for installation are available at http://www.tfims.darpa.mil and click on the left menu item for DoD PKI Info. 

This task MUST be completed prior to receiving your BAA username and TEMPORARY password.  Once installed, please email BAAXX-XX@darpa.mil  for which you are proposing to confirm successful installation of the client-side PKI certificate.  In the subject line of the email, please indicate CERTIFICATE INSTALLATION COMPLETED.If you have any questions, comments, concerns, or problems with this requirement, please email tfims-baa@darpa.mil. 

Please direct any questions regarding your account to BAAXX-XX@darpa.mil. 

Thank you for your cooperation!

DOD PKI CERTIFICATE INSTALLATION
After requesting an account in TFIMS, you MUST install the DOD PKI Certificate.  This step is a DOD mandate and is very easy to complete.  

STEP 1: Go to http://www.tfims.darpa.mil and click on the left menu item for DoD PKI Info.  The certificate and instructions for installation are available at this site.   
STEP 2: Once the certificate is installed on your workstation (or the workstation of the person uploading your proposal), send an email to the respective BAA mailbox for which you are proposing and write "Certificate Installation Completed" in the subject line of the email.  
Your BAA account information will NOT be sent to you until the email with the aforementioned subject line has been received at the appropriate BAA inbox.  
CHANGE YOUR PASSWORD

You have sent an email to the BAA inbox with the following subject line: “Certificate Installation Completed.”  You should receive the following email within 48 hours after completing this step, excluding weekends.

You have been given access to BAA XX-XX. We have provided you with the required logon information. PLEASE UNDERSTAND, THE PASSWORD LISTED BELOW IS ONLY TO BE USED TO CHANGE THE PASSWORD.  IT WILL NOT ALLOW YOU ACCESS TO THE TOOL.  You will have 72 hours, from the time you receive your TEMPORARY password, to change the password.  If this is not completed within the allocated time frame, your account will be de-activated.  In addition, if you've registered multiple times with the intent of submitting multiple proposals to a single BAA, each password MUST be different. An error will be generated if you attempt to make each password the same.

---------------------------------------

Username: 

TEMPORARY Password: _X36gSW7

BAA Number: XX-XX

BAA Name: XXXXXX

---------------------------------------

Instructions for use of this tool are available for download on the BAA Tool Home Page http://www.tfims.darpa.mil/baa
If you have any questions regarding the BAA Tool, please email tfims-BAA@darpa.mil and include the relevant BAA number in the subject line (ex. BAA 03-03).  Send questions pertaining to the BAA to BAAXX-XX@darpa.mil.

STEP 1: Read the email with your temporary password thoroughly!  

STEP 2: Go to https://www.tfims.darpa.mil/baa/ 

STEP 3: Click on Change Password.  It is best to cut and paste the entire password (including “_” and “/”) into the field to avoid incorrect keying of the password.  

Within 48 hours of sending the email, you should receive the following e-mail.  

STEP 4: Populate the information for the Coversheet.  Do not enter information on this coversheet and then leave it out of the proposal!  You are free to enter as much or as little information on this page as you like, but things marked with an asterisk must be populated.  

STEP 5: Proceed to Abstract/Proposal Upload.  This option is at the bottom of the screen.  You can submit as many versions of your proposal as you like.  Each time you upload a proposal, the pervious version will be deleted.    
STEP 6: The proposal submission is not finalized until you click “FINALIZE YOUR SUBMISSION,” a tab at the top of the screen!  

You will receive the following email on AFTER clicking the “FINALIZE YOUR SUBMISSION.”  If you do not receive this email, DARPA does NOT have your proposal!
DARPA has received your submission entitled ‘XXX,’ sent in response to BAA Number XX-XX at 11/15/2007 4:18:38 PM.  This submission has been assigned control number P-XXXX-XXXXXX.  Please refer to this number on all future correspondence regarding the submission. 

Thank you for your interest in DARPA programs. 

======DEFENSE ADVANCED RESEARCH PROJECT AGENCY===========

ALL PROPOSALS MUST BE ENCRYPTED/ZIPPED FOR SUBMISSION
Instructions for encrypting/zipping files can be found on the TFIMS website: https://www.tfims.darpa.mil/baa/. 
As mentioned in the BAA: 



All proposals submitted electronically by means of an Electronic Business Application Tool or proposal submission web site (not including Grants.gov) must be encrypted using Winzip or PKZip with 256-bit AES encryption.  Only one zipped/encrypted file will be accepted per proposal and proposals not zipped/encrypted will be rejected by DARPA.  An encryption password form must be completed and emailed to THE APPROPRIATE BAA MAILBOX mentioned in the BAA at the time of proposal submission.  See https://www.tfims.darpa.mil/baa/ for the encryption password form.  

Note the word “PASSWORD” must appear in the subject line of the above email and there are minimum security requirements for establishing the encryption password.  Failure to provide the encryption password may result in the proposal not being evaluated.  For further information and instructions on how to zip and encrypt proposal files, see https://www.tfims.darpa.mil/baa/.

Proposal Abstracts Submissions:  You can only submit one document for the proposal abstract phase!  Please do not encrypt/zip multiple documents, encrypt them, and upload the one .ZIP file because your proposal abstract could be rendered non responsive.    

Proposal Submissions: You can submit two documents for this phase, the technical and cost proposals.  Each can be encrypted/zipped and uploaded separately.  
· File type supported:  ZIP File size limit:  75 Meg. 

· The BAA tool will ONLY accept files with a .ZIP extension. 

· The maximum file size for upload is 75 megabytes, and the BAA tool will enforce this rule not allowing you to upload any file larger than that size. If your file exceeds 75 megabytes, please contact the BAA mailbox for further instructions.
File must be zipped and encrypted using Winzip or PKZip with 256-bit AES encryption.

· The password used to zip and encrypt your proposal must be emailed to the BAA mailbox, using the DARPA provided form which can be downloaded from the website (https://www.tfims.darpa.mil/baa/), concurrent with and separate from the proposal submission. Note the word "PASSWORD" must appear in the subject line of the email.

�That was just an instruction to the BAA drafter





Full TFIMS user guides can be found on the TFIMS website at https://www.tfims.darpa.mil/baa/

