Reply to Questions from Vendors – K06RJH00100 Handheld Devices


1. Q:  P4 1 port for future expansion- Can you provide more details on future expansion requirements?
A:  There are no known future expansion requirements at this time, we just want to be prepared in case additional memory expansion is required beyond a single memory card some time in the future by one of the potential handheld users.
2. Q:  CR2 Visual indication of connectivity and data transfer- If the hand held has lights and shows the transmission is complete, is that sufficient.
A:  Yes.
3. Q:  F1 Internal Security application modules (SAM) card slot for future authentication-Are you referring to the CAC Reader- more clarification is needed?
A:  This is a possible future requirement, so it is not mandatory.  The internal SAM slot would theoretically be used to hold a separate chip that could perform secure cryptographic operations for communication or card operations.  This would be separate from the smart card reader slot that could read the CAC or PIV card.
4. Q:  G1.F1 Capable of reading electronic passport-What are reader requirements for the electronic passport?
A:  This should be listed as a “Future” requirement as electronic passports are in the testing phase, for more information see the State Department’s website at http://travel.state.gov/passport/eppt/eppt_2498.html.
5. Q:  G2.F5 Ability to read retiree card- What are the reader requirements for the retiree card?
A:  This is referring to the Uniformed Services Retiree teslin ID cards, which contain both a Code39 and PDF417 barcode.  This requirement is redundant with the two barcode requirements listed as requirements G1.DE2, G1.DE4, G2.DE4, G2.DE6, G3.DE3, G3.DE5, G4.DE2, and G4.DE4, so requirement G2.F5 should be deleted.
6. Q:  G3.C1 Inert casing-What is the maximum PH level of Beach?
A:  At least 5% bleach solution, 10% preferred.
7. Q:  G4.N2 Radio Frequency Communications-Is this Cell communication or another type of communication?

A:  Note that this is not a mandatory requirement.  The comments should be changed to a “future” requirement.  This group is looking for data communication solutions that operate over the 800 MHz spectrum.
8. Q:  G4.DE1 ISO 14443- Are you referring to the CAC Reader?

A:  Yes, this refers to capability to read via the contactless interface of the future CACs, which will comply with ISO 14443 parts 1-4/DesFire standards.
9. Q:  G3.A1 Intrinsically Safe- Is this defined as Division 1 or Division 2? What Classes do you require? Does the Hand Held require all 4 certifications?

A:  Class 1, Division 1, Groups A, B, C, and D hazardous area classification – device will not initiate an explosion in environments where flammable gases, vapors or liquids containing acetylene, hydrogen, ethylene, propane or derivatives of those chemicals are present.
10. Q:  Are you looking for various configurations to satisfy the different agency requirements?

A:  It is preferred, if feasible, to have a single device with different add-on modules to meet the different agency requirements.  However, the Government understands that this may not be practical or possible and therefore several device configurations would be acceptable.
11. Q:  What is the time frame for inviting the vendors in for a presentation?
A:  Current plans are for presentations to take place at the DMDC office in Arlington, VA (just outside of Washington, D.C.) from Tuesday 2/21/06 through Friday 2/24/06, but this is subject to change. The nearest airport is Ronald Regan National Airport (DCA). Vendor responses to the RFI will be reviewed and screened to determine which vendor’s products that best meet or can best meet after modification the RFI requirements. The most promising/viable candidates will be invited to make a presentation to DMDC in person and are encouraged to bring product units to demonstrate.
12.  Q:  Please provide more information regarding FIPS-201 personal identity verification identity credential?
A:  The latest version of FIPS 201 standard and its supporting/referenced documents (NIST Special Publication 800-73, “Interfaces for Personal Identity Verification,” which specifies the interface and data elements of the PIV card; NIST Special Publication 800-76, Biometric Data Specification for Personal Identity Verification,” which specifies the technical acquisition and formatting requirements for biometric data of the PIV system; and NIST Special Publication 800-78, “Cryptographic Algorithms and Key Sizes for Personal Identity Verification,” which specifies the acceptable cryptographic algorithms and key sizes to be implemented and used for the PIV system.) can be found on the NIST website at:  http://csrc.nist.gov/piv-program/ and http://csrc.nist.gov/piv-program/fips201-support-docs.html. Note that these are still considered working documents and are subject to change.
13.  Q:  N1: Are the vendors required to support all three 802.11 protocols, or just one or more?
A:  At a minimum, the device should have the ability to support 802.11b.

14.  Q:  G1.DE4/G2.DE6/G3.DE5/G4.DE4:  Does the 8.3 mils dimension apply to the PDF417 barcode as well?

A:  The following clarification is provided regarding the barcodes printed on the Uniformed Services teslin ID cards and DoD Common Access Card (CAC):
Code 39 Barcode:

The x-dimension is defined as the width of narrowest element. The narrow bar on the Teslin ID card bar codes is “shaved,” so that bleeding of the printer dots does not cause the bars to end up wider than intended. This means that some of the pixels (3) are taken from the width of the black bars and given to the spaces between them.

Teslin ID Card Code 39 X-dimension:  9 pixels or 15 mils on a 600 dpi printer.
CAC Code 39 X-dimension:  6 pixels or 10 mils on a 600 dpi printer, 3 pixels or 10 mils on a 300 dpi printer. (Note: both 300dpi and 600 dpi printers are being used currently.)
Requirements G1.DE2/G2.DE4/G3.DE3/G4.DE2 should read:  “One-dimensional (1D) barcode reader capable of reading high density (x-dimension of 10-15 mils) Code 39, Code 128, and other standard 1D bar code symbologies”
PDF417 Barcode:
The x-dimension for the PDF417 on the CAC is very straightforward, but the answer is not as clear for the Teslin ID cards even though they are always printed at 600 dpi.  The initial X-dimension used for the PDF417 on a Teslin ID card is 1.67 mil, but the final result is greater than this because the PDF417 bitmap is scaled prior to printing and forced into a specific area on the card.

Teslin ID Card PDF417 X-dimension:  Approximately 6.7 mils.
CAC PDF417 X-dimension:  6 pixels or 10 mils on a 600 dpi printer, 3 pixels or 10 mils on a 300 dpi printer. (Note: both 300dpi and 600 dpi printers are being used currently.)
Requirements G1.DE4/G2.DE6/G3.DE5/G4.DE4 should read:  “Combo 1D/two-dimensional (2D) barcode reader capable of reading high density (x-dimension of 6.7-10 mils) Code 39, Code 128, other standard 1D bar codes and PDF417 2D bar codes”
15.  Q:  G2.N2/G3.N7: Would a two piece (one piece in the vehicle providing cellular or satellite uplink with an 802.11 connection to the handheld) be acceptable to the Government?
A:  Satcom is “nice to have” requirement. Government is looking for all feasible ideas.  The one posed in the question could be a valid solution.
16.  Q:  G2.K1: Is the Government asking if a device is available with different keyboard layouts, or if a device is available with multiple keyboards for simultaneous use?
A:  Some of the groups would like a device with no keypad (touchscreen only). Other groups would like a unit with a keypad. The ability to have a single device with different keyboard configurations is desirable.
For requirement G2.K2, Group 2 is looking for ideas on how to give authorized users the ability to get PIN entry from a subject without relinquishing control of the entire device.
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